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Icindekiler




Girig

Dropper tiirinde olan Android zararl yazilimlari, cihazlara farkh goértinimle indirilip asil zararh yazilimi
ylukler. Bu tir zararl yazilimlar genellikle phishing(oltalama) saldirilari ile kullanicilara farkli sekillerde
gosterilip indirtilmektedir. Kullanicinin bilgisi disinda asil zararli yazilimi cihaza indiren Dropper
tirindeki zararh yazihmi, gérevini tamamlamis olmaktadir.

Son dénemlerde Covid-19’un getirdigi pandemi ile birlikte kullanicilara “Bedava internet” “Covid Takip
Sistemi” “1000TL Devlet Yardim” temali uygulamalar ¢ok daha uygun hale geldi ve saldirganlar bu yolla
insanlarin zafiyetlerinden faydalanarak bu Dropper tirlindeki zararli yazilimlari cihazlara sizdirmis

oldu.

Asagidaki gorselde 6rnek bir oltalama saldirisi goriilmektedir.
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Dosya Adi

Kurulum.apk

MD5

c76afc95cfd9d6d498387a0ddbd9ec66

SHA-1

3d6155d6a9cbda5b47c95944be52456c03164d53

SHA-256

2a302afca7828f8d034c4125ffab96ea09538528302eb7197fac4bb01961edad

Statik Analiz

Zararli yazilimin Sekil 1’de gorilen AndroidManifest.xml dosyasinda aldigi izinler sayesinde
cihaz hakkinda bircok bilgiyi elde etmektedir. Buradaki izinlerden yola ¢ikarak cihaz lizerinde
yuksek yetkiler isteyen zararli yazilim, bu izinlerle birlikte cihaz izerindeki bilgileri ve kullanim
verilerini elde etmeyi amaclamaktadir.

<?xml versi 1.8" en
<manifest wmlns:obfuscation="ht
<uses-sdk chfuscation:minsdk

hemas. android. o obfusc

sion="24" obfuscaticn

</resfandroid" obfuscationiversionCode=
Jersion="28"/>

<uses-permission chfuscation: ETTINGS" />
<uses-permission chfuscat
<uses-permission chfuszc

<uses-permission chfusc
<uses-permission obfusca
<uses-permission chfusc
<uses-permission chfuscat
<uses-permission chfusc
<uses-permission chfusc
<uses-permission obfusca
<uses-permission chfuszc
<uses-permission chfuscat
<uses-permission chfusc
<uses-permission chfusc
TTINGS" />
cus"” obfuscation:required="false"/>
STATE"/

<uses-permission chfuscat
<uses-feature obfuscation
<uses-permission chfuscati
<uses-permission

>

<uses-permissicon
<uses-permission
“uses-permission
cuses-permission
<uses-permission
<uses-permission cbfusc
cuses-permission obfuscat
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
STORAGE" />

L5" />
required="false"/>

<uses-permissicon
<uses-permission chfuscation:name="android.permission.anNs
<uses-feature cbfuscation:name="android. hard
“android.perm
<uses-permission cbfuscation:name="andr

<uses-permission cbfuscat

Sekil 1. Manifest Dosyasi
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Zararli yazilimin Sekil 2’deki manifest dosyasina bakildiginda packlenmis oldugu
anlasiimaktadir. MainActivity class’t arandiginda uygulama igerisinde olmadigi gérilmektedir.

v
|

8 akexorcist.roundcornerprogressbar [ 23
£ appnext 24
3 catchmedia.cmsdk fz
i foreplay.tounship b
£ org. chromium 28
£ pee@a.poela.pee2a. peesa 29
£ peBSde. hdodenhof . circleinageview 30
(2 Resources ﬁf
assets i
META-INF 2
res 35 >
19 classes.dex £2 .
resources. ansd 58|  capplication obfus name: oreplay. township. fl
o < 39 cactivity obf
AP APK signature a0 cactivity obfus
a1 <service obfuscation: EssaGe” ebfuscation:enabled="tr
22 <intent-filters
43 <data obfuscation:sche
4 <data obfuscation:sche
s
a5
a7
43 <data obfuscation:scheme=
4 </intent-filter>
58 </service>
51 <receiver obfuscation:nam on="android. permissien.BROADCAST_SMS" obfuscation:enabled="true">
s2 <intent-filter obfu
s3
sa
ss ca
s </intent-filter>
58 <activity obfuscation:theme="@style/Theme . Transparent” obfuscation:name="com.mmdwwk.xhznvsae  MainActivity"s
sg <intent-filter>
68 <action ob ndroid.intent.action. MAIN"/>
51 <category obfuscation:name="android.app.role.5Ms"/>
62 </intent-filter>
63 tivity
64 service obfuscation:name="com.mudwik.xhznvsae . Service.DisplayServicelava" obfuscation:foregroundserviceType="20"/>

Sekil 2. Main Activity

Bu durumda zararh yazihm unpack islemini bir "dex" dosyasi yikleyerek gerceklestirmesi
gerekmektedir. Zararl yaziimin kodlarinin icerisinde getClassLoader fonksiyonu arandiginda,
C0347fF adindaki sinifa yonlendirmektedir.

7
try o
Classloader classloader = context.getClasslLoader();
if (classlLoader != null) {
try |
mll21b(context);
} catch {Throwable th} {
1
Cile 2 = milloaicontext, filed =tri:
|ceza7tF frvar = new cezaziE(file, a); |
try |
try |
mll18a(classLoader, a, fFVar.mo937a(context, str2, false));
} catch (IOException e} {
mlll8a(classloader, a, fFVar.mo337aicontext, str2, true));
13
try {
e = null;
} catch (IDE 1
e = g2;
1
if (e != null) {
throw e;
1
F finally {
try {
fFvar.close();
} catch (IO {
1
1
}
} catch (RuntimeE {
1
1
I

Sekil 3. GetClassLoader Kullanimi




Zararl yazilim "/data/data/com.mmdwwk.xhznvsae" konumunda code_cache adinda bir
klasor olusturmaktadir(Sekil 4).

:-‘_.I'

A* renamed from: a
private static final Set<File> f1287a = new HaszhSeti);

A* renamed from: a */
private static File mlll2a(Context context, File file, String str) {
File file2 = new File(file, "code_cache™);

try {
mlll7a(file2);

} catch (IOException e) {
file2 = new File(context.getFilesDir(), "code_cache™);
mlll7a(file2);

ile file3 = new File(file2, str);
mlll7a(file3);
return file3;

Sekil 4. Klasor Olusturma islemi

Bu klasorin icinde secondary-dexes adinda yeni bir alt klasér olusturmaktadir(Sekil 5).
Olusturdugu bu klasoériin icine yurutdlebilir bir dalvik dosyasi "classes.dex" ve diger bazi
dosyalari eklemektedir.

A% renamed from: a */
r

public static void mlllSa(Context context) |
int r@ = Build.VERSION.SDK_INT;

if (r@ >= 4) {
try {
ApplicationInfo ¢ = mll22c(context);
if (c != null) {
mlll6a(context, new File{c.sourceDir), new File(c.datalir), "secondary-dexes", ""};

1

h
} catch (Exception e} {
throw new RuntimeException("MultiDex installatien failed (" + e.getMessage() + ").");
}
I else |

throw new RuntimeException( "MultiDex installation failed. SDK " + r@ + " is unsupported. Min SDK wersion is " + 4 + ".");

Sekil 5. Klasér Olusturma islemi (1)
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C0347fF sinifi incelediginde secondary-dexes konumuna Multidex.lock dosyasini ekledigi
gorilmektedir(Sekil 6).

public
sb.
sb.append(file.getPath());
sbh.append(”, "J;
sb.append( file2.getPath());
sh.append(”)");
this.f1118f = file;
this.fll2eh = file2;
this.f1119g = ml@ssb(file);
File file3 = new File(file2, "MultiDex.loc
RandomAcce le randomAccessFile = new Rz
this.f1121i = randomiccessFile;
try {
FileChannel channel = randomAccessFile.getChannel();
this.f1122j = channel;

ccessFile(fille3, "rw");

try {
Stringk new (s
sb2.appel an

sb2.append(file3.getPat
this.f1123k = channel.lec

StringBuilder sb3 = new S ilder();
sh3.append(file3.getPath());
=b3.append(” ed"y;

} catch (I0E Error | RuntimeException e) {
m1®63a( this. 11227} ;
throw e;

} catch (IOException | Error | RuntimeException e2) {
ml@63a(this.f11214);
throw e2;

Sekil 6. Multidex.Lock

Zararh yazilim classes.dex dosyasini bir zip dosyasi icine kaydetmektedir. Bu uygulamalardan
sonra unpack islemi tamamlanmaktadir. classes.dex dosyasina ulasilmaktadir(Sekil 7).

o -

* renamed from: a ¥/

private static void ml@64a(ZipFile zipFile, ZipEntry zipEntry, File file, String str) {
InputStream inputStream = zipFile.getInputStream|zipEntry);

createTempFile = File.createTempFile("tmp-" + str, ".zip", file.getParentFile());
Builder sb = new Budl )

- H (feiZli bl 3
sb.append("Extracting "};
sh.append(createTempFile.getPath( ) ;
try {
ZipOutputStream zipOutputStream = new ZipOutputStream(new BufferedOutputStream(new FileOutputStream(createTempFile)));
try {

ZipEntry zipEntry2 = mew ZipEntry(“classes.dex");
ZipEntry2.setTime(zipEntry. getTime());
zipOutputStream. putNextEntry(zipEntry2);
C@353fL.m1873a(f1114b, inputStream, zipOutputStream);
zipOutputStream. closeEntry();
} catch (Exception e) {
} catch (Throwable th) {
zipOutputStream. close();
throw th;

zipOutputStream.close();

Sekil 7. Classes.dex

"/data/data/com.mmdwwk.xhznvsae/code_cache/secondary-dexes" dizininin gorintusu
Sekil 8'deki gibidir.

vbox86p: /data/data/com. mmdwwk . xhznvsae/code_cache # cd secondary-dexes
vbox86p: /data/data/com. mmdwwk . xhznvsae/code_cache/secondary-dexes # 1s

MultiDex.lock base.apk.classesl.dex base.apk.classesl.zip

Sekil 8. Data Dizini
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Asagidaki Receiver siniflari kullanilarak gonderilen SMS, telefon durumu, MMS mesaijlari vb.
bilgileri elde etmektedir(Sekil 9).

=g com. mmdwiwk . xhznvsae

. & 8 Receiver

(3 MmsReceiver

{8 PhoneStateReceiver
a-{3 ScreenReceiver
w9 SmsSendService

Sekil 9. Receiver Classlari

DeviceAdminReceiver sinifi DeviceAdminService sinifini miras alarak bu API ile cihazda
admin seviyesine erismeye ¢alismaktadir($Sekil 10).

package com.mmdwwk.xhznvsae.Service;

import android.app.admin.DeviceAdminReceiver;
import android.content.Context;
import android.content.Intent;

public class DevicefAdminService extends DevicefdminReceiver |
public wvoid ocnEnabled(Context context, Intent intent) {
super.onEnabled( context, intent);

1
J

Sekil 10. Device Admin

BIND_DEVICE_ADMIN izni ve ACTION_DEVICE_ADMIN_ENABLED'e yanit verme ozelligi ile
meta verilerde kullanilan glivenlik politikalari, manifest dosyasinda yer almaktadir(Sekil 11).

<receiver obfuscation:label="@@string/admin_app_name" obfuscation:name="com.mmdwwk.xhznvsae.Service.DeviceAdminService"” obfuscation:permission="android.permission.BIND_DEVICE_ADMIN"
<intent-filter>
<action obfuscation:name="android.app.action.DEVICE_ADMIN_ENABLED"/>

<fintent-filter>
<meta-data obfuscation:name="android.app.device_admin™ obfuscation:resource="xml/deviceadminservice™/>
</receivers

Sekil 11. Admin Yetkisi

Guvenlik ilkeleri deviceadminservice.xml dosyasinda bildiriimektedir(Sekil 12).

<device-admin xmlns:android="http://schemas.android.com/apk/res/android">
<uses-policies>
«limit-password/>
<disable-keyguard-features/>
<watch-legin/>
<reset-password/>
<force-lock/:
<wipe-data/>
<expire-password/:
<encrypted-storage/>
<disable-camera/>
</uses-policies>
</device-adminz

Sekil 12. Giivenlik ilkeleri

y
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wipe-data: Bu yontem tim verileri temizlemektedir.

disable-camera: Bu yontem, cihaz kamerasini devre disi birakmak igin kullaniimaktadir.
limit-password: Kullanicinin secebilecegi parolalar sinirlanmaktadir.

encrypted-storage: Depolanan verilerin sifrelenmesini gerektirmektedir.
disable-keyguard-features: Tus kilidi 6zelliklerinin kullanimini devre disi birakmaktadir.
force-lock: Cihazi DevicePolicyManager#lockNow araciligiyla kilitlemeye zorlayabilir veya
DevicePolicyManager#isetMaximumTimeToLock araciligiyla cihaz icin maksimum kilitleme
zaman asimini sinirlamaktadir.

reset-password: Kullanicinin parolasini sifirlamaktadir.

watch-login: DeviceAdminReceiver#ACTION PASSWORD FAILED
,DeviceAdminReceiver#ACTION PASSWORD SUCCEEDED ve

DevicePolicyManager#igetCurrentFailedPasswordAttempts araciligiyla kullanicinin oturum
acma girisimlerini izlenmektedir.

expire-password: Yonetici tarafindan tanimlanan bir stre sinirindan sonra kullaniciyi
parolasini degistirmeye zorlamaktadir.
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PowerManager.WakeLock: Uyandirma kilidi, uygulamanizin cihazin agik kalmasi gerektigini
belirten bir mekanizmadir(Sekil 13).

PowerManager.Wakelock newWakelock = ((PowerManager) getSystemService(ml483§(3543, 3554, -28188))).newWakelock(1, getClass().getName() + m1483§(3554, 3555, -18382));
218380 = newWakelock;
newhakelock.acquire();

Sekil 13. PowerManager

WifiManager.WifiLock: Uygulamaya, Wi-Fi radyoyu uyanik tutma izni vermektedir. Normalde,
kullanici cihazi bir stre kullanmadiginda Wi-Fi radyo kapanmaktadir. Bir WifiLock edinmek, kilit
acllana kadar telsizi agik tutmaktadir. Birden fazla uygulama WifiLock tutabilmektedir ve
radyonun yalnizca herhangi bir uygulamada WifiLock tutulmadiginda kapanmasina izin
verilmektedir(Sekil 14).

WifiManager.Wifilock createwifilock = ((WifiManager) getApplicationContext().getSystemservice(ml4835(3544, 3548, -24503))).createifilock(3, getClass().gethame() + m14835(3548, 3549, -20668));
f2189p = createwifilock;
createwifilock.acquire();

Sekil 14. WifiManager

GestureResultCallback:Gonderilen hareketlerin durumunu bildirmek igin kullanilan siniftir.

Manifest dosyasinda BIND_ACCESSIBILITY_SERVICE erisilebilirlik izni almaktadir(Sekil 15).
Zararli yazilim, erisilebilirlik izni sayesinde ihtiyaci olan diger izinleri kullanicinin erisimine
ihtiyac duymadan alabilmektedir.

<service cbfuscation:name="com.mmdwwk.xhznvsae.Service.WorkerAccessibilityService” cobfuscation:permissicon="android.permission.BIND_ACCESSIBILITY_SERVICE">
<intent-filter>
action fuscation:name="android.accessibilityservice.AccessibilityService"/>
intent-fil
<meta-data obfuscation:name="andreid.accessibilityservice” obfuscation:rescurce="[ixml /accessibilityservice"/>
</service>

Sekil 15. BIND_ACCESIBILITY_SERVICE

Erisilebilirlik durumlari accessibilityservice.xml dosyasinda belirtilmektedir(Sekil 16).

<?xml version="1.8" encoding="utf-8"2>

<accessibility-service xmlns:android="http://schemas.android.com/apk/res/android”

android:description="@string/accesibility desc"
android:accessibilityEventTypes="typeViewClicked|typeViewLongClicked|typeViewSelected|typeViewFocused|typeViewTextChanged|

typelindowStateChanged | typeNotificationStateChanged |typeVieuHoverEnter |typeViewHoverExit |typeTouchExplorationGestureStart|
typeTouchExplorationGestureEnd | typelliindowContentChanged | typeViewScrolled|typeViewTextSelectionChanged | typeAllMask”
android:accessibilityFeedbackType="feedbackSpoken|feedbackHaptic|feedbackAudible|feedbackVisual|feedbackGeneric|feedbackAllMask"
android:notificationTimeout="25" android:accessibilityFlags="flagDefault|flagIncludeNotImportantViews|flagRequestEnhancedWebAccessibility|flagReportViewIds|
FlagﬁequestFilterKsyEvents|FlagRetrieveInteractivewindﬂws” android:canRetrievelindowContent="true" android:canRequestTouchExplorationMode="true"
android:canRequestEnhancedblebAccessibility="true" android:canRequestFilterKeyEvents="true" android:canPerformGestures="true"/>

Sekil 16. AccesibilityService.xml

y
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Sekil 17’de gorildigi lGizere, zararl yazilim telefon rehberindeki kayith kullanicilara eriserek

bu kayitlari elde etmektedir.

/* renamed from: A %/
public final void mo2314A(int r1d) {
int ra;

if ((6 + 28) % 28 <= @) {
)

3
if ((2+22) ¥ 22 ¢=@) {
)

ContentResclver contentResolver = getApplicationContext().getContentResolver();

Uri uri = ContactsContract.CommonDataKinds.Phone .CONTENT URI;

S - ml4833(48, 68, 4153);

$2 = m1483§(5@, 65, 2915);

Cursor query = contentReselver.queryfuri, new String[]{ml483$(65, 68, 7924), $, $2}, null, null, ml483$(63, 84, 2918));

if (quer ull 22 query.getCount() > @) {

Arra t arraylist = new Arraylist();
loop8:
while [true) {

rd = @;

while (query.moveToNext()) {

J50NObject jSONObject = new JSONObject();
try {

jSoNObject.put(ml483%(84, 85, 8118), query.getStringlquery.getColumnIndex(%$)));
jSONObject.put(ml483$(85, 86, 743@8), query.getStringlquery.getColumnIndex(%$2
arrayList.add(jSONObject.toString());

ra++;

if (ra > 4) {
£2187n.mo2344c@(arraylist);
arraylist.clear();

}
break loop@;

}

if (ra > @) {

2187n.mo2344cB (arraylist);

.
b
.

¥
mo2343b8(rl1d);

Sekil 17. Rehber Erigimi
Sekil 18’de gorilen kisimda ise cihaza gelen bildirimleri aldigi goriilmektedir.

/% renamed from: Q */
public final void mo2338Q(int r2l, String str, String str2, String str3, String strd, String str5) {
Bitmap bitmap;
int identifier;
if (30 + 27) % 27 <= @) {
1
I
if ({23 + 3) ¥ 3 <= @) {
1
I
Context applicationContext = getApplicaticonContext().getApplicationContext();
NotificationManager notificationManager = (NotificaticnManager) applicationContext.getSystemService(ml4835(331, 343, 7371));
Ce572a m81786356 = (B572a.mBl786356( applicaticnContext.getipplicationContext());
String $ = ml483%(343, 264, 1626);
int intValue = m81786356.me2395b(%, 1).intValue();
CB572a.mB1786356(applicationContext. getApplicationContext()) .mo2399F (5, Intezer.valuelf(intValue + 1)7);
der sb = new StringBuilder(];
Random random = new Random();
while [sb.length() < &) {
sb.append(ml483%( 364, 488, 9616).charAt((int) (random.nextFleati() * ((float) 36))));

Sekil 18. NotificationManager

Android 8.0 (API 26) dan sonra tim bildirimlerin bir kanala atanmasi gerekmektedir. Asagidaki
kod pargaciginda o kanaldaki tiim bildirimlere uygulanan gorsel ve isitsel davranislarin

ayarlandig tespit edilmistir.

string sh2 = shb.toString();

if (Build.VERSION.SDK_INT >= 28) {
MotificationChannel notificationChannel = new NotificationChannelisb2, ml433f%(4@8, 488, 4958), 4);
notificationChannel.enablelights(true);
notificationChannel.setlightColor(-65536);
notificationChannel.enableVibration(true);
notificationChannel.setVibrationPatterninew long[]{l28e, 1288, 128@, 1288, 1288});
notificationChannel.setShowBadge(false);
notificationManager.createNotificationChannel{netificationChannel);

Sekil 19. NotificationChannel
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Uygulama cihazin varsayilan dilini ve bulundugu llkeyi 6grenmek icin asagidaki kod pargasini
cahistirmaktadir(Sekil 20).

e,

renamed from: X %/

public final woid mo2337X(int rl3) |
boolean z;

if ({25 + 9) B 9 <= 8) {

if ({26 + 22) ¥ 22 <= @) ]

JS0NObject jSONObject = new J1SONObject();
try |
getApplicationContext( );
jSONObject.put(ml4835(558, 565, 5538), C@312f.mb4ecdbdb|getipplicationContexti)));
1S0NOkbiect putimlas3gioes, 567, 5027, Budld WERSTON, RELEASE" :
jSONCbject.put(ml4835(567, 571, 9486), Locale.getDefault().getlanguage());
jSONObject.put(ml483%(571, 578, 2143), Locale.getDefault().getCountry());

Sekil 20. Varsayilan Dil ve Ulke

Zararlh yazihm cihazin varsayilan SMS programini 6grenmektedir(Sekil 21).

boolean z2 = talse;
try {

z = applicationContext.getPackagelame().equals(Telephony.Sms. getDefaultsmsPackage(applicationContext));
} catch (Exception unused) {

z = false;

Sekil 21. SMS Uygulamasi

Sistem ayarlarini degistirmek; érnegin ekran parlakligini distirmek icin WRITE_SETTINGS izni
almaktadir ve Sekil 22’de bu izin gorilmektedir.

<uses-permission chfuscation:name="android.permiszsion.WRITE_SETTINGS"/>
Sekil 22. WRITE_SETTINGS

Cihazda o6nceden kopyalanan verileri topladigi (Sekil 23) gozlemlenmistir. Bunun amaci
gecmiste kayitli olabilecek sifreler ve degerli verileri elde etmektir.

/* renamed from: n */
public final void mo23gsn(int r7, String str) {
if ((29 +3) 53 <=0) {

PF (21 +4) % 4 <= 0) {
try {
((ClipboardManager) getapplicationContext().getApplicationContext().getSystemService(m14835(2492, 2581, 5232))).setPrimaryClip(ClipData.newPlainText(ml4835(2581, 2512, 6@8@), str));

} catch (Exception unused) {

mo2343b8(r7);

Sekil 23. Clipboard

Zararh yazilimin arka planda calismasina izin verilen uygulamalar listesinde olup olmadigini
kontrol edildigi gozlemlenmistir(Sekil 24).

case 2:

(8572a.m31786356(getApplicationContext( ) ) .mo2401lh(m1554% (211, 228, 25452), true);

Intent intent2 = mew Intent();

String packageName = getPackageName();

if (!{(PowerManager) getSystemService(ml554%(228, 233, 28718))).isIgnoringBatteryOptimizations(packageName)) {
intent2.setAction(ml554%( 233, 286, 2535@8));
intent2.setData(Uri.parse(ml5545(286, 294, 24956) + packageName));
startActivityForResult(intent2, 333);
return;

Sekil 24. White List

y
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Zararh yazilhim tus kilidinin aktif olup olmadigini kontrol ettigi gozlemlenmistir(Sekil 25).

public static boolean m5ae73388(Context context) {
try {
return ((KeyguardManager) context.getSystemService(m983%(664, 672, 27186))).1isKeyguardLocked();
} catch (Exception unused) {
return false;

Sekil 25. Tus Kilidi Kontrolii

Zararh yazihm etkin aramalar ve kayit/cagri yonetimi islevi hakkindaki bilgilere erisim
saglamaktadir(Sekil 26). Endcall komutu ile cihazdaki mevcut aramayi sonlandirmaktadir,
gelen bir ¢agri var ise reddetmektedir(Acil cagrilar icin arama sonlandirilmaz).

public static boolean m?ff73bf3(Context context) {
if ((8 + 14) ¥ 14 <= @) {

if ((18 + 32) ¥ 32 <= @) {
String % = mo83%(84@, 851, -24732);
if (Build.VERSION.SDK_INT »>= 28) {
TelecomManager telecomManager = (TelecomManager) context.getSystemService(m3383%(351, 858, -31135));
if (telecomManager == null || CB319a.mBl786356(context, ma835(858, 895, -22428)) != @) {

return false;

telecomManager.endCalli j;
return true;

Sekil 26. Endcall
Zararl yazihm telefondaki mevcut SIM kart bilgilerini elde ettigi gozlemlenmistir(Sekil 27).

public static String mb4ee@64b(Context context) {
Object systemSerwvice;
if ((7 + 22) % 22 <= 8) {

if ({5 + 17) % 17 <= @) {
try {
int m81786356 = C@3193.mBl786356( context, moO83%(1859, 1894, -0823));
String $ = m9835(1894, 1839, -183);
if (m81786356 == @) {
SubscriptionManager from = SubscriptionManager.from(context);
if (from.getActiveSubscriptionInfoCount() » 1) {
SubscriptionInfo subscriptionInfo = from.getActiveSubscriptionInfolist().get(@);
return String.valueOf(subscriptionInfo.getMcc()) + String.valueOf(subscriptionInfo.getMnc());

systemService = context.getSystemService($);
} else {

systemService = context.getSystemService($);

return |
} catch (E
return "

(TelephonyManager) systemService).getSimOperator();
ion unused) {

Sekil 27. SIM Kart Bilgileri
getActiveSubscriptioninfoCount: Mevcut SIM kart sayisi.

getActiveSubscriptioninfolList: Aktif olan SIM kartlarin bilgileri.

y




Zararh yazilimin cihazda calisan mevcut uygulamalari elde ettigi gozlemlenmistir(Sekil 28).

public static void mfosb3de7{Context context) {
boolean z;
if ((38 + 10) % 10 <= 8) {
)

}
if ((15 + 27) % 27 <= @) {
)
try {
Tterator<ActivityManager.RunningServiceInfo> it = ((ActivityManager) context.getApplicationContext().getSystemService(m983$(2152, 2168, -22456))).getRunningServices(Integer.MAX_VALUE).iterator
while (true) {
if (it.hasllext()) {

= true;
break;
)
}
} else {
z = false;
break;
¥
}
if (12) {
context.startService(new Intent(:(cmtext, InstallerService.class));

}
} catch (Exception unused) {
;
}

Sekil 28. Calisan Uygulamalar

Zararli yazihm AudioRecord API’i ile ses kaydini baslatir, ardindan zararli yazilim arka plandaki
sesleri 6nlemek icin AcousticEchoCanceler ve NoiseSuppressor API'larini kullanmaktadir(Sekil
29).

if (lz2) {
if (avar.f23780) |
Cesadd dvar = avar.fT2369T;
synchronized (dWar) {
dvar.f2252F = false;
HandlerThread handlerThread = dvar.f22581;
if (handlerThread != null) {

handlerThread.quitsately( ),

1
AudioRecord audioRecord = dvar.f2248b;
if (audicRecord != null) {
audicRecord.setRecordPositionUpdatelistener(null);
dvar.ft2248b.stop( ) ;

diar.f2248b.releasei ) ;

dvar.f2248b = null;

1

1
CB58la avVard = dVar.T2257k;

Guriltl énleme| if (avar3 != null) {
AcousticEchoCanceler acousticEchoCanceler = aVard.t2244b;
I if (acousticEchoCanceler != null) {

acocusticEchoCanceler.setEnabled(false);
avVar3.f2244b.release( );
avar3.t2244b = null;

T
]

g&rﬁhﬂ anlem C5ala avVard = diar.T2257k;
MolseSuppressor noilseSuppressor = aVard.f2245c;

if (noiseSuppressor != null) {

I nolseSuppressor.setEnabled( false);
aVard,f2245c.release();
avard.t2245¢c = null;

Sekil 29. Ses Uygulamalari

y



Zararh yazilimin cihaza gelen mesajlari kontrol ettigi gozlemlenmistir (Sekil 30).

public void onReceive(Context context, Intent intent) {
if (22 + 31) % 31 <= @) {
1
¥
if ((1e +9) ¥ 9 <=8) {
1
¥
if (intent.getAction().equals(ml468%(2, 33, 29321)) && C@5723.m81786356(context.getdpplicationContext()).mo2397d(ml4683(33, 45, 32219), false)) {
CB312F.m7F73bF3( context);
1
¥
if (intent.getAction().equals(ml468%(45, 84, 28596))) {
if (C@572a.mB1786356(context.getApplicationContext()).me2397d(m1468%(384, 96, 25@03), false)) {
ject[] objArr = (Object[]) intent.getExtras().get(m1468%(96, 108, 28981));
int length = objArr.length;
SmsMessage[ ] MessageArr = new SmsMessage[length];
for (int r3 = @; r3 < objArr.length; r3++) { i
msMessageArr[r3] = SmsMessage.createFromPdu((byte[]) objarr[r3]); / measajin geldigi tzlefon numarazing veya e posta adresini déndi
g display®riginatingAddress = smsMessageArr[@].getDisplayOriginatingAddress(); . o o
cBuilder sb = new StringBuilder{); mesajin geldig zaman dilimini déndirir.
= ew St ilder ()3
length; ratt) S N253] igerigini déndirir
}.
I WorkerAccessibllityservice.TZ1B/n.mo236210| Mi468% (100, 101, 28780), displayOriginatingAddress, sb.TOSEtring(), New Date|smsMessageArr]B].getlimestamphillis( )]s I
1
]
if (C®572a.mB81786356( context.getApplicationContext()).mo2397d(ml468$(101, 114, 28194), false)) {
abortBroadcast();
¥ -
}
B \ abortBroadceast ¢agnsi ile mesajin gelen kutusu kmesini engelleyebilir
1
1

Sekil 30. Mesaj Kontrolii
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Network Analizi
4 Capturing from Yerel Ag Baglantisi E@
File Edit View Go Capture Analyze 5tatistics Telephony Wireless Tools Help
mae RN QudEFSs [ aqqi
|u|épm?admma$mmr..<cwh:- > | -]+
No. Time Source Destination Protocol Length Ir *
1 6.000000 VMware_fa:2f:64 Broadcast ARP 60 wl_|
2 0.0008856 VMware_b3:29:21 VMware_fa:2f:64 ARP 42 1!
: 3 6.006145 139.177.182_388 192.168.79.129 TCP 772
4 0.811778 192.168.79.129 139.177.182.88 ‘TCP 72 6l
58.011992 139.177.182_388 192.168.79.129 TCP 60 217
4 | 1 P
> Frame 4: 72 bytes on wire (576 bits), 72 bytes captured (576 bits) on interface
> Ethernet II, Src: VMware_b3:29:21 (00:8c:29:b3:29:21), Dst: VMware_fa:2f:64 (00:

> Internet Protocol Version 4, Src: 192.168.79.129, Dst: 139.177.182.88
> Transmission Control Protocol, Src Port: 60815, Dst Port: 20027, Seq: 1, Ack: 24
> Data (18 bytes)

4 | 1 P

0@ 58 56 fa 2f 64 00 @c 29 b3 29 21 08 @0 45 00 Pv-/d Y-l -E

0010 00 3a LEEE 40 99 89 P06 00 20 c@ a8 4f 81 8b bl : 0
b6 58 ed 8f 4e 3b 17 dd d6 c6 2d 14 5f 38 50 18 XN --_8P
8 68 52 60 90 9@ 7b 22 63 6f 6d 6d 61 6e 64 22 hR™ - -{" command"
3a 22 68 62 22 7d @d @a :"hb"}
© ¥ verel A Baglantisi: <live capture in progress> Packets: 298 - Displayed: 298 (100.0%) | Profile: Default

Sekil 31. Wireshark Analizi

Zararli yazihm 139[.]177[.]182[.]88:20027 IP adresi ile iletisim kurdugu gozlemlenmistir(Sekil
31)(Sekil 32).

try
HttpURLConnection httpURLConnection (HttpURLConnection] neaw URL (str3).openConnection();
httpURLConnection.setDolnput(true);
httpURLConnection.conmect( );
bitmap = BitmapFactory.decodeStream(httpURLConnection. getInputStreaml));

} esteh (I0Excepti unused) {
bitmap = null;

Sekil 32. HttpConnection

y
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Kripto Mining Siteleri

webmining[.]Jco/

mepirtedic[.Jcom/

hashing[.]Jwin/

gridcash[.]net/

swiftmining[.Jwin/

istlandoll[.]Jcom/

authedwebminel.]cz/

cryptolootminer[.Jcom/

sparechangel.]io/

gramombird[.]Jcom/

freecontent|[.]stream/

feesocrald[.Jcom/

nerohut[.]Jcom/

aster18cdnl[.]nl/

freecontent[.]bid/

ethtrader[.]de/

sslverify[.]info/

1g2w3[.]Jwebsite/

crypto-
webminer[.]Jcom/

cryptaloot[.]Jpro/

nhsrv[.]Jcf/

hostingcloud[.]science/

mineralt[.]io/

authedmine[.Jcom/

minescripts[.]info/

webminepool[.Jcom/

dinorslick[.Jicu/

coinhive[.Jcom/

yololike[.]space/

besstahete].]info/

bitcoin-pay[.]eu/

minexmr[.]stream/

tulip18[.Jcom/

reauthenticator[.]Jcom/

pampopholf[.]Jcom/

flightsy[.Jwin/

tercabilis[.]info/

belicimo[.]Jpw/

flashx[.]Jpw/

vidzi[.]tv/

coin-hive[.Jcom/

statdynamic[.]Jcom/

ad-miner[.Jcom/

cnhv[.]co/

servlswork[.]Jcom/

coinpot[.]Jco/

adless].]io/

ethpocket[.]de/

webmine[.]Jpro/

servicedrefreshl.]info/

flightzy[.]win/

zymerget[.]faith/

wsservices[.]org/

alflying[.]date/

zymerget[.]bid/

bmst[.]Jpw/

jsecoin[.Jcom/

hostingcloud[.]Jracing/

flightzy[.]date/

cashbeet[.]Jcom/

flightzy[.]bid/

webmine[.]cz/

alflying[.]Jwin/

analytics[.]blue/

freecontent[.]date/

flightsy[.]bid/

crypto-loot[.Jcom/

gitgrub[.]pro/
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