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GIRIS

BazarLoader (diger bilinen ismiyle BazaLoader) bulastigi Windows host sistemlerine backdoor
olusturan bir zararli yazilim ailesidir. TA800 tarafindan gelistirilmistir. Backdoor olusturarak
girilen sistemlerdeki zafiyetleri bularak bu zafiyetleri sémirmek tGzere zararli yazilim yikleme
ve ag lzerindeki diger sistemlere sizmaya ¢alismaktadir.

Farkli vektorlerile yayilan BazarLoader genel olarak mail yolu ile kullanicilara bulassa da Subat
2021’de yapilan arastirmalarda ¢agri merkezleri ile yapilan oltalama saldirilari ile kullanicilara
bulastirilmasi saglanmistir. Bu tarz oltalama cagrilarina da “BazaCall” denilmektedir.
Kullanicilari arayip lcretsiz deneme stirimleri teklif ederek zararl yazilimi sistemlere enjekte
etmeye calismaktadirlar.

BAZARCALL

Kurbanin istenilen

agri merkezi Makrolari : P
_(}'g Kurbani dBkiaidosyasini Krofal .Pul:fllc klasor altina DLL
i¢in numara siteye yonlendirme indirmesi aktiflestirme indirme ve galistirma
iceren e-posta
)

P

EXE indirmek BazarLoader BazarlLoader

icin web trafigi EXE C2 Trafigi ® verisizdirma
® kesif
® agistisman

® takip eden kétii amagh yazihm
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Dosya ismi

1f6e8b2f989ccOce80baa52acc0b3986.dll

MD5 1F6E8B2F989CCOCESOBAA52ACCOB3986
SHA256 bc8407aa092b9b316e72b6082699dd1432521f739eacfb57109bb1d759d89802
SHA1 6fc636cd696a77c590727f512cd4ce02da55d984
ik Gériilme 2021-07-12 06:28:35 UTC

Giris kisminda bahsedildigi gibi zararh yazilim cesitli yollarla kullanicinin cihazina bulasip asagidaki
sekilde ¢alistirarak zararli islemlerini yapmaya baslamaktadir.

Elimizdeki zararl yazihm bir DLL oldugu i¢in bir host uygulamaya ihtiya¢c duymaktadir, bundan dolayi
rundll32.exe legal Windows uygulamasina parametre olarak verilip cmd tarafindan g¢alistirilmaktadir.
Bu calistirmanin ardindan bircok teknik ile birlikte yine Windows’un legal bir uygulamasi olan
svchost.exe calistirarak icerisine enjekte edilen kodu thread yolu ile galistirarak Komuta Kontrol
Sunucularina baglanti kurdugu gorilmastir. Bilindigi Gizere svchost Windows’ta sistem servislerini
cahistirmak icin calisan legal bir uygulamadir. Zararli yazihm bu uygulamaya enjekte olarak ayni
zamanda kalicihk da saglamaktadir. Zararl yazilimin olusturdugu islem agacini asagida gorebilirsiniz.

(Sistem Win7 x64)

e cmd.exe ( cmdline: cmd.exe /C rundll32.exe
'C:\Users\user\Desktop\1f6e8b2f989ccOce80baa52acc0b3986.dII',#1 MD5:
4E2ACFAF8A396486AB4268C94A6A245F)

o rundll32.exe ( cmdline: rundli32.exe
'C:\Users\user\Desktop\1f6e8b2f989ccOce80baa52acc0b3986.dlI',#1 MD5:
73C519F050C20580F8A62C849D49215A)

e rundll32.exe ( cmdline: C:\Windows\System32\rundll32.exe
C:\Users\user\Desktop\1f6e8b2f989ccOce80baa52acc0b3986.dll,StartW 2791350475 MD5:
73C519F050C20580F8A62C849D49215A)

o svchost.exe ( cmdline: C:\Windows\system32\svchost.exe -k UnistackSvcGroup MD5:
32569E403279B3FD2EDB7EBD036273FA)
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APl Hammering

APl Hammering, sandbox analizlerini geciktirmek ve yapilan zararh yazilim teknik analizlerinin
kapasitesini distirmek amaciyla kullanilan bir tekniktir. Degisken olarak belirli API’larin on
binlerce kez kullanmasi yoluyla analizi zorlastirmaktadir. Sandbox algoritmalarina bakildiginda
kayit tutmak Gzerine kurulu olan algoritmalar asiri yiiklenme ile delay execution denilen, asil
zararh kod blogunun calistiriimasini engeller. Ornek vermek gerekirse 2 milyon ¢agri yapan bir
zararli yazilm bu c¢agrilar sonucunda asil zararh kod blogunu calistirmak Uzere kodlanmis
olsun. Belirli bir stire sonra bu kadar fazla ¢agrinin sonucu olarak sandbox’in tuttugu kayitlar
tamamen gereksiz verilerle dolacaktir ve asil zararl kod ¢alismayacaktir.

Bu teknigi kullanilan bir zararh yaziimdan alinan API ¢agrilarinin sayilari:

AP ismi Gagri Sayisi
» KERNEL32.dIl.GetLastError 49739
» USER32.dIl.GetDlgltem 34446
» KERNEL32.dIl.TIsGetValue 34434
» KERNEL32.dIl.SetLastError 34434
» dbghelp.dll.SymCleanup 30608
» USER32.dIl.ShowWindow 30608
> KERNEL32.dll.GetCurrentProcess 30608
» KERNEL32.dll.LeaveCriticalSection 15306
» KERNEL32.dll.EnterCriticalSection 15306
» KERNEL32.dll.CloseHandle 15305
» USER32.dll.FindWindowExA 15304
» GDI32.dIl.MoveToEx 15304
» USER32.dll.GetClassNameA 15304
» PSAPI.DLL.GetPerformancelnfo 15304
» USER32.dIl.SetWindowPlacement 15304
» KERNEL32.dll.GlobalMemoryStatusEx 15304
» USER32.dIl.PostMessageA 15304
> PSAPIL.DLL.EnumProcesses 15304
> KERNEL32.dll.GetVersionExA 15304
» dbghelp.dll.SymlInitialize 15304...
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Bu sekilde manuel sekilde yapilan analizlerde asil kullanilan zararli API’larin kullanimlarini ve
parametrelerinin analiz edilmesini zorlastirilmaktadir.

can G -FEFEZA4CES

mowv risd,EB B:"
mowv ecx,risd

call * 7FEFB3A1AAS

MOV Qwoi ptr ds:[FFEFBE3IBAOSS8] ,rax I ax

mov dword ptr ssiwaffen.000007FEFB3ALlAAS

mov dword ptr ss:mov gword ptr ss:irsp+sl,rbx
mov dword ptr ss:ipush rdi

mow eax,dword prtrsub rsp,z0

mov byte ptr ss:|fimov rdi,rcx

mowv al,byte ptr gmov edx,l1

test al,a HOr ecx,ecx
ine waffen.7FEFBE3mov rod,oc
MoOW FCx, rbx mowv rs8d,&5507354

mov eax,dword prrEall <GP -CLLanalysftoraPI=
®or eax,lCs436FC |Eallll rax
mov dword ptr ss:imov edx,l1
inc rcx mov road,9s
m mowv rs8d,5550B067
WOr ecx,ecx
mow  rbx, rax
call -GN -CLLanalysTorAPI>
mov ra8,rdi
xor edx,edx
mowv FCxX, rbhx
| lx=] Yerel Degiskenler |mo rbx.qyord ptr ss:Qrsp+30f]

Ayni zamanda zararli yazilimda dinamik olarak DLL yorumlama ve “parse” islemi kullanilarak
asil zararli API’larin hangi kod blogunda ve ne zaman kullanilacagini analistlerden gizlemis
olmaktadir.

Asagida gorilen IDA gortintiusindeki gibi bir cok sonsuza yakin dongiilerle birlikte ylizbinlerce
API cagrisi yapilarak APl Hammering uygulanmaktadir.
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Zararh yazilimin kisa slirede yaptigi CALL sayisi ve kullanilan hafiza boyutu bu fotografta

gozlikmektedir:
S - LI e S = R FE NG Ui
# Time of Day Thread Module APL \)\ Return Value Error Duration
1010386 1:31:02.846 AM 1 -d\l IstrempA [, "w”) -1 0.0000000
1010387 1:31:02.846 AM 1 ' IstrempA (77, "éqQT) -1 0.0000000
1010388 1:31:02.3456 AM 1 [ Xl IstrempA (™, "q” ) -1 0.0000000
1010389 1:31:02.846 AM 1 [ X IstrempA (™, "B57) -1 0.0000000
1010390 1:31:02.846 AM 1 -CHI IstrempA [ 77, HCT) -1 0.0000000
1010391 1:31:02346 AM 1 [ Yl IstrempA [, "B ) 1 0.0000000
1010392 1:31:02.846 AM 1 —.d\l IstrempA (7, ") -1 0.0000004
1010393 1:31:02.346 AM 1 [ X0 Istrempd (7, "eg”) 1 0.0000004
1010394 1:31:02.345 AM 1 [ X IstrempA (™, "Be”) -1 0.0000021
1010395 1:31:02.846 AM 1 [ J IstrempA (™, "5¢7) -1 0.0000000
1010396 1:31:02.846 AM 1 -d\l IstrempA (77, ) -1 0.0000000
1010397 1:31:02.345 AM 1 . Istrempd (™, "9€7) -1 0.0000004
1010398 1:31:02.846 AM 1 [ X IstrempA (™, "Ec”) -1 0.0000000
1010399 1:31:02.846 AM 1 -:ﬂl IstrempA (77, T7) -1 0.0000000
1010400 1:31:02346 AM 1 i IstrempA [ =%, “€6°) 1 0.0000000
1010401 1:31:02.846 AM 1 -d\l IstrempA (™, "«q” ) -1 0.0000000

Asagidaki tabloda ise zararh yazilimimiz tarafindan kendi hafiza bloguna ytklenen DLL ler

gorulmektedir.
Dosya Yolu API
C:\Windows\System32\kernel32.dll ReadFile
C:\Windows\System32\wininet.dll ReadFile
C:\Windows\System32\advapi32.dll ReadFile
C:\Windows\System32\ole32.dll ReadFile
C:\Windows\System32\ntdIl.dll ReadFile
C:\Windows\System32\shell32.dlI ReadFile
C:\Windows\System32\bcrypt.dll ReadFile
C:\Windows\System32\crypt32.dll ReadFile
C:\Windows\System32\dnsapi.dll ReadFile
C:\Windows\System32\netapi32.dll ReadFile
C:\Windows\System32\shlwapi.dll ReadFile
C:\Windows\System32\user32.dll ReadFile
C:\Windows\System32\ktmw32.dll ReadFile
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Peki bu DLL’leri nasil hafizasina yiiklemektedir?

Dinamik DLL analizinin ardindan LoadLibrary-CreateFile-ReadFile sirasi ile DLL leri hafizasina
ylkleyen zararh yazihm yukarida belirtilen DLLleri hafizasina yikledikten sonra bu DLLleri
parse ederek gerekli API'larin baslangic adreslerini hafizasinda tutmaktadir.

—

FEST 20 RFLIGS  DO00D00ODO000202
43:5925 08 ZF0 FED A D
000

Quord ptr [rd1+20]=(0000I000002F SBFD <BLoadLibr aryAs]=ckernel32, LoadLibraryA> 010000080
0DIDII000000D

0000000DO204E58

Bu sekilde kullanilacak olan API’lari kendi hafizasinda hard-coded sekilde tutmayip statik
analizi zorlastirmaktadir. Ayni zamanda APl Hammering teknigi ile birlestirip sonrasinda ne
zaman kullanacagini da gizlemektedir.

Svchost icerisine enjekte edilip ¢alistirilan thread igerigi:

ntdll.dIl!ZwWaitForSingleObject
KernelBase.dll!WaitForSingleObjectEx
wininet.dll!InternetSetStatusCallbackW
wininet.dll!GetUrlCacheHeaderData
wininet.dll!InternetSetStatusCallbackA
wininet.dll'HttpOpenDependencyHandle
wininet.dll!InternetCanonicalizeUrlW
wininet.dll!AppCacheGetManifestUrl
wininet.dll!InternetConfirmZoneCrossingW
wininet.dll!HttpSendRequestA
kernel32.dll!BaseThreadInitThunk
ntdll.dIl!RtIUserThreadStart
wininet.dll!InternetSetStatusCallbackA

y
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BazarLoader’in bir backdoor olusturan zararh yazilim ailesi oldugu bilinmektedir. Peki bu
backdoor nasil saglanir?

Svchost’a enjekte edilen kod ise hafizasinda sakladigi belirli komuta kontrol sunucularina
periyodik olarak HTTP istegi atarak komut beklemektedir. Asagidaki procmon goriintiisiinde
gorildigi Gzere thread olusturarak periyodik olarak istek atmaktadir.

'svchost exe
'svchost exe
'svchost exe
'svchost exe
'svchost exe
''svchost exe
'svchost .exe
'svchost exe
'svchost .exe
'svchost exe
'svchost exe
'svchost exe
''svchost exe
'svchost .exe
'svchost exe
'svchost .exe
'svchost exe
'svchost exe
'svchost exe
'svchost exe
'svchost exe
''svchost exe
'svchost .exe

2216 AW TCP Recornect NG| - c=ldomain:62135 > ec2-54-219-112-13 us-west-1.compute amazonaws com hitps

2216 4% TCP Reconnect o c=ldomain:62135 -> ec2-54-219-112-13 us-west-1.compute. amazonaws.com:hitps

2216 ,f'.hTCP Reconnect (D |- c=ldomain: 62136 -> ec2-54-215-112-13 us-west-1 compute amazonaws.com hitps

2216 ALTCP Recornect (D |- =ldomain:62136 -> ec2-54-219-112-13 us-west-1 compute amazonaws.com:hitps

2216 &% Thread Exit

2216 & Thread Exit

2216 @ RegQueryKey  HKCU

2216 @ReqCreateKey  HKCUM\Softwars'Microsoft\Windows\CumentVersionIntemet Settings\Connections

2216 dHegOuerﬂ’alue HKCLNSoftware '\ Microsoft " Windows “Cument Version®\Intemet Settings\Connections\DefautConnection Settings
2216 ﬁRegQuer:Nalue HKCU Softwars \Microsoft ' Windows \Cumrent Version Irtemet Settings‘ConnectionsDefauttConnection Settings
2216 ﬁ RegQueryValue HKCLU\SoftwareMicrosoft\ Windows Current VersionIntemet Settings\ConnectionsDefaultConnection Settings
2216 ﬁRegGoseK&y HKCLU\Saoftware \Microseft "\ Windows \Cument Version Intemet Settings‘\Connections

2216 @RegQueryKey  HKLM

2216 ﬁRegOpenKey HKLM SYSTEM \CurentControl Set Services \NetB T\ Linkage

2216 ﬁRegOpenKey HEKLM"\System*\CumentControl Set\Services \Net BT\ Linkage

2216 ﬁ RegQueryValue HKLM\System‘\CumentControlSet‘services'\MetB T Linkage \Export

2216 @ RegQuenValue  HKLM\System\CumentCortrolSet'services\Net BT Linkage" Expart

2216 ﬁ RegQueryValue HKLM\System"CumentControlSet‘services'\MetB T Linkage \Export

2216 ﬁ RegClozekey  HKLM\System“CumentControlSet‘services'\NetBT Linkage

2216 4% TCP Reconnect RN - -=|domain:62137 -+ ec2-54-219-112-13 us-west-1.compute amazonaws .com https

2216 &% Thread Create

2216 ,d'ATCP Reconnect RN - -=|domain:62137 -> ec2-54-219-112-13 us-west-1 .compute amazonaws.com hitps

2216 45 TCP Reconnect QNN c=|domain:62138 -> ec2-54-219-112-13 us-west-1.compute. amazonaws.com:hitps
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Network Analizi

BazarLoader zararlisinin bir backdoor saglayici oldugu bilinmektedir. Bu backdoor nasil
saglanir ve nedir?

Sizilan cihazda gelen komut neticesinde kod c¢alistirma, sistemden bilgi ¢alma, sistem
hareketlerini izlemek, keylogger gibi bir cok amag ile kullanilmaktadir. Aslina bakildiginda asil
cihazin batin trafigi komuta kontrol sunucusu Ustlinden gecmektedir ¢linkl biitiin hareketleri
bu sunucu tarafindan izlenebilir, miidahale edilebilir. istenildiginde daha biiyiik zararlar
vermek igin farkli zararli yazilimlar indirilip-galistirilabilir. Bunun igin baglanti siirekli aktif

tutularak komut beklenir.

Backdoor tarafindan komut calistirmak ve baglantiyi canli tutmak icin belirli komuta kontrol
sunuculari ile InternetConnectA API'1 ile baglanti kurdugu gorilmektedir.

4B:8D5424 41 Tea rdx,gword ptr ss:[rsp+3i] A
4BIBECE X EEX B v L QLR sizle
EE1SRASAEQI00 RAX  0O0DOD7FEFFIFEALD awininet. InternetConnectA>
4 38 REX  OOOODTFEFFOEDO0  wininet. HUUITFEFPOFURG
REX  000000G00CCO00
RDX  00000000001CEEGD "54.67.46.65"
RSP 000DDOCO0OICEFOO
RSP 0000DDOO0OICEEGD
RSI  0000000000CCO004
RDI 0000000000000188 Le'
R8 0000000000000188 Le'

RS 0000D0000000000O
[rsp+180]: "https: //54.67. 46.65: 443 R10  00000D00003B8140
DR E G o/ 0 ER R11  0000DOQOQOICECF2  "INTernerconnecta”
R12  00000000003C1880  “/doc/html/generic”
R13 0000000000000
R1f 0000000000000
RIS 0000000000000

RIP  000DODDOFF7F1ZCL
RFLAGS  000D0D00D00DOZ246
zF 1 1 aF 0

OF D SFO DFO
cFo TFo IF1

LastError 00000000 (ERROR_SUCCESS)
LastStatus 00000000 (STATUS_SUCCESS)

G5 0028 FS 0053
E5 0025 DS 0028
5 0033 s5 0028
r12:" /doc/htm1 /gener ic’ |

Varsaylan (x64 fastal) |8 & Dz
It rox
2

3

0004
rdx 0DDDODODDDICEEGD "S4.67.46. 65"
: rs 00000000000001BB
1 r9 0000000000000000

anecoa0n

«
T ax=<wininet.InternecconnectA> (000007 FEFFAFEALD)

0007A45600000003
000000000000000
000000000000000

00000000FF7F13C1

[E000007 FEFFOEODD0| wininet. 00DDO7FEFFOEO00D A
C000007FEFF1FEALD| WINTNET. 000007F EFFAFEALD
£0000000000CC0004,

Wpsimt. | Whpskm2 | @8psum3 | ypsame | whpsams | @izt | iwivereDeisenier | ) va |
e

Adres
00000000001CF041 | 00 00
00000000001CFO5 1 1681 74
00000000001CFOGL | 2E

00000000001CF071 | 68
00000000001CFO81 | 2E
00000000001CFOS1 | 65
00000D0DOOICFOAL | 31
00000000001CFOB1 | 68
00000000001CFOCT| 38 36 2E 2

£00007A4600000003

000000000000004
0000000000000001

Ayni zamanda svchost icerisinde olusturulan thread ile “xxx.xxx.xxx.xxx.us-west[.]-
1[.]Jcompute[.]Jamazonaws[.]Jcom” domainlerine periyodik olarak baglanti sagladigi
gorulmustir.
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MITRE ATT&CK Tablosu

Discovery

Execution | Persistence Privilege Defense Evasion Discovery Command and Collection
Escalation Control
Shared Application Process Masquerading System Time Encrypted Archive Collected
Modules Shimming Injection Discovery Channel Data
Application | Virtualization/Sandbox Security Application
Shimming Evasion Software Layer Protocol
Discovery
Process Injection Virtualization
/ Sandbox
Evasion
Obfuscated Files or Process
Information Discovery
RundlI32 File and
Directory
Discovery
Software Packing System
Information




pe
y

Cozum Onerileri

Backdoor tiuriindeki BazarLoader zararlisindan korunmanin yollari bulunmaktadir:

Sistemlerde gtincel, glvenilir bir anti-virts yaziminin kullaniimasi,
Gelen maillere 6zenle dikkat edilmesi, eklerin analiz edilmeden bilingsizce agiimamasi,

Spam maillerin dikkate alinmamasi,
Mutex nesnelerinin sistem lizerinde olusturulmasi gibi ¢coztimler,

Backdoor turiindeki BazarLoader zararlisinin sisteme bulagsmasini engelleyebilmektedir.
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YARA Rule

import "hash"

import "pe"

rule FirstFile{

meta:
description="1f6e8b2f989ccOce80baa52acc0b3986.dIl"

strings:
Sstri="LoadLibraryW"
Sstr2="us-west-1.compute.amazonaws.com"
Sstr3="54.67.46.65"
Sstr4="52.8.132.232"
Sstr5="54.219.112.13"
Sstr6="103.208.86.56"
Sstr7="InternetConnectA"
Sstr8="InternetOpenA"
Sstr9="HttpOpenRequestA"
Sstr10="CreateMutex"

Sstr11="VirtualAllocA”

condition:

hash.md5(0,filesize) =="1F6E8B2F989CCOCE8O0BAA52ACCOB3986" or all of them
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