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Giris

AGENT TESLA ilk olarak 2014 yilinda Tirkge bir web sitesinde keylogger olarak
gorulmus islevsel bir bilgi hirsizi olarak farkh tarayicilardan ,e-postalardan ve FTP
istemcilerinden kullanici verilerini sizdiran Windows isletim sistemi Uzerinde
calisan bir zararli yazilimdir. Agent Tesla cogunlukla kimlik avi e-postalari veya
cesitli bicimlerde (ZIP, CAB, MSI, IMG, Office dosyalari vb.) ekleri olan spam yoluyla
yayilir. SMTP, FTP gibi birden cok protokoli Gzerinden sizdirilan verileri aktarirlar.
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HResultExceptionMarshaler.exe Analizi

DAOS?{a HResultExceptionMarshaler.exe
MD5 bbd9c7c4ea8812731bal69a92b4dcceb
SHA1 4bbcb5766ec862e7a674ca%9a420443bc18aa4855
SHA256 1bffa62ec8cfff47103c41ff3de5a5f0c887c9958460d9f4ec00f5886d2a5d20

HResultExceptionMarshaler (1.0.0.0)

Microsoft Visual C#/Basic.Net tarafindan derlenmis 32-bit yuratalebilir dosyadir  derlenme
zamani  22.06.2021 03:42:08 olarak belirtilmistir ve entry point  noktasi
MultiToken.My.MyApplication.Main methodu olarak belirtilmistir

My Application formu DebuggerStepThrough davranisi icerisinde OnCreateMainForm()
methodunu kullanarak Form1 calistirilmaktadir.

Form1 icerisinde bulunan xxx(), sss() ve sss2() methotdlari ConcatenateObject() methoduyla
birlestirilerek DebuggableAttribute formu igerisindeki olusturulmus olan DebuggableAttribute
methodunun ikinci parametresi olan p2 stringine atanmistir.




array;
arguments = array = new object

(instance, type, memberName, arguments, argumenmtNames, typeArguments, array2);

(array[e]);

(value);

DebuggableAttribute formunda dinamik olarak ¢ozimlenen p2 string tlrindeki
ifadeyi GzipStream kitluphanesini kullanarak Decompress edilmistir ve return
degerinden donen array ise “RelativeFileUrl” isimli obfuscate edilmis ve .Net olarak
derlenmis 32-bit .dll dir

ter TaskCanceledeException)

(this.L, array?);
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RelativeFileUrl.DIl analizi

Zararl kod Resource sectionu igerisine gomulmustiir ve dinamik olarak ¢céziimlenmektedir

= random;

millizecondsTimeout = randomz. Mext{39988. 61098e);

ceMansger rescurceManager:

Manager? = rescurceManager;
(4 = @)

Bitmap bitmap = (Bitmap)rescurcefanagers?_ GetObject{ss_ siT{ugz1]):
Bh

{ughtbnBnaktLvkx) .

in. Load{ramassembly ) :

Azzembly? = mzsembly:

;')rp-e type = assembly? GetTypes()[28]:
MethodInfo instance = type_GetMethods()[5]:
wersioned  CallByHlame({instance. Strings_StrReverse(sgh._sh(1873943168) ). CallType. Get., new object[2]):

{millizecondsTimeout = @}
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jRpsB#tix KumSWy .dIl Analizi

I =B Tiir referanslan
I »-B Referanslar

¥gOkutflQbss
cdnghfngs

31u:

[1 array2;

Isim

4 @ rawAssembly 45400
@ [0]
W@ [1

ResourceManager sinifiyla erismis oldugu byte dizisini ylritme aninda ¢éziimleyerek Agent
Tesla zararli yaziimini iceren luufarzosAfuQKGUYTiCeMxTJxZb .dIl ¢oziimlenmektedir.
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DLL icerisindeki Class’lar , fonksiyon adlari ve degisken adlari analizden kacinmak amaciyla
Unicode ve gince ifadelerle obfuscate edilmistir.

SbieDll.d11..... USER....5ANDBCX..... VIRUS....

. MALWARE..... SCHMIDTI....CURRENTUSER..... W
IROS...... SAMPIE...... C:hvfile.exe..... Af=x:400
000:0L. . .HARDWARE\DEVICEMAP\Scsi\Scsi Port 0\
Scei Bus O0\Target Id O\Logical Unit Id O0....I
dentifier...... VBOX....HARRDWARE\Description'5
VETEM. + o+ s SystenBiosVersion....... VideoBiosVe
rgion....VIRTURLEBOX. .*...50FIWARE \Oraclet\Virt
unalBox Guest Additions...... VHMWARE.."...50FIW
ARE“ZWMware, Inc.‘VMware Tools..L...HARRDWARE\D
EVICEMAP,Sc=2i%Scsi Port 1M\S5cz3i Bus 0\Target I
d O\Logical Unit Id OL...HARDWARE\DEVICEMAP\S
csiZ5c=i Port 2%5csi Bus 0\Target Id 0\Logica
1 Unit Id O'...SYSTEM\ControlSet0014Services',
Dizk“"Enum..... [o I vmware. .N...5Y5TEM\Cont
rolSet001\ControliCla=s {4D36ES68-E325-11CE-E
FC1-08002BE10318350000. ... DriverDesc..W...5
¥YSTEMA\ControlSec001%\ControlhClassh {4D36ES6E-E
325-11CE-BFC1-08002BE10318}\ 0000\ Settings. ...
.Device Description......InstallPath.%...C:\P
ROGEAM FILES\VMWAREA\VMWARE TOOLS\....... kerne
132.d11....wine_get unix file name..... QEMI. .
LM OAROCOT\cimv2 . .#...5ELECT * FROM Win32 Vid
eoController..... VM Additions 53 Trio3Z2/e64...
ve..53 Trio32/64....VirtualBox Graphics Adapt
1=} PR VMware SVGA II..!...Add-MpPreference -

DLL icerisinden ¢ikan Metin belgesi dokiimiinde Zararli yazilim, BlackList ’inde bulunan string bir
ifadeyle karsilastiginda zararl islemlerini gerceklestirmemektedir.

MUsershzorro\AppD amingifdig

ResourceManager sinifiyla dinamik olan zararli Agent Tesla yazilimini AppData\Roaming dizinine

olusturmaktadir. }
=
S |
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tmp dosyasi icerisinde tanimlanmis olan .Xml dosyasini schtask.exe komut satiri araciligiyla
zamanlandirilmis olarak calistirmaktadir.

Xml dosyasi “AppData\Roaming” icerisinde Agent Tesla zararligyazilimini siiresiz olarak
calistirmaktadir.

<Z7xml wersicon="1.0" encoding="UTE-1&" 72>
<Task wersion="1.2" xmlns="http: gschemas . microgoft. com/windows /200402 / mit/tagk" >

<BegistrationInfo>
<Date>2014-10-25T14:27:44 _8929027</Date>
<Zuthor>USER-PChadmin</huthor>
</BegistraticnInfo>
<Triggers>
<LogonTrigger>
<Enabled>true</Enabled>
“UTserId>USER-PCh\admin< /TserId>
< /LogonTrigger>
<RegistrationTrigger>
<Enabled>falase</Enabled>
< /RegistrationTrigger>
</Triggers>
<Principals>
<Principal id="Author">
“UserId>USER-PChadmin< /TserId>
<LogonTyperInteractiveToken</ LogonType>
<RunlLevelrLeastPrivilege</RBunlevel>
< /Principal>
</Principal s>
<Settings>
<MultipleInstancesPolicy>StopExisting</MultipleInstancesPolicy>
<DisallowStartIfCnBatteriesr>falsexs/DisallowStartIfOnBatteries>
<StoplfGoinginBatteriesrtbrue</StoplfiCoinginBatteriaes>
<kllowHardTerminaterfalse</BRllowHardTerminate>
<StartWhenfvailablertrue</Startihenfvailable>
<PunCnlyIfNetworkfvailablerxfalse</BuntnlyIfNetworkbvailable>
«IdleSettings>
<StopCnIdleEndr>true</StopinldleEnd>
<RestartOnlIdlerfalse</RestartiniIdle>
</IdleSettings>
<2llowStartOnDemandr>true</2llowStartCnlDemand>
«Enabled>true< /Enabled>
<Hidden>false< /Hidden>
<PunOnlyIfIdler>falase</ RuninlyIfIdle>
“WakeToRun>false< HakeTocRun>
<ExecutionTimeLimit>»>PTOS5< /ExecuticonTimeLimit>
<Priority>»T</PFriority>
</Settings>
<Bctions Context="Author">
<Exec>
<Command>C: YWeserabadninhipplata\Roaning fdVgaSkxjvts . exe< /Comand>
</ Exec>
</Bctions>
<fIaskﬂ
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ZBhXJIMcsQEIYHThxYyoWObxjlophHEUUwyll.exe

b =B Tir referanslan
[* -B Referanslar
b} -

4 {} =p

A~ A
0y By By By By By By By

Zararh islemlerin gerceklestirildigi Agent Tesla, icerisinde dinamik olarak

¢oziimlenecek ifadeler ve zararl islemlerinin

bulundurur.

yapmasi igin gerekli olan methodlar

length = str@ + strl + strz
text = { Lemgth)
[text, @, stré);

Agent Tesla ilk olarak COMPUTERNAME ve USERNAME bilgilerini alarak ¢alismaya

baslamaktadir.




Process| ] [ztring processHome, string

f [processHame ==
processiame = st

processes (machinebame ) ;
arraylist
it i= 8 1

{processName, processes[3i]. . StringComparison.

arraylList. Add{processed[i]):
b

[i]-Dispose().

3

P cess[arraylist.
arrayLlist. Co
array;

Zararl yazihmin galistigl esnada calisan process isimlerini alip array dizisine atar ve analizden
kaginmak icin Procmon, Process Explorer gibi analiz uygulamalarini kapatir.

Bircok fonksiyon icerisine yazilmis olan Thread.sleep methoduyla debug isleminden kaginmaya
calismistir.

i (mum == 14)

array[3] = global::A.b.e;
num = 153

if (num == 7)

if (Operators.Comparestring(text, 986B51F2-E@17-413F-85C5-43857C1C2038.A(), false) — @)
<

text = global::A.B.Computer.Clipboard.GetText(]};

if (num == 8)




< PrivatelmiplementationDetails

vatelmplementationDetails -
10

elmplementationDet

vatelmplementationDet

e
vatelmplementationDet
vatelmplementationDet
e

vatelmplementationDet

vatelmplementationDet

elmplementationDet
vatelmplementationDet

elmplementationDet
wvatelmplementation Det

tvatelmplementationDet
10
elmplementationDet
elmplementationDet
em 10
elmplementationDet
elmplementationDet
em 0

elmplementationDet

< PrivatelmplementationDet

“AppData\Roaming”dizini icerisinde dinamik olarak ¢c6zmus oldugu tarayici dizinleri icerisinde
gezerek tarayici verilerinde tutulan cookie degerleri, username ve password verilerini
kaydetmektedir.

{array != B array. 5)

byte[] srray2 = new byte[srrsy Length - 6 + 1];

{array, 5, mrray2, 8, aresy.

i

| Frotectediata. Unprotect{array2, null, DataProtectionScope.CurrentUser);

Kaydedilen verileri ProtectedData.Unprotect() fonksiyonu kullanilarak array iki icerisinde
tutulan verilerin sifresini ¢ozlip byte dizisine cevirmektedir .

y



(text3) BE texts !

.Add{mew global::A b.x

URL = text3,
Userflam= = text3d,
Password = textd,

return list;
}

L R

Byte dizisinden donen degerleri URL, UserName, Password ve Browser string ifadeleri olarak list2
icerisinde tutarak list2 yi return etmektedir .

' folderPath
@ obj

o ist2

¥ textl0

& stringBuilder

FTP sunucularini gezerek, icerisinde tutulan Host Port User SitesPWname verilerini List2
icerisinde olusturulmus dizine kaydetmektedir.
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Accessing Credential Manager verilerini Dictionary dizinine kaydetmektedir. Bu veriler web
sitelerine kayitli kimlik bilgilerinin gortintlilenmesine ve yonetilmesini saglamaktadir.

g result;

l:l:-pm::r']:nfvu oq:ut:rIrlfn = new ComputerInfo():
srcher managementDbjectSearcher =

rator enamerstor;

le}enumerator) .

{ computerInfo.

result;

Cihazda bulunan isletim Sistemi, Bellek Hafizasi, Kullanici Adi ve Bilgisayar Adi string ifadelere
atama yaparak kaydetmektedir.

}



blockRegionSize

ap bitmap = Biteap(g
: encoderfarameters ew L derParaneters(1);
System.Drawing. Inaging. . fer quality = System.Drawing. Imaging
encoder = - A (Inage
2 cr encoderParameter . jerParameter(quality, 56L);
encoderParaneters [€] = encoderParameter;
z graphics = aphics ge(biveap);
s graphics2 graphics;
point = ne (e, 9);
upperleftSource point;
upperleftDestination . (e, 9);
graphics2 cen(upperleftSource, upperleftDestination, blockRegionSize);
en tress memoryStreans e en trean();
bitmap.Sove(memoryStream, encoder, encoderParameters);
nencryStrean eL;
( 3 AL e)
. (L )

GetClipboard API' ni kullanarak alinan ekran goriintisini Bitmap Methodunu kullanarak
¢O6zlimlemektedir ve ekran gorintlsini buffer degeri olarak return etmektedir.

-
LT O

Return edilen buffer degerini SC_ basligi ile SMTP sunucusuna gondermektedir.

-FCEB-4395-B533




i)

Dosya Dazenle Gorinim  Hata ayiklama  Pencere  Yardim

Derleme Gezg v X

3 @02000003
B Temel Tar ve Arabitimler
B Turemig Turer
0: 206000002
ﬁ’\ A 02000002
P B Temel Tir ve Arabirimler
b Wl Taremis Tarer
) : 06000001
4 =, b 202000007

v
N o

Buffer degerinden c¢ikarilan diziyi .bmp uzantili olarak ¢ikartildiginda Agent Tesla’ nin calisma
esnasinda almis oldugu ekran goriintisu yukarida gorilmektedir.

_
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Agent Tesla cihazdan topladig Tarih , UserName, ComputerName, isletim sistemi , islemci ad,
Bellek miktari Ve Ekran Goriintisiinii dinamik olarak ¢6ziimledigi SMTP sunucusuna
gondermektedir.

satpllient.
satpllient.
satpllient.
satpllient.

satpllient.

mailMessape.
if (falze & A 3 == @)
i
mailfessape.
byt=[] bytes = Encoding.

contentStream, ne=

F i H

attachment.

mailHes=zape.
mailfessape.

SMTP sunucusuna gonderilecek verilerin bashgi tirline gore asagidaki gibi isimlendirilmistir.

Ekran Goriintiisii: SC_/ComputerName
Calisan Uygulama ve tus vuruslan : KL_/ComputerName

Kopyalanan Veri : CT_/ComputerName

Tarayicidan ¢alinan veri : PW_/ComputerName

System. et Mail S




ing processName
ing productName
f (productame '=

f (processName !=
result = processName + S9B8E51F2-E8]

(Exception ex)

result;

o

StringBuilder stringBuilder;

i

processhame
productiame

Calisan uygulamanin ismini ve tus vuruslarini kaydederek Appdata\Local\Temp\log.tmp dizini
icerisine kaydedilip .tmp dosyasini SMTP sunucusuna gonderiyor donen REQUEST degerine gore
uygulama c¢alismaya devam etmektedir.

Tmp.log dosyasi igerigi asagidaki gibidir;

Deger
{System.Timers.Timer}
System.Timers.ElapsedEventArgs

@" C:\Users\zorro\AppData\Local\ Temp\/log.tmp"
"<br><font color=\"200blba\"> <b>[ dnSpy: </b>dnSpy v6.1.8 (32-bit, .NET, Hata ayiklaniyor) <b>]</b> <font color=\"2000000\"> (07.16.2021 19:06:45)=/font> </font> <br> <font color=\"#00ba66"\ "> {ESC}</font> <font color=\"#00bab6"">{F10}</font>

Agent Tesla cihazin MacAddress degeri ve processorID degerlerini text stringine kaydederek SMTP
sunucusuna gondermektedir.

Yereller
[sim
<Privat el plermentstionDetails > [TESI00A5-F COB-42395-E523-T

& Systern Management ManagementDasedbject

i To5 dondu

@ resubt

[ 5 {
P @ managementClazs WIH-L1 EDNTPENN ROOT i imye S Win3E_MetworkfdapterCanfiguratic
F @ rstance Syt Meansgenent Man 1
P @ manangement Thect PAMWIN-L] EDNTSPEDN reefcimeZ:Win3Z_MNetwarkidaplerConfiguratic
B @ ermmmenabar Sysiem Mansgement FMan.

Cozomlevici Hafiml Hefiza? Hafzad Hafizmd drema

Deger

- & System.Management.ManagementBaseObject . |System.Management.PropertyDataCollection

@ <PrivatelmplementationDetails> {JES89EAS-FCEB-4295-B533-FOF... "processorlD”
I+ J& System.Management.PropertyDataCollection thisl...  (System.Management.PropertyData

}' System.Management.PropertyData : .. "OFBBFBFFO00ADG
ect.ToString dandd "0F8BFEFFO0
@ result L
@ text "OF8BFEFFO00ADG52"
@ managementClass SWWIN-LLEKDNTIPE0NROO T cimv2:Win32_Processor}

# instances Systemn.Management.ManagementObjectCollection
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MUTEX OLUSTURMA

Agent Tesla “gzYymEFqVVhUttGCBgIESIL” adinda mutex olusturmaktadir.

y LEF. )]
imtiallyowned, =° T name, t creatediew,

je backoutCode = e3a e
fo mutexCleanupInfo ’ ) H
- . er(initiallyowned, mutexCleanupinfc, name, SecAttrs,

o code TryCode (sutexTryCodetelpar ¥ );

.ExecuteCodenithuarantesoCleanup(code, backoutCode, mutexCleanuplnfo);

mutexTryCodeHelper

2 mutexTryCodetelper =

3

3

wception

initiallyChwned

name
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Veri Sizdirilmasi

Return edilen list2 degerlerini AppendLine() methodu kullanarak otomatik yeni satirlar
olusturarak kaydetmektedir.

@ text?

w folderPath
b @ ob
b ist2

& text10
b @ stringBuilder
b @ list

- textd

Kaydedilen veri SMTP sunucusuna asagidaki gibi gonderilmektedir;

Time: 07.25.2021 16:01:48<br>User Name: zorro<br>Computer Name: WIN-L1KDN79P80J<br>0OSFullName:
Microsoft Windows 7 Professional <br>CPU: Intel(R) Core(TM) i7-10750H CPU @ 2.60GHz<br>RAM: 2047,49
MB<br><hr>URL:https://www.unpac.me/<br>

Username:nmkkml1905@gmail.com<br>

Password:qT5MDgr~#Vpl1.Vx<br>

Application:Chrome<br>

<hr>
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Hedeflenen Veriler

360 Browser Google Chrome, ChromePlus Mozilla Firefox, Falkon Browser
Microsoft Edge, Tencent QQBrowser, Opera Browser, Opera stable Yandex
Browser, 360 Browser, Iridium Browser, Comodo Dragon, CoolNovo, Chromium,
Element Browser ,Torch Browser, 7 Star Browser, Amigo Browser, Brave,
CentBrowser, Chedot, Coccoc, Epic Privacy, Kometa, IceDragon Browser

uygulamalari

Tara_lqul Orbitum, Sputnik, Safari Browser ,Uran, Vivaldi, Flock Browser Citrio, Liebao
Verileri Browser, Sleipnir 6, DataTorch BrowserQIP Surf Browser,Coowon Browser UC
Browser, SeaMonkey BlackHawk Browser, CyberFox Browser,KMeleon Browser,
Mozilla\lceCat Browser, IceDragon Browser, PaleMoon Browser,WaterFox
Browser.
Microsoft Outlook, Mozilla Mailbird,Becky!, Thunderbird,Aerofox Foxmail, Opera
E Mail ve | Mail, IncrediMail, Pocomail, Qualcomm Eudora, The Bat! Email, Postbox,Claws
mesajlasma | vail, Trillian Messenger, Apple keychain, Paltalk .

ve Download

VNC DNS,VPN,
FTP istemcileri

OpenVPN, NordVPN Filezilla, Ipswitch WS_FTP, WinSCP, FTP Navigator,
CoreFTP, FlashFXP, SmartFTP,CFTP, FTPGetter, DownloadManager Coowon
jDownloader, DynDns,UltraVNC, TigerVNC, TightVNC, RealVNC, Vitalwerks, IMAP,

Managers
Uzak Masiistii | SMTP PASSWORD ,SMTP SERVER.
Sunuculari
Software\Microsoft\Office\15.0\Outlook\Profiles\Outlook\9375CFF0413111d3B
88A00104B2A6676
ACC@SS“_"Q Software\Microsoft\Office\16.0\Outlook\Profiles\Outlook\9375CFF0413111d3B
Credential | g5100104B2A6676
Manager ve
Outlook Software\Microsoft\Windows Messaging
Signature Subsystem\Profiles\9375CFF0413111d3B88A00104B2A6676

Windows Credential Picker Protector ,Windows Credentials , Windows Domain
Certificate Credential ,Windows Domain Password Credential Windows
Extended Credential Windows Secure Note Windows Web Password Credential
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Network Analizi

198[.154[.]1122[.]60[.]:587 adresiyle TCP baglantisi kurmaktadir.

i

if {Socket.s LoggingEnabled)

e”, buffer, offset, num);

7, num;

Agent Tesla zararli yaziliminin sizdirilan verileri SMTP Protokolii Gzerinden asagida bilgileri
verilmis olan uzak sunucuya sifreli olarak gondermektedir.

Username : “yuko@smccorpco-th.pw”
Password : “@Mexicol.”

Host : “mail.privateemail.com”

PO 00N TRRY.

220 PrivateEmail.com prod Mail Node
EHLO WIN-L1KDN79P8@]
250-mta-@9.privateemail.com
250-PIPELINING

250-SIZE 81788928

250-ETRN

250-AUTH PLAIN LOGIN
250-ENHANCEDSTATUSCODES
250-8BITMIME

250-CHUNKING

250 STARTTLS

STARTTLS }

220 Ready to start TLS ‘
1

__:A-__—._-—A————l‘
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CHZUM ONERILERI

Sistemlerde glincel, glivenilir bir anti virls yazilimi kullaniimal.

Gelen mailler dikkatle okunmali veya bilinmeyen kaynaklardan gelen maillere ve URL'ler
ile ilgili sipheli davraniimali ve eklerde tam tarama yapmadan dosya agilmamal..

Tum yukli olan yazilimlar ve isletim sistemi gtincel tutulmal.

Kullanicilarin, kimlik avi semalarindan haberdar olmalari ve bu saldirilari nasil
yonetebilecekleri konusunda egitimler verilmeli.

Sistem Uzerinde ki ¢calisan processlerin ag hareketleri incelenmeli.

Kullanicilarin, kimlik avi semalarindan haberdar olmalari ve bu saldirilari nasil
yonetebilecekleri konusunda egitimler verilmeli.

Virlisten koruma veya herhangi bir u¢ nokta koruma yazilimi gibi kéti amacli yaziimdan
koruma yazilimi kullanilmalidir.
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MITRE ATT&CK TABLOSU

Komuta
Execution |Persistence| Defense Evasion | Discovery | Collection ve
kontrol
Windows DLL Side- Masquerading Process Archive Encrypted
Management Loading Discovery Collected Channel
Instrumentation Data
Scheduled Task | Scheduled Disable or Modify Security
/Job Task/Job Tools Software
Discovery
Application
Process Injection Window
Discovery
Obfuscated Files or Account
Information Discovery
Software Packing System
Owner/User
Discovery
Virtualization/Sandbox File and
Evasion Directory
Discovery
System
Information
Discovery

4
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YARA Kurali

import "hash"

rule Mal_AgentTesla_2021 :
{
meta:

description ="1bffa62ec8cfff47103c41ff3de5a5f0c887c9958460d9f4ec00f5886d2a5d20.exe"

date = "2021-07"

strings:

Sa ="900B51F2-E017-413F-85C5-43057C1C2A38 "

Sb =" https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-0.4.3.6.zip "
Sc =" NetworkCredential "

$d =" @BLYO\_ZMQDqUN "

Se =" 8&%%9<i/:8"0I( 5/!1946-,00-3 #&9%0u "

ST = " XOOXXXXXXXXXXXXX "

condition:

hash.md5(0,filesize) == "bbd9c7c4ea8812731bal169a92b4dcceb" or all of them
}
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