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On Bakis

AveMariaRAT, kotu niyetli bir yazilim turuddr ve Warzone RAT olarak da bilinir.
Sistemlere bulasarak genellikle uzaktan erisim yetenekleri kazanmak icin kullanilir. Bu
Truva ati ilk olarak 2018 yilinda kot amagcli kimlik avi kampanyalari araciligiyla
yayllmistir ve/o zamandan bu yana daha fazla gorinir hale gelmistir. Kullanicilari
enfekte etmek igin sosyal muhendislik, e-posta ekleri, kdéti amacli web siteleri gibi
yontemler kullanilir. AveMariaRAT gibi Uzaktan Erisim Aracglari (RAT), siber suglular
tarafindan. casusluk, /‘veri hirsizhgr ve diger zararll faaliyetlerde kullanilarak

kullanicilarin bilgisayar sistemlerine ciddi riskler olugturabilir.
Bu koétu.amacli yazilim virus bulagsmis bilgisayarlarda;

e Uzaktan kontrol saglama,

e Dosya indirme ve silme,

o Klavye tug vuruslarini kaydetme,
e Sistem bilgilerini kontrol etme,

e Tarayicilar Gzerindeki verilere erigsim saglama gibi davranislar géstermektedir.
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AveMariaRAT.exe Analizi

Adi AveMariaRAT.exe

MD5 d802bc50f7321efb13358d27280910ca

SHA256 45¢59e6d1a36e978efffba98230fe70262b68748ff190562d2f2b8cca
d7c43c7

Dosya Turu Portable Executable 32 (x86)

Zararhinin. MD5, SHA256 gibt bilgileri yukaridaki tabloda yer almaktadir. Orijinal ismi
“45c59e6d1a36e978efifha98230fe70262b68748ff190562d2f2b8ccad7c43c7 .exe”
olan zararh,analiz:sirasinda kolaylik olmasi agisindan “AveMariaRAT.exe” olarak

adlandiriimisgtir.

Statik Analiz

Toplam Durum Ofset

- 7.81694 paketlenmig 00000000

Ofset Boyi Durum

PE Header 00000000 UUU-UMUU 218835 paketlenmemis
Segim(0)[".text'] 00000400 00006800 6.41751 paketlenmemis
Segim(1)['.rdata’] 0000600 00001400 514135 paketlenmemis
Segim(2)['.data'] 0000000 00000600 411152 paketlenmemig
Secim(4)[.rsrc’] 00008600 0000d200 6.89180 paketlenmis
Kaplama 00015800 0003a3f8 7.99919 paketlenmis

Gérsel 1 Zararlinin DIE Aracinda incelenmesi

AveMariaRAT.exe zararhsi DIE aracina atildiginda paketlenmis oldugu

gOrulmektedir.
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Advapi32.dll Shell32.dll Ole32.dll

Comcti32.dll User32.dll Gdi32.dll

Kernel32.dll

Tablo 1 Zararlinin Kullandigi Bazi DLL'ler

Zararlinin kullandigi bazi DLL’ler tablo 1°‘de gosterilmektedir.

Dinamik Analiz

Uxtheme.dll Userenv.dll Setupapi.dil
Apphelp.dll Propsys.dll Dwmapi.dll

Cryptbase.dll Oleacc:dll Clbcatq.dll
Ntmarta.dll

Tablo 2 Dinamik Olarak Cikarilan DLL'ler

Dinamik olarak yuklenen dil'lerin bazilari tablo 2‘deki gibidir.

MUY ThAy TaA

push 0

inc ecx

neg ecx

sbb ecx,ecx

and ecx,eax

push ecx

push dword ptr =
push 0

push 1

push dword ptr ss:[lesp+ic] [esp+1C]:L"C: N\ Usersy® “WhWAappDatahhLocalyhTemph\qgscag. po™
push dword ptr ss:[esp+i1cC] [esp+1C]:L"C:\\Usershy, wWhWapphatashLocaly\Temph\qgscag. po™
call dword ptr ds:[<&Createrilew=]
EEE C

push ebp

mov ebp,esp

push ecx

tfesp+14]

1

Gorsel 2 CreateFileW API’si Kullanilarak “ggscaq.po” Dosyasinin Olusturulmasi

Zararl, “C:\Users\%username%\AppData\Local\Temp” konumuna CreateFileW
API'sini kullanarak “qqgscaq.po” isimli bir dosya olusturmaktadir.
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mov ecx,eax
push 0

inc ecx

neg ecx

sbb ecx,ecx

and ecx,eax

push ecx

push dword ptr ss:[fesp+14]
push 0

push 1

push dword ptr ss:[esp+1C] [esp+1C]:L"C:Y\Users"" “WVwAppDatahhLocald\Temphhalaiw. exe”
push dword ptr ss:[esp+lc] [esp+1C] L "Civ\Usersyy, “WhZapppataihLocaldh\Tempihalaiw. exe"
call dword ptr ds:[<&CreateFilew:>]
REE C

push ebp

mov ebp,esp

push ecx

Gorsel 3 CreateFileW API'si Kullanilarak "alaiw.exe" Dosyasinin Olusturulmasi

Daha sonra zararli CreateFileW API’sini tekrar kullanarak
“C:\Users\%username%\AppData\Local\Temp” konumuna‘“alaiw.exe” isimli bir
calistirilabilirdosya (PE) olusturmaktadir.

L = HU=I =0

L 83C0 &9 add eax,&3

» 68 CS5404000 push avemariarat.4040C5

. OFBTFCO MOVZXK eax,ax

" 57 push edi

. 50 push eax

s EE3C _A0AZ4700 push diwprd pre d=:[42a280]
— FF15 2CE82Z4000 call dword ptr ds:[<&DialogBoxParamw:>] ]

L aAa US FUSIT 2

. BEFO mov esi,eax

. ES SCD4FFFF call avemariarat.40140B

. 64A 01 push 1

. ES B1FCFFFF call awvemariarat.403C&7

. SBCE mov eax,esi

Gorsel 4 DialogBoxParamW API'si ile Shellcode’un Calistiriimasi

Zararl, gorsel 4’teki DialogBoxParamW WinAPI cagrisini kullanarak bellekte

saklanan shellcode’u c¢alistirmaktadir.

pusn =dx

XOr eax,edx

push avemariarat.426750
push eax

push eax

push 4000000

push eax

push eax

push eax

push dword ptr ss:|[ebp+s] [ebp+8]: L™\ "Ci\\Usersy) “hwappDatassLocalyh\Tempihalaiw. exely™ ™
push eax

call dword ptr ds:[<&CreateProcessw=]
test eax,eax

je avemariarat. 405C8A

push dword ptr ss:[[ebp-C[ [ebp-C]:L"\"Ci M\ Usersy? “hwAppDatassLocalyh\Tempihalaiw. exely™ ™
€all dword ptr ds:[<&CloseHandlex]
mov eax,dword ptr s=:llebp-100

Gorsel 5 CreateProcessW API'si ile “alaiw.exe”nin Calistiriimasi

Ardindan CreateProcessW API'si ile daha 6nce olusturmus oldugu “alaiw.exe”yi

calistirmaktadir.
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alaiw.exe Analizi

Adi alaiw.exe

MD5 faObe3eb24b13d060al0aed4e25c22eflc

SHA256 54152ed7b7386c7a7bef26fafcc72fe3d51ddfbb677292bd9d1261b2c
6199ebd

Dosya Turl /| Portable Executable 32 (x86)

AveMariaRAT.exe igerisinde “C:\Users\%username%\AppData\Local\Temp” dosya
yolunda olusturulan alaiw.exe dosyasinin MD5, SHA256 gibi bilgileri« yukaridaki
tabloda yer.almaktadir.

Statik Analiz

DIE araci ile alaiw.exe incelendiginde paketlenmis oldugu goruimektedir.

Toplam Durum Ofset

6.61551 paketlenmis 00000000

Ofset Boy Durum
PE Header 00000000 00000400 271888 paketlenmemig
Secim(0)['text'] 00000400 0002600 6.54967 paketlenmis

Segim(1)['.rdata'] 0002fa00 0001000 562228 paketlenmemig
Secim(2)['.data’] 00040800 [ OEN] 6.63888 paketlenmis

Segim(3)['.rsrc'] 00043800 00000200 471268 paketlenmemisg
Secim(4)['.reloc'] 00043a00 00002200 645059 paketlenmemig

Gérsel 6 alaiw.exe’nin DIE Aracinda incelenmesi
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Kernel32.dll Winspool.drv Crypt32.dll

Loadperf.dll Wininet.dll Rtutils.dll

User32.dll

Tablo 3 Kullanilan Bazi DLL ler

Zararhinin kullandigi bazi DL ler tablo 3‘te gosterilmektedir.

Dinamik Analiz

Zararli daha @nce olusturmus® oldugu sifrelenmis “qqscaq.po” dosyasini
“vtwkwntewuzvb” anahtar ifadesini kullanarak c6zmektedir. Bu sekilde shellcode’u
olusturmaktadir. Bu kodu, VirtualAlloc API’si ile ayrilan bellege memmove fonksiyonu
ile kopyalamaktadir. Daha sonrasinda’ EnumTimeFormatsA API’sini kullanarak

shellcode’u ¢alistirmaktadir.




e

.text:@@B61B37

.text:@@B61B37 loc_BE1B37:

.text:@@B61B37 cmp [ebpt+var_18], 1FB9h ; Compare Two Operands

.text:@@B61B3E jnb short loc_B61B89 ; Jump if Not Below (CF=0)

L J L J

il e =] il i =
Jtext:@8B61B8Y .text:8eB61B48 mov ecx, [ebp+var_18]
.text:@8B61B89 loc_BG1B39: ; FlProtect .text:88861643 mov dl, byte BA2@@8[ecx]
.text:@8B61B8I push  48h ; '@’ . text:BeB61B49 mov [ebpt+var_11], dl
.text:@BBE1BEE push  388ch ; flAllocationType .text:BBBE1B4C mov eax, [ebptvar_24]
.text:@8B61B98 push 1FBSh 3 dwSize .text:@eBE1B4F add eax, [ebp+var_1C] ; Add
Ltext:@eB61B95 push ] ; lpAddress .text:@eB61652 mov cl, [eax]
Jtext:@8B61B97 call ds:virtualAlloc ; Indirect Call Near Procedure .text:8eB61B54 mov [ebptvar_12], cl
. text:@8B61B9D mov [ebp+1pTimeFmtEnumProc], eax .text:B@B61B57 movzx  edx, [ebp+var_12]
. text:@BB61BAB push 1FB9h ; Size .text:B@B61BSE movzx  eax, [ebp+var_11]
.text:@8B61BAS push offset byte_BA28@@ ; Src .text:@@B61B5F shl eax, 5 5 Sh
.text:@8B61BAA mov edx, [ebp+lpTimeFmtEnumProc] .text:@@B61B62 movzx  ecx, [ebp+var_11] ;
.text:@8B61BAD push edx ; void * .text:80B61B66 sar ecx, 3 H
.text:@@BE1BAE call _memmove ; Call Procedure .text:88B61B69 or ecx, eax B
.text:@@B61BB3 add esp, @ch ; Add .text:@@B61B6E xor ecx, edx B
. text:@BB61BB6 push ) ; dwFlags .text:B8B61B6D mov edx, [ebp+var_ 18]
.text:@88B61BES push @ ; Locale .text:B8BE1ETA mov byte BA28@@[edx], cl
.text:B8BE1BEA mov eax, [ebp+lpTimeFmtEnumProc] .text:BBBE1ETE mov eax, [ebptvar_1C]
.text:@8B61BBD push eax 3 lpTimeFmtEnumProc .text:8@B61B79 add eax, 1
.text:@@B61BBE call ds:EnumTimeFormatsA ; Indirect Call Near .text:@@BE1E7C cdq
Jtext:@8B61BC4 push offset aEnterYourExpre ; "Enter your expression (use spaces betwe"... .text:8eB61B7D mov ecx, 8bh
.text:@8B61BCY9 push offset unk BAS5208 .text:@eB61B82 idiv ecx ; Signed Divide
. text:@8BE1BCE call sub_B6238@ ; Call Procedure .text:B@B61B84 mov [ebp+var_1C], edx
.text:B8B61BD3 lea ecx, [ebptvar_5C] ; Load Effective Address .text:B8BE1B87 jmp short loc_BE1B2E 5 Jump
.text:@8B61BDE push ecx +
.text:@eB61BD7 push offset dword_BAS198
Ltext:@@B61BDC call sub_B644A ; Call Procedure
.text:@BB61BEL mov byte ptr [ebp+var_4], 1 . text:@OB61B2E
.text:@@B61BES lea edx, [ebp+var_5C] ; Load Effective Address . text:@BB61B2E loc BELB2E
- text:@88B61BES push edx . text:@BB61B2E mov eax, [ebptvar_18
.text:@8B61BEY call sub_B6153@ ; Call Procedure .text:88B61B31 add eax, 1 ; Add
.text:@8BE1BEE fstp [ebp+var_3C] 3 Store Real and Pop .text:B8B61E34 mov [ebptvar_18], eax
.text:@8B61BFL movsd  xmm@, [ebp+var_3C] ; ¢ Double-Precision Floating-Point Values
Jtext:@8B61BFE movsd [ebp+var_44], xmme ; int values
.text:@8B61BFE push offset aResult ; "Re
.text:@8B61C8@ push offset unk_BAS2@8
.text:@8B61CE5 call sub_B6233@ 5 Call Precedure
Ltext:@8B61CEA mov [ebp+var_238], eax
.text:@@B61CAD sub esp, 8 ; Integer Subtraction
Jtext:@8B61C10 movsd  xmm@, [ebptvar_44] ;¢ Scalar Double-Precision Floating-Point Values
. text:@8B61C15 movsd  [esp+78h+var_78], xmm@ ; Move Scalar Double-Precision Floating-Peint Values
. text:@8B61C1A mov ecx, [ebp+var_28]
.text:@8B61C10 call sub_B6642& ; Call Procedure
Ltext:@8B61C22 mov [ebp+var_2C], eax
.text:@8B61C25 push offset sub_Be4250
Jtext:@8B61C2A mov ecx, [ebp+var_2C]
Ltext:@eB61C2D call sub_B665AR ; Call Procedure
. text:88B61C32 jmp short loc_B61C69 ; Jump

Gorsel 7 Shelleodetun Cozilmesi ve Calistiriimasi

- — 3 m— §— V= ¥ - oo -

Adres | Hex
0053F434 0D 30 3D 77|38 7A 2F 00
0053F444 00 00/30 00 00 30
0053F454 |00 00 00 00|80 00 00 00|58 00 00
0053F 464 30 0a/01 00 00 00|00 00 00
0053F474|0E 00 00 00 30 00 30 .00
00S3F484 /00 00 D0 00|2C 00 00 00/Q0 00 2E 00|34 F5 S3 01
30 00|3C F7 ©3 00|CD 4D 531 77
FF FF|36 34 4D 77|61 34 40 77
00 00|E2.95 30 00|E0 95 39 aal..
00 00|00 00 00 00|79 Q0 7
6A 00/Z3 00 73 00|EF Q0 7
64 €0 00 69 00
5

00 2A

00
10 02 00 12
0A 00 00 00
30 00

00
00

00

00

00
00

2A 00

o000
0000

00S3F494 |RC_E3 53 00(10 9a
F1 20

0053F4A4
0053F484
0053F4C4
O0S3F4D4
Q053F4E4
0053F4F4
0053F504
O0S3FsS14
0053F524
0053F534
00537544
DOS3FSS54
D0S3FSE4
0053F574

78 04|FE
00 00|20
00 00|09
61 00|61
€8 00|64
22 0082 00
£5.00 78 00|65 00

Q 00 79 00169 00

FF
00
00
00
00

eaajssox
xhdd. .mi
Q08 rrbwwgp.
exe.plup
pyiien..
qqscaqg.p
Occanises

00{00 00 8D 7&
a0l77 00 67 00[/20 .00
00 00|25 00

00 €F _00!00 00 7
71 00|73 00 00 71 _00|2E 00
6F 00 00 00|00 00 00 00 00(22 [»)

58 00 00 OD}iQ b2 00 00| 2 Sk

&3
51
00
00

00
a0
00
00

30 00(58 00 00 O

30 00|00 0 00 00 00

20 3 20 00
00 00 00 002 3 00

0053F584 20 00 00|00 00 00 00 3.09|00 00 o«
0053F594|/01 00 00 00/00 00 00 00|00 00 0O 00(00 00 o«

< m

00 00
iF

04 T,

Gorsel 8 Shellcode Icinde Coziimlenen String'ler

Daha sonra zararlh yueaajssoxxhdd, mirrbwwgp.exe, pluppyiien ve ggscaq.po

string’lerini deobfuscation ile bellege yerlestirmektedir.




50 'push eax

FF95 4CFFFFFF call dword ptr ss:[ebp-B4]
B5CO test eax,eax
~ 0OFBE 42010000 jne 1408E4
FF75 08 push dword ptr ss:[[ebp+s]
onoc NnACTEECEC Taa aav duwnrd Aatr collahn_oc~l

i
c&5SHGetFolderPathw>]=<shel132. SHGetFolderPathw>

wim3 b4y Dékiim4 BLy Dékiim5 | @ fzle 1 |xx=] Yerel Degdigkenler | 2’ Yapi |
| UNICODE

00|4C EQ S2 00|00 00 OO0 00
0o0|3C 00 OO 00|08 0O OA 0O

_00(gE Qo F2 00 s
00|72 D0 73 OD|SC 0D 7a QOE\Users',
_DO0|5C 00 41 OO|ZQ 00 7O 00 Y

00|5C 00 52 00|6F 00 &1 oOOfData‘\Roa
00|00 00 00 00|00 00 00 OOfming....
00|00 00 OO0 OO|00 00 OO0 00

00|00 00 OO 00|00 OO OO0 0O
nnlnn_no oo oo lnn nn oo on

Gérsel'9 SHGetFolderPathW API'si ile Dosya Yoluna Ulasilmasi

SHGetFolderPathW: API'sivile “C:\Users\%username%\AppData\Roaming” dosya

yoluna ulasmaktadir.

E:%q ig-DD?B ECX BFF3CC1F
push 7FEC1007 EDX  FF5953AF
lea ecx,dword ptr ss:[ebp-18] EBP 0053E56C .
push ecx = 2438 AL User Al NARoam
2l =ax LN ESL FEAZ45EF <shiwapi.PathFileExXisTsw>
push eax EDI__ 750742C8 <kernel32.CreateDirectoryw>
€21l 1400732
push FF5353AF EIP 00140406
push edi
mov_esi,eax
cai 57 EFLAGS 00000202
; zs: +g [ebp+8] : D\ Users\ \\ApDI 0 ARy o5
push d\_(.ord ptr ss:[@ebp+c] [ebp+8]:L"C:\\Users ppData‘\Roaming'\yueaajssoxxhdd OF 0 SFO DF O
Ica17 == CF O TFO IF1
je 1404:;.!\ LastError 00000000 (ERROR_SUCCESS)
push 0 LastStatus CO000034 (STATUS_OBJECT_NAME_NOT_FOUND)

Gorsel 10 "PathFileExistW' ve “CreateDirectoryW" API'si

PathFileExistW API'si ile “C:\Users\%username%\AppData\Roaming\yueaajssoxxhdd”
dosya dizininin varligini kontrol etmekte ve yoksa CreateDirectoryW API’si ile bu

dosya dizinini olusturmaktadir.
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Mmoo w0 mu;

68 G66A3DETF | push 7 ~ [ FPU Gizle

57 push edi

E FCFOFFPE | HEEM 140073
68 O710BCTF | push 7FEC1007 I L <KeEnclEawriteillcs
?240 cC gsgheg:*dword ptr ss:[lebp-34]) | | ECx EFFCFCTS

FFDO €&l eax bl i i

50 push eax .

ES EEFDFFFF |[call 140073 P og 3 &L"C\\Usershy "W\AD|
68 2336EGTF push 7FE&3623 ESI 75A345EF <shlwapi.PathFileExists!
57 push edi EDI 750&0000 kernel3z. 75060000

SEFO mov esi,eax

ES DEFDFFFF call 140073 EIP 001402E1

68 FF72BDTF push 7FED727F

57 push edi

8945 FC mov dword ptr ss:[febp-4],eax EELQGSPF 20022285

E& DOFDFFFF call 140073 OF 0 SF O DF O

&5 DD7AEB47F push 7FE47ADD

o push edi CFO TFO IF1

8945 FO mov dword ptr ss:[febp-10f,eax

E8 C2FDFFFF call 140073 LastError 00000000 (ERROR_SUCCESS)

68 40FBEFTF
57

8945 EC

E8 B4FDFFFF
68 FBF1E1TF
57

8945 EB

EE AGFDFFFF
68 95F4DETF
57

8945 F4

EE 9BFDFFFF
FF75 0OC
8945 E4
FFD&

83FB 01
OFE84 B7000000
53

push 7FE7F840
push edi

mov dword ptr
call 140073
push 7FE1F1FE
push edi

mov dword ptr
call 140073
push 7FDE&F495
push edi

mov dword ptr
€all 1400732
push dword ptr
mov dword ptr
€all e=i

cmp eax,1

je 140373
push ebx

ss:[febp- 14],eax
ss:[lebp-15], eax

ssifebp-Cll, eax

Lcbp+C]
ebp-1C] ,eax

5535
=4 |

LastStatus CO000034 (STATUS_OBIECT_NAME_NO

G5 002B
ES 002B
C5 0023

FS 0053
DS DO2E
55 0028

ST(0)
ST(1)
ST(2)
5T(3)
ST(4)
ST(5)
5T(&)
ST(7)

00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000

XEFro
XB7ri
XB7rz2
XB7r3
XB7r4
XEB7rs
XEB7re
XB7r7

BOS
Bos
Bos
BOS
BoS
BOS
BOS
BOS

0. 0001
0. 0001
0. 0001
0. 000
0. 000
0. 000
0. 000
0. 0001

Varsayilan (stdcall)
1: [esp] 0O0S3EDA4 L"C:\MNUsershh,

M\\AppDE

1 | 3 2: [esp+4] 75060000 kernel32.75060000
= = = = 3: [esp+8] 7507482B <kernel3z.LoadLibraryw>
dword ptr [ebp-1C]=[0053E54C <&writeFilex]=<kernel3z.writeFilex» . Eesg.,{% 00000000
eax=<kernel32.writeFile> (75071282) 1 [esp+10] 006E0053
&: [espt+l4] 0077006C
001402DE
B4 Dikiim1 W4 Dikiim2 it Dékiim3 bt Dikim4 iy Dikiim5 8 fzle 1 lx=] Yerel Dediskenler | 2 Yapi |
Adres UNICODE
005 3E4FC T [Fcoccaca
falal
RE 02 14 00|55 05 OO0 QO DO 00 06 Fol.uauasis
2B 48 07 7|00 OO0 OO 0OO|52 00 68 00|GC 00 F7 00f....Shlw
&1 00 70 00 &C 00 00 00|api.dlil.
212 OF FOIES ZF OF Fo (22 18 OF 7o |4A 19 OF Jo|mele.aaus
EQ 13 OF 7o |00 00 OO O00(Z 2|20 F2 83 00| ....... =3
4A 08 14 00(84 EC GZ QOO0(A4 ED 02 O0(ES 95 30 00|...5.5.0
S0 234 2E 00|00 OO0 OO 00|43 00 3A 00|S5C 00 55 OO|....Ct\U
73 00 65 00(Z rd rd rd sersh,
2 00 gF 00|5C 00 41 00| L i 44 00 &1 00 WAppDa
74 00 &1 00(SC 00O 4C O0|6F 00 63 00|gl 00 &C 00| ta\Local
5C 00 54 005 00 &D 00|70 00 5C 00|gL 00 &C 00 |“\Temp'al
61 00 &9 00|77 rd &5 00 00 00| aiw.exe.
77|40 00 00 00|00 00 00 00|00 00 00 00
LR NN n LN L N R N N e
0053ESFC |00 00 OO0 00|00 00 OO0 QOO0 0O OO0 Q0|00 OO0 OO0 00
nnsFa0C I 00 o0 oo onlon oo oo oolon oo oo onlon o0 o0 ool

Gorsel 11 Dinamik API Coziimleme

Gorsel 11‘de gosterilen call ¢agrilari ile sirasiyla LoadLibrary, PathFileExistsW,
CreateFileW, GetFileSize, VirtualAllo¢, ReadFile, CloseHandle, WriteFile APl'lerini

cozumlemekte ve adreslerini bellege kaydetmektedir.
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Igisayar » Yerel Disk (C:) » Kullanicilar » b AppData » Rocaming » yueaajssmochdd
aphga ekle = Bununla paylag = Yaz Yeni klasar

: Ad . Degigtirme tarihi Tir Boyut
lemele |27 mirbwwyp.exe 22.09.2023 02:10 Uygulama 279 KB

Gorsel 12 Kendisini mirrbwwgp.exe Dosyasi Olarak Kopyalayan alaiw.exe

API’ leri kullanarak mirrbwwgp.exe ismiyle kendisini

“C:\Users\%username%\AppData\Roaming\yueaajssoxxhdd” /| dosya dizinine

kopyalamaktadir.

FF

FF

FF

4

push 103

lea eax,dword ptr ss:|[[ebp-4eC]
push eax eax:L"C:\\Users AppDat
push 1

push ebx

push dword ptr
push dword ptr ebp- 5]
call dword ptr ebp-DE&]
test eax,eax eax:L"C:\\Users AppDat
jne 1408E4
push dword ptr --:[ehp g
€all dword ptr ebp-DC]
jmp 1408E6

Xor eax,eax eax:L"C:\\Users AppDat
pop edi
pop esi
pop ebx

1= ["Eh” +10f) [ebp+10]:L"pluppyiien”

LA
L LA

oL
o

| i

[ebp-D8]=[0053F1B8 <&RegSetvValueExw>]=<advapi3z.RegSetvaluesExw=

Gorsel 13 RegSetValueExW ile Kaliciligin, Saglanmasi

@’ Kayit Defteri Dizenleyicisi

Dosya Dizen Gérdndm  Sik Kullanilanlar  Vardim

i |y NetCache ~|| Ad Tar Veri

‘_ﬂ (Varsayilan) REG_SZ (deger atanmamig)
‘_ﬂpluppy\ien REG.SZ  Ci\Users' \AppData\Roamingyueaajssochdd\mirrbwwgp.exe "C:AUsers\ “AppData\Local\Temphalaiw.exe”

b Policies
i J) RADAR
{1l Run

i |y RunOnce

Bilgisayar\HKEY_CURRENT_USER\Software\Micreseft\Windows\CurrentVersion'Run

Gorsel 14 "pluppyiien" Anahtarinin Olusturulmasi

Kaliciligini saglamak icin kayit defterine ulasarak
HKEY_CURRENT_USERW\Software\\Microsoft\Windows\\CurrentVersion\\Run

konumuna “pluppyiien” anahtarini olusturmaktadir. Bu sekilde sistem her agildiginda

zararli kendini galistirmaktadir.

4
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or eax,ecx
¥ mov byte ptr ss:[ebp-1f),al
movzx eax,byte ptr ss:[febp-1]
0014127E sub eax,dword ptr ss:|[febp-s]
mov eax,dword ptr ss:|[febp-10( mov byte ptr ss:[febp-1il,al
add eax,dword ptr ss:|febp-2] mov eax,dword ptr ss:|febp-100
mov al,byte ptr ds:[eax] _ add eax,dword ptr ss:|[febp-3]
mov byte ptr ss:[lebp-10,a mov c1,byte ptr ss:[lebp-1]
movzx eax,byte ptr ss:|febp-1il mov byte ptr ds:i[eax],cl
MOF 2ax, B4 jmp 14126E
mov byte ptr ss:[febp-1J,al
movzx eax,byte ptr ss:|febp-1] +
neg eax
mov byte ptr ss:[febp-1J,al 0014126E
movzx eax,byte ptr ss:|febp-1] mov eax,dword ptr ss:|febp-:z]
xor eax,dword ptr ss:|[febp-:j inc eax
mov byte ptr ss:[Jebp-1J,al mov dword ptr ss:|febp-zf,eax
movzx eax,byte ptr ss:|flebp-1] mov eax,dword ptr ss:|febp-:zj
sub eax,dword ptr ss:[[ebp-:] cmp eax,dword ptr ss:|febp-14]
mov byte ptr ss:[ebp-1J,al jae 1416BE3
movzx eax,byte ptr ss:|[febp-1]
not eax |
mov byte ptr ss:[[ebp-10,al ., L.
movzx eax,byte ptr ss:ffebp-1] g ¥ ¥
xor eax,dword ptr ss:[febp-2] ! 001416E3
mov byte ptr ss:febp-il,al | Epush dword ptr ss:[ebp-10]
movzx eax,byte ptr ss:ffebp-1] i mecall 1408EF
sub eax,dword ptr ss:febp-g] i mmov dword ptr ss:|Jebp-ic,eax
mov byte ptr ss:[ebp-i],a | cmp dword ptr ss:|febp-icl,o
movzx eax,byte ptr ss:|febp-1] f je 1416E3 !
not eax i
mov byte ptr ss:[febp-1J,al | i
movzx eax,byte ptr ss:|febp-1] oo ‘*
neg eax
mov byte ptr ss:[Jebp-1J,al 001416C4
movzx eax,byte ptr ss:|flebp-1] push 0O
xor eax,dword ptr ss:|[[ebp-s] €all dword ptr ss:[ebp-3C]
mov byte ptr ss:[ebp-1J,al mov esp,ebp
movzx eax,byte ptr ss:|[febp-1] pop ebp
- ret

Gorsel 15 Veriyi €ozdugi-Algoritma

Daha sonrasinda. zararl kendine 6zgu bir algoritma_ Kullanarak icerigi-sifrelenmis bir

veriyi ¢gdzmektedir.

@29 LIOKUM L | e Lokurn.L | g2y Dokum.s | e Lokum+ | 2 Dokums | = lze 1 | =1 Yerel Degisl

Adres HEX ASCII

002320000 40 A 90 00lloz 00 OO0 00|04 00 OO0 OO(FF FF OO0 OO(MZ........
00220010| B2 00 00 OO|00 OO0 OO0 00|40 OO0 OO0 00|00 OO0 00 00| , .c.a... [
0022002000 00 00 00|00 OO0 OO0 00|00 OO0 OO0 00|00 00 00 D0| ... e ueunnreenn-

00230020(00 00 00 OO|0O OO OO0 00|00 00 00 00|10 01 0O OO T
00230040 |QE_1F BA QE|00 B4 09 CD|21 B8 01 4C|CD 21 54 68(..2.. .I! .LIrTh
00230050(69 73 20 70|72 6F &7 72|61 &0 20 63|61 6E GE &F|1is program canno
00230060(74 20 &2 65|20 72 75 6E |20 &9 GE 20|44 4F 53 20|t be run in DOS
00230070| 6D 6F 64 65|ZE OD 0D 0A|24 00 00 00|00 OO0 OO 00|mode....$.......
00230080 |0OF D& 32 69 |4E B7Y S5C 3A|4E BF 5C[3A|4B BY 5C 3A|.02iK. K.
00230090 88 B8 03 3A|4A BF 5C 3A(42 CF DB 3A|4A B7 5C 3A(., .:13:%:
002300A0( 42 CF CF 34|57 BF 5C 3A|4B BF 5D 3A|95 BT W'
002200B0| 88 BS 01 34|48 BF SC 3A|42 CF DF 3A[49 BT
002300C0 | 6C 71 31 34|44 BF S5C 3A|6C 71 32 3ZA(4E8 BT
002300D0| 4E BE 53 34|4A BF 5C 3A|DA DE 55 3B|22 BT
002200E0|DA DE A3 34 |4A BF SC 3A|DA DE SE 3E|4A BT
002300F0(52 69 63 68(4B BF 5C 3A|00 00 00 00|00 OO
00230100( 00 00 00 OO(00 0O OD 0O|0D 00 00 00|00 0D
00230110(50 45 00 00|4C Q1 O 0QO|(C7 50 88 5C|00 OO

AA3INAAl An A A AndlEen Aan AT A A e ae 4ol an na

Gorsel 16 Calistirilabilir Dosyanin Oldugu Bellek Bélgesi

Bu veri bellek bdlgesinde incelendiginde ¢aligtinlabilir bir dosya oldugu

gOrulmektedir.

>
N



-9 v 74 16 je 140981 | FPU Gizle
| . SBE45 BC mov eax,dword ptr ss:|febp-44]
i . C&00 00 mov byte ptr ds:[eax],0 EAX  7L5OSDEE2 K 132. T inatep
i . SBE45 BC mov eax,dword ptr ss:ll:ebp--‘-t] Zherre zlerrrate roceﬂ
! . 40 inc eax
| . 8345 BC mov dword ptr ss:|[febp-44],eax ELX FATAEY
i . BE45 BB mov eax,dword ptr ss:|[Jebp-4&]
1 . 48 dec eax
g . 8345 BS mov dword ptr ss:|[febp-48],eax
; . ~ EB E4 jmp 140965 ESI  002E3450
L--re 68 1A727FFF push FF7F721A EDI 0OD3095F8 "HH:mm: ss"
. FF75 F4 push dword ptr ss:[ebp-C])
. E8 ESFGFFFF call 140073 EIP 00140A0D
. 8345 88 mov dword ptr ss:[ebp-75],eax
. 68 6CT3IE2TF push 7FE2736C EFLAGS 00000202
. FF75 F4 push dword ptr ss:[ebp-C]) ZEO PE O AF O
. ES D5FEFFFF call 140073 5 D 0E G
. 8345 84 mov dword ptr ss:[febp-7CJ,eax Qg aE
. 68 93F9ALTF push 7FA1F993 CEO0 TFO IF1
. FF75 F4 push dword ptr ss:[[ebp-C[J
. ES CSFGFFFF call 140073 LastError 00000000 (ERROR_SUCCESS)
. 8945 80 mov dword ptr ss:|[febp-s0f,eax Laststatus 00000000 (STATUS_SUCCESS)
. 68 GEEFAZTF push 7FA3EFGE
. FF75 F4 push dword ptr ss:[Jebp-CJ G5 002B FS5 0053
. E8 BSFG&FFFF call 140073 - ES 002E DS DO2E
. 8985 7CFFFFFF mov dword ptr ss:[[ebp-s4],eax CS 0023 g5 002B
. 68 FEF1E17F push 7FE1F1FB
: E?i;;FFFF E:ﬂ i‘;gg%ptr ss:febp-Cl ST(0) 00000000000000000000 X87r0 Bos O.000000000
= 2345 E4 mov dword ptr ss:[Hebp-1cll, eax ST(1) 0O0000000000000000000 x87rl Bos O.000000000
. 63 16BF31FF push FF31BF16 e ! ST(2) 00000000000000000000 X87r2 BOS O.000000000
= EE7S F4 push dword ptr ss:[ebp-cl ST(3) 00000000000000000000 XB7r3 Bos O.000000000
. ES 92FGFFFF call 140073 ST(4) 00000000000000000000 x87r4 Bos O.000000000
. 8985 74FFFFFF mov dword ptr ss:[febp-scl,eax ST(5) 00000000000000000000 X87r5 Bos O.000000000
. 68 0OSC9BETF push 7FBEGC305 5T({6&) 00000000000000000000 X87r& Bos 0O.000000000
. FF75 F4 push dword ptr ss:[ebp-C]) 5T(7) 00000000000000000000 X87r7 Bos O.000000000
. EE8 7FFE&FFFF €all 140073
: e e
: . XBFTW_D 2 (Bo XBFTW_1 2 (Bo
. FF75 F4 push dword ptr ss:[ebp-CJ o (Bos) T (Bos)
. E8 ECFEFFEE €all 140073 LIS 5 (o TLLS 3 (o)
. 8985 TOFFFFFF mov dword ptr ss:|[lebp-320f,eax x87TW_4 3 (Bos) X87TW_5 3 (Bos)
Eg— 8365 BO 00 and dword ptr ss:[ebp-50],0 X8TTW_E 3 (Bos) X8TTW_7 3 (Bos)
. 8365 FO 00 and dword ptr ss:|jebp-10§,0
. B8EB45 08 mov eax,dword ptr ss:[[ebp+s] Varsaylan (stdcall)
. 8345 8C mov dword ptr ss:[ebp-74],eax =
. 8B45 8C mov eax,dword ptr ss:[Jebp-74] 1: [esp+4] 000D
. 8E4D 08 mov ecx,dword ptr ss:|[ebp+z] g: E::g:g% ggg;gggg
. 52 +3 s
0348 3C add ecx,dword ptr ds:[eax+3C] 3 [esp+id] 00130012
< L | s 5: [esp+14] 00150014
dword ptr [ebp-50]=[0053F248]=D4 'O &: [esp+18] 00170016 alaiw.00170016
00140A0D

U4 Dokiim1 | Uy Dskim2 | U Dskim3 | @ Dskima | U Dekims | 8 fze1 | [x=lYere Degiskenler | ' vapi
Adres Hex ASCIT
0053F1B8| 00 00 00 00|00 DO 0O 00|00 00 OO 00|00 00 00 00
0053F1C8| 00 00 00 00|00 00 00 OO0(00 OO0 0O 00
0053F1D8|00 00 00 00|20 00 00 77|00 0O 00 0O
(0053F1F8| 00 00 00 00|22 £33 OF 75 (00 OO0 0O 00
0053F208 [[G2UDEN08NTS) 23 5C OF 75 |D4 00 00 00
0053F218(34 78 09 753D 10 07 75|50 48 07 75
0053F228|08 F2 ©2 00|ES 95 30 00|78 F2 53 00
D053F238|Z4 F2 53 QO|FE FF FF FF|47 DF BA 76
D053F248|D4 00 00 00|20 00 23 00|00 00 00 0O

T———
0053F268(00 00 00 00|00 OO0 00 00|00 00 00 00|28 Fl 8A 76
0053F278(2C F7 93 O0(FQ 13 07 75|C1 6B 81 8F|FE FF FF FF

nncacaoel3E an n7 7t lan nn ne zelna an oan oanlan an 33 oo

Gorsel 17 Dinamik APl €oziimleme

Ardindan gorsel 17'de gosterilen «call cagrisi ile sirasiyla GetModuleFileNameW,
CreateProcessW, GetThreadContext, ReadProcessMemory, CloseHandle,
SetThreadContext, GetCommandLineW ' ve TerminateProcess APllerini

¢ozumlemekte ve adreslerini bellege kaydetmektedir.




gi 33000003 pusn 8000004 4 | explorer.exe 2568 0,23 72,41 MB
&A 00 Buzh o [ wintoolservice.exe 2672 1,53 MB
an B o 4 () wintools64.exe 2680 015 174kB/s  2275MB
TS ST lea eax;dword ptr ss:febp-7ec] [ VMToolsHookProc.exe 4868 780 kB
FF55 84 call dword ptr ss:[ebp-7C] 158 ProcessHacker.exe 3960 0,40 23,83 MB
| ) 9
o o8 e i 2 3% x32dbg.exe 2332 050  156B/s 11162 MB
+ E9 F8020000 jmp 1400CD p
€785 S4FCFFEF 0700010 mov dword ptr ss:[ebp-3acl,100 4 =] alaiw.exe 4856 384,71 MB
8D85 S4FCFFFF lea eax,dword ptr ss:|flebp-3a
50 ush eax
EF75 DO gush dword ptr ss:[[ebp-20] ‘“ ida.exe M3 032 183,48 MB
feos &0 e [ alaiwexe 1600 38313 MB
A= 30— EEE [ notepad++.exe 3504 11,86 MB
&4 00 pusrr:: 0 >€ chrome.exe 1582 0,10 135,61 MB
6A 04 push 4 .
8045 B4 Tea eax,dword ptr ss:[[ebp-4cC] 4 £} gozmon.exe 3588 3,76 MB
50 F‘“S”’r‘ sax 2} gozmonbd.exe 3828 005 3052kB/s 7683 ME
B MreatePrucessm]#kerneI3;tcreatePr'ucessw> I A HxD.exe 4628 1,08 1264 MB
D8 die.exe 516 22,97 MB

Gorsel 18 Askiya Alma Modunda Calisan Dosya

GetModuleFileNameW API'si kullanarak/bulundugu dosyanin yolunu elde etmektedir.
Daha sonra bu.dosyayolunu, CreateProcessW API'sine parametre olarak vererek

alaiw.exe'yi kendi altinda askiya alma modunda (suspend modda) baglatmaktadir.

Gorsel 15'teki algoritmayla ¢ozdugu veriyi, GetThreadContext, ReadProcessMemory
ve SetThreadContext APIl'lerini kullanarak askiya alma modunda calistirdigi
alaiw.exe’nin igine yazmaktadir. alaiw.exe bir alt siire¢ olarak calisirken bu igslem

sonrasinda ana sure¢ olarak calismaya devam etmektedir.

alaiw.exe’ye eklenen kodlarin oldugu bellek bolgesi (gorsel 16) dump edilerek

incelenmeye devam edilmigtir.




warzonel60.exe Analizi

Adi warzonel60.exe

MD5 bfa56fb7698757d5316e3cd458008541

SHA256 a4470593f2ebc45b1be6f2d432¢c90f1a5120dab98427bb6aed831923
5b52d4ch

Dosya Turl /| Portable Executable 32 (x86)

Dump edilen dosya “warzone160” olarak isimlendirilmistir. Dosyanin MD5, SHA256

gibi bilgileri yukaridaki tabloda yer almaktadir.

Statik Analiz

warzon160.exe DIE aracinda incelendiginde paketlenmis oldugu gérulmektedir.

Toplam Durum Ofset
Soan : Tekrar yikle
- 6.25619 raketlenmemis 00000000

Ofset Boy Entropy Durum
PE Header 00000000 00000400 282557 paketlenmemig
Segim{0)[' text'] 00000400 00010400 6.49282 paketlenmemig

Secim(1)[".rdata'] 00010800 0000300 528877 paketlenmemig
Seqim(2)['.data'] 00014400 00000600 511722 paketlenmemig
Segim(3)['.rsrc'] 00014300 0000200 3.95871 paketlenmemig
Segim(4)[".reloc’] 00017800 0000000 6.57906 paketlenmig

Segim(5)[".bss'] 00018600 00000200 272755 paketlenmemig
Kaplama 00018300 00000800 0.00070 paketlenmermig

Gérsel 19 warzone160.exe'nin DIE Aracinda incelenmesi

4
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K‘f

Dinamik Analiz

Len=8 MS5=1468 WS=256 SACK_PERM

4587 14113.566432 192.168.96.132 194.188.48.2089 TCP 66 49559 + 9489 [SYN] Seq=8 Win=8192

253851
254037

Viware_cc

Z :
1 212 .1
1 212 M-SEARCH = 1

4597 14124.878321 192.168.96.1 239.255.255.25@ SSDP 212 M-SEARCH * HTTP/1.1

4598 14125.879197 192.168.96.1 239.255.255.250 s50P 212 M-SEARCH * HTTP/1.1

4599 14126.828754 192.168.96.1 239.255.255.25@ SSDP 217 M-SEARCH * HTTP/1.1

4660 14126.676157 192.168.96.132 192.168.96.2 DNS 81 Standard query @xdde3

4601 14126.676106  192.168.96.2 192.168.56. 132 DNS 97 ‘Standard query response Oxdde3 A septembre.duckdns.org A 104,150 48 260 ]

46082 14126.678334 192.168.96.132 194.188.48.289 TCP B6 49568 + 9489 [SYN] Seq=8 Win=8192 Len=8 MS5=1468 WS=256 SACK_PERM

4603 14127.030799 192.168.96.1 239.255.255.250 550P 217 M-SEARCH * HTTP/1.1

217 M-SEARCH * HTTP/1.1
217 M-SEARCH * HTTP/1.1

14136.3296389 -96. . . 86 57621 + 57621 Len=44

Gorsel 20 Wireshark'ta Elde Edilen Veriler

Zararll devamii olarak 194[.]180[.]48[.]209[:]19409 soketine baglanmayi deneyerek
komuta kontrol sunucusuyla iletisim kurmaya ¢alismaktadir. Baglanti saglanamadigi

icin bu islem surekli tekrar etmektedir.

Zararlh c¢alistiginda “septembre[.Jduckdns[.Jorg” domainine baglanmaya c¢alistigi
gOzlenmistir. Ancak'sunucu aktif olmadigi igin baglanti saglayamamistir. Bu sebeple

analiz statik olarak incelenmeye devam edilmistir.




push 1cC

pop edx edx: EntryPoint

lea ecx,dword ptr ss:[Jebp-10]

cdall warzonel6d.DiD51C

push warzonelsD.D229358 p22938: L"\NGooglev\ChromeYy\User Data‘\Default'\Login D
Tea ecx,dword ptr ss:|febp-10]

call warzoneled.D13230

push dword ptr ss:|[ebp-10]

€dll dword ptr ds:[<&PathFileExistsw=]

Gorsel 21 Google Chrome Tarayicisi

push eax

push 20019

push O

push warzonels0.D2351C D2351C: "software'\Maerofoxd \FoxmailPrewview"
push 20000001

call dword ptr ds:[<&RegOpenkeyExA=]

test 2ax,eax

jne warzonelsD.D18912

Trmm m-se shoamed  me = ol o

Gorsel 22 Foxmail E-posta Servisi

push eax
c€all warzoneléD.D11052
add esp,14

lea edx,dword ptr ss:|[Jebp-zeCl -

mov ecx,warzoneled.D22F0C ID22FDC:L"thunderhird.exe"
€all warzonelgD.D1ABEZ

pop ecx

lea eax,dword ptr ss:|febp-zBC]
push eax

lea ecx,dword ptr ss:|[Jebp-z:sJ
€all warzonel60.D133AE

Tea eax,dword ptr ss:|[Jebp-3:5]

push eax

lea eax,dword ptr ss:|febp-zeC]

push eax

€dll dword ptr ds:[<&GetBinaryTypew=]
push ecx

lea eax,dword ptr ss:|[Jebp-z:sJ
mov ecx,esp

push eax

c€all warzoneleD.D133F3

mov ecx,edi

€all warzonel&D.D1A130

test eax,eax

jne warzonel&D.D19zA1

push ecx

lea eax,dword ptr ss:|[Jebp-z:sJ
mov ecx,esp

push eax

c€all warzoneleD.D133F3

mov ecx,edi

€all warzonel&D.D1A130

test eax,eax

jne warzonelsd.D192A1

mov esi,dword ptr ss:|[febp-14[]
jmp warzonel6d.D19702

push warzonelsd.D22F2C

lea ecx,dword ptr ss:|[[ebp+s]
€£all warzonele0.D13230

Tea eax,dword ptr ss:[[ebp+s]
push eax

lea ecx,dword ptr ss:[lebp-20{
€all warzoneleD.D133F3

push warzoneled.D2ZEAQ D22EAD:L"profiles.ini"
lea ecx,dword ptr ss:|[ebp-z0f
€all warzonel&D.D13230

push warzoneled.D22E38 D22E38:L"Profile”
lea ecx,dword ptr ss:|[Jebp-z4J
€all warzoneleD.D133AB

push eax

lea ecx,dword ptr ss:|[Jebp-14J
€all warzoneleD.D131FD

mov ecx,dword ptr ss:[ebp-24]
€all warzonel&D.D158FB

push ebx

lea ecx,dword ptr ss:|[ebp-147
€all warzonel&D.D13038

push dword ptr ss:|[febp-zof
push esi

jmp warzoneilsd.D196D1

mov esi,dword ptr ssilebp-34]
lea ecx,dword ptr ss:|[ebp-35]
inc esi

push warzonele0D.D22E38
mov dword ptr ss:[febp-24[,esi |
Fall warzoneiRN_N13IIAR

D22F2C:L""Thunderh1rd""I

Gorsel 23 Thunderbird E-posta Servisi

Statik analiz ve string taramasi yapildiginda gorsel 21, 22, 23’te de goruldugu Uzere
zararlinin bazi tarayicilardan ve e-posta servislerinden parola ve istemci ayarlari gibi

verileri calmayi hedefledigi anlagiimistir.




poo1LCAaD
00012CB0
00012CCo
00012CD0
00012CED
00012CFOD
00012000
00012010
00012020
00012030
00012040

Gorsel 24 CMD Komutu

Gorse Ulen Ci bmutu ile gegerli olmayan bir ' ping

taleple In saptanmasini_karmasikl edir.

Bunun yan a, Del /f tu, kétd amagli yazihm . edilmesi durumunda,

kendisini izin almadan silmi \ tas adir.




e g
E&all dword ptr :Ii [<&GETASYNCKEYSTATE>] I
test ax,ax

mov dl,bl
setne cl
€all warzonels0.D17949
test al,al
lea ecx, dword

tr ds:[esi+20

call dword ptr ds:[<&wsprintfa:=]
add esp,C

Tea ecx,dword ptr ss:iebp-14[]
cdall warzonel&0.D179366

mov ebx,dword ptr ss:[ebp-4]

jmp warzoneled.D1730B

cmp esi,66 66z '
ja warzoneleD.D1771D
je warzoneleD.D17713
cmp esi, 20 20:°
ja warzonel6D.D17631
je warzoneleD.D17 6587
cmp es1,11

ja warzonel6D.D1765B
je warzoneleD.D17781
sub es1,8

je warzonel&D.D17651
sub esi,1

je warzoneleD.D17 647
sub esi, 4

je warzonel6D.D17 63D
sub es1,3

je warzonel&d.D17 0B
jmp warzonel&D.D173A2

mov ecx,warzoneled.D22514 D22814:L"[ENTER] A"
jmp warzoneled.D17306

mov ecx,warzonel&d.D22838 D22838:L"[TAE]

jmp warzonele0.D17306

mov ecx,warzoneled.D22828 D22828:L"[BKSP]™

jmp warzonele0.D17306
sub esi,12

je warzoneled.D177D3
dec esi

sub esi,1

je warzoneleD.D17 67D
sub es1,7
jne warzonele0.D17B8AZ
mov ecx,warzonelsd.D225370 D22870:L"[ESC]
jmp warzonele0.D17306
mov ecx,warzoneled.D22860 D22860:L" [CAPS]™
jmp warzonel&D.D17306
mov ecx,warzoneled.DZ2510
jmp warzoneled.D17306

cmp esi,&2 62:'b’
ja warzoneleD.D17GE2

je warzonel&d.D176D3

sub esi,zZD

je warzoneleD.D176CE

sub eszi,1

je warzonel&d.D176C4

sub esi, 32

je warzoneleD.D17GBA

sub esi,1

jne warzonel&D.D178A2

mov ecx,warzoneled.D228A0
jmp warzonelel.D17306
MoV ecx,warzoneléd.D2239C
jmp warzonel&D.D17306

mov ecx,warzoneled.D22890 D22890:L"[DEL]"
jmp warzoneled.D17306
mov ecx,warzonel&0.D2287C D2287C:L"[INSERT]"

jmp warzonele0.D17306
mov ecx,warzonel&d.D228A4
jmp warzonel&D.D17906
sub esi,63

Gorsel 25'Keylogger

Gorsel 25'te GetAsyncKeyState API'si ile ENTER, TAB, BKSP, ESC, CAPS, DEL,

nv

INSERT gibi 6zel tus vuruslarini kaydettigi anlagiimaktadir.




wush ebp

v ebp,asp

ub esp,1s

wush es1

wsh edi

or edi,edi

ea ecx,dword ptr ss:febp-c
wsh warzoneleD.D23688

iov dword ptr ss:|febp-4],edi
@11 warzonel&0.D133AE

ea eax,dword ptr s=z:[ebp-4]
ov dword ptr ss:lebp—14ﬁ,edi
wsh eax

wsh 20119

wsh edi

wsh dword ptr ssilebp—cl

wov dword ptr ss:ebp-10f,edi
wsh 80000002

@11 dword ptr ds:[<&RegOpenkeyExw>]
est edx,eax

ne warzoneleo.D1BFDO

ea eax,dword ptr ss:ebp-14]
wush eax

D23688: L"SYSTEM\\CurrentControlset\Services\\TermService'\Parameters"

a ecx,dword ptr ss:lebp—al

@ll warzonel&0.D133AE

arll
yol
(RDP
kilmaktad

Gorsel 26 Uzaktan Erisim Saglanmasi

urrentControlSet\\Services\\Te

na ulagmaktadir. Bu sekilde U

isim saglamaktadir ve ciha




YARA Kurali

import "hash"
rule avemariarat {
meta:
author = "Team-5"
strings:

$hex_1 = {55 58 54 48 45 4D 45 00 55 53 45 52 45 4E 56 00 53 45 54
5550415049 0041 50 50 48 45 4C 50 00 50 52 4F 50 53 59 53 00 44 57 4D 41 50
4900435259505442415345004F4C4541434300434C 424341545100
4E 54 4D 415254 41}

$hex_2 = {50 33 CO 68 50 67 42 00 50 50 68 00 00 00 04 50 50 50 FF
7508 50 FF 15 ?? ?? 2?2 ?? }

$strl = "http://nsis.sf.net/NSIS_Error" wide
$str2 = "\\Microsoft\\Internet Explorer\\Quick Launch" wide
$apil = "DialogBoxParamW" ascii
$api2 = "RegSetValueExW" ascii
$api3 = "CreateProcessW" ascii
$api4 = "ExitProcess" ascii
$api5 = "WriteFile" ascii
$api6 = "FindNextFileW" ascii
condition:

hash.md5 (0, filesize) == "d802bc50f7321efb13358d27280910ca" or (all of ($str*)
and (5 of ($api*))) or (all of ($hex_*)) } /

L~




import "hash"

rule alaiw_d {

meta:

author = "Team-5"

description = "AveMariaRAT"

weight = “10”

strings:

$algorithm1 = { C1 EO 05 OF B6 4D EF C1 F9 03 OB C8 33 CA 8B
55 E8 88 8A ?? ?? ?? ?? } //Shellcode decryption algorithm

$strl = "vtwkwntewuzvb"

$str2 = "find.exe"

$str3 = "-w %ws -d C -f %s"

$str4 = "\\System32\\cmd.exe"

$str5 = "SELECT * FROM logins”

$str6 = "Accounts\\Account.rec0"

$str7 = "cmd.exe /C ping 1.2.3.4 -n 2 -w 1000 > Nul & Del /f /q"

Pstr8 = "SOFTWARE\\Microsoft\\Windows
NT\CurrentVersion\\Winlogon\\SpecialAccounts\\UserList"




$wl = "http://5.206.225.104/dll/msvcpl140.dII" wide

$w2 = "http://5.206.225.104/dll/softokn3.dll" wide

$w3 = "http://5.206.225.104/dll/mozglue.dll"* wide

$w4 = "http://5.206.225.104/dll/vcruntime140.dIl" wide

$w5 = "http://5.206.225.104/dll/freebl3.dII" wide

$w6 = "http://5.206.225.104/dll/nss3.dII" wide

w7
"C:\\Users\\louis\\Documents\\workspace\\MortyCrypter\\MsgBox.exe"

wide

$w8 = "\\Google\\Chrome\\User Data\\Default\\Login Data" wide

$w9 = "profiles.ini" wide

condition:

hash.md5(0,filesize) == "faObe3eb24b13d060alae4e25c22eflc" or
(((5 of $str*) or (7 of $w*)) or ($algorithml and (2 of $w*)))




rule warzone {

meta:

author = "Team-5"

strings:

$strl = "find.exe"

$str2 = "-w %ws -d C -f %s"

$str3 = "\\System32\\cmd.exe"

$str4 = "SELECT * FROM logins"

$str5 = "Accounts\\Account.recQ"

$stré = "cmd.exe /C ping 1.2.3.4 -n 2 -w 1000 > Nul & Del /f /q"

$str7 = "SOFTWARE\\Microsoft\Windows
NT\CurrentVersion\\Winlogon\\SpecialAccounts\\UserList"

$wl = "http://5.206.225.104/dll/msvcpl40.dIlI" wide

$w2 = "http://5.206.225.104/dll/softokn3.dIl" wide

$w3 = "http://5.206.225.104/dll/mozglue.dll" wide

$w4 = "http://5.206.225.104/dll/vcruntime140.dIl" wide

$w5 = "http://5.206.225.104/dll/freebl3.dIl" wide




$wW6 = "http://5.206.225.104/dll/nss3.dII" wide

w7
"C:\\Users\\louis\Documents\\workspace\\MortyCrypter\\MsgBox.exe"

wide

$w8 = "\\Google\\Chrome\\User Data\\Default\\Login Data" wide

$w9 = "profiles.ini" wide

$el = "hostname"

$e2 ="encryptedUsername”

$e3 = "encryptedPassword"

$v1 = "vaultcli.dll"

$v2 = "VaultOpenVault"

$v3 = "VaultCloseVault"

$v4 = "VaultEnumerateltems"

$v5 = "VaultGetltem"

$v6 = "VaultFree"

condition:

((5 of ($str*)) or (4 of (3w*))) or ((all of ($e*)) and (all of ($v*)))




MITRE ATTACK TABLE

. . . Privilege Defense Credential : .
Reconnaissance  Execution Persistence Escalation .  Ve—— Exfiltration
- Command S
Galtlheet\r/v\élr(litlm and Create Process Dggggu's:ﬁ:tseél?e OS Credential Application Eéf\'/zrraggn
Information Scripting Account Injection Information Dumping Layer Protocol Channel
(T1590) Interpreter (T1136) (T1055) (T1140) (T1003.008) (T1071.004) (T1041)
(T1059)
Gather Victim Shared Bozhﬁgslzgi’gton Create or Modify Masaueradin
Host Information Modules Execution System Process (191036) 9
(T1592) (T1129) (T1647) (T1543.003)
Native API
(T1106)
Cozum Onerileri
1. Guncel antiviris korumasi kullaniimalidir
2. Bilinmeyen kaynaklardan dosya indirilmemelidir
3. Bilinmeyen linklere tiklanmamalidir
4. Bilinmeyen harici cihazlar kullanilirken dikkat edilmelidir
5. Teknoloji okuryazari olunmalidir
6. Isletim sistemi glincel tutulmalidir
7. Gulvenilmeyen e-postalar agiimamalidir
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