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DƛǊƛǒ 

 

Amadey, ilk ŘŜŦŀ нлмуΩŘŜ ȅŀȊŀǊƤ ǘŀǊŀŦƤƴŘŀƴ wǳǎ ƻƴƭƛƴŜ ŦƻǊǳƳƭŀǊŘŀ 

ǎŀǘƤǒŀ œƤƪŀǊƤƭŀƴ, ǘǊƻƧŀƴ ƻƭŀǊŀƪ ǎƤƴƤŦƭŀƴŘƤǊƤƭŀƴΣ ǀƴŎŜƭƛƪƭŜ ƪŜǒƛŦ ōƛƭƎƛƭŜǊƛƴƛ 

ǘƻǇƭŀƳŀƪ ƛœƛƴ ƪǳƭƭŀƴƤƭŀƴ ōŀǎƛǘ ōƛǊ ȊŀǊŀǊƭƤ ōƛǊ ȅŀȊƤƭƤƳŘƤǊ ve bir Rus dark 

ǿŜō ŦƻǊǳƳǳƴŘŀƴ ǎŀǘƤƴ ŀƭƤƴŀōƛƭƛǊΦ  

.ǳƭŀǒǘƤƐƤ ōƛǊ ōƛƭƎƛǎŀȅŀǊŘŀΤ ŘƛƐŜǊ ȊŀǊŀǊƭƤ ȅŀȊƤƭƤƳƭŀǊƤ ƛƴŘƛǊƛǇ ȅǸƪƭŜƳŜƪ 

όȅǸǊǸǘƳŜƪύΣ ƪƛǒƛǎŜƭ ōƛƭƎƛƭŜǊƛ œŀƭƳŀƪΣ ǘǳǒ ǾǳǊǳǒƭŀǊƤƴƤ ƪŀȅŘŜǘƳŜƪΣ 

cihazdan istenmeyen spam e-ǇƻǎǘŀǎƤ ƎǀƴŘŜǊƳŜƪ ǾŜ ǾƛǊǸǎƭǸ ōƛǊ ŎƛƘŀȊƤ 

ōƻǘƴŜǘŜ ŜƪƭŜƳŜƪΣ ƪƛǒƛǎŜƭ ōƛƭƎƛƭŜǊƛ ōƛǊ ƪƻƳǳǘŀ ǾŜ ƪƻƴǘǊƻƭ ό/нύ 

sunucusunŀ ǎƤȊŘƤǊƳŀ Ǝƛōƛ ƻƭŀȅƭŀǊƤ ƎŜǊœŜƪƭŜǒǘƛǊƛǊΦ  

¢ŜƳŜƭ ƻƭŀǊŀƪ !ƳŀŘŜȅ ōŀǒƪŀ ōƛǊ ǾƛǊǸǎǸƴ ŜƴŦŜƪǘŜ ƻƭƳŀǎƤƴƤ ǎŀƐƭŀƳŀƪ 

ŀƳŀŎƤȅƭŀ Ŝ-ǇƻǎǘŀΣ œŜǾǊƛƳƛœƛ ǊŜƪƭŀƳƭŀǊΣ ǎƻǎȅŀƭ ƳǸƘŜƴŘƛǎƭƛƪ Ǝƛōƛ ȅƻƭƭŀǊ 

ƪǳƭƭŀƴƤƭŀǊŀƪ ƎǀƴŘŜǊƛƭƛǊΦ   
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mƴ TƴŎŜƭŜƳŜ 

 

 

½ŀǊŀǊƭƤƴƤƴ a5рΣ {I!-1 ve SHA-нрс ōƛƭƎƛƭŜǊƛ ŀǒŀƐƤŘŀƪƛ ǘŀōƭƻŘŀ ȅŜǊ 

ŀƭƳŀƪǘŀŘƤǊΦ hǊƛƧƛƴŀƭ ƛǎƳƛ ObjectHolderListEnumerator.exe fakat analiz 

ŜŘŜǊƪŜƴ ƪƻƭŀȅƭƤƪ ƻƭƳŀǎƤ ŀœƤǎƤƴŘŀƴ amadeyΦŜȄŜ ƻƭŀǊŀƪ ŀŘƭŀƴŘƤǊƤƭƳƤǒǘƤǊΦ  

Dosya Adē                                             ( hǊƛƧƛƴŀƭ ŀŘƤΥ ObjectHolderListEnumerator.exe ) 

                                                      amadey.exe 
Dosya 

T¿r¿ 

Portable Executable 32 (x86) 

MD5 6072ffa2e78a14d9655d436e2178e5c3 

SHA-1 554ce2c13d5eff616a56b66790ca251a2f65789e 

SHA-256 5ed5d0c108109f37d683bbfc81db522a2622269d9ef339b963cab3ca3974a517 

4 



 

amadey.exe Analizi 

 

 

ŀƳŀŘŜȅΦŜȄŜ ȊŀǊŀǊƭƤǎƤ 5IE tooluna ŀǘƤǇ ōŀƪƤƭŘƤƐƤƴŘŀ ǇŀƪŜǘƭŜƴƳƛǒ 

ƻƭŘǳƐǳ ƎǀǊǸƭƳŜƪǘŜŘƛǊΦ 5ƻǎȅŀ ǘŀƳŀƳŜƴ ƻōŦǳǎŎŀǘŜ ŜŘƛƭƳƛǒ ƻƭŘǳƐǳ ƛœƛƴ 

manuel olarak unpacklenip ŀƴŀƭƛȊ ŜŘƛƭƳƛǒǘƛǊΦ 

 

 

SectionƭŀǊƤƴŀ ōŀƪƤƭŘƤƐƤƴŘŀ Řŀ ΦǘŜȄǘΣ ΦǊŘŀǘŀΣ ΦŘŀǘŀΣ ΦǊŜƭƻŎΣ ΦǊǎǊŎ 

ǎŜŎǘƛƻƴƭŀǊƤƴŀ Ŝƪ о ŀŘŜǘ ǒƛŦǊŜƭŜƴƳƛǒ ǎŜŎǘƛƻƴ ƻƭŘǳƐǳ ƎǀǊǸƭƳŜƪǘŜŘƛǊΦ 

 

5ƛƴŀƳƛƪ ƻƭŀǊŀƪ ȅǸƪƭŜƴŜƴ 5[[ΩƭŜǊ ǒǳ ǒŜƪƛƭŘŜŘƛǊΤ 

Clbcatq.exe Cryptbase.dll Gdiplus.dll Kernel32.dll TƳƳонΦŘƭƭ 
Ntl.dll Ole32.dll Propsys.dll Shell32.dll Shlwapi.dll 

User32.dll Userenv.dll Usp10.dll Uxtheme.dll Version.dll 
Comctl32.dll Wininet.dll Oleaut32.dll Lpk.dll Msctf.dll 
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½ŀǊŀǊƭƤ ŘƛƴŀƳƛƪ ƻƭŀǊŀƪ ŘŜōǳƎƎŜǊ ǸȊŜǊƛƴŘŜ ƛƴŎŜƭŜƴŘƛƐƛƴŘŜ ōƛǊ ǎǸǊŜ 

sonra ¦ƴǇŀŎƪŜŘΦŜȄŜ ŀŘƤƴŘŀ ƳŀǎŀǸǎǘǸƴŜ ȅŜƴƛ ōƛǊ EXE ƻƭǳǒǘǳǊŘǳƐǳ ǾŜ 

ōǳ 9·9Ωƴƛƴ ŀƴŀ 9·9 ƛƭŜ ŀȅƴƤ ƻƭŘǳƐǳ ƎǀȊƭŜƳƭŜƴƳƛǒǘƛǊ.  

 

!ȅƴƤ ǒŜƪƛƭŘŜΣ ȊŀǊŀǊƭƤ /Υ\Users\zorro\AppData\Local\Temp yolunu 

ŀƭŘƤƪǘŀƴ ǎƻƴǊŀ ¢ŜƳǇ ƪƭŀǎǀǊǸƴŜ ŦŎтсŀсŎфŜŀ ŀŘƤƴŘŀ ōƛǊ ƪƭŀǎǀǊ 

ƻƭǳǒǘǳǊǳȅƻǊ ǾŜ ōǳ ƪƭŀǎǀǊǸƴ ƛœƛƴŜ ŘǊōǳȄΦŜȄŜ ŀŘƤƴŘŀ ōƛǊ EXE ȅŀǊŀǘƤȅƻǊΦ 

Bu EXE ƛƴŎŜƭŜƴŘƛƐƛƴŘŜ ŀƴŀ EXE ƛƭŜ ŀȅƴƤ ƻƭŘǳƐǳΣ ƪŀƭƤŎƤƭƤƪ ǎŀƐƭŀƳŀƪ 

ŀƳŀŎƤȅƭŀ ƪŜƴŘƛƴƛ ȅŜƴƛŘŜƴ ƻƭǳǒǘǳǊŘǳƐǳ ŀƴƭŀǒƤƭƳŀƪǘŀŘƤǊ.  

 

 

hƭǳǒǘǳǊǳƭŀƴ Řƻǎȅŀ kendini processe enjekte ederek taskeng.exe 

όDǀǊŜǾ ½ŀƳŀƴƭŀȅƤŎƤ IƛȊƳŜǘƛύ ŀƭǘƤƴŘŀ œŀƭƤǒǘƤǊƳŀƪǘŀŘƤǊ. 

 

 

C:\Users\zorro\AppData\Local\¢ŜƳǇ ȅƻƭǳƴǳ ŀƭƤǇ ¢ŜƳǇ ƪƭŀǎǀǊǸƴǸƴ 

ƛœƛƴŜ /ǊŜŀǘŜCƛƭŜ !tLΩǎƛ ƛƭŜ мрнмнфуттмфтоопмнфут ŀŘƭƤ ōƛƴŀǊȅ ŘƻǎȅŀǎƤ 

ƻƭǳǒǘǳǊƳŀƪǘŀŘƤǊ.  

 

.ǳ ŘƻǎȅŀȅƤ ²ǊƛǘŜCƛƭŜ ile ȅŀȊƳŀ ƛǒƭŜƳƛ ȅŀǇƤȅƻǊ ǾŜ /ƭƻǎŜCƛƭŜ ƛƭŜ ŘƻǎȅŀȅƤ 

kapatƳŀƪǘŀŘƤǊ. 
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aŀƴǳŜƭ ƻƭŀǊŀƪ ȄонŘōƎ ƪǳƭƭŀƴƤƭŀǊŀƪ ŘŜƻōŦǳǎŎŀǘŜ ŜŘƛƭƳŜȅŜ œŀƭƤǒƤƭƳƤǒǘƤǊΦ 

½ŀǊŀǊƭƤƴƤƴ ǇǊƻƎǊŀƳ ŘƻǎȅŀƭŀǊƤƴƤ ŀƭŘƤƐƤ ƎǀǊǸƭƳŜƪǘŜŘƛǊΤ 
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½ŀǊŀǊƭƤ"C:\Windows\winsxs\x86_microsoft.windows.gdiplus_6595b6

4144ccf1df_1.1.7601.17514_none_72d18a4386696c80\GdiPlus.dll" 

yolunu alƳŀƪǘŀŘƤǊ. 

 

 

vǳŜǊȅbŀƳŜLƴŦƻǊƳŀǘƛƻƴCƛƭŜ !tLΩǎƛ ƛƭŜ sistem 5[[Ωlerinden biri olan 

GdiPlus.dllΩƛƴƛƴ ōƛƭƎƛƭŜǊƛƴƛ ŀƭƳŀƪǘŀŘƤǊ. GdiPlus.dll grafik nesnelerini 

temsil eden ōǳƴƭŀǊƤ ƛƭŜǘƳŜƪ ƛœƛƴ ǎƻǊǳƳƭǳ œƤƪƤǒ ŎƛƘŀȊƭŀǊƤƴƤƴ ōǳƭǳƴŘǳƐǳ 

5[[Ωdir. 
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