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MD5 6072ffa2e78a14d9655d436e2178e5c3

SHA-1 554ce2c13d5eff616a56b66790ca251a2f65789e

| SHA-256 Sed5d0C108109f37d683bbfc81db522a2622269d96f339b9630ab3ca3974a5|
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amadeyexe Analizi

Toplam
7.80340

Dururm

paketlenmis

manuel olarakunpackenipl y' I f A 1

Mame Virtual Size Virtual Address | Raw Size Raw Address
Byte[8] Dword Dword Dword Dword

text 00026076 00001000 00000000 00000000
.rdata 00008244 00028000 00000000 00000000
.data 00004544 00031000 00000000 00000000
T 000008ED 00036000 00000000 00000000
T 00188945 00037000 00000000 00000000
T 0033CE70 001C0000 00330000 00000400
reloc 00000504 004FDO00 00000600 00330400
JISTC 00033832 004FEDOO 00033C00 0033DA00
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Clbcatq.exe Cryptbase.dll | Gdiplus.dll | Kernel32.dll | TYY O H &
Ntl.dll Ole32.dlI Propsydll | Shell32.dll Shiwapi.dll
User32.dll Userenv.dll | Usp10.dll Uxtheme.dll | Version.dll
Comctl32.dll | Wininet.dll Oleaut32.dll | Lpk.dll Msctf.dll
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AppData‘\\Local emp\\fc76a6c9ea

ECY " & - S B s Orro

h £ dzo (i dzNXkerdifipraResse @njekte ederdhskeng.exe
DI NB@ %I YI yif fl &&yORPd {NPINRFING 0

4[] taskeng.exe 1712 172 MB  WIN-LIKDNT9PE0\zorre  Gorev Zamanlayia Alt Yapisi
ke drbux.exe 3684 453 MB  WIN-L1KDN79P80\zorre  Login

C\UserszorroAppDatalocal¢ S YL & 2 € dzydZd I+ & IPNN \¢ Sy
AeAYyS [ NBIFGSCAES ''tLQaA AfS MpHMH
2 £ dz28 Il YzZiNd R P NJ

eax: "C:Y\\Users\\zorro\\AppData'\Local \\Temp\415212987719733412987"
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| dbux.exe 1740 BCreateFlle C:\Users‘\zomo\AppData\Local\Temp\15212987715733412987
). dbux.exe 1740 ﬁOoseFile C:\Users\zomo\AppData\Local\Temp\15212987719733412587
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® | OODDOACD €8 Z00FDDOO push 5edSd0ci0Bi09T37d6E2bbcBidbE22a26
- 5 64:FF35 00000000 push dword ptr . 0]
L] EB4424 10 mov eax,dword ptr ssilesp+10f
. 896C24 10 mov dword ptr ss:lesp-iofl,ebp
- EDEC24 10 lTea ebp,dword ptr ss:[esp+i10]
L] 2BED s5ub esp,eax
. 53 push ebx
. 56 push esi
L 57 push edi edi: &"ALLUSER SPROFILE=C: \ProgramData”
- Al 1B100F00 mov eax,dword ptr ds:[DF1018]
. 2145 FC xor dword ptr ss:[@ebp-4f, eax
- 33CE xor eax,ebp
- [-{s] push eax
- 8365 ES mov dword ptr ss:
L] FF7E F& push dword ptr ss

8845 mov eax, ptr ss:
. C745 FC FEFFFFFF mov dword ptr ss:
L] E945 FB mov dword ptr ss5:flebp-Bj,eax
L] 8045 FO Tea eax,dword prr ss:febp-10])

n
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ord ptr [ebp-4]=[0037F830]=F0SDE754
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% Dokim1 | Q% Dekim2 | W Dokim3 | G4 Dokom4 | @lel Dekioms | B ide 1 | [x=| Yerel Dediskenier | E‘an. |
res | Hex | ascIT | -
44090 a0 AL 49 0040 AR 49 OO 00 00 00 00| .¥I.
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.d. | EQ. . CommonPr
ogramFiles=C:\Pr
ogram Files (X866
J\Common Files..
.d. |80. .CommonPr
ogramws432=C:\Pr
ogram Files‘Comm
on Files..o.g.r.
.d.rbo. . Comspec=
C:\Windows\syste
m32%cmd. exe. m.
: s HOMEPATH
=\Users\zorro.m.
«d. 580, . LOCALAPP
DATA=C: Users\zo
rro\AppData'‘Loca
1.3.2.=..d.plO
NUMEBER_OF_PROCES
SORS=1. .>d.PE0. .
Path=C:\Frogram
Files (x86)\Comm
on Files\oracleh
Javal javapath;C:
Windows', system3
sCiwindows;C:
W1ndows', System32
wwoem; C:\Windows
Y System32'window
sPowerShell'\wi.0
WAL Users\zorro
‘AppData’Localy P
rograms\Python' P
ython37\scripts’,
3CI\Users\zorro,
2| AppData’Local’pr
ograms’,Python', Py

ASCII
NUMBER_OF_PROCES
SORS=1..>d.P@0..
Path=C:\Program
Files (x86)\Comm
on Files\Oracle\
Java\javapath;C:
\Windows\system3
2;C:\Windows;C:\,
windows\System32
\Wbem; C:\Windows
\System32\window
sPowerShell\vi.0
\;C:\Users\zorro
\AppData\Local\P
rograms'\Python\P
ython37\Scripts)
;C:\Users\zorro\
AppData\Local\Pr
ograms\Python\Py
thon37\..d..e0..
PROCESSOR_IDENTI
FIER=InNtel&4 Fam
ily 6 Model 158
Stepping 9, Genu
ineIntel..E.R.=.
.d.px0..PROCESSO
R_LEVEL=6.P.8.0.
.d.p@80. .PROCESSO
R_REVISION=9e09.
.d.r@o..ProgramF
iles=C:\Program
Files (x86)...P.
.d.sU00. .ProgramF
iles(x86)=C:\Pro
gram Files (x86)
-+).\.C..d.~00..
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.d.p@0. .PROCESSO |

R_REVISION=9e093.
.d.r@o. .ProgramF
iles=C:\Program

Files (x86)...P.
.d.sU0. .Programr
iles(x86)=C:\Pro
gram Files (x86)
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PSModulePath=C:\
windows\system32
\WindowsPower She
11\v1i.0\Modules\
ais e Molle il PODS
PUBLIC=C:\Users\
Public...d.p@o..
SESSIONNAME=COnNns
ole.d.o..d.p@o0..
SystemRoot=C:\Wi
ndows.m..d.rgo..
TEMP=C:\Users\zo
rro\AppData'\Loca
1\Temp...d.r00..
TMP=C:\Users\zor
ro\Appbata\Local
\Temp.\..d.p0O..
windir=C:\Window
S.p.p.D..d.p@o0..
windows_tracing_
flags=3..d.~@0..
windows_tracing_
logfile=C:\BVTBi
n\Tests\installp
ackage\csilogfil
e.log.r..e.t00..
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