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Giris

Amadey, ilk defa 2018’de yazari tarafindan Rus online forumlarda
satisa cikarilan, trojan olarak siniflandirilan, éncelikle kesif bilgilerini
toplamak icin kullanilan basit bir zararl bir yazilimdir ve bir Rus dark
web forumundan satin alinabilir.

Bulastigi bir bilgisayarda; diger zararli yazilimlari indirip yiklemek
(yarutmek), kisisel bilgileri calmak, tus vuruslarini kaydetmek,
cihazdan istenmeyen spam e-postasi gondermek ve virusli bir cihazi
botnete eklemek, kisisel bilgileri bir komuta ve kontrol (C2)
sunucusuna sizdirma gibi olaylari gerceklestirir.

Temel olarak Amadey baska bir virtistiin enfekte olmasini saglamak
amaciyla e-posta, ¢evrimici reklamlar, sosyal miihendislik gibi yollar
kullanilarak gonderilir.
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On Inceleme

Dosya Ad1 ( Orijinal adi: ObjectHolderListEnumerator.exe )
amadey.exe

Dosya Portable Executable 32 (x86)

Tiird
MD5 6072ffa2e78a14d9655d436e2178e5c3

SHA-1 554ce2c¢13d5eff616a56b66790ca251a2f65789¢e

| SHA-256 5ed5d0c108109f37d683bbfc81db522a2622269d9ef339b963cab3cal3974a517 |

Zararlinin MD5, SHA-1 ve SHA-256 bilgileri asagidaki tabloda yer
almaktadir. Orijinal ismi ObjectHolderListEnumerator.exe fakat analiz
ederken kolaylik olmasi agisindan amadey.exe olarak adlandiriimistir.




B

Y

amadey.exe Analizi

iE_‘ Entropy

Toplam

7.80840

Durum

paketlenmis

amadey.exe zararlisi DIE tooluna atip bakildiginda paketlenmis

oldugu goriulmektedir. Dosya tamamen obfuscate edilmis oldugu igin

manuel olarak unpacklenip analiz edilmistir.

Mame Virtual Size Virtual Address | Raw Size Raw Address
Byte[8] Dword Dword Dword Dword

text 00026076 00001000 00000000 00000000
.rdata 00008244 00028000 00000000 00000000
.data 00004544 00031000 00000000 00000000
T 000008ED 00036000 00000000 00000000
T 00188945 00037000 00000000 00000000
T 0033CE70 001C0000 00330000 00000400
reloc 00000504 004FDO00 00000600 00330400
JISTC 00033832 004FEDOO 00033C00 0033DA00

Sectionlarina bakildiginda da .text, .rdata, .data, .reloc, .rsrc
sectionlarina ek 3 adet sifrelenmis section oldugu gorilmektedir.

Dinamik olarak ytklenen DLL’ler su sekildedir;

Clbcatqg.exe Cryptbase.dll | Gdiplus.dll Kernel32.dll imm32.dll
Ntl.dll Ole32.dll Propsys.dll Shell32.dll Shiwapi.dll
User32.dll Userenv.dll Usp10.dll Uxtheme.dll | Version.dll
Comctl32.dll Wininet.dll Oleaut32.dll | Lpk.dll Msctf.dll

y
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Zararl dinamik olarak debugger tizerinde incelendiginde bir stre
sonra Unpacked.exe adinda masadistiine yeni bir EXE olusturdugu ve
bu EXE’nin ana EXE ile ayni oldugu gozlemlenmistir.

Ayni sekilde, zararl C:\Users\zorro\AppData\Local\Temp yolunu
aldiktan sonra Temp klasorine fc76a6c9ea adinda bir klasor
olusturuyor ve bu klasériin icine drbux.exe adinda bir EXE yaratiyor.
Bu EXE incelendiginde ana EXE ile ayni oldugu, kalicilik saglamak
amaciyla kendini yeniden olusturdugu anlasiimaktadir.

Olusturulan dosya kendini processe enjekte ederek taskeng.exe
(Gorev Zamanlayici Hizmeti) altinda calistirmaktadir.

4[] taskeng.exe 1712 172 MB  WIN-LIKDNT9PE0\zorre  Gorev Zamanlayia Alt Yapisi
ke drbux.exe 3684 453 MB  WIN-L1KDN79P80\zorre  Login

C:\Users\zorro\AppData\Local\Temp yolunu alip Temp klasérinin
icine CreateFile APl’si ile 15212987719733412987 adli binary dosyasi
olusturmaktadir.

eax: "C:Y\\Users\\zorro\\AppData'\Local \\Temp\415212987719733412987"

eax: "C:\\Users\\zorro\\AppDatai\Local\Temp 15212987 7197323412987"
Bu dosyayi WriteFile ile yazma islemi yapiyor ve CloseFile ile dosyayi
kapatmaktadir.

| dbux.exe 1740 :-;%CreateFile C:\Users‘\zomo\AppData\Local\Temp\15212987719733412987
\ . drbux.exe 1740 ﬁOoseFile C:\Users\zomo\AppData\Local\Temp\15212987719733412587

y



Manuel olarak x32dbg kullanilarak deobfuscate edilmeye ¢alisilmistir.

Zararlinin program dosyalarini aldigi gériilmektedir;

® | OODDOACD €8 Z00FDDOO push 5edSd0ci0Bi09T37d6E2bbcBidbE22a26
- 5 64:FF35 00000000 push dword ptr . 0]
L] EB4424 10 mov eax,dword ptr ssilesp+10f
. 596C24 10 mov dword ptr ss:fesptiofl,ebp
- EDEC24 10 lTea ebp,dword ptr ss:[esp+i10]
L] 2BED s5ub esp,eax
. 53 push ebx
. 56 push esi
L 57 push edi edi: &"ALLUSER SPROFILE=C: \ProgramData”
- Al 1B100F00 mov eax,dword ptr ds:[DF1018]
. 2145 FC xor dword ptr ss:[@ebp-4f, eax
- 33CE xor eax,ebp
- [-{s] push eax
- 8365 ES mov dword ptr ss:
L] FF7E F& push dword ptr ss

8845 mov eax, ptr ss:
. C745 FC FEFFFFFF mov dword ptr ss:
L] E945 FB mov dword ptr ss5:flebp-Bj,eax
L] 8045 FO Tea eax,dword prr ss:febp-10])

n
X=FOG4E6F5 B

ord ptr [ebp-4]=[0037F830]=F0SDE754

eXT:00DD0AEE 5ed5d0c108109T37des3bbTcs1db522a262226909eT339b963cab3ca3or4asly. axa: S10AEE #0

% Dokim1

4% Dikim2 | 4 Dakiun3

2l Dokam

wopskoms | B9 ide 1 | bl verel Degiskenier | ' vaou |

res

| ascTT

AGA0SD

2| AppData’Local’pr

< WL,
.d. | EQ. . CommonPr
ogramFiles=C:\Pr
ogram Files (X866
J\Common Files..
.d. |80. .CommonPr
ogramws432=C:\Pr
ogram Files‘Comm
on Files..o.g.r.
.d.rbo. . Comspec=
C:\Windows\syste
m32cmd. exe.m. .
.d. pl0. . HOMEPATH
=\Users\zorro.m.
«d. 580, . LOCALAPP
DATA=C: Users\zo
rro\AppData'‘Loca
1.3.2.=,.d.p00..
NUMEBER_OF_PROCES
SORS=1. .>d.PE0. .
Fath=C:\Program
Files (x86)\Comm
on Files\oracleh
Javal javapath;C:
Windows', system3
2iCiwindows;C:,
W1ndows', System32
wwoem; C:\Windows
Y System32'window
sPowerShell'\wi.0
WAL Users\zorro
‘AppData’Localy P
rograms\Python' P
ython37\scripts’,
3CI\Users\zorro,

ograms’, Python', Py

ASCII
NUMBER_OF_PROCES
SORS=1..>d.P@0..
Path=C:\Program
Files (x86)\Comm
on Files\Oracle\
Java\javapath;C:
\Windows\system3
2;C:\Windows;C:\,
windows\System32
\Wbem; C:\Windows
\System32\window
sPowerShell\vi.0
\;C:\Users\zorro
\AppData\Local\P
rograms'\Python\P
ython37\Scripts)
;C:\Users\zorro\
AppData\Local\Pr
ograms\Python\Py
thon37\..d..e0..
PROCESSOR_IDENTI
FIER=InNtel&4 Fam
ily 6 Model 158
Stepping 9, Genu
ineIntel..E.R.=.
.d.px0..PROCESSO
R_LEVEL=6.P.8.0.
.d.p@80. .PROCESSO
R_REVISION=9e09.
.d.r@o..ProgramF
iles=C:\Program
Files (x86)...P.
.d.sU00. .ProgramF
iles(x86)=C:\Pro
gram Files (x86)
-+).\.C..d.~00..

ASCII

.d.p@0. .PROCESSO |

R_REVISION=9e093.
.d.r@o. .ProgramF
iles=C:\Program

Files (x86)...P.
.d.sU0. .Programr
iles(x86)=C:\Pro
gram Files (x86)
ani) e Xolka e O i) cs
PSModulePath=C:\
windows\system32
\WindowsPower She
11\v1i.0\Modules\
ais e Molle il PODS
PUBLIC=C:\Users\
Public...d.p@o..
SESSIONNAME=COnNns
ole.d.o..d.p@o0..
SystemRoot=C:\Wi
ndows.m..d.rgo..
TEMP=C:\Users\zo
rro\AppData'\Loca
1\Temp...d.r00..
TMP=C:\Users\zor
ro\Appbata\Local
\Temp.\..d.p0O..
windir=C:\Window
S.p.p.D..d.p@o0..
windows_tracing_
flags=3..d.~@0..
windows_tracing_
logfile=C:\BVTBi
n\Tests\installp
ackage\csilogfil
e.log.r..e.t00..
P.R..BAR..ET.




Zararh"C:\Windows\winsxs\x86_microsoft.windows.gdiplus_6595b6
4144ccfldf 1.1.7601.17514 none_72d18a4386696c80\GdiPlus.dll"
yolunu almaktadir.

0%hadiPlus.d11

i
m
@
@

F6C

]

plus_6595b64144ccf1df_1.1.7601.17514_none_

®86_microsoft.windows.gd

QueryNamelnformationFile APl’si ile sistem DLL’lerinden biri olan
GdiPlus.dll’inin bilgilerini almaktadir. GdiPlus.dll grafik nesnelerini

temsil eden bunlari iletmek icin sorumlu ¢ikis cihazlarinin bulundugu
DLL'dir.

Windows winsxs"«86_microsoft windows. gdiplus_&555b64144ecf 1df_1.1.7601.17514_none_72d18a4 386696 80MGdiPlus dil

K drbue exe 1740 '_-_:_}Guer:.'Namelrﬁo...C.

dbuxexs c
dburexs c 3 [E=8[EcR =X
drbue exe [& » —~ _ -
iy h GueyName Hfomatonfle. G \Windows\Systam 2 wont ol (L) [ < YerelDisk (€ » Windows » winsxs » 186 microsoftwindows.gdiplus 6585664144ccilof 1.17601 17514 none 72d13a438663620 <[4 ][ 4
dbuxexs 3\ QueryNemelnfomationile A Windows'\SysWOWS\verson dl
drbuxexs c " Ap Dazenle v Kitapliga ekle »  Bununlapaylss »  Vaz  Veniklaser
dbuene c ¥ =
ahee 3 GuerNemelnfomationFile.  C\Windows\SysWOWE sspic di S S Kulamianiar Ad Degistirme terihi  Tar Boyut
drbux exe =h QueryName nfomation File C\Windows\SysWOVV64\shel 32.dil
dbucexe. ¢ " al 4 Kargidan Voklemeler | (%] GaiPlus.dl 71112010 Uygulama uzantis: 1587 KB
dbuxexs c i \api 4 B Masausta
j:ix E 4 Son Yerler
drbuxexe [& iy pi
dbuxexs B\ QuenyNamelrfomationfile  C:\WindowsSysWOWSA\irutd ol = Kitapliklar
dbuxexs c i <
dbuene B\ QueryNamelfomationfile  C:\W/indows\SysWOWE4\keme 22l 5 Belgeler
dibucexe C i o Mazik
j:i: g y P ) Resimler
dibuxexe [ iy A\api 4 B video
dbuene c ¥
drbux exe \ QueryName Information File: C\Windows\SysWOVVE4\pertd.dil
drbuxexe \QueryNamelnformationfile  C:\Windows\SysWOWB4\wininet dil o B Grubu
dbuxexs hGueryName nfomationFile  C:\Windows'SysWOWE4\gdi32.dl
dbuxexs hGueryNamenfomationFile € \Windows'SysWOWE4\msvart
dbuxexs BhoueryName nfomationile  C:\Windows\SysWOWE4\ole 32l
dibuxexe [& iy
drbux exe =h QueryName nfomation File C\WindowsSysWOV64\msctf dil i‘i_‘ Aj
dbuxexs A ¥ 4\api g
dbuxexs B\ QuenyNamelfomationfile  C:\Windows\SysWOWB4\pk di
dbuxexs c ¥
drbux exe \ QueryName Information File: C\Windows'SysWOVVE4\shiwapi dil
drbux exe %\ GueryName Infomation File: C:\Windows"System 32 ntdll dil
dbuxexs hGuerylame nfomationFile  C\Windows'SysWOW\rtdl.dl
dbuxexs 52 8 Progess xt
dbuxexs 1752 g ReqClosekey HKLM\SOFTWARE Microsoft\Windowg 168
drbux exe 1752 v:-}C!meﬁle C\Windows
drbuxexe 1752 @ RegCloseKey HKLMNSOFTWARE Microsoft \Windows| !
dbucexs 1752 BhCloseFle CAWiindows\SysWOWE4
0247... fdbuers 1752 B CloseFie E Y Y 10f_11.7601.17514 none_72d 16a4306636c80 || || Finiehed Loading 2119 Files —oomoo =
0247... 1] drbuscene 1752 #RegCloseKey HKLM\System\CurentCortralSet\Cortrol\Nis \Sorting\Versions Categaries 338
0247... ¥ dbuxexe 1752 @ RegCloseKey HKLWSystem\CurertControlSet \Cortrol\ SESSION MANAGER Varisbles 15678
0247... ¥ drbuxexe 1752 @RegCloseKey HKLM DLLe: 2
0247... il dburexe 1460 &F Thread Ext ners 1s88s
0247... ¥ drbucexe 1460 &1 Thread Bt - COM Interfeces: 1826
COM Machods
« i '
Showing 2.901 of 1.022.802 events (0.2%) Backed by virtual memory T
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Zararhnin 3 adet veritabani uzantili yollari aldigi gorilmektedir;

“C:\Users\zorro\AppData\Local\Microsoft\Windows\Caches\{AFBFOF1A-8EES8-
4C77-AF34-C647E37CA0D9}.1.ver0x0000000000000007.db”,

“C:\Users\zorro\AppData\Local\Microsoft\Windows\Caches\{AFBFOF1A-8EES8-
4C77-AF34-C647E37CA0D9}.1.ver0x0000000000000008.db” ve
“C:\Users\zorro\AppData\Local\Microsoft\Windows\Caches\cversions.1.db”

%) {AFBFOF1A-SEEE-4CTT-AF34-Co47ES7CADDO LY ver:0000000000000007 .db
|%| {AFBFOF1A-SEER-4CT7-AF34-Co47E3TCADDA L1 verl:d00000000000000038.db

|%| cversions.l.db

Bu database (.db) uzantili dosyalar incelendiginde cihazin
sistem bilgilerini icerdigi gortilmektedir.

Zararlinin icindeki 6nemli API’ler;

ShellExecuteA CreateThread CreateFileA LoadLibraryA

CreateProcessA SuspendThread CreateMutexW WriteFile
ReadFile ReadConsoleW DeleteFileW IsDebuggerPresent

VirtualAlloc TerminateProcess | LoadLibraryExW | SetUnhandledExceptionFilter
Sleep ResumeThread CreateFileW UnhandledExceptionFilter

HttpOpen InternetOpenUrIW | InternetWriteFile InternetReadFile
RequestA

InternetOpenA | InternetConnectA GdipGetimage GdipSavelmageToFile

Encoders
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Anti-Debugging

Amadey zararli yazihimi diger zararl yazilimlarinda sik kullandigi anti-
debugging teknigini kullanir. Bu teknik debuggerlarin kodu kolay bir
sekilde debug ederek analiz etmesini engellemek amaciyla kullanilan
anti analiz tekniklerinden biridir.

ik call cagrisina girildiginde anti-debugging tekniginin devreye girdigi,

debuggeri DbgBreakPoint API’sini ¢cagirarak kapattigi gozlemlenmistir

ve bu kisimda “Malware called ResumeThread” mesaji gorilmektedir.

|pbgBreakPoint

"Malware called ResumeThread"

Bir debugger calisan bir process’e eklendiginde cagrilir.
DbgBreakPoint ¢agrisi, engelleyebilecegi bir 6zel durum olustugu icin
debuggerin denetimi ele gecirmesine imkan yaratir. Eger ntdll.dII'de
bulunan DbgBreakPoint cagrisindaki breakpointi kaldirirsak,
debuggerin calismasi sonlanmayacak ve thread sonlandiriimis
olacaktir.

Anti Debugging tekniginin uygulanmasinda kullanilan bazi yontemler
vardir. Bunlardan bazilari IsDebuggerPresent,
SetUnhandledExceptionFilter, UnhandledExceptionFilter gibi
Windows Sistem API’leridir. Bu APl’ler zararlinin debug edilmesini
zorlastirmaktadir.

jmp <IMP.&IsDebuggerPresent> IsDebuggerPresent

jﬁp dword ptr ds:[<&IsDebuggerPresent=]|JIMP.&IsDebuggerPresent

En basit anti debug yontemi olarak IsDebuggerPresent fonksiyonunu
¢agirmak program uzerinde debugger kullanilip, kullaniimadigini
tespit etmek amaciyla kullanilir.

P, T S
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Network Analizi

Process Monitor’e 194.58.103.2.cloudvps.regruhosting[.]ru adresine
baglanti istegi atildigi gorilmektedir.

| drble.exe 1752 ,ﬂEaTCF‘ Reconnect WIN-LTKDNTSPE0 localdomain: 45348 -» 154-58-103-2 cloudvps regruhosting muhitp

i drbuwx.exe 3352 44 TCP Reconnect WIN-L1KDN79P30) localdomain:55983 -» 194-58-103-2 cloudvps regruhosting rushttp SUCCESS
W drbweexe 3352 ,ﬂﬂhTCF‘ Reconnect WIN-L1KDN7SP80J localdomain: 55984 -» 194-58-103-2 cloudvps. regruhosting ru:http SUCCESS

Bu kisimda da bethdahleen.com adresine baglanti atilmaya ¢alisildigi
goriulmektedir.

W drbux exe 1460 ,i:‘gTCP Disconnect WIN-LTKDN7SP80J localdomain: 45217 -» bethdahleen com:hitp SUCCESS
I drbuo exe 1460 ;::;TCP Disconnect WIN-LTKDN7SP80J localdomain: 45218 -» bethdahleen com hitp SUCCESS
I drbux.exe 1460 ;:;_TCP Connect WIN-LTKDNTSPB0J localdomain:45220 -+ bethdahleen .com:hitp SUCCESS
I drbux.exe 1460 4% TCP Send WIN-L1KDN7SPB0J localdomain: 45220 -» bethdahleen .com:hitp SUCCESS
W drbux exe 1460 ,i:‘gTCP Receive WIN-LTKDN7SP80J localdomain: 45220 -» bethdahleen com:hitp SUCCESS

Wireshark ile pcap dosyasina bakildiginda zararli belirtilen adreslere
baglanti kurmaya ¢alismistir. Fakat sunucular aktif olmadigi igin
baglanti gergeklestirememistir.

& dump.pcap (E=E/ K81 ]

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 7@ REBRes=FTosEEaaanm
W] Apply o dispiay fiter . <Ctrl-/> 3 <)+
No. Time Source Destination Protocol  Length Info -
1@ 3.515786 fe:96:3e:07:82:30 Broadcast ARP 68 Who has 10.10.0.1? Tell 10.10.8.29 L
11 3.515881 a6:33:6a:a7:86:40 fe:96:3e:07:82:30 ARP 42 10.18.8.1 is at ab:33:6a:a27:86:48
12 4.514320 10.106.0.29 10.10.8.255 BROWSER 221 Request Announcement GFBFPSXA
13 6.914720 10.16.0.29 10.10.8.255 BROWSER 233 Browser Election Request
14 7.024431 19.10.2.29 10.10.9.255 BROWSER 233 Browser Election Request
15 7.833535 10.10.2.29 1e. @.255 BROWSER 233 Browser Election Request
16 7.733415 10.10.8.29 12.10.8.255 BROWSER 243 Host Announcement GFBFPSXA, Workstation, Server, NT Workstation, Potential Browser
17 8.247945 10.10.8.29 8.8.8.8 DNS 8
T- 18 8.248094 10.106.0.29 8.8.8.8 DNS 9 tandacd guery 8x6 nexuscul fficeagos li
19 8.249592 8.8.8.8 10.10.0.29 DNS 2 Standard query response @x69f2 A config.edge.skype.com CNAME config.edge.skype.com.trafficmanager.net CNAME 1-8014.config.skype.com CNAME config-edge-s..
2@ 8.25@328 19.10.9.29 13.107.42.23 TcP 66 57324 > 443 [SYN] Seq=@ Win=6424@ Len=0 MS5-146@ WS=256 SACK_PERM=1
21 8.253312 13.107.42.23 12.10.98.29 TP 66 443 » 57324 [SYN, ACK] Seq=8 Ack=1 Win=65535 Len=0 MSS=1448 WS=256 SACK_PERM=1
22 8.253509 10.10.8.29 13.107.42.23 TP 60 57324 + 443 [ACK] Seq=1 Ack=1 Win-66848 Len=0
i 23 8.253588 8.8.8.8 10.10.8.29 DNS 159 Standard _guery response 8x6777 A nexusrules.offi pps.1i com CNAME prod nexusrules live.com akadns net A 52.189.12.18 I
24 B.254612 10.16.0.29 13.107.42.23 TLSv1.2 248 Client Hello
25 8.254724 10.10.0.20 52.109.12.18 Tcp 66 57325 > 443 [SYN] Seq=0 Win=64240 Len= MSS=1468 WS=256 SACK PERM=1
26 8.255967 13.107.42.23 10.10.9.29 TP 54 443 5 57324 [ACK] Seq=1 Ack=187 Win=4204300 Len=0
27 8.257376 13.107.42.23 10.10.0.29 P 1514 443 » 57324 [ACK] Seq=1 Ack=187 Win-4204800 Len-1460 [TCP segment of a reassembled PDU]
28 8.257382 13.167.42.23 10.10.0.29 e 1514 443 > 57324 [ACK] Seq=1461 Ack=187 Win=4204868 Len=1468 [TCP segment of a reassembled PDU] 1
29 8.257383 13.167.42.23 10.10.0.29 e 1514 443 > 57324 [ACK] Seq=2921 Ack=187 Win=4204868 Len=1468 [TCP segment of a reassembled PDU]
30 8.257385 13.167.42.23 10.10.0.29 Tcp 1514 443 » 57324 [ACK] Seq=4381 Ack=187 Win=4204300 Len=1460 [TCP segment of a reassembled PDU]
31 8.257386 13.107.42.23 10.10.9.29 TLsvl.2 551 Server Hello, Certificate, Certificate Status, Server Key Exchange, Server Hello Done
32 8.257644 19.10.9.29 13.107.42.23 TP 6@ 57324 + 443 [ACK] Seq=187 Ack=2021 Win=66@48 Len=g i
> Ethernet II, Src: 26:33:6a:a7:86:40 (a6:33:6a:a7:86:40), Dst: fe:96:3e:87:82:30 (fe:06:3e:07:82:30) E

> Internet Protocol Version 4, Src: 8.8.8.8, Dst: 10.10.0.29
4 User Datagram Protocol, Src Port: 53, Dst Port: 58355 ]
Source Port: 53
Destination Port: 56355
Length: 121
Checksum: @xfedl [unverified]
[Checksum Status: Unverified]

fe 96 3e @7 52 30 a6 33 6a aJ 56 40 05 00 45 48 >-@3 j @ EH
00 8d db 99 66 06 75 11 4f 45 68 03 03 08 0a 0a oH
80 1d 88 35 c4 b3 99 79 fe d1 67 77 B1 88 60 81 H

< -office apps-1i

(LR PR K KR loa 62 65 78 75 73 72 75 6C 6
Y073 0a 6 66 66 69 63 65 61 70 70 73 84 6 69 76
0050 (FRENENGMANI: 00 81 00 Bl o 6c 80 65 00 01 g

90 @0 83 8 @0 25 04 7@ 72 6f 64 @a 6e 65 78 75 %-p rod-nexu
73 72 75 6c 65 73 04 6c 69 76 65 83 63 6F 6d 86  srules-l ive com
61 6b 61 64 6e 73 83 6e 65 74 8 cB 3c BB 01 B8 akadns n et- <
01 eo 60 6@ 7f 00 04 34 6d @c 12 am

<h2>0ur services aren't available right now</h2»<pslie’re working to restore all services as soon as possible. Please check back soon.
</ p>B4pQCYQAARADRdetughUQdgBUBZxBOFRSVNUMZBFREDFIDEWOABF ZGd]




Burada Wireshark gortntisinde belirtilen adrese POST istegi atildigl
ve alinan bilgileri encode ederek baglanti adresine géndermeye
calistigi gorilmektedir.

i 13/ 13.bbYds4 1¥.16.6.29 194.58.16835. 2 P bl 5/338 » B |ALK| Seq=1 Ack=1 Win=2b2144 Len=b

138 13.678145 10.18.8.29 194.58.183.2 HTTP 28% POST /main/index.php HITP/1.1 (Eppilcatlnn x—www—anm—urlEncnded|
g 139 13.678285 10.10.6.29 194.58.183.2 TCP 243 57338 = 80 [PSH, ACK] Seq=1 Ack=1 Win=262144 Len=189 [TCP segment ¢
i 14@ 13 RA7A426 18.18.8.29 194 58 183.2 Icp 218 57338 » RA [PSH. ACK] Sen=19@ Ack=1 Win=2A27144 |en=156 [TCP secment

v
|

Content-Type: application/x-www-form-urlencodedirin
Host: 194.58.183.2\r\n

Content-Length: 84\r\n

Cache-Control: no-cachel\r\n

rin

[Full request URI: http://194.58.163.2/main/index.php]
[HTTP request 1/1]

[Response in frame: 184]

File Data: 84 bytes

4 HTML Form URL Encoded: application/x-www-form-urlencoeded

> Form item: "id" = "152115945878"
> Form item: "ws" = "2.31"

> Form item: "sd" = "a4a88a"

> Form item: "os" = "1"

> Form item: "bi" = "1"

> Form item: "ar" = "1"

> Form item: "pc" = "GFBFPSXA"
> Form item: "un" = “Admin”

> |[Form item: "dm" = ""

> Form item: "av" = "13"

> Form item: "Lv" = "a@"

2f 69 6e 64 65 78 2e 78 68 70 20 48 54 54 58 2f  /index.p hp HTTP/
31 2e 31 @d @a 43 6F 62 74 65 6e 74 2d 54 79 78 1.1  Con tent-Typ
65 3a 20 61 7@ 7@ 6c 69 63 61 74 69 6f 6e 2f 78 e: appli cation/x
2d 77 77 77 2d 66 6f 72 ®&d 2d 75 72 6c 65 Be B3 -www-Tor m-urlenc
6f 64 65 64 @d Ba 48 6f 73 74 3a 20 31 30 34 2e  oded ‘Ho st: 194,
35 38 2e 31 38 33 2e 32 Od @a 43 6F 6e 74 65 6 58.183.2 - -Conten
74 2d 4c 65 6e 67 74 68 33 20 33 34 od @a 43 61  t-length : 34 Ca
63 68 65 2d 43 6f 6e 74 72 &f Bc 3a 28 6e 6f 2d che-Cont rol: no-
BBce 63 61 63 68 65 @d Ba @d 9a 69 64 3d cache id-TEER
fade 26 76 73 3d 32 2e 33 31 &vs=2.31
26 73 64 3d 61 34 61 38 38 61 26 6F 73 3d 31 26 &sd=adad Salos=1R
52 69 3d 31 26 61 72 3d 31 26 78 63 3d 47 46 42  hi=1Rar= 1&pc=GFB
46 58 53 58 41 26 75 62 3d 41 64 6d 69 Ge 26 64  FPSXARun -Admin&d
6d 3d 26 61 76 3d 31 33 26 6c 76 3d 3@ m=Rav=13 &1v=0
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Coziim Onerileri

Amadey zararhsindan korunmanin yollari su sekildedir;
-Spam maillerin agilmamahdir.

-internetten indirilen yazilimlar taranmalidir.

-Bilinmeyen kaynaklardan gelen maillere ve URL'lere tarama
yapilmadan dosyalar acilmamalidir.

-Sistemlerde glvenilir anti-virts yazilimlarinin kullanilmalidir.
-isletim sistemlerinin giincel tutulmalidir.

-Orijinal uygulamalar kullaniimalidir.
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Yara Kurali

import “hash”

import “pe”

rule Amadey {

meta:
description="amadey.exe”
first_ seen="2021-06-28"
report_date="2021-07-27"
strings:

Sa="fc76a6c9ea”
Sb="drbux.exe”
Sc="CreateFile”
$d="15212987719733412987"
Se=" QueryNamelnformationFile”
Sf="IsDebuggerPresent”
condition:

hash.md5(0,filesize)=" 6072ffa2e78a14d9655d436e2178e5c3” or all
of them

}
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