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On Bakis

Virut, yaklasik olarak 2006 yilindan itibaren aktif ve ¢ogunlukla DDoS saldirilari i¢in
kullanilan bir botnet zararlisidir. Zararli USB, zafiyetli siteler veya diger medyalardan
bulasabilmektedir. Symantec’e gére 2012 de Dinya genelinde ele gegirdigi bilgisayar
sayisinin 300,000'den fazla oldugu varsayiimaktadir. Analizi yapilmis olan sample
Windows Serverlarini hedef almaktadir. Bu_koéti amach yazilim' bulasmis oldugu

bilgisayarin;

o Remote baglanti kurarak uzaktan yonetilmesini,

o Network. icerisinde yayilarak diger cihazlar enfekte etmesini-hedeflemistir.




DINOTIFY.EXE.exe Analizi

Adi DINOTIFY.EXE.exe

MD5 19685224d240dcOeeal970b0e4840199

SHA256 6c2493a7d33d0e98fallcal8e96e313aef8b89b3d6aec0e10c16523
a38c871ceb

Dosya Turu x32 Executable

Dinamik Analiz

HeapSetinformation® APl HeapEnableTerminationOnCarruption  »parametresi ile
cahstinlarak hata aninda | program kapanmaya | ayarlanmistir.  Ardindan
GetSystemMetrics APl ile IMM/IME /6zelliklerinin<agik olup. olmadigini kontrol

edilmektedir.
1001258 57 push edi
1 59 57 push edi
1 CA 6A 01 push 1
1 5C 57 push edi
1 SD 8985 7BFFFFFF mov dword ptr ss: [ekp-::] eax
1 5 897D BC mov dword ptr ss:febp ],ed'
1 66 597D 54 mov dword ptr ss:febp-7C], edi
1 69 597D 94 mov dword ptr ss:febp-&C], edi
&C FF15 24110001 call dword ptr ds:[<&HeapSetInformation:]
1 72 BA 52 push 52
1 74 FF15 58100001 call dword ptr ds:[<&GetSystemMetrics:>]
1100127 A 85C0 test eax,eax
100127C w“ T4 286 je dinotify.l10012A4

Sekil 1- HeapSetinformation / GetsystemMetrics APl

IME(Input Method Editor) aktif “olmasi | durumunda imm32.dll igerisinden
ImmDisableIME API ile IME kapatiimaktadir. IME standart ingilizce karakterler
diginda baska bir dil kullaniimasini saglar, kapatiimasi saldirganin Remote baglantiyi

ingilizce kullanacagi anlamina gelmektedir.

~ 74 26 je dinotify. 10012A4

68 74140001 push dinotify 1001474:L"imm32.d11"

FF15 &C110001 call dword ptr d LoadLibraryw:]
5945 94 mov dword prr ss ehp-6C]], eax
3BCT cmp eax, edi
~ 74 14 je d1nut1fy 1001244
&8 64140001 push dinotify.1001464 1001464 : "ImmDisableIME"
50 push eax
FF15 70110001 €all dword ptr ds:[<&GetProcAddressx>]
3BCT cmp eax,edi
v~ 74 04 je dinotify.10012A4
6A FF push FFFFFFFF
FFDO call =ax aImmdisableime

Sekil 2- ImmDisableIME




GetEnvironmentVariableW API ile alinan “UserlnitLogonServer”,

“UserlnitLogonScript”  ve “UserlnitMprLogonScript”  degerleri devaminda

SetEnvironmentVariableW APl ile 0’a esitlenmigtir.

OL0012A4 BE ZC140001 mov esi,dinotify.100143C 100143C: L"UserInitLogonservear”
0 45 56 push esi

EB 38100000 call dinotify.10022E7

63 14140001 push dinotify.1001414 1001414:L"UserInitLogonScript”

8945 88 mov dword ptr ss:[febp-7s],eax

EE8 ZBLOOODOOD €all dinotify.10022E7

BB E4130001 mov ebx,dinotify.10013E4 ebx:L"UserInitMprLogonscript", :

523 push ebx ebx:L"UserInitMprLogonscript”

5345 30 mov dword ptr ss:[lebp-s0f,eax

EB 4A160000 €all dinotify.1002914

57 push edi

56 push esi

SB35 S5C110001 mov esi,dword ptr ds:[<&SetEnvironmentvariablews]

5345 30 mov dword ptr ss:[lebp-700,eax

FFD& call esi

7 push edi

68 14140001 push dinotify.1001414 1001414:L"UserInitLogonscript"

FFD& call esi

57 push edi

53 push ebx ebx:L"UserInitMprLogonscript”
01 E FFD& €&l _=si

Sekih3- SetEnvironmentVariables sifirfand..

“RunLogonScriptSync” HKEY_CURRENT _USER ve' HKEY_LOCAL_MACHINE
icerisindeki  “Software\\Microsoft\Windows  NTWCurrentVersion\\Winlogon”
keyinde ve HKEY_CURRENT USER ve HKEY_LOCAL MACHINE icgerisindeki
“Software\\Microsoft\Windows\\CurrentVersion\\Policies\\System” keyinde
RegQueryValueExXW API ile sorgulanmistir.

1C B8BE35 24100001 mov esi,dword ptr ds:[<éRegOpenkKeyExw>] 01001024: "OME6Vp~6V V&V
1 57 push edi
1L 8045 FC lea eax,dword ptr ss:|[febp-4]
1( BF 19000200
1 57
10 6A 00
10 68 48220001 1002248: L"Software\\Microsoftl\Windows NT\\Currentversion\\winlogon"
68 01000080 .
FFD& es
8B1D 20100001 mov ebx,dword ptr ds:[<éRegQueryValueExw:>] ebx:L"UserInitMprLogonScript
85C0 test eax,eax
~ 75 28 jne dinotify.1002E56
8045 F8 lea eax,dword ptr ss:|[ebp-s]
50 push eax
8D45 F4 lea eax,dword ptr ss:|[febp-C[J
50 push eax
8045 FO lea eax,dword ptr ss:|[[ebp-10J
50 push eax
64 00 push 0
5 s 68 F82E0001 push dinotify.1002EF8 1002EFS:L"RunLogonscriptsync”

Sekil 4- RunLogonScriptSync

Zararll GetSystemMetrics APl SM_REMOTESESSION parametresi ile Terminal

Servisinin client session mi yoksa console session mi oldugunu kontrol etmektedir.

¥L 83945 FC mov dword ptr ss:ebp-4),eax

13 K &8 00100000 push 1000

LI FF15 58100001 call dword ptr ds: [<&GetSystemMetrics:]
¥Li B5CO test eax,eax

13 K ~ 0OF85 3IEO20000 jne dinotify.1003295

Sekil 5- GetSystemMetrics
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Client session degeri ddonmesi sonucu  “ctfmon.exe /n”  degerini
‘HKEY_CURRENT_USER Software\\Microsoft\Windows\\CurrentVersion\\Runonce”
icerisine kaydeder. Bu sayede Bilgisayar tekrar baslatildiginda program sorunsuz
calismaktadir. "ctfmon.exe” aktif pencereyi izler ve alternatif kullanici inputlarini
saglar, bu ylizden zararli yapacagi bazi faaliyetler icin “ctfmon.exe”ye ihtiya¢ duyar

calismadidi zaman ise hata almaktadir.

push ebx

mov esi,dinotify.100347C 100347C: L "ctfmon. exe /n"
lea edi,dword ptr ss:[Jebp-20f

rep movsd

mov esi,dword ptr ds:[<&RegCreatekeyExw=]

push dinotify.1003418 1003418: L"softwar e\\Microsofty\windows\\Currentversion\Runonce"

test eax,eax

Sekilh6- ctfmon.exe'Runonce icerisine kaydedilmistir.

‘HKEY_LOCAL_MACHINE System\\CurrentControlSet\Control\Terminal Server”
icerisinden RegQueryValueExW ile degeri alinan “TSAppCompat” zararlinin
icerisinde bulundugu makinenin ‘Remote Admin modunda mi yoksa Application
Server modunda ‘mi oldugunu 6grenir. Sonra DwmpStartupViaUserlnit ile Desktop

Window Manager User Init yoluyla ¢alistirilir.

push eax
push 1
push
push di
push 80000002

call dword ptr ds: [<&RegDpenkeyExw:=]
test eax,eax

jne dinotify.10029C
1ea eax,dword ptr ss:[ebp-Cf]
push eax

Tea eax,dword ptr ss:[ebp-4]
push eax

Tlea eax,dword ptr ss:[ebp-10§
push eax
push esi
push dinotify.10029E0
push dword ptr =
mov dword ptr
mov dword ptr ss:|febp-Cj,+4

£all dword ptr ds:[<8RegQueryvalusExw:=]
test eax,eax

je dinotify.l1003498

push dword ptr ss:|[febp-3]

€all dword ptr ds:[<&RegClosekey>]

mov dword ptr ds:[1006080],es1

mov eax,dword ptr ds: [10064A4]

pop esi

Jeave

ret

ify.10029F3 10029F8: L"Ssystem\\CurrentControlset\\Control\\Terminal Server™

n M

10029E0: L " TSAppCompat™

s

Sekil 7- TSAppcompat
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A

‘HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Sessioninfo”  altindaki

once taranip sonra keyler RegDeleteTreeW API ile silinerek RegCreateKeyExW API

ile ilk

57

FFBO D4010000
EDBS G4FFFFFF
68 C32F000L

834 1

56

8085 G4FFFFFF
BE 01000080
56

FF15 15100001
8D85 GOFFFFFF

50
8085 SCFFFFFF

8085 G4FFFFFF
50

56
FF15 14100001

FFBS SCFFEFFF
FF15 23100001

key igerisi bos

push edi
gush dword prr ds:[eax i04)
:lebp-3cl

i,edi
call d]nDtIFy 1003051
add esp,1
test eax‘ea
jT d1nut1fy 1002FB6

Jea eax,dword ptr ss:[esp-5cl
push eax
'nDV esi ‘a'J'J'l'l'l'll

es’

BEi Gword ptr ds
Tea eax, dword ptr
push

Tea eax e ptr ss:[febp-aa]
push eax

push ed

push 2

push 1

push en

[<&RegDeleteTreens]
:[lebp-Aol

sh
1ea eax dword ptr ss:febp-oC)
push ea
push =

call dhnrd ptr ds:[<&RegCreateKeyExi=)

po)
\:ESE eax eax

ine dinotify.1002F86

push dword ptr ss:[ebp_adl

€all dword ptr ds <ARegc1oseKey>

Sekil 8- Sessionlnfo keyi icerisindeki dosyalar silindi.

olarak geri olusturulmaktadir.

1002FCE: L"Softwar e\\Microsoft)\Windows\\Currentversion\\Explorer\\SessionInfo\\%d

“‘HKLM\system\currentcontrolset\control\safeboot\option” keyinden UseAlternateShell

ve AlternateShell degerleri kontrol edilir, en azindan bir Shell'in bulunmasi sonraki

eylem icin dnemli aksi takdirde zararl bazi islemleri tamamlayamaz.

8D85 BBF5SFFFF
50

53
68 FC430001
FFB5 CBF5FFFF
C785 COFSFFFF
FF15 20100001
FFB5 CBFSFFFF
FF15 28100001
399D CCFSFFFF
~ OF84 GDESFFFF
BDBS CBFSFFFF

50
&8 19000200
68 AB430001

FFD&
B5C0

7 55
8D85 COFSFFFF
50

8D85 EOFSFFFF
50
8D85 BBFSFFFF
50

53

68 84430001
FFBS CBF5FFFF
€785 COF5FFFF
FF15 20100001

Sekil 9- Shell kontrol

lea eax,dword ptr ss:|Jebp-A43]
push eax

push ebx

push dinotify
push dword ptr
0400000 mov dword ptr
€8l dword ptr ds
push dword ptr ss
£all dword ptr
cmp dword ptr ss:[Jebp-A34]], ebx
je dinotify.l002652

Tea eax,dword ptr ss:|Jebp-aA3s]
push eax

push 200
push
push d
push
call
test eax,eax

jne dinotify.1003E53

lea eax,dword ptr ss:|[Jebp-as0]
push eax

lea eax,dword ptr ss:[lebp-azof
push eax

lea eax,dword ptr ss:[febp-ass]
push eax

push ebx

push dinotify.1004384

push dword ptr ss:lfebp-A3s]
0802000 mov dword ptr ss:|febp-A40],208

€all dword ptr ds:[<&RegQueryvalueExw:]

10043FC:L"UseAlternateshell

10042A8: L "system\\currentcontrolseti\ control’’\safeboot™

1004384:L"Alternateshell

>,
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Zararli

remote

kacinmaktadir.

56
&8 7O4B000L
&4 00
&6A 02
FFL15 48110001
SBFOD
B5FE
~ 74 OE
56
FFL15 44110001

56
FF15 54110001

baglanti kurmadan

push esi

push dinotify.l004B70

push 0

push 2

€all dword ptr ds:[<0penEventw:>]
mov esi,eax

test esi,esi

je dinotify.1004B6E

push esi

€all dword ptr ds:[<&SetEvent>]
push esi

call dword ptr ds:[<&CTloseHandle=]
pop esi

EEE

once

Sekil 10-@penEventW(ShellDesktopSwitchEvent)iile Masalisti degistirildi.

OpenEventW

API ile

ShellDesktopSwitchEvent calistirarak Masaustinu degistirmekte ve yakalanmaktan

1004B70: L"5helIDesktopswitchEvent™

“ts_remoteprograms.chm::/html/d69deee5-8457-4327-92b0-f0c6c8c826ef.htm”
adresine CreateWindowEXW API yardimiyla pencere olusturmaktadir. Daha sonra.bu

fonskiyonu CreateThread ile calistirarak Botnet baglantisini-kurmaktadir:

je' di
cmp e
je di
push
push
push
push
push
push
call
push
call
push
call

Sekil

SetEnvironmentvariable API ile “C:\Windows” degeri “%SystemRoot%” ile

notify.10041CC

s, ebx

notify.10041CC
dinotify.1004210

ebx

esi

ebx

ebx

dinotify.1004C3D

esi

dword ptr ds:[<&LocalFreex]
dword ptr ss:[lebp-azc]
dinotify.1004F382

11- Remote Desktop

1004210:L"ts_remoteprograms. chm: : /html

deadeees -8457-4327-92h(

y-focecacszeef. htm"

degistiriimektedir. Bu durumda %SystemRoot% olarak yazilan komutlar aslinda

“C:\Windows” isaret etmektedir.

BH Seq Komut Istemi

Sekil

12- Gizlenen komut.

er.d1ll,RunMonitor

%SystemRoot%\System32\RunDII32.exe %SystemRoot%\System32\rover.dll,RunMonitor
C:\Windows\ System32\RunDII32.exe C:\Windows\System32\rover.dll,RunMonitor

4
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“\HKCR\CLSID\{16d12736-7a9e-4765-bec6-f301d679caaa}” keyi bulunuyorsa
“C:\Windows\System32\RunDII32.exe C:\Windows\System32\rover.dll,RunMonitor”
komutu calistirilir ve gorinti elde edilir. OpenEventW RasAutodialNewLogonUser

parametresiyle calistirilarak yeni kullanici girigi'yapilmaktadir.

push es1

push dinotify.1002174 100217 4: L"RasAutodi alNewLogonUser ™
push ebx

push 100002

call dword ptr ds:[=&0penEventn:=]

mov esi,eax

cmp esi,ebx

jne dinotify.10032582

Sekil 13-OpenEventW kullanilark Uzak kullanici baglandi.

‘HKLM\SOFTWARE\\Policies\\Microsoft\Windows\\System” keyinde bulunan

Allow-LogonScript-NetbiesDisabled degeri kontrol edilir olumsuz kosulda iglem logon

scriptleri calistirilamayacagi igin islem atlanir.

50 push eax
68 13000200 push z0019
57 push edi
68 C83B0001 push dinotify.1003BCS 1003BCS8: L"SOFTWAREN\POTiciesi\Microsofti\windows'\System”
68 02000080 push 80000002
FF15 24100001 €8l dword ptr ds:[<&RegDpenKeyExw:>]
85C0 test eax,eax
~ 75 2B jne dinotify.1003873
8045 DO lea eax,dword ptr ss:[ebp-z0f
50 push eax
8D45 E4 lea eax,dword ptr ss:[febp-1C)
push eax
8045 CC lea eax,dword ptr ss:[Qebp-34J
50 push eax
57 push edi
68 B03B0OOO1 push dinotify. 100 0 1003B380:L"Allow-LogonScript-NetbiosDisabled
FF75 D4 push dword ptr : [Bebp-2cf}
€745 DO 04000000 mov dword ptr ss:|febp-30f,4
FF15 20100001 €an dword ptr <&R egQueryvalueExw=]
FF75 D4 push dword ptr bp-2C
FF15 28100001 €am dword ptr <&RegClosekey=]
837D E4 01 cmp dword ptr ss:|febp-ic,1
~ 0OF8E DCOL10000 jne dinotify.1003A59

Sekil 14- Allow-LogonScript-NetbiosDisabled degeri kontrol edilir.

4
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Idap_initW API ile 185(TCP/UDP) Remote Port’'unu kullanarak LDAP server

baglatmaktadir. |dap_get optionW ve Idap_set_optionW’la ayarlari diizenleyerek

Idap_connect ile baglanti kurulmaktadir. Idap_bind_sW API bir clienti LDAP servera
authanticate etmektedir. Bu sayede zararli networkte bulunan diger cihazlara da

bulagsmaktadir,

Ltext:@188399C push eax 3 inwvalue
Ltext: 21883990 push 4 ; option
Ltext:@188399F push [ebp+1d] 3 1d
Ltext:8lee39A2 mov [ebp+invalue], 1Eh
Ltext:8lee3949 call esi ; ldap_set_optionW ; Indirect Call Near Pr
Ltext:81ee394A8 add esp, BCh 3 Add
Ltext:BlBe394E test AN, eax 3 Logical Compare
Ltext:@1e839E8 jnz loc_1@@3A59 3 Jump if Not Zero (ZF=8)
i L 4
Ll e 5]
Ltext: 810883966 mov eax, [ebpt+invalue]
Ltext: 21883969 mov [ebp+timecut.tv_sec], eax
Ltext:@1e839BC lea eax, [ebpttimeout] ; Load Effective Address
.text:818839BF push eax 3 timeout
Ltext:818839C8 push [ebp+1d] s 1d
Ltext:Bleesocs mov [ebp+timeocut.tv_usec], edi
Ltext:Bleesscs call ds:ldap_connect ; Indirect Call Near Procedure
Ltext:elaes9CC pop eCx
Lgext:@lae3sch pop ecx
Ltext:@18839CE test eax, eax ; Logical Compare
Ltext:218839D8 jnz loc_18@3A50 3 Jump if Not Zero (ZF=8)
i Y
=
.text:81883906 push 486h 3 method
.text:8188390B push edi ; cred
Ltext:8188390C push edi 5 odn
Ltext:81883900 push [ebp+1d] s 1d
Jtext:@1ee39E2 call ds:ldap bind sW ; Indirect Call Near Procedure
Ltext:@1e839EE add esp, 1éh ; Add
Ltext:@18839E9 test eax, eax ; Logical Compare
.text:@18839EE jnz short loc_18@83A59 ; Jump if Not Zero (ZF=8)

Sekil 15-LDAP Connect

4
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YARA Kurali

rule dinotify

strings:

$vntl = { BB FO 11 00 01 53 89 45 08 50 BF 00 00 10 00 57 FF D6
} //ShellReadyEvent

$vnt2 = { 56 68 74 21 00 01 53 68 02 00 10 00 FF 1548 11 00 01}

//RasAutodialNewLogonUser

$vnt3 = { 56 68 70 4B 00 01 6A 00 6A 02 FF 15 48 11 00 01 }
//IShellDesktopSwitchEven

$imml ={68 74 14 00 01 FF 15 6C 11 00 01 } //Load imm32.dl|

$imm2 = { 68 64 14 00 01 50 FF 15 70 11 00 01 3B C7 }
/ImmDisableIME

$ts1 ={68 54 4500 01 FF 15 6C 11 00 01 } //Load tsappcmp.dll

$ts2 = { 68 3C 45 00 01 53 FF 15 70 11 00 01 3B C7 }

[ITermsrvCheckNewlnlFiles

$rm = {68 10 42 00 01 68 10 40 00 00 53 56 53 53 E8 78 0A 00 00

} llrmt_chm

$ldapl = { 68 85 01 00 00 56 FF 15 34 60 00 01 } //Idap_initw

$ldap2 = { 50 BE 92 00 00 00 56 FF 75 F8 FF 15 38 60 00 01 }
/l\dap_get_optionW




$ldap3 = { 50 56 FF 75 F8 8B 35 30 60 00 01 FF D6 }
/lldap_set_optionW

$ldap4 = { 50 FF 75 F8 89 7D C8 FF 15 40 60 00 01 }

//ldap_connect

$ldap5 = { 68 86 04 00 00 57 57 FF 75 F8 FF 15 3C 60 00 01 }
/lldap_bind_sW

$ldap6 = { FF 75 F8 FF 15 44 60 00 01 } //ldap_unbind_s

condition:

all of them or

2 of ($vnt*) and 3 of ($ldap*) or

$rm and $ldap4 and $imm1 and $ts2 or

all of ($ldap*) and all of ($vnt*) or

all of ($ts*) and $rm and any of ($vnt*)
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